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1 S}FT'IC Filter by sync status —

All

Pending First Sync
5ync In Progress

5tarting Sync

Synced Successfully

Ml Covmm Ml memd

Schedule [OM] | MoTags
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5 ) Cloud Sync Dashboard Reports

2 Syncs  Sortby name

-

Name
Relationship 1 &

Source
nfs2ff217.70.28.8/MyExportia...

Target
nfs:/¥217.71.38.3/MyExportNa...

Data Broker Group
) ben-data-broker2

Data Sensefia Di&1t,

giElp ) 1) — X Tlk. Cloud Sync¥ Cloud Data Sense DIEEZEAL X LT SEIDT7 v 75— rTld. [
HARARDIERDBZICHR D, FEah@bE N L7s Cloud Data Sense "5 7 —XEHIZRABT 3. IA
TOYV—RBEHMI1 DDODRATyFICFeHEN. WS ODDEELRFMEANTTBEITTEAET,

] ) Sync Relationship ° Data Sense [ntegratior @ Data Broker Group @ MNFS Server CH‘I >
\_ How does itwork? Selected Data Sense Source
feifs1 111 cifs 11.1.1.1hifs1
Azure NetApp Files .
Source Host Working Environment Volume

A few more things before we continue

Define SME Credentials:

User Mame Password Domain (Optional)

2022F2H6H

T—R2ITO—h—JIL—TDi&1k
TR TJO—A— JIN—TZ@AITBZET. T—2 JO—HA—CDPOBDAEZEELF LI
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frezid. LV EHBRZER T2 LS FEDT—42 TO—NH—TIE%A<., BRTERTSZT—% 7
A—Hh—JIL—TZ&ERLFT,

é Sync Relationship @ SME Server o Data Broker Group @ Shares @ Targe b

How doss it work? Select a Data Broker Group

1 Data Broker Group

G :i:/ ) groupl o
e NS

1 928.43 B/s 0 () 1 Active

Data Brokers Transfer Rate Relationships Data Brokers Status

T—R TJO—A—0B’ 27I1ClE. T—42 TO—A— JI—FHEEL TV 3EHEROBLRTINE

Licensing Manage Data Brokers

1 Data Broker Group Q

@ ~
® group1 / {c:} (. Zj' ':i:'

1 187.77 B/s 1 () 1 Active

Data Brokers Transfer Rate Relationships Data Brokers Status

PDFLR—FrEAD>O—R
LR—FDPDFZ#XA>YO—RTEFBZELDICHEDFE LT

"LR— b D" .

2022F1H2H

1L L \Box A AR (R
2 D0F LLEREGA T R— SN TULET,

* Box h*5 Azure NetApp Files\
* Box 7*©5Amazon FSx for ONTAPA

"WR—FEINTVBEHEFROU X FZRTI 3"
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BT BEEIREDEVDTOHHAIZEMTEEXT,

21 Syncs
(+) Sync Complete
Name Y
Mame your relationship &
Scan
Source
smbe/10.60.62 37/c_test] Succeeded
& Update Credentials
Failed

Target

ibm:/=3.ap.cloud-object-stora...

¢ Update Credentials

Marked for Copy
On-Prem Data Broker

@ tanyald7i2 Marked for Delete

Schedule [ON] | Mo Tags You have 1 recomm

S3T/SAR—K)>Y

Amazon S3 X D TT —RZRAHAT B L EFIC. SBTSANR— LI VI ZEATEINEINZEIRTEX T,
T—R2 TA—A—DNY—DS5Z—7y MIT—2ZIE—-T358. T7ARX—F U2IZ REHALEI,

COMBERFERTBICIE. T—4 JO—H—ICBEEMIT SN IAM O—JLISKRDIERNRETH D Z CISE
BLTLIETL,

"ec2:DescribeVpcEndpoints"

C ORI, ERRTEFHLWVWT—% TJO—A—ICBFMISEMENE T,

ACA DENFHRER

BEHIBMRD X — 4w L H Amazon S3 DIBE. Glacier Instant Retrieval A kL — 95 AEBEIRTEF 3L 51C
B FEL7

AT TV RIFL—=UH5SMBEBEADACL

Cloud SyncTld. 72TV b AL —2H5 SMBHEADACLOAE—DYR—FEINBLIICHDF
L7co VETIE. SMBHBEWNS AT TV b ARL—=IADACLOIE—DADFR—bEINTVWE LT
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SFTPH 583N

SFTP H'5 Amazon S3 ANDOEHIBBRDIERN 1 —HF— 41 VA —T A ATHR—bEINBLSICHEDFL
7=o C DEEARBERIZLBTIZ APl TOHARTR—EEINTUVE LT,

T—7ILEa—D5&{t

BFVWPTEEZERLT. Ay aR—ROT—TIL Ea—ZBRFTLF LI, *FHBEREZEIRTB .
Cloud Sync (34 VY aR—FZ 7«4 )LZ—L. HEDERICET 2FABHRERTLE T,

4 Syncs Q H

il 4 B sauphoohe W Ibmat. 1 ESmediumiest = : Moreinie
st B sma B ssopooese = 1 Mae 0
Mamd your relananship @ svvmedum B ssoey «_'l i ot MG infe
Pt o0 kTG @ snvsman B sy () L Mo infe
e
D LA ZHIFADZE

Cloud SyncTld. AWS 72T NI T4 w7 (v AILA) )= 3> TOT—R2TO—A—0F7 7O+ R
—hrTNBELSICEDF LT

2021F11828H

SMBA5F T2V hA ML —UADACL

Cloud Sync. V—XSMBHEEMNSA T TV b AL —T (ONTAP S3 Z[R< ) ANDEHBMBRZRET D &
TS TR XA S (ACL) ZAE—TZE 3L 3ICADF LT

Cloud Sync . #7x Uk AL —=UH5 SMBHEADACLOIE—%HR—ELTULWEEA,
"SMBEEHNSACLEZ IE—F B3 HEZZER",

SAEAOEH

RER L7-Cloud Sync7 1Y RZEHTET DL SICHD F LT

NetApph SEEA L 7=Cloud Sync5 1 2V XZER L 1:HEIF. Z1E> XA =BEENML TEVERREZEHT
S

"TAEADEFREEER" -

BoxDERIFEHREEHI S
BIF DEHARSIRD Box BMIBHRZEH TEBLSICBDE LT

"BRIBEIRZEM TR AEEER" .
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Ry O HR—=k
Box #7R— kA Cloud Sync1—H#'— AV A2 —TJx—XTTFLEa— LTHIATERLSICHD XL

Box (F. WL DOHQDBEDEBRICEVWTY —REXIFX—7 Y MIBBZIENTETET, "UR—FCh
TULWBEHARERD ) X b2 RTT 3"

ERH DERE

SMB #—N\—=1'Y —DBE. MERA1 CWSHLLERBRREZER T3 & HEDOBMURE. %iE
OHRfEI. FIIBFEDOKBEBERNICIER SN 7MIILZEATET FT,

"Cloud Synci%E DFH" o
2021%F1084H

EMDBoxtHR— k

Cloud Syncld. U TOEMOREAERZ Y R—rT3LK5I128D £ L7z, "#" Cloud Sync APl Z (¢ %15
AN

|

* Amazon S3h'5Box\

* IBM Cloud Object Storageh* 5Box\
* StorageGRIDA* 5 Box/\

* NFSH—/N\—A®DBox

* Boxh5SMBH —/\—A

"APIZfER L CTREARBRZRE T 5 HE2FUEI" .

SFTP/NXXD L AR—

CNT"LR—bZ{Ele 2"SFTP NADIFE,

20215F9H2H
FSx for ONTAPD t7R—
Amazon FSx for ONTAP 7 7 AL AT LE DB TT— 2 %=REATE 3 LSICHD £ L1

* "Amazon FSx for ONTAP|C DWW TE.R"
s "HR—FEINTVLWBEHEE®RERT T D"
* "Amazon FSx for ONTAPD EIEABRZ ER T 2 AR U E ¢
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20218H1H

BRIEHRzEHNTS

Cloud SyncTld. BIFOEHBROY —IXcEE2—7'y bORFHOEBERERZEAL T —%2 JO—H—
ZEHTEBEDICHD E LT

Coteetid. tXal) T RIS —ICKDERBRZEMNICER T I2XEN DB IHEICRIEE T, "
BIRBIREEHN T2 HEZFER" .

1 Sync

Name
My first sync relationship &2

Source
smb/f217.705  _/MyShareM...
& Update Credentials

Target

smbc/f217.71 38 3/MyExporti_.
& Update Credentials

Data Broker Group
@ Data Broker Group 1

Schedule [OMN] | No Tags

FITPTIORRML=2R—7y DR

EIHABSRZER T B L T, AHARBROA T I AL =2 &=y MIZTZEBMTESRLSICHD
Ll

X DEMIE. Amazon S3. Azure Blob. Google Cloud Storage. IBM Cloud Object Storage. StorageGRID
THR—FETATVET,
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¢ 53 Bucket @ Settings o Tags/Metadata @ Review

Relationship Tags

Cloud Sync assigns the relationship tags to all of the files transferred to the 53 bucket.
This enables you to search for the transferred files by using the tag values.

® Save on Object’s Tags O Save On Object’s Metadata

Tag Key Tag Value

@ +ad Relationship Tag Optional Field | [Up to 5]

Box®DHAR—k

Cloud Synch 7 R— b3 &S24 D F L7 "#8"Cloud Sync APl Z{ER ¥ %1%&. Amazon S3.
StorageGRID . IBM Cloud Object Storage & D[EIHABIZRDY — X & L T,

"APIZfER L TRHARRZRE T 3 HE2FUET" .
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"Name": "Azure Data Broker",
"Actions": |
"Microsoft.Resources/subscriptions/read",

"Microsoft.Resources/deployments/operationstatuses/read",
"Microsoft.Resources/subscriptions/locations/read",
"Microsoft.Network/networkInterfaces/read",
"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Resources/subscriptions/resourceGroups/write",
"Microsoft.Resources/subscriptions/resourceGroups/delete",
"Microsoft.Resources/deployments/write",

"Microsoft.Resources/deployments/validate/action™,

"Microsoft.Resources/deployments/operationStatuses/read",
"Microsoft.Resources/deployments/cancel/action",

52


task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html
reference-networking.html

"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft

Compute/virtualMachines/read",
Compute/virtualMachines/delete",
Compute/disks/delete",

.Network/networkInterfaces/delete",
.Network/publicIPAddresses/delete",

"Microsoft.Network/networkSecurityGroups/securityRules/delete",

"Microsoft.Resources/subscriptions/resourceGroups/write",

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

"Microsoft

/action",

"Microsoft.

"Microsoft
"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft

"Microsoft.

"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.

"Microsoft.

Compute/virtualMachines/delete",

.Network/networkSecurityGroups/write",
.Network/networkSecurityGroups/join/action",

Compute/disks/write",

.Network/networkInterfaces/write",
.Network/virtualNetworks/read",

.Network/publicIPAddresses/write",
"Microsoft.

Compute/virtualMachines/write",
Compute/virtualMachines/extensions/write",

.Resources/deployments/read",
.Network/networkSecurityGroups/read",
.Network/publicIPAddresses/read",

.Network/virtualNetworks/subnets/join/action",

Network/publicIPAddresses/join/action",
Network/networkInterfaces/join/action",

Storage/storageAccounts/read",

.EventGrid/systemTopics/eventSubscriptions/write",

.EventGrid/systemTopics/eventSubscriptions/read",

.EventGrid/systemTopics/eventSubscriptions/delete",

.EventGrid/systemTopics/eventSubscriptions/getFullUrl/action",

.EventGrid/systemTopics/eventSubscriptions/getDeliveryAttributes

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

.EventGrid/systemTopics/read",
.EventGrid/systemTopics/write",
.EventGrid/systemTopics/delete",
.EventGrid/eventSubscriptions/write",
.Storage/storageAccounts/write"

"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen

ts/read"
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"Microsoft.MarketplaceOrdering/offertypes/publishers/offers/plans/agreemen
ts/write"

"Microsoft.Network/networkSecurityGroups/securityRules/read",

"Microsoft.Network/networkSecurityGroups/read",

1,

"NotActions": [],
"AssignableScopes": [],
"Description": "Azure Data Broker",
"IsCustom": "true"
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° 'Microsoft.Storage/storageAccounts/read'.

o 'Microsoft.EventGrid/systemTopics/eventSubscriptions/write',

o 'Microsoft.EventGrid/systemTopics/eventSubscriptions/read’,

o 'Microsoft.EventGrid/systemTopics/eventSubscriptions/delete’,

o 'Microsoft.EventGrid/systemTopics/eventSubscriptions/getFullUrl/action’,

° 'Microsoft.EventGrid/systemTopics/eventSubscriptions/getDeliveryAttributes/ 77 7 < 3 >,

° 'Microsoft.EventGrid/systemTopics/read'.
o 'Microsoft.EventGrid/systemTopics/write',
° '"Microsoft.EventGrid/systemTopics/HlF&',
o 'Microsoft.EventGrid/eventSubscriptions/write',

o 'Microsoft.Storage/storageAccounts/write'
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- logging.logEntries.create

- resourcemanager.projects.get
- storage.buckets.get
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< 53 Bucket @ Settings a Tags/Metadata @ Review

Relationship Tags

Cloud Sync assigns the relationship tags to all of the files transferred to the 53 bucket.
This enables you to search for the transferred files by using the tag values.

® Save on Object’'s Tags O Save On Object's Metadata

Tag Key Tag Value

° Add Relationship Tag Optional Field | [Up to 5]
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| How does it work? Selected Data Sense Source

fcifs1 111 cifs 11.1.1. 1xcifs1

Azure NetApp Files
Source Host Warking Enviranment Volume

A few more things before we continue

Define SME Credentials:

User Name Passward Darnain (Cptional)

"NetApp Data Classificationh* 5 [EIHREERZ AR 2 HEZFUVET" .

NetApp Copy and Sync T SMB £EH5 ACLZIF—9 3

NetApp Copy and Sync (. SMB G, $LUSMBHEFE ATz I~ X bL—D
(ONTAP S3 ZfR<)BIT7 7 AU X ~ (ACL) ZOAE—TZF £9, HEICLL
T. robocopy ZfEA L T SMB HERD ACL Z#FHTHRIFIZEHTETEI,
TFoay

cAE—CrEEAZERELTACLZEHNICIE—T S

* SMBRERITACLZFHTIE—T3

ACLZOF—93ICIZOF— ¥ FEE%EERET S

BB T 2 & & IISEFRZERLIZRICKEZBMICLT. SMBHAEMELU SMBHBEL ATV
IV7b ARL—ETACLZOIE—-LET,

BIR Y B HIIC

C DRBEIX. AWS. Azure. Google Cloud Platform. #> 7L I XADT7T—27O—h—RE. HE5DZ R4S
OTF—2TO—A—THELET, AV FLIRODT—RTO—-H—F. "FR—rENTWVWEAXL—T+
VO RATL",

FLLBEAREZEELHDRTY S
1. "a—r@E8RICOT1 2",
2. Tg—r@EER 5. TFRLVWEIEBDOERI ZFIRLE T,

3 SMBH—N—FfgA TSI ANL—U%Y—RELT SMBY—N—F T3 AT X b
L=—%42—4Syw he LTRSS 7UR ROy L. 17 Z:8IRLE T,

4. SMB tf —/\— R—T T
a HFLWLWSMB H—N—%E AHTEIH. BFEOHT—/N\—%FRL T [K:17] ZBRL £,
b. SMB —/N\—D&ERIBEHREAITLE T,

76


https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
https://docs.netapp.com/us-en/bluexp-classification/task-managing-highlights.html#copying-and-synchronizing-source-files-to-a-target-system
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html
task-installing-linux.html

C. 774ILDAIHAE—. ACLDOAIAE—. J7AJLE ACLZIOEF— ODLWITNHEEIRL. HifT &R
LExd,

Select an SMB Source

B Sareer Version 1

Selected SME Server

—— $10.10.10,10 + change Server
Lhil

Define SMB Credentials:

Liet hame Pasgword Damain [Dpt=onal)

userl

ACL - Access Control List

Notice! Copying ACLs can affect symc pesformiance. You can change this setting aftes you create the relationship

. If the sync refationship inchades Clowd Volumes ONTAR of an on-prom ONTAR dustor and you seliected NFSwd of
Later. then youl need to enable NFSwd ACLS on the DNTAP system. This is required to copy the ACLs
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Google Cloud Storage MIBE. XZT—2 AT 3> DHHDFAREETY,

RDRTV) =223y b, COBRZEITSEHTESFIEDOHZRLTVET,

< 53 Bucker @ Settings 'o aps/Metadata @ Review

Relationship Metadata

Cioud Sync assigns the relationship metadata to all of the files transferred to the 53 bucket.

() Save an Obiect's Tags @ Save On Ohject’s Metadala

S

Metadata Key Metadata Value

© udd Retationship Metadata optional Field | [Up 1o 5]
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E I

4 RETREFEERLET,
&R
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2. WEFNHDIY RRA Y hTRADVBELRZERIE. netuse IV FZFEAL T Windows R hH5 T
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4. F—REEANET LS. Windows KRR FHSXRODIOY Y RZRITLT. ACL LPFREMEZREAL £,
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/UNILOG:” [logfilepath]

source ¥ target I3MBA L H UNC FEXZFRAL TIEETIHBELNHB D 9, fl: \<HF—/N—>\<HFE>\</\
Z>

NetApp Copy and Sync @ Data In Flight i521t%#fEH L T NFS T — 4 %[ 3

PEICEEBREF2UT0 R —DH35EEIE. NetApp Copy and Sync DERIXAFHT
—2EStZEBLTNFS T—XZEATET XY, CDHKEEIF. NFS H—/N—H 55
D NFS H—/\—. &K UAzure NetApp Filesh* 5 Azure NetApp FilesfEI THHR—r N
£7,

T2 ZlE. BRB3RYNT—VICHB 2 DDNFS H—N—TTF—4=FHAL-VBEERHBD ET, HBL
&, 7y hFEIFU — 3 VB TAzure NetApp Files ED T — 425 B RICEXTINERH DI BELHD
9,

BXR DT —HEES{LOLEA
T—RAUT A MESIE. 22072 JO—A—BTRY bT—IVRBHATEEINS NFS T— Xz
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BEREZVYRAVTET—R JO—N—CEGERZXETST—F JO—H—%ERTTET,

RATHDESEDEAIFRDEED T,

1. AEABBREER T 2. 122 I—2— 3O T—%2 JO—h—OBSttEnERZMEBLE T,
2 Y= 7= TO-H—IF TLS13 ZFALTY—ZAD5DT—X=zESLLET,

3. ORI T—RZZRY hT—URBHATR—S v bOT—2 TO—N—ICEELFT,

4 Z—iry b F=2 TJO—H—R. T—2%R—7 v MIEXETBEICESHELET,

5

- BAIOIE—D%. JE—CEHIREESNIcT—4% 24 KEICCICEEAL E T, AT 3T — 41D
BHBA. A2 I—2—PMIDT—% JO—Hh—OBES{tEEInERzEAC e T/OE AP e h
9,

KOBEICT —FZEHLIVGEIE. "EREERLIEETHRAT V2 —ILZEETETET .

HR—EETNBNFSN—2 3>

*NFS H—N—DIFE. T—RA 2T 54 FESIENFS N—2 3> 30 40, 41, BLUV 42 THR—F
CNET,

* Azure NetApp FilesDIFH. T—XA1 > 754 FESILIENFS N—2 3> 3 BELV 41 THR—FEINZE

o

ZOF > —N—DFIR

Bt SN EMRERZERT % & BSEENIcT—FIEHTTPS BATXESIN. 7OFY H—N—§
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Select Directory

= Filter Source Objects

M Q

All Directories

o /mnt/kingkong

Y

e. X—%vy kb NFS H—/\—/2—4%"w ~Azure NetApp Files: NFS /N\—2 3 V& FEIRL. #TLULNFS &2
=Ty hEANTED BIFEOT—N—ZFRLEX T,
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Select a Provider

@
= L a ==

Microsoft Azure Amazon Web Services Google Cloud Platform On-Prem Data Broker
Data Broker Mame Port
listener-data-broker 443

a A=y bk TN BENTALI NIERRTZHD. RUILAD Y LTEREOY TTFa LD
F)ZEFERTZIHD. TIVXR—FRICHLW I LA —%ERLE T,

b. FHE: V=X T7AINETAINA—%L2—7 v FOBFACREBE LUHITTI2HEEERZLE T,
C. FESR: FIHARIMRDEHAZ SR L. [BARDIER] ZBIRL £ 75

Review Sync Relationship

Metwark

» — — >
M 2 2 —
Source NF5 Server Source Data Broket Target Data Broker Target NFS Server
finitizror) {Listener]
NFS Server: 10.60.3.102 NFS Server: 18.204.145.190
NES Directory:  10.60.3.102 /mnt/kingkong NFS Directory:  18.204.145.190 (disk1/data
Data Broker: AWS Data Broker | ip-10-60-3-38.2c2.internal Data Broker: - AWS Dara Broker | ip-172-31-1-241.2ec2.internal

Data Broker Port: 443
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JE—CREERICE D, FTLVLERREROIERA R ENE T, BT LS. [ v aR— R TERR] Z#RL
T, HLLEROFHZRTLET,

NetApp Copy and Sync T HashiCorp Vault Z A3 3707 —% JO—h—
IIN—TZRET D

Amazon S3. Azure. F7-ld Google Cloud Di8iLIE#REZ M E X ¢ Z[EIHAEAR % ER T 5
%H&ld. NetApp Copyand Sync 1—H'— 4V Z—T x4 XX KIFAPI ZE L TENS
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T, Vault z#fwL £ 9, 1FNT 2 FTEDRAHRARDOEY — XX —7 v FOBERIBEHRAD URL ZRET B4
ENHOET,

URL IZRDELSICERET BHENHD X,
/<path>/<requestid>/<endpoint-protocol>Creds
INR

=LY RANDTLT v IR NR, CHUE. BRIICEBOEREDEICTZIEHNTETET,

Request ID
YT 2NENHS) VTR ID, RIHABERZER TS EFIC. APIPOST U IR MDAYAR—D 1D
IZID ZIEETIHENHD X7,
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Bl
RO[E. >—IL vy D URLZRLTWVWET,

Y — X ERBERDFTEL 4 URL £ /N DA
http://example.vault.com:8200/my-path/all-secrets/hb312vdasr2/S3Creds

BIhsbhhdESIc. LT 1 v X INRIE /my-path/all-secrets/. ') 2 TR ID |& hb312vdasr2. ¥ —
A IVRRAYFFIS3ITY,

2—47y FERIBIROTE%4 URL & /XX DA
http://example.vault.com:8200/my-path/all-secrets/n32hcbnejk2/AZURECreds

TL 74w R INRIE /my-path/all-secrets/. B3R ID |& n32hcbnejk2. X—4"w b T RARA > M&E
Azure TY,

F—=RIO—h—JIL—TDO%E
IIN—THROET—R JO—H—0O—AIBH 7 71 IIVEZELT. 7—% 7O—H— JIL—FHAERR
— LD ERBHREZIIETETALOICERLET,
Flig
1. JIN—THAOT—% TO—H—IC SSH THEEL 75
2. Jopt/netapp/databroker/config (C# % local.json 7 7 1 ILE=fREL £,
3. enable % true IZEXTE L. external-integrations.hashicorp D FDIERL/INT A —R T4 —)LREXD L SIC
RELET,
ax
° BME: true/false
o BA T JT—)LIE
° F 7 # )L ME: false
c BR: T —4J0O—H— 3B DA ERHashiCorp Vaulth SRR =B L £
° False: 7T—42 JO—H—I3BERBHREZO—NILDREEICHREFELET
URL
o B4 T XFF|
° fE: NERDEEANDURL
path (/YX)
° BA T XFF
cflH: =Ly FADNIDLEHEICEREREZANLET
EE-RIE
o F—=RITOA—HN—DREBNBR—IL FEEETEIHESHERELEFT
o RA T T—)E
o F 7 #)L I false
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SREEAE
o F—=RJTO—N—DNBOR—IL b DS BERBRICT VAT ZDICERT 3585 HE
° RA T XFF

° BHRN7ME: "aws-iam" / "role-app" / "gcp-iam"

O—I)L%
° RA T XFF|
° O—J)L% (aws-iam £7:1% gep-iam ZFEHT 3155)

=Ly b REIL—FA1R
° B4 7. XF5| (app-role ZER T 3IHE)

Z—LAR—2R
° RA T XFF|
° ZEIZER (MEAIBEIL X-Vault-Namespace N4 —)

4 JI—TROMDT—2 TO—A—ICHLTH. ChH5DFIRZHEDEBRLE T,

aws-rolesZEE Dl

“external-integrations”: {
“hashicorp”: {

“enabled”: true,
“url”: “https://example.vault.com:8200”,
“path”: ““my-path/all-secrets”,
“reject-unauthorized”: false,
“Yauth-method”: “aws-role”,
“Yaws-role”: {

“role-name”: “my-role”

gcp-iam EREEDF]
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{
"external-integrations": {
"hashicorp": {
"enabled": true,
"url": http://ip-10-20-30-55.ec2.internal:8200,
"path": "vl/secret",
"namespace": "",
"reject-unauthorized": true,
"auth-method": "gcp-iam",
"aws—-iam": |
"role-name": ""
by
"app-role": {
"root id": "",
"secret id": ""
by
"gcp-iam": |

"role-name": "my-iam-role"

gcp-iam EREEZ EF 9 S RDMERDERE

gcp-iam SR FEZFER L TWVWBRIHE. 7—&% JO—H—ICIFRD GCP ERMHBETT,

- iam.serviceAccounts.signdwt

"F—42 T O—7H—D GCP HERBHDFHM" .

R=ILbh 50— Ly bzfERL THLVERERZERT S

ITNTORENTT LIcS. APIHURHLZXEFEL T, R—ILbZzERL T -7 Ly b z2BUS Y 3 [AHARGR
ZERTE XY,

JE—B & UFEHE RESTAPI ZfEA L THEfRZHREL I,
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Headers:

Authorization: Bearer <user-token>

Content-Type: application/json

x—account-id: <accountid>

x-netapp-external-request-id-src: request ID as part of path for source
credentials

x-netapp-external-request-id-trg: request ID as part of path for target
credentials

Body: post relationship v2 body

s A—H—hr—2U 2 UNetAppd YV —=ITHTY MDZEEIET3ICIE. "FFa X DI DOR—IUEERE
LTLIEETL,

s {EIEROEEESICIE. "relationship-v2 APIEUH LEZSBLTL ATV,

il
POST! 27 T X kDl

url: https://api.cloudsync.netapp.com/api/relationships-v2
headers:

"x-account-id": "CS-Sasdw"
"x-netapp-external-request-id-src": "hb312vdasr2"
"Content-Type": "application/json"
"Authorization": "Bearer eyJhbGciOiJSUzI1INiIsInR5¢cCI6IkpXVCIsImtpZCI6Ik.."
Body:
{
"dataBrokerId": "5e6el111d578dtyuul555sa60",
"source": {
"protocol": "s3",
"s3": |
"provider": "sgws'",
"host™: "1.1.1.1",
"port": "443",
"bucket": "my-source"
br
"target": {
"protocol": "s3",
"s3": |
"bucket": "my-target-bucket"
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POST https://api.cloudsync.netapp.com/api/data-brokers
Headers: Authorization: Bearer <user token>
Content-Type: application/json

x—account-id: <accountId>

Body: { "name": "databrokerl", "type": "AZURE" }

RDFIRE

NetApp >V —ILH5DI—H— =IO VICIZENHERNA DD £T, c—0VEBHTBICIE. FIE1 15
APl ZBEFUHIHELHD £T,
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) X RAPIZ{ERT 3

1) Z & API IZFERIHR APl DT #ERIFTCISREINEFEA (Bl: GET /data-brokers/{id}/list-nfs-
export-folders & LT ‘'GET /data-brokers/{id}/list-s3-buckets) o H—/"\—H5DEEIE
HTTP 27 —% X202 DHTY . REDERZFSICIF. GET /messages/client APl

FIE
T ALV X ~API ZFUH L ET,
2. f£F8 "GET /messages/client #2{EDIERZ R T 272D AP,
3. HIFLZFITEN -7 ID ZEML TRL APl ZfEEL X9, GET

http://api.cloudsync.netapp.com/api/messages/client?last=<id from step 2>

IDIFFUVHTIVICEDLZDTEEL TSIV, GET /messages/client APl

il

BEET B & list-s3-buckets’ APl Tld. ERIZT CICITREINEH A,
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GET http://api.cloudsync.netapp.com/api/data-brokers/<data-broker-
id>/1list-s3-buckets

Headers: Authorization: Bearer <user token>

Content-Type: application/json

x—account-id: <accountId>

FERIFHTTP R7—H2X J—F 202 TY, CHUI. Xvt—TJRBRITANSNE LA FLRAEThTL
BOWIrZzEHMLET,

BRIEDRERZIUF T BICIE. RD APl ZERIB3HERHD X9,

GET http://api.cloudsync.netapp.com/api/messages/client
Headers: Authorization: Bearer <user token>
Content-Type: application/json

x—account-id: <accountId>

BRIZ. D74 —ILRZEETC 1 D20A TPz b E2EVEYITY, ID 71 —ILRIF. H—N—DRELIR
BOXytE—UEFRLET, HAIZIE:

"header": {
"requestId": "init",
"clientId": "init",
"agentId": "init"

}I

"payload": {
"init": {}

}I

"id": "5801"

ZITE -7 ID ZFEALT. XOAPIFUVHELZRTLET,

GET
http://api.cloudsync.netapp.com/api/messages/client?last=<id from step 2>
Headers: Authorization: Bearer <user token>

Content-Type: application/json

x—account-id: <accountId>
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1REDRAE (F—) EEDRER (E) THEERSNET, X!
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"payload": {
"list-s3-buckets": [
{
"tags": [
{
"Value": "100S",

"Key": "price"

1,

"region": {
"displayName": "US West (Oregon)",
"name": "us-west-2"

b

"name": "small"

by

"header": {
"requestId": "f687ac55-2f0c-40e3-9fa6-57fb8c4094a3",
"clientId": "5beb032f548e6e35f4edlbald”,
"agentId": "5bed61f4489fb04e34a%aaco”

by

"id": "5802"
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