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< 53 Bucket @ Settings a Tags/Metadata @ Review

Relationship Tags

Cloud Sync assigns the relationship tags to all of the files transferred to the 53 bucket.
This enables you to search for the transferred files by using the tag values.

® Save on Object’'s Tags O Save On Object's Metadata

Tag Key Tag Value

° Add Relationship Tag Optional Field | [Up to 5]
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, Sync Relationship o Data Serse |ntegrat @ Data Broker Group @ MES Server (_' b

How does it work? Selected Data Sense Source

fcifs1 111 cifs 11.1.1. 1xcifs1

Azure NetApp Files
Source Host Warking Enviranment Volume

A few more things before we continue

Define SME Credentials:

User Name Passward Darnain (Cptional)
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NetApp Copy and Sync T SMB £HBFH'5 ACL #1E—9 3
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C. 774ILDAIHAE—. ACLDOAIAE—. J7AJLE ACLZIOEF— ODLWITNHEEIRL. HifT &R
LExd,

Select an SMB Source

B Sareer Version 1

Selected SME Server

—— $10.10.10,10 + change Server
Lhil

Define SMB Credentials:

Liet hame Pasgword Damain [Dpt=onal)

userl

ACL - Access Control List

Notice! Copying ACLs can affect symc pesformiance. You can change this setting aftes you create the relationship

. If the sync refationship inchades Clowd Volumes ONTAR of an on-prom ONTAR dustor and you seliected NFSwd of
Later. then youl need to enable NFSwd ACLS on the DNTAP system. This is required to copy the ACLs

5. &b DISRICHE > CREABEZRZER L £ 7,
SMBHWSATZTIr ANL—JICACLZOE—T3BE8. 2—7 v MIGLU T ACLZA TS Y
FDRJICAE—F2H. ZTP TV FDART—RICOAE—F 3D ZERTETET, Azure 5L U
Google Cloud Storage MIBE. XZT—2 AT 3> DHHDFAREETY,

RDRATV)—=22 3y b, COBREITS CEHTESFIEOHZRLTVET,

< 53 Bucker @ Settings 'o aps/Metadata @ Review

Relationship Metadata

Cioud Sync assigns the relationship metadata to all of the files transferred to the 53 bucket.

() Save an Obiect's Tags @ Save On Ohject’s Metadala

S

Metadata Key Metadata Value
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d FALY R TRTOT 4 LY NUEBRT BD RULEIYLTHI T o LY FUERRLT,
FHIT 37 LY FUEBRLET,

V=X IT7ANETANE—2R2—=7y FDOGATRABEIVHIFIT 5L EZ2ERT 2REZEET
BT [V—R ATz DT a2 ZERLE T,

Select Directory

= Filter Source Objects

M Q

All Directories

0 /mnt/kingkong

Y

e. X—%vy kb NFS H—/\—/2—4%"v ~Azure NetApp Files: NFS /N\—2 3 V& FEIRL. FTLULNFS &2
=T hEANTED BBFEOT—N—ZFRLEX T,

ffA4—4y bk F—27O-H— 7OV TMIRL>THLWVWY —X F—4 JO—H—%BMT3h. &
BFOTF—42 JO—Hh—%8RLET,

=Ty bk T2 TO-N—DNIVRF—C L THETSZHE. FILLWT—X TO-N—THILE
NHOET,

=Ty kT2 TO-N—DPI)RXF—C LTHETSZHEDTOY T OBIZRICRLET. K—
heiEET 54 T avITERLTLIZE L,
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Select a Provider

@
= L a ==

Microsoft Azure Amazon Web Services Google Cloud Platform On-Prem Data Broker
Data Broker Mame Port
listener-data-broker 443

a A=y bk TN BENTALI NIERRTZHD. RUILAD Y LTEREOY TTFa LD
F)ZEFERTZIHD. TIVXR—FRICHLW I LA —ZERLE T,

CRE V=R ITF7ANCTANL—ZZ—T Y OB TRBE LU T A EZERZLE T,
C. HEsR: FIHARRDEFMZ SR L. [BBIRODIER] ZFIRL X9

Review Sync Relationship

Metwark

[ea > — — - =
L] -— - =
Source NF5 Server Source Data Broket Target Data Broker Target NFS Server
finitizror) {Listener]

NFS Server: 10.60.3.102
NES Directory:  10.60.3.102 /mnt/kingkong
Data Broker: AWS Data Broker | ip-10-60-3-38.2c2.internal

NFS Server : 18.204,145.190

NF5 Directory: 18.204.145,190 /disk1/data

Data Broker: - AWS Dara Broker | ip-172-31-1-241.2ec2.internal
Data Broker Port: 443

FER

JE—CREERICE D, FTLVLERREROIERA R ENE T, BT LS. [ v aR— R TERR] Z#RL
T, HLLEROFHZRTLET,

NetApp Copy and Sync T4\&B HashiCorp Vault Z fER 9 3 7c
HOTF—R JO—h— JIN—T%2RET S

Amazon S3. Azure. 7zl Google Cloud Di3:EIE#REZ VN E L ¢ ZEIEEER%ZER T %
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%&ldE. NetApp Copy and SyncA—H— A > Z—TJ A XX IFAPI 2B L TEN
5DEEEBERZIEE T IHENHD £, OB ELLTIEF. 77— JO—H— JI)L—
T FE L T SLEBD HashiCorp Vault B 5 BRI (F7clE >— oL v b)) ICEET
TRATBZCHTEET,

C DI&BEIX. Amazon S3. Azure. F7-l& Google Cloud DERIEHRZ VB Y T 3REEGEF>IE—H &
UEEIAPI ZB L THR—FINZET,

o EED R

URLEZERELT. 7—2 JO—H— JIL—TICERBRERETI-ODR—IL b EZEHGLEFT, A—ILk
RO —2 Lw D URL IF. Creds TIRDOIMNERHD 7,

e T—R2TA—"—7I—TD*(E

IIN—TADET—R TO—"D—DO—NILEET 7ML EZEBELT. T—% JO—H— JIL—THAER
—ILEDSERIBIREEIGTESLSICERBLEY,

e APIZfEF L CEIEAREBREZERR T

TARNTORENTT LIcH. APIHUHLZEEL T, R—ILb2ERL T -7 Ly b =BT 9 3 [EHARR
ZERTEE 9,

£ ED %
dAE—@EHEBIC. R—=IL,RDO>—2 Ly FO URL ZIRETIMEAHDEF T, cNHD URLZHREL

T, Vault 2% L £ 9. FLT 2 FEDEBROEY — X2 —7 v FDERIBI/RAD URL ZRE T B4
ENHOET,

URL IZRDESICERET 2HEDHD XTI,
/<path>/<requestid>/<endpoint-protocol>Creds
INR

S=ULYRANDTL T4 Y IR N, TS BERIICEFEOEEDMBICTZ IO TEEY,

Request ID
EMTINENDHD) IR ID, RIHABRZIER T DL FIC. APIPOSTUJIZX RDAYA—D 1D
ICID ZIBETBIHELRHD XTI,

IVRARaA4> ORI
EEZINAUTo7OrIILOVWEND"RAL) L—3 02w v2RF a2 X2 k" S3, AZURE. 7
& GCP (FNENANXFICTRIHBENHD £T),

BEigIEHR
URL & Creds TDZRHELHD £,
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il
ROBNE. =T Ly bDURLZRLTWVET,

YV —ZERIBEBRDTTE% URL £ /N XD
http://example.vault.com:8200/my-path/all-secrets/hb312vdasr2/S3Creds

B SHHBESIC. FL T w o R INRIE /my-path/all-secrets/. ')V TX b ID (& hb312vdasr2. /) —
AIVRRAYFFS3ITY,

2=y FERIBEIRDTE URL /N DF
http://example.vault.com:8200/my-path/all-secrets/n32hcbnejk2/AZURECreds

TL 71 v U R INRIE /my-path/all-secrets/. B3K ID & n32hcbnejk2. X —/y b T> RRA > M&
Azure TY,

T—R2TO—h—7J)IL—TD%ESRF
IN—TARADEF—82 TO—H—OO—NIER T 7 T LEZEL T, F—4& TO—H— JIL—TFHoEA
— LD SERBRZEISTESLSICERLET,
Flig
1. JIL—TADT—R JO—H—IZ SSH TEFL £,
2. Jopt/netapp/databroker/config (=4 % local.json 7 7 1 L =REL £ 7%
3. enable % true ICERTE L. external-integrations.hashicorp D FDIEBR/NTZAXA—R T4 —ILREXRDELSIC
BELXT,
B3
° BR7ME: true/false
o AA T T—I)L&E
° T 7 %)L MME: false
c BR: T —47J0O—h— 3B DA ERHashiCorp Vaulth S MBRIEHRZ=EWE L £
° False: 7 =42 7O—HW—RBERBREZO-HNILOREEICEREFELET
URL
° A4 T XFF|
° {E: ANEBDEEANDURL

path (/\X)
° B4 T XFF|
c B =TI Ly FADNIDEBICERBEREATILET
EEB-FIE
o T—=RITO—N—HDREBHAEBR—IL FZIEBTEI3HNESIHZRELET
°c BAT T—ILE
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° FJ#)L b false

RAE S
© F-RTO—N—HHBOR—IL kD SEERICT € 2T BRI ERT SRESH
© 847 XFF)

° B%N7{E: "aws-iam" / "role-app" / "gcp-iam"

0—I)L%
° BA T XFF|
° O—JL% (aws-iam £7:IE gcp-iam ZFEHT 3I158)

=Ly b REIL—FTIR
° XA 7 XFF| (app-role ZEHT 3HE)

Z—LAR—R
° BA T XFF|
° ZBIZER (MWERIEAIE X-Vault-Namespace N\ & —)

4. JI—TROMDT—2 T7O—H—ICRLTH. CNSOFIEZEDERLFT,

aws-roles3sE D

“external-integrations”: {
“hashicorp”: {

“enabled”: true,
“url”: “https://example.vault.com:8200",
“path”: ““my-path/all-secrets”,
“reject-unauthorized”: false,
“auth-method”: “aws-role”,
“aws-role”: {

“role-name”: “my-role”

gcp-iam EZEED B

19



{
"external-integrations": {
"hashicorp": {
"enabled": true,
"url": http://ip-10-20-30-55.ec2.internal:8200,
"path": "vl/secret",
"namespace": "",
"reject-unauthorized": true,
"auth-method": "gcp-iam",
"aws—-iam": |
"role-name": ""
by
"app-role": {
"root id": "",
"secret id": ""
by
"gcp-iam": |

"role-name": "my-iam-role"

gcp-iam FREEZ AT 3R DIERDHRE
gep-iam FRAEAEZ AL TWAIEE. 7—4% 7O—HA—ICIERD GCP ¥RIPBETT,

- lam.serviceAccounts.signdwt

"F—4&JO—H—0 GCP {EREH D" .

KL b DBDY—2 Ly bEERLTH LV RMBERE R T 5

TARTORENTT LIcH. APIHUHLZEEL T, R—ILb2ERL T -7 Ly b =BT 9 3 [EHARR
ZERTEE 9,

O —6 K UFEHI RESTAPI #EHR L CAREHRBELE I,

20


https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account
https://docs.netapp.com/ja-jp/data-services-copy-sync/task-installing-gcp.html#permissions-required-for-the-service-account

Headers:

Authorization: Bearer <user-token>

Content-Type: application/json

x—account-id: <accountid>

x-netapp-external-request-id-src: request ID as part of path for source
credentials

x-netapp-external-request-id-trg: request ID as part of path for target
credentials

Body: post relationship v2 body

* A—H—hk—2 > NetApp Console 7 17> RMIDZEUE T BICIF. "FFa XV DO DOR—DZEHEL
TSV,

s FEIEROEEESICIE. "relationship-v2 APIEUHH LEZSBLTL ATV,

(ll

POSTU T X kDAl

url: https://api.cloudsync.netapp.com/api/relationships-v2
headers:

"x—account-id": "CS-Sasdw"
"x-netapp-external-request-id-src": "hb312vdasr2"
"Content-Type": "application/json"
"Authorization": "Bearer eyJhbGciOiJSUzI1INiIsInR5cCI6IkpXVCIsImtpZCI6Ik.."
Body:
{
"dataBrokerId": "5e6ell11d578dtyuul555sa60",
"source": {
"protocol": "s3",
"s3": |
"provider": "sgws'",
"host"™: "1.1.1.1",
"port": "443",
"bucket": "my-source"
br
"target": {
"protocol™: "s3",
"s3": {
"bucket": "my-target-bucket"
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