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Mapping vs. Classification & Retry All

Custom

Scan when missing "write" permissions

Scan 4| storage repository (Volume) 2| Type e Mapping status 2| Scan progress | Required Action %
Paused 2025-07-16 08:51 Mapped 219
Map & Classify ‘ bank_statements NFS
Last full cycle: 2025-07-16 08:50 Classified 219
@ Finished 2025-10-06 10:29
¥ cifs_labs CIFS Mapped 5.2K

Last full cycle: 2025-10-06 10:29

Off cifs_labs_second CIFS
‘ off cifs_labs_second_insight NFS

Paused 2025-07-15 09:10
datasence NFS Mapped 127K
Last full cycle: 2025-07-15 09:06
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Enable Access to DP Violumes & Edit CIFS Credentials

off m Map & Classify Learn about the differences -

Scan when missing “write attributes” permissions @

: | Storage Repository (Volume) 3 | Type : | Required Action
@ Ma I Map & Classify -. VolumeName1 DP ® NotScanning Enable access to DP Volumes @
Map & Classify VolumeNamez NFS @ Continuosly Scanning
Map | Map & Classify _' VolumeName3 CIFS & NotScanning
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Active Directory Domain @) DNS P Address () username I Password

DP Volumes, created fram a SnapMirror refationship, do not allow external Active Directory Domain @) DNS IP Address @)

access by default. Continuing will create NFS shares from DP Valumes which
have been activated for Data Sense. The shares’ export policies will allow access

anly from the Cloud Data Sense instance, Learn More
DF Volumes, created from a SnapMirror relationship, do not allow external

access by default. Continuing will create NF5 shares from DP Volumes which

Enable Access to DF Volumes Cancel | have been activated for Data Sense. The shares’ export policies will allow access
only from the Cloud Data Senseinstance. Learn More

Enable Access to DP Volumes Cancel
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Volumes selected for Data Classification scan (11/15) Q

Mapping vs. Classification > Retry All # Edit CIFS Credentials

Custom

Scan when missing "write" permissions

Scan = | Storage repository (Volume) = | Type = | Mapping status o= \ Scan progress \ Required Action < \
Paused 2025-07-16 08:51 Mapped 219
Map & Classify ‘ bank_statements NFS .
Last full cycle: 2025-07-16 08:50 Classified 219

@ Finished 2025-10-06 10:29
Map vr cifs labs CIFS Mapped 5.2K

Last full cycle: 2025-10-06 10:29
Off cifs_labs_second CIFS

‘ Off cifs_labs_second_insight NFS

Paused 2025-07-15 09:10
datasence NFS Mapped 127K
Last full cycle: 2025-07-15 09:06
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Wolumes selected for Classification scan (9/13)

Custom ‘ Mapping vs. Classification

Scan when missing "write" permissions
Scan % | storage Repository (Volume)

Map & Classify | bank_statements

cifs_labs
cifs_labs_second
Map & Classify | datasence
Map & Classify | german_data
german_data_share

Governance Compliance Investigation Classification settings Policies Configuration

ONTAPCluster Scan Configuration

-

2| Type = Mapping status

® Error 2025-01-09 18:53

NFS
Last full cycle: 2025-01-09 18:48
CIFS
CIFS
* Error 2025-01-12 06:11
NFS
Last full cycle: 2025-01-12 06:06
® Error 2024-10-10 01:35
NFs
Last full cycle: 2024-10-10 01:29
CIFS

Q

Scan progress

Mapped

Classified

Mapped

Classified

Mapped

Classified

210
210

| Required Action 2 |

1-13 of 13
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Volumes selected for Data Classification scan (11/15) Q

Mapping vs. Classification > Retry All # Edit CIFS Credentials

Custom

Scan when missing "write" permissions

Scan = | Storage repository (Volume) = | Type = | Mapping status o= \ Scan progress \ Required Action < \
Paused 2025-07-16 08:51 Mapped 219
Map & Classify ‘ bank_statements NFS .
Last full cycle: 2025-07-16 08:50 Classified 219

@ Finished 2025-10-06 10:29
Map vr cifs labs CIFS Mapped 5.2K

Last full cycle: 2025-10-06 10:29
Off cifs_labs_second CIFS

‘ Off cifs_labs_second_insight NFS

Paused 2025-07-15 09:10
datasence NFS Mapped 127K
Last full cycle: 2025-07-15 09:06
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Volumes selected for Data Classification scan (11/15) Q

Mapping vs. Classification > Retry All # Edit CIFS Credentials

Custom

Scan when missing "write" permissions

Scan = | Storage repository (Volume) = | Type = | Mapping status o= \ Scan progress \ Required Action = \
Paused 2025-07-16 08:51 Mapped 219
bank_statements NFS
Last full cycle: 2025-07-16 08:50 Classified 219
® Finished 2025-10-06 10:29
Map fs_lab: CIFS M d 52K
¥r cifslabs Last full cycle: 2025-10-06 10:29 pilis

Off cifs_labs_second CIFS
‘ Off cifs_labs_second_insight NFS

Paused 2025-07-15 09:10
datasence NFS Mapped 127K
Last full cycle: 2025-07-15 09:06

FI&E

1. F—=R2BEAXA a2 —H5. "B ZERLFT,

2. SRATLEERL. "B EEIRLE T,

3. IRTOAR) a—LDRF v > ZEBNE/IFENICTBICIF. IRTORY2a—LDOLEICHZRELT]
Ry TN [Ny TERE. TRF[FT7]2ERLET,

BL2DR) 2—LDRAF v U ZBNIIFEMICTBICIE. VAPTR)2—LZREDIFT R)a—L
2DBICHB [Ny TN [Ny TR B [F T ZERLET,

TR

AExvyoZ2BMITRE. T—E2RHEIRIATLTERLIER) 2—LDORF v U ZRBLEYS. T—29D4
NAF v 2RI B I<IC. AVTSATUVR Ry aR— RICERIRRENEDHE T, XF 2D
T REIZT —XDEICIEC THA D SBEHEOEEICHED £9,

NetApp Data ClassificationT7 7 1 ILEEEZ XX+ 93

T7AINHE%Z XF* v > §3ICId. £ NetApp Data ClassificationT7 71 JLEBF S
—TZ BT AIRENBD T, J77MINEBITIN—TFEF. AT LIREFRLIEOTY
RTHRX T3NS NFS £7z1% CIFS (SMB) #EHTY,

Q) TEAEAT N-Uav TR NeUpbBlOT 7 (BN SOF-SORE ¢ K
_I‘én—CL\iﬁ/bo

AIFESRAF

TR ZEMCTBEIC. ROFREGZHERL T, YR—FEINTVWBIHEBENH S e 2B L TR

Tl

cHEBIF VTTRRAVTLIRABYE, ETICTHRAMTEEX Y, HULNetApp 7-Mode A L —2 &
27 LD CIFS #EIE. 77 LB LTRFv > TE 5T,

° T—HADETIE. 7-Mode > X7 LD SHERY TRER7 I XL ZHETET EEA.
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° —HBD Linux /N\—23 > ¥ 7-Mode &~ X7 L LD CIFS £EDOREICBINIOBEN H 5 7. NTLM &8
AEDBRICHE > TWVWS SMBV1 DA ZEAT B LD ICHBZBR T 2UENDHD T,

C F—GBEA YRRV R EEORICIER Y FT— S BEDRBTT,

*DFS (OB 770 AT L) HEZEBED CIFSEBC L TEMTEXY, 7—XDETIE. EEHNEHK
DY —N—/R) a—LEICHEBREIN. BE—OCIFSHEYLTEEINTWVWBR I e %#BH LAV EDH. X
W —IHRBICIFF DY —N—IR) 2a—LICHB T AINF—IHED 1 DICOAHBERINZHEETH.
HEICETA 7V AFAXLIFEGI S —DRETIEMENHD £,

* CIFS (SMB) B DHZEIE. EEANDFTAED 70 X %R 3 3 Active Directory BNRBEmRNH D &%
HEALET. T—2DETABINIERZHVELTET -2 XAFT v VI 34BN HZ5EIF. EEE
DERIBRNMEEINE T,

T—RPEIAX v UL 2TIT 7LD TRET VL REL NEEINBVKLSICLIEVWESIF. O1—
H—|Z CIFS TOBME T IAAEREX/IENFS TOEZIAAEREEX 32 abEOLET, FIEETH
X, Active Directory I—H'—%, IRTDT 71 IIADMEREZIFOEBARDOEI IL—TFDO—EB LTHE
L £,

* JI—TRDITARTD CIFS 7 71 ILHB TIE. [FL Active Directory BEXIFHRZER T IHENHD F
ER

* NFS & CIFS (Kerberos &7=1d NTLM O WINh ZFEH) OREZEESCZ LN TETXd, HEEZS
IW—TICEBICEMS 2RENHDET, 20D, 7OLINIEIC1ETD. 7OERZ2EET TS
RENHD £7,

° CIFS SR3E4 1 7 (Kerberos & NTLM) NBIES 37 7 1 LHE TN —TZ2EMT B3 I3 TEFE
Ao

* Kerberos 58EET CIFS ZEAL TL3BRIE. IBRIESNTZIP 7 RL AT —XDHEICT7 VX TESC
CEESRLTLLETL, IP7RLRAICBETEARVGEIX. 7717IILEBFZEMTEEFE A

T7AINHEBIIN—-T=fRT B
IIN=TICT7AINHEZEMT BT IE. ROEREERATIHEDNHD XTI,

<host name>:/<share path>o

TJ7AIVEBEEERICEMTEAI D, RFX v VT3 7 7ML HBEDTRYIDUR MEAANTRZCHTESE
¥, —EIBNTE 2% EIIHRAK 100 T,
FIE
T—RDEXAZa—D5. "BREERLET,
2. BRER—T T YRTLDBM>* 7 7 IHETIL—FOBIM%EERLE T,
B [ZFAINHEETIL—TDEM X470 T. HEJIL—TDRFIZASIL. [KE1T] ZBRL £,
4 BME2770ILEBEOONINLEZERLET,
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Add Shares

Directly add any MNFS or CIFS [SMB) File Shares, located in the cloud or on-premises,

Select Protocol

You'll be able to add additional shares from the other protecol later.
fi_: NFS

() CIFS (NTLM Authentication)

I_ CIFS (Kerberos Authentication)

Type or paste below the Shares to add

Provide a list of shares, line-separated. You can add up to 100 shares at a time (you'll
be able to add more |ater).

Continue | Cancal

a. NTLM Z85E%= A L T CIFS B % BMNY 5155 1&. Active Directory D& #IEHRZ AL T CIFS 7R
Ja—LiIZT77ERALET, HARDERAOEREBRIITR—EEINTULWETH. BEEOERBR
EEALTINT IR ERMHEIZ 28O LET, REZERLEYD,

S AFX v IR 7AINHABZEMLET (117ICD2FT 1 DD T 71 IILHE), KIZ. [HfT] ZERL X T,
6. FEERA A 7 OJICEMEShIcHBHDRTEINE T,

A4 T7AOJICBMTERN >THEEN ) I FINTVWEHEEIFE. BBEEERTEDS L SICCOBREEE
LEd, MENMBRAMICERT 2EEIE. BELCARITHEZBEEBMTEEX Y,
7. R)a—LDRFv>zEELET,
C I FAIHEBTIYYEYTDAHDRAF v o Z2BMICTRICIE. [Ny T ZFRLET,
e T AINHBEORERAF v U EBEMICTSICIE. [Ny TenHE Z&8IRLE T,
c VFAINHBEDRAF v U EEMITSICIE. (A7) ZERLET,
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R=UEFED T TREDEZAA] ERINBWVGRICAF Yy > T3] A1 vFiE. 77
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F—RDHEIE. BMLE7 7AMIILVEERO 7 7MIILDORF v %2R L £ T, HAERTIETE Sxref#track-the-
scanning-progress® v 27 R— R TRF v VORERZRTLET,

C) Kerberos 5RGE% A L 7= CIFS D X v UHEEICTET LAWSEIZ. B 27 TI>
—ZHEEE L TS,

T7AINHEBIIN-TZ2HwmET S

T7AINHEBT I -T2l LTIc%&. CIFS 7O JLZRELED. T7 I HBEZEME L VHIFRLD
TEEY,

CIFS7O R IILREZRET S

1. F—ZPEAZa—hH. "B ZBIRLET,

2. MBI R— T, BET3 7 71IWHBIINL—TEERLET,
3. CIFS EEIBIMDIRE ZERL X7,

74


reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp
reference-collected-metadata.html#last-access-time-timestamp

Edit CIFS Authentication

Classification requires Active Directory cradentials to access CIFS Volumes
in Micky.
The credentials can be read-only, but providing admin credentials ensures that

Classification can read any data that requires elevated permissions.

Select Authentication Method

i NTLM

i1 Kerberos
Username Password
domain\user or user@domain ‘Pas.swcrrd

[ o

4. SREAFAHEEFEIRL £9: NTLM F 71X Kerberos.
5. Active Directory ® 1 —H'—% & NRT—RKR ZAHLF T,
6. 7O X%EFRTI3ICIE. [REFE 2BRLET,

AXx v NI T7AILHEEZEMNT 3

1. F—ENEAZ2—H5. "BHEBIRLET,

2. B R—CT. BEIR 77 MIILHBIIL—TERRLE T,
3. + HEEEM ZFERLE T

4. BMI3770ILEBEO7ONILEBERLE T,
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Add Shares

Directly add any MNFS or CIFS [SMB) File Shares, located in the cloud or on-premises,

Select Protocol

You'll be able to add additional shares from the other protocol later.
@ NFS

() CIFS (NTLM Authentication)

I_ CIFS (Kerberos Authentication)

Type or paste below the Shares to add

Provide a list of shares, line-separated. You can add up to 100 shares at a time (you'll
be able to add more |ater).

T
=

Hostname: /SHAREPATH

Continue | Cancal

FTTICHBREBEAD7ONIIICT 7AIILEEZEMT 2568 ZEISVEHD FE A

2EHOORIILTI 7ML HEBEZEMT 25813, SREENBEYICRESNTVWS 2R L TR
SV "RIRRERM" o

0. AFx v EBT77AIHEE (1TICO2Z1 D207 7MILEE) ZXOEXTEMLET,
<host name>:/<share path>,

6. 77 ILEBEDEBMERT I3 [HifT] ZZRLE T,

XY NS T7AIHEEEIRT B

1. 7—=2DEXZa—h5 "B ZEIRLET,

2. J7AIINWHBZHIRTZ R TLZERLETD,

3. M EREIRLET,

4. BER—INSTI2aVEERLEY - HIBRT3T7 7 1IILEBD,

S [FoavIXZa—hb. [HEZHIR] Z:#RLET,
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AF v Y OEITIRRZ BT %
FIEAR F v >V DETRRZEHF TE X I,

1 1B AZ21—ZERLE T,
2. DATLEREERLE T,
3 ARL=Y VRIS EUDBEIEF. XF v VETRAGNZF IV I LTRT—RRAZRRLET,

NetApp Data Classification CStorageGRIDT— X% X & v

W< DOHDF|EZFTT §5 . NetApp Data Classificationz {# L TStorageGRIDIA D
T—RZEEIFXF v LIBHZI N TETET,

StorageGRIDDEHZ R T 5
T—EDEEBEMICTIEIC. ROFHIEERHFZHRAL T YR—FETNTVLWIEHEDH 2 e 2R LT

L,
C AT AL H—ERICERTBICIF. TVFRAYFURLDBETT,
C T—RDENINTY MITIOERATESELSICTBICIE. StorageGRIDMSDT7 IR F—e>—o L
b I\ q:_t’\"\\g-t“_g_o

T—AREA LRI AT TO1T S
AVRZVAPERTIOAMETNTLRWGERIF. T—20Fz77O01LET,

1A=y MEHATT V1 X0JEE%StorageGRIDN'S T—R%Z XX ¥ > 35B81F. "V TR TT—4%9
HERBET3"ELECIYE— Yy MIT O ERATER AV TL I RDBFRICT— 2 DB BRAT 3"

A=Y MIT7I7EXTERVEBVWEARICA VX F—=ILENTLW3StorageGRIDDM'S T —R%EZ XF v 9
BBEIF TRy MITIERATEAVWA Y TL I ROBLEBARICT — 29 EZBET 3" Thi
IF. AV —=—ILI—=Cz VD RELCA VT LIROGARICBHINTVWRZ EHBHBETT,

T — AR 4$E|_StorageGRIDT —E X %#BINT 3
StorageGRIDY—E XZEBML £7,

FE
1. F—RAPEAZa—Hm5. “BR*FT T a>a&RLES,
2. BRR—T Ty Y AT LDIEBAN > * StorageGRIDDEM*%3ERL £,

3. TStorageGRIDY—E XMEM) 4 704 T. StorageGRIDY —E XD&FFME AN L. 11 =R
L%,

a YRTLICERTZ%EIZANLET. COHFIE. FERTDStorageGRIDY —E X D& FI %= KRS
BDREHLNHBDET,
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Add StorageGRID

EiokP Clapaiflcation can scan data from NetApp StorageGRED, which uses tha 53
ool Laarn moa
T conticue, provida the tolowing details. Mext, you'll select the buckeds you want to
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Comtinuis Cance

&R
StorageGRIDM Y X7 LD 1) X MIEBMEINE T,

StorageGRID/\ 7Y FDZAF v V=B X ITEMICT S

StorageGRIDTT — X NHZBMICLIcE. RDRXTYTRRAF vV I2NTY b EEHTHIETT, 7—
SRRBIINSONTY bZRE L. ERLIEY AT LICRTLEFT,
Flig
1. #8pR—T. StorageGRIDZ X FLEZRDITET,
2. StorageGRID> 2T Ly # 1 JLT. [#8H] ZF#IRL £7,
3 AF¥ v U EBMELIIENCTZICIE. ROWVWTIHDOFIEERITLET,
CNTYRTIVEYITDHDRAF v ZEBMICTBICIE. [Ry 1 ZFBIRLFT,
CNTY FDREEAF VY UEBMCTBICIE. [Ny TenE 2FRLE T,
CNTY DRF Y EEMICTBICIE [FT]EZERLET,
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DR ITBEDHTETET, I7—DMH35EIF. T5—ZBETEZLDICHELT I3 e eHICR
T—RRAFCRRENE T,

Active Directory & NetApp Data Classification =&
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= FINetApp conscle

Clagsification
ian
Governance Compliance
Moanitor regulatory compliance adherance  Learn more
Compliace
Investigation Current view
All system (1) -

Custom classification

New name
Compliance status

L
1 ZOh

Files

Configuration

7 2605«

Seannad filas eount

g 265508

Seanned files size

Organization ~
Org name:

m 141

Seanned tables count

Reports

Distribution by Pil

3%

W Sensitive parsonal View

24%

® Personal View

Privacy risk assessment

Assessment of personal and sensitive data exposure

HIPAA repart
Scan summary of heaith data and HIPAA-related risks

Project ~
Project name

st refroshed: Septembar 11, 2024, 10:05 AM

2. IRTOBEAT—RDFMZRAET BICIE. BAAT—FOEEOMICHZ TV EFRLE T,

& 70.6¢

icsentified Pil

Data subjects

4 Dewnload

4 Downioad ‘

PCI DSS report =
4 Downioal
73% Scan summary of credit card data and PCI DSS risks —
® Non sensitive View
Sensitive personal results (5/9) Show all Personal resulls (5/86) Show all Custom classification (§/7)  Beta Shaw all
! 9k (] 69.9k & 44.9«
Filos with sensitive personal data ) Files with personal data @ Files with custom classification results
# Ethnicity reference 56K Data subjects 42 6K ¢ Datainrisk 426K
Criminal procedures reference 5.3K Data in risk 42 6K # Unique zip codes 42 6K
Sex life or orientation reference 4.6K Email address 326K ¢ Manager names 326K
Religious beliefs reference 3.3K United States zip code 21.3K # Israeli passports. 21.3K
L ——
& Civillaw referance 23K Medical records. 21.3K # Bank account numbers 21.3K

DEFEDEANT —R D [{ERDOFE] K7 AV ZFERL I I

a2 & @ ©o

FHlZHET BICIE [IRTERR] ZBRL. EFX—IL T RLABREDRE
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Personal results (5/96) Show all

& 69.9¢

Files with personal data @)

Data subjects 42.6“.

Data in risk 42 6K

Email address 326K

United States zip code 21.3K

Medical records 21.3K

| TAAVEBRTEZEAT 7ML X7
O Ry IZRDRT)—>ay ke

4 WBEDT 7ILOFRZRE. UREZR. BRALLD. BROAEXRNZERL TIYRI ThIBERE
RRLEED, 7700 U bZ2Hdo>O-RLEDLT, T—42ZHAELEXT,

ROERIF. TAL I M) (HESLUVT A=) TRODSIBAT—2ZRLTVET, "BiEl~

TTIE T—ER—ZARIIHBBEAT—R2RTLET, *IBE*RTTIE. T7MILLANILDT—&
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g8 Data Investigation

= FILTERS: Clear All
Policies +
Classification Status +
Scan Analysis Event +
Open Permissions +
Number of Users with Access +
User / Group Permissions +

sreate Policy from this search

Set Email Alert

] Unstructured (36.6K Files) [ Directories (6.1K Folders) BF Structured (4 Tables)

36.6K items
[ File Name % | Personal 3| Sensitive Personal
]  BBIALrkD.txt 53 12k @ 0

Tags: archivado credit card Delete And 7 more View All
fé‘l Working Environment (Account): 53 - 055518636490

Storage Repository (Bucket): compliancedemofiles-dema

File Path:

Category: Miscellaneous Documents
File Size: 50.67 KB

Discovered Time: 2023-08-20 10:37
Created Time: 2019-12-16 12:18 Last Modified: 2019-12-16 12:18
[#) Open Permissions: NOT PUBLIC

(i) Duplicates: None

Q) search by File, Table or Location

% | DataSubjects = | FileType =
0@ ™T

‘ (@) Tags:10tags |+ |

‘ Assigned to- B G Archana| v |

Give feedback on this result

Total size 26.5GB | 1-20 of 36.6K 1

&
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/benchmark 10TB nfs 84/share 2 74/share 5/dir2/dir16/dir10/dir20/dir15/dir... : X

Metadata

] @ Tags Create tag
Directory type

Folder

System
NFS_Shares

Open permissions

System type L
Open to organization
SHARES_GROUP

Discovered time

Storage repository 025-10-03

Path
/benchmark_10TB_nfs_84/share_...

Last accessed

2025-09-03

Last modified
2024-04-20
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fc& ¥, GDPR O¥ET—2 ATJUD 1 DIFRBFENERETY. T—X 74 TIE. NLP #BEIC &
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Y. TGeorge [IXFLIRIBEBARTVET ] CWOSIXEXRTEET,
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Personal results (5/96) Show all

69.9K

Items

Data subjects 426K

Data in risk 426"(

Email address 32.6K

United States zip code 213K

Medical records 213"(
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CAX=Y

* Logs

* ZOMMDOXE
CEOMOTILEY T3y
*EOMDITL Y R —h

* ZOfth TRBA)

* NRAT—REREINLT 7T
* BELT —%

cETA

i cAn AN O Sl e 1%

771 ILDFEE

TFT—HADHETIE. TIRTDI77AINEZIX vy > LTHTI) EXRT—2DOOMERZIEL. XV akh—
RDT 7ML RAT 223 NTRTDT 7ML B4 TERRLET, T—2OEHNBEAZRNBER (PI)
ERHT 3BE. £/IEDSARREZERITIBHERIE. ROT7 71 IHERXDOADTR—FEINET,

.Csv, .DCM, .DOC, .DOCX, .JSON, .PDF, .PPTX, .RTF, .TXT, .XLS, .XLSX, Docs,
Sheets, and Slides

HEEINIIB®ROEREE

NetApp (&, T—RDRICL > THAMNESNBBEAT —XE L UVHBEAT —2 D 100% DIEFEMEZRIET 5 C
CIFTEF A, BICT—HZzHERL TERZEL T 2HEN DD X,

HBHOTAMIEDE. UTORIET —2DEIRE LICBEROEREEZTRLTVWE Y. ThZz BE ¢ BIR
RTHELET,

BE
T—RRDRBICE > TRHEINCHDONEL KHERISNIRER, T2 BAT—ZDBERHD 90% D5
. BABBIEENTVB EHR SN 10EDT 7LD S5 9 EICKBRICEABRISENTVS
CeZEERLET, 10BEDT7AIILDS>5 1 BIFRRBERD I,

8

T—RDEHIBERODZERDITBIEE, 1ce . BAT—F2D) I-ILENT70% DIFE. T—20%E
TIHHEBROEANBHRDIERICZFNTVSE T 7L 10EDSE 7TEZHANTETECICBDET, T
—ZDETIFT—2D 30% HkbHh, v aR—FICRTIhEEA.

HHIIEROBEZMHENICALESETVET, CNSDHEF. FEROT—FHE) U —-IXTEEFNICHA
TEBLIICHEDFET,

217 BE 85
BAT—% - —#% 90%~95% 60%~80%
BAT—% - E&ERF 30%~60% 40%~60%

BEEOBR WMEAT —& 80%~95% 20%~30%
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217 1ES 8
ATV 90%~97% 60%~80%

NetApp Data Classification CTH X 2 LD $EZ1ER T 3

NetApp Data Classification Z{EFF T 2 & MRBRODHRA X LRRZERTETE T, &K
ROEHFE % IFFRKRIA (regex) ICRETIT F 95,

NRZLDEEENT B

DRAZLNDEIE. IvEY T EDEDODAFXF v O TOAMEATE. YvEYITDADAF v O TIIMERATET £
o COMBEIFIRESLE2—ERETTY,

FIE

1. WZZLRE 2T ZERLET,

2. HLWDEFZBM A2 v 2#ERLEY,

S HLLWAEFONEFLEHBZEMLE T,

4 DETE EAFBTF £3 ATJ) CLTEMTBZEZBRLED,
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Add Custom Classifier

S. RN EIRLE T,

Select type

Select the type of classifier that you want to add to the system, and provide the name and
description. Data Classification rescans all your data sources after you add a new classifier.
When the scan is complete, all matching results are displayed in the "Custom Classification”

dashboard and in other Data Classification pages.

Classifier name

custom classifier

Description

‘ Describe the expected data analysis results

(O Personal identifier
The classifier will be added to the system as a new personal identifier.
Any matches are considered “personal data”.

See the list of personal data that Data Classification identifies by default.

Mask results; The detected personal information results will be masked,

@® Category
The classifier will be added to the system as a new category.
See the list of categories that Data Classification identifies by default.

6. hAATA AZEMKRIVE LTEMT BICIF. [H AR LERKE] ZBIRL. [IN] ZBRLEF T,
[ T OREDERERE T BTHODNZ—2ZBMLE T, ANLIBXERER T 3113, IR Z:%E

RLZF
ERS
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Add Custom Classifier X

o Classifier name ° Select tool 6 Create logic

Create Logic

Create logic for the new identifier, based on regular expression and proximity words that
should be detected. You will be able to change the logic in the future, by clicking on "edit"
from the custom classification dashboard.

Regular expression

Add the pattern that should be detected to identify specific information in your data, using a
regular expression.
Example: for adding a 12-digit ID that starts with 201, the regex will be \b201\d{9}\b.

lnsert regular expression

Proximity words - To improve the detection accuracy, insert phrases that must appear
around the regular expression’s match.
« Separate between words with a new line.

@
‘ Previous ‘

8. WRELDE|ZEVER T BICIE. BT ZBERLE T,

FLOWAREZTAXIE, REIDRA TS a—ILENAF v > TEYTFryrInExd, ERE=B3IC1IE. 27
SATVALR—bZ2ERTS o

NetApp Data Classificationz £/ L THEEBRICREINL TV
BT—REFTELEFT

TRRABS v aR—FICIE. TRICETET77IIILELUVTA LI M) LRNILD
DIBBHIRTEIN, BREURBER DT IILEZ—NBLIEDTEET, T—HHAR
R=TTlF. T7ANETA LI PIDART—R2 HERICEET 35 IERNKRTE
N BEELET77IIILBERENET, 771, T4LI M) T—ER=-X LRI
DRFIERZ/EAI ST, BBOIYTSA 7R zmMLEEE. AL =2 AR—
Az TBODT I3 eRTTETET, T—XREXR—ITIF. 771ILD%
B, JE—. HIRBYR—FETNTLET,

HER—UHSABERBICH. F—8 V—UH L TREAHMERF v > ERITT BUEN
()  #0#79. IVELTOBORETIHTOALTF -8 V=T, 77 1)L LARLOBHE
FRSNE LA
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—FFER—TI T T—ED 3 D2OFTICHEEINE T,

c FEEL TR TN T—&
*TALIR) TANRETFAIHE

*BElL T—EN—2X

T—=R T4 I)LRZ—

T—RRBER—DICIE. BEBBLDLEITZRDITZLDICT—FZURBRI B ODIFTIERT 1 IILE2—H
BESNTVWET, BHROTAIILIZ—ZHAEHDETESI LD TETEI,

TAIINE—ZEMT BICIE [TaIILEZ—ZEM] RV ZERLET,

Data investigation

Classifiers scan and tag your items. Use classifiers to identify sensitive data. Learn more

= Filters: ( Sensitivity level: Al ~ | X ) ( Open permissions:All v | X (Crea!edtime:(Include)Openpe(missions,+3 ~ \ x)

(Last accessed : (Includes) 3-5 years, +2 v | ><> <File hash : (Includes) 78bb33f1e8d9006595b874a0a75ecf36 v | x) (Last modified : (Includes) 3-5 years, +1 v | x)

+ Add filters

120

Items with sensitive data and open permissions
= Add as filter

Unstructured (500) Directories (200)
Items (500) | 3 TiB
D v Name
HR_Listworkprogrem.TXT
Education report.PDF

Work program>1.PNG

O 000

Ethics consult.DOCX

T4 EZ—DRELAYT Y

@ 120

50

)

Items with sensitive data Recently accessed sensitive data

= Add as filter = Add as filter

Structured (80)

$ | Last modified

Feb 2, 2019 07:28 PM

Mar 20, 2019 11:14 PM

Dec 4, 2019 09:42 PM

Dec 4, 2019 09:42 PM

Personal % |

322

189

956

380

RDT 4 NA—ZFERALT. TR ENIHBBROEZHERLE I,

13
ATdY
REL AL
Bl F D

S

ZEIRTBZ"HTO)—DiEEE
BELANILEERL I EA. BBEA. R7SIEEE,

T7AIIL I SNTEERRFOEREZERLET, BAT—2
BLUOEEMHOEWMEAT—EDEENET. TALIMITT LA
DT 9358 T—2P0BIERE T AN — (LT T I7A4ILE—) K
DIRTDTFAIDSD—HERFHLET, 32023 F 12 B (N—

23> 1.266) DY Y—RTiE. T+ L2 MUBICEABRRIER (PI) 7

— RO EFABRITBF T avhHIREINE LT

Sensitive personal % |

89

12

80

0

Save query Clearfilters A

45

Stale Items

~ All results match

Data subjects % |
101
89
702

622

Filetype 5 | [[]
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Report type

(® CSV report QO JSON report

Report name

investigation_report

Export destination
(® System O Local (limited to 10K rows)
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Destination folder path

-
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Estimated report size: 20 MB

(1) Notice: File is too big and will be spilt into multiple items

Download report ‘
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Stale sensitive date

Description Optional

0/500

Run as a policy

Select one or more actions for the guardrail to perform on files and objects when conditions are
met. More [2
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Saved queries

Create and manage data governance policies More [ |

To create a saved query - go to investigation, and after applying filters select "Save query”

Volumes (10)

Name | Type | Createdby | Actions | Description | Impacted items and objects

Data Subject names — High risk Query Predefined System managed Files with over 50 data subject names 398K View

Email Addresses — High risk Query Predefined View only Files with over 50 email addresses, or DB columns with over 50% of..  1549K  View }
New policy-BenchmarkStaging... Policy Custom Custom update Duplicate files, last modified over 7 years and has no open permiss...

Personal data — High risk Query Predefined Read access Files with over 20 personal data identifiers, or DB columns with ove...  9142K View

PopPop Policy Custom Email update popop
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2 i
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Search and analyze your data using metadata and classification properties More [2
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Name this query Beta
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FLEICHD. LSy b H—RBRESTC 7 77IILDEIE, ZDIE#HKRIZCloud Volumes ONTAPICEHB O
HDTT,

* REFEARD: U 7 MILAIRBICEBE SNEE. Chid. 72y b A— RiERz UIRICHELREARMU LR
FI3NETTRBWED, RIEFT,

* LYy b A—REROER: VLYY bA—RERIROD o7 AT LE BEEELVS LY
I 7 REDBHICBE>TVBHE S DS

PCIDSSLKR—hZERT S
LR—bZERTBICIF TOAVTSA4T7VR 2TICBHLET,

FIE
L 7F=208XZa—h5. *AVTSAT VR ZRRLET,
2. LR—k XAV %ZRDIFET, PCIDSS LAR— b+ ORICHBZAT>YO—R FAAVEBERLET,

Reports Data Subjects

Privacy Risk Assessment ‘

1 Download ‘
Assessment of personal and sensitive data exposure

HIPAA Report ‘

{4 Download ‘
Scan summary of health data and HIPAA-related risks

PCI D55 Report
‘ 4 Download ‘

Scan summary of credit card data and PCl DSS risks

FER
T—RDHETIF. BEICIGCTHESRBLIEDMDOIIL—TISXELD TES PDF LR— bHAERTEINE T,

T3ANI— X TFHEL R— b

TS3AND— ) RIFHEL R— b TIE. GDPR X CCPALRE DT ZA N —REIOEMHICHE > T D~
SANS— URTREDOBENRESNEI T,
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LR—MIIFRDBEBRDEENET,

*AVT AT VR AT R BERERAT7E. T—2HRET — 5. BEABR. TISERBEAER
THB3HESHD DD,

* FHEOBIE: ROV o cfAAT —XDBEET—2DH T DAGR.

* COFHBEICHIT BT — 2 A BRSERFHRDOD o 35RO AR,

TIANS =) RIFHEL R— b Z2ERT B
LR—bZERTBICIE. TAVTSAT7VR RTICBBLFT,

FIg
| F—gHEAZa—h5, AV TSI TV R ERRLET,

2. LR=bRAY ZRDIFES, TIAND— URIFHALR— b OBICHBZEU>O0—-R 74> %
ERLE I,

Reports Data Subjects

Privacy Risk Assessment
‘ 1 Download ‘

Assessment of personal and sensitive data exposure

HIPAA Report
‘ {4 Download ‘

Scan summary of health data and HIPAA-related risks

PCl DSS Report
‘ 4 Download ‘

Scan summary of credit card data and PCl DSS risks

&R
T—RDETIF. BEICIGC THESRBLIEDMDOIIL—TFISXELD TES PDF LR— bHERTINE T,

BEEXO7

TF—APHETIE. RO 3 DOEHUCEDSDVWTTSANY— URVTELR— FOEREXI7%2:tELE
XS

CIRTDT—RZDSBEAT—INEDBEIG
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CIRTDT—EDSEDOMEBAT —ZDEIE,
'EED\ﬁ%ﬁﬁﬁ%sMﬁ%%%@&@ﬁ&%%?[&oT&Eéh%?—&i%%ﬁt?74»@%

AAT7ZRETBDIEATNZOD v I7IFRODEED T,

EEEZXI7 i

0 3DDEHUTTART0%
ZTHD1DH0% LD ATV
ZEHD1DH3% LD AREFV
ZHDS552D133% L HKREFWV
EHDS53D1F3% L DHAREFL
ZEHD1DH6% L DAEFL
ZHDS52D136% L DHKREFL
ZHD S 53D136%L D AFT L
ZEHD1DHMM5% L DAREFL
ZHDS552D1515% KD ARF W
ZHDS553D1515% KD AEFW
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T PEDEE

NetApp Data Classification X v VDS EDTs L7 bV
ZFRNT D

NetApp Data Classification THREDT 1 LV U E XX v UHSBRATEIHEEIE. Ch
SDTA LI MNIRZEE T 7AIILICEBINTEX T, COXEZERAITDE. T—F5
VIO VIEENSDTa LI NI ZAF v ODSRRALETD,

@ TI7FIWETIE T—RPEIAF v > TE R a—LARADY —REE—DRY a—L XFvy
Tav bk T2BBRATIhFET,

PR—FThTWVWBET—FY—X

T—RDEIAX Vv ODLHEDT ALY MIEBRNTZZCIE. XDT—F V—RD NFS 5L U CIFS HF
THR—FETATVET,

* 7> 7FL X XDONTAP

* Cloud Volumes ONTAP

* Amazon FSx for NetApp ONTAP

» Azure NetApp Files

s —EMAE T FAILHEE

X v UDBSBEATETA LI NI EEERT S

TALI M) ERBEIX v ODSRATZEIC. T—E2NEXTLICOTA VLT, B 7 71 ILZ2iRE
L. ROV EZRITIZRELHDXT, HEZXRZ'T—ADE AT LICOT A > F 3" "Linux I IC
VIMITT7EFHTAIVRAM=ILLIEDN A VREVR BT RICBERALIENMCE>TERD XY,

TR ATLIEICERS0O DT« LT b NRAZBRATEXRT,

*TALI M) NRAZRAT B XAF v VRBICKET ZREMEDHD FT,

FIE
1. F—2 9D X7 LT, Topt/netapp/config/custom_configuration) (CBEEIL. 7 71 IILZRET X,

data provider.yamlo

2. Texclude:] TTOTF® ldata_providers] £ ail. AT 2T LI M) NXZASLET, HX
(=g

exclude:
- "folderl"
- "folder2"
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CDT771ILADDEFIIEE LBV TLES L,

3. T7AINDEEZRFLE T,

4. Tjopt/netapp/Datasense/tools/customer_configuration/data_providers] ICB&IL. XD XU ) 7~ % E1T
LFT,

update data providers from config file.sh
+ ZDARVRIE AF v D SRATETA LI MU ESBIVOVICOI Y FLET,

FER
PEDIRTDT—RAF v Tld BESNLTA LI MIDIF v VISHRATNET,

BICFIEZEALT. FRAUX FOEBZEM. fRE. FBFHRTEE T, RIVTh=zRTLTEEZ]
Sy bTBRE BESNIEFEAUI SDEREINET,

il

BR1:
ZEIDETHIC Tolderl] HNEENBZIARTD T AILE—IF. IRTDTFT—H V=AW SBATNET,

data providers:
exclude:
- "folderl"

FRA TN BZNRDFREEINBHER:
* ICVO1/7 # LA

* ICVO1/7 # LA 1%
* /CVO1/7 # LA 10

* [CVO1/*7 # L1

* ICVO1/+7 # LA 1%
* /CVO1/notfolder10

* ICV022/7 # L& 1
* ICV022/7 # LR 1%
* /ICV022/7 # L4 10

(53 ey R~ AVAS &Y I
* ICVO1/*7 # LA

* ICVO1/ 7 # L34
* ICVO22/*7 # L& 20

1BR2:
ZEIDFIEICOH Mfolderl] NEFENZIANTDT #ILA—DBEATNET,
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data providers:
exclude:
- "\\*folderl"

FRASTNBENIDFREEINBHER:
* ICVOI*7 # LR

* ICVOI* 7 # LA 1%
* ICVOI* 7 #1410

BRA TNV DHI:
* ICVO/7 # LA

* ICVO/7 # LA 1%
* /CVO/not*folder10

1ER3:
T—2 V=2 TCVv022) WD, &EIDO L THIC Tolderl) NBEENZIARTDT +ILZ—HBEAIhF T,

data providers:
exclude:
- "CvOo22/folderl"

BRATNBZNZIDFEINBHER:
* ICV022/7 # L& 1

* ICVO22/7 # LR 1%
* ICVO22/7 #JLZ10

R TN LN R ORI
* ICVO1/7 # LA 1

* ICVO1/7 # L4144
* ICVO1/7 #LA10

T INRBDERLFZIRT—T93
T A INA—=ZIROVWTNDDOEHXERSENTED., ZDTAINE—HADT—4% ¥ v UNRH SR

T3%8I13. THINA—BORINCIRT—T =T A\ 2ERT2HENHD FT,
L4 'tr *I ?I AI $I (I )I [I ]r {/ }r |

Y —ZXHWD/NR: /project/*not_to_scan
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BRNT 7 1 ILDIEX: "\\*not_to scan"

IEDHFEAN) X M 2RTT D

AZA I “data_provideryaml'$8E 7 7 1 JLIF. RITRICRBICAZI Y FSINTDDEERZFREMLHD £

9, ‘update_data_providers_from_config_file.sh' X2 1) T ko T—ADEIAF* v UhSBRALT=To LI b
DDIRED X bzxFRRT BICIE.  [opt/netapp/Datasense/tools/customer_configuration/data_providers] 5
SRODARY RZERITLET,

get data providers configuration.sh

NetApp Data Classification CHE#SIC A TN TWLWSEMND Y
IL—7IDZEELFT,

JIL—FID(GID)B'NFS 7 7 M IILHEBROT7 71 IILE =137 2L A —ICEEMIT 5N

. TDIT7AINFREETHINA—DT I XA MEFICABEINTLWSEHE SHAE
EYDEEREINE T, —EBD GID H&EFIC THEREICA R ERLANIILTRESNATULER

WiSEIE. ZOMRE% GID ISEML T, D GID BHREITNTVBZITRTDO T 71l

ETAIE—D THEBICARE] SNTWBREARTINBDLIICTBREHNTEETT,

CDEEX{To7-%. NetApp Data ClassificationiC& > TT7 7 ILE T A IADBIAF v Ehde. Th
S5DTIL—=TIDHMITNTVBRIIRTD I 7A1ILET AILAD RABEDFHE] R—JICCDIERMNKRRS
N. Z71IERZRRTBLA—MIBRREINET,

COMREEBMICTBICIE. T—EDEIXTLICOTA VLT, BR7 71 EREL. XV TN ERT
TERIBENHDET, HFEERZ'T—49EV AT LICOT4 T3 "Lnux IV VICY T RNITT7%2FHT
AVRAR=ILLIzD A VREVRAE TS IRICERALIENCE > TERD £,

J)L—7IDIC THERIC AR H#ERZEBMY %

CDRRYVZRRT BE0IC. JIL—7 1D FHS (GID) "B ETT,

FlE
1. F—29fE> X7 LT, Tloptinetapp/config/custom_configuration] ICF8IL. 771 IILERET£9,

data provider.yamlo

2. Torganization_group_ids: [[1 OfTICZIL—7IDZEMLEY, HIZIL:

organization group ids: [1014, 1015, 21, 2021, 1013, 2020, 1018, 1019]

CDT7AINDOMDEDIFEELBNTLIZE L,

3. T7AINDEEEZREFLET,

4. T/opt/netapp/Datasense/tools/customer_configuration/data_providers] (CF8IL. DX U 1) 7 % E1T
LEXT,
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update data providers from config file.sh

COOAXRVRIF. BESNTIL—T ID¥EREZESEI VS VICOI v ALETD,

ER

T—EDEDEDINTDIXF v TR INSDTIL—TID BRI TVWE T 7AILEZT LA —
M THERRICABE) & L TEBISNE T,

FCFIEZFEALT. JIL—TIDDOURbZHREL. BEISEMLITIL—TID ZHIRTEE T, XTIV
TrZRTLTEEZII Y FIBE. BESNTIL—TIDDURDEHINET,

WEDZIL—TIDOJ X b ZRTT S

AZAE “data_provideryaml'Z8E 7 7 1 )Lid. EITRICKBICAZ Y FSINTcH D ERZ AL H D £

9. ‘update_data_providers_from_config_file.sh' X271 7 ko T—2D5EIEML=ZIIL—7ID OIRED )
A b EFRRTBICIE.  T/opt/netapp/Datasense/tools/customer_configuration/data_providers) Hh5XxXD < >
FEEITLEFT,

get data providers configuration.sh

NetApp Data Classification® 557 —432Y — X ZHIR$ 3

WHEIZFSLC T, NetApp Data Classification IC& 3 1 DU EDY AT L. T—ER—X,
FFT7AMINVHEEITIL—-TDRF vy U EELETEET,

SATLDAF v U EEMICTD

AExvORIITITATRTRE. T—ERBEIATLEDT 2% XX v LB BD 1Ty IR
(FENIDITERD T — DAV REZ VAN SHIREINE T, S XTLEBERDT—RIFHIRINEE Ao

1. o
_Configuration R—Ih5, = SXRTFTLDITDOREZ>Z I ) v L. *T—RRE=ET7 V71 7L L
79,

DRATLZEFERTDESIC. [T—EXINRIDDSIYRATLDORF v U ZENICTZECHT
TFET

F—APEHST—ER—XEHIRT S

BEDT—IR—RZRAF¥ v VI IBEDN BB IHZEIE. T—20EA VR —T 1 —IAD5EDT—EN
—Z%ﬁulzﬁl/\ j’\‘T@Z:F‘V\/%%JJ:—C“g’i?_o

1. 0
_Configuration R—IHh5, & F—ER=XDTDHRE>%V) v L. *DB H—N\—QHIBR*%2 T 1) v
JLET,
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T—RRENS T FAIHBDT I —-TZHIRYT %

T77AIIWHETIN—TH5D1—H— TJ7MIE XX v VT RIURENBRLL B 2T2BEIF. T—XDE1>2—
TI—ZADST771IWHEHETIL—TZHBRL. IRTORXF v U EFIETEET,

FIE

1. 0
_Configuration R—I 5, = T7AIHEEIIL—TDTICHZRE>EI Vv I L. *T71ILEEY
W—TDEIRZI Vv I LET,

NFS_Shares 100 Shares Scanner Group name: default Bl ot nion
Files Shares Group System |D:0ecd02e419c046d3919cc60c5e720792 = o
Ririci G

Scan Mode

Continuously scanning all i) No CIFS valumes found
selected Shares

[ O cassified B 100 mappea 0 Not Scanned
2. BRAATOITD S HETIL—-T ORI Z#ERLE I

NetApp Data Classificationz 7> 1> X +b—JL T3

MREDSZ TN a—Ta 2 0%1T2oD. RAMDBY T Uz T72R2ICHIRL
D g 37=8%IC. NetApp Data Classificationz 7> 1 VA F—ILTB3ENTEXT, 1
VARV RAZHIRT R, ATV I AMTEINT— 2D FEET 2EE T+ XV HH!
BRENZTeD. T—ERBICL > TRAF VvV EINEITRTOBERIZRICHIFRINE
3_0

FRIZBENDZFIEIT. T—20EZ2I ST RICBALLED. 7Y TFLI X RIAMIBELIEDICE
TEBDET,

OZIORTIANAZ—HW ST —FDE=T7 A1V AM=ILT 3
1. F—2NEHSEREBIRLE T,
2. B AR— D TFERT. [Uninstall Classification] Z 2R L £ 9,
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- Yot O ohamee Scanner Group name: default —~
Classification Quick Navigation Files Shares Group e — &

Identity Services

Gov
Working Environments
+ Add your first Shares
. Scanner Groups
Compliace
Uninstall
I tigatic
nvestigatl fersion 1.46.0
Scanner Group name: default o
Custom classification testk | 0 Shares £ Configuration 0)
Files Shares Group g
New name

Configuration + Add your first Shares

Scanner Groups Q  sean

v Scanner Group: default

1 Scanner nodes
Host Name slow 3| Status 2| LastActive Time 3| Error
ip-10-000-0-01.us-west compute.internal 10.0000.01 ACTIVE 2025-08-3108:24

Activate Slow Scan @

Uninstall Data Classification

1] Uninstall Classfication

3. #4704 T Tuninstally EAHALT. AYYV—I I—S1Y b ST—298EA VIR DO %=
TLET, BERITBICIEZT AV A== ERLE T,

4. [Uninstall Classification] 1 704 T, [luninstally AL T, YV —I I—-Sz> cDET—25
BA VA2 2A%YMT Sz L. [Uninstall] Z:#RL £7,

S. PUAVA M=) FOEVRAZRETTBICIF. VFTKF 7ONAR—DI>Y —I)LICEEHL. T—F29%E
AVREAVAZHIBRLET, 1V RXE > ADAHIF CloudCompliance 730D . £ INfz/N\v > a
(UUID) D& SN E T Hl: CloudCompliance-16bb6564-38ad-4080-9a92-36f5d2f71c7

FOTLIREADST—EDEET VAR =T B

1. F—2nEH ST EIRLE T,
2. BH~R— DO TFET. [Uninstall Classification] Z:&RL £ 3
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- Yot O ohamee Scanner Group name: default oy
Classification Quick Navigation Files Shares Group Eiatpakn &,

Identity Services

Governance
‘Working Environments
+ Add your first Shares
. Scanner Groups
Compliace
© Uninstal
Investigation
Version 1.460
Scanner Group name: default -
Custom classification tosik | U'shares £3 configuration ©)
Files Shares Group oS

New name

Configuration + Add your first Shares

Scanner Groups Q  search

v Scanner Group: default

1 scanner nodes
Host Name slow 3| Status 2| LastActive Time 3| Error $

ip-10-000-0-01.us-west compute.internal 10.0000.01 ACTIVE 2025-08-3108:24

Activate Slow Scan @

Uninstall Data Classification

This will uninstall Data Classification from your system. All resources and disks where indexed data resides will be removed.

3. 44704 T Tuninstalll] CEAALT. AVYV=Il I—=C Y bDS5T—298EA 2 AE 2 2D % &
TLET, BERIBICIET VI VA M—=ILZERLET,

4 RZAMDBY IRz T7EZTAVAR=ILTBICIE. cleanup.sh T—2 DRI~ IV EDRT )
7ho B

cleanup.sh

22 1) 7 k& finstall/llight_probe/onprem_installer/cleanup.sh’ 7« Lo ~ U, FBExER2"T— 20K
kx> oicaQdga4>d93"
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W
N|

e

/1)

H7R— kT TL B NetApp Data Classificationf > X X > X
AT

NetApp Data Classificationy 7 b7 = 7. FEDARL —FT 1 VT S XATLE

. RAMEH., VI M Iz T7EHRBREZH/IEITRANLETRITIZIRENHD T, ¥
ZUORTT—ANEZERTIHEIF. T2LREZERIRT I71-0HIC TKRIZR) Fitz
BOVATLZERAITA 288 LET,

CPU Y RAMBEHW DBV RTLTHT—RNEZEBATETEIN. CNSDINEBI AT LZERATS
BRIZVW DHODFIRLBD T, "CHESDFIRICOVTER",

KORT. FIHIb)] EX—0TNTWVWB > XT LD, Data Classification 1 > X k—=JLg2)—2 5
VTERTERWVESIE. ROXDIATFTLHWERINE T,

AWSA VRV ZARAT
SRTLYAX (A5 AVRABEVRZATS
LS 32 fE®d CPU, 128 GB ® RAM. 1TiB ® "m6i.8xlarge" (F7 #JL k)
gp3 SSD
KFRE 16 CPU. 64 GB RAM. 500 GiB SSD "m6i.4xlarge"(F 7 #JL 1)
m6a.4xlarge mba.4xlarge
mb5.4xlarge m4.4xlarge
Hh 8 CPU. 32 GB RAM. 200 GiB SSD "m6i.2xlarge"(7 7 #JL k)
m6a.2xlarge mba.2xlarge
mb5.2xlarge m4.2xlarge
INERAR 8 CPU. 16 GB RAM. 100 GiB SSD "c6a.2xlarge"(T 7 L I)
cba.2xlarge c5.2xlarge c4.2xlarge
Azure > AR > XDFELHE
SRTLYAX ik ARV ARATS
ESTN 32 @D CPU. 128 GB ® RAM. OS 57« "tZ4# D32 v3" (F7#JL k)

27 (2,048 GiB. &/ 250 MB/#®D R )L —
Ty b BLUVT—E T AU (1TB
SSD. &/ 750 MB/D XIL—"Tw )

KRS 16 CPU. 64 GB RAM. 500 GiB SSD "{E% D16s_v3" (FT AL K)

GCP1 Y REVARAT
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SATLYAX % AVRBEVRAZAT

KRR 16 CPU. 64 GB RAM. 500 GiB SSD "n2-124-16"(5 7 #JL ) n2d-
standard-16 n1-standard-16

NetApp Data Classification®D 7 —32 Y — XA S NE T N7z X
AT —A

NetApp Data Classification (&. 7—% V—XE LV AT LDSDT—XDREIx v
VERTIDESZIC. FEDART—RZNELEFT, T—FDETIEF. 7204
FTAEDICHELBAIT—RZDIFEACICTIVEATEEIN, BERT—RIZT7IE
ATEBVWY =BV DB T,

AT =4 CIFS NFS
RALRZ>T  {ERLEERT FIFATTEE FEATE£EA (LinuxTlE
HR—FINTLEEA)
RI&T Ut 2R FIFATTEE FIFATETRE
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APl (ZIZE2T. Ul tEILCERGEAZEZFEALE ., RELCREAT 315RIE. "RESTAPI RFa X2 k",

Swagger APl 7 7 LV AANDT7 7R

Swagger IC7 72X T BICIE. T—EDEAVRAEAVADIP 7 RLADMETY, 757 RERADHEIE.
NTVyTIPT Fbxﬁﬁmbiﬁoﬂkxbwl/h$4/bk VERTEIBENDD XTI,

https://<43$81P>/documentation

APID{ERHI
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curl -X GET "http://{classification ip}/api/{classification version}
/search/options?data mode=ALL EXTRACTABLE" -H "accept: application/json"
-H "Authorization: Bearer eyJhbGciOiJSUzI1INiIsInR..... " -H "x-agent-id:
hOXsZNvnAS5LsthwMILt jLOxXZFYBOxAwMclients"

Ve

"options": [
{

"active directory affected": false,

"data mode": "ALL SCANNED",
"field": "string",
"is rulable": true,
"name": "string",
"operators": [

"EQUALS"

I

"optional values": |
{}
1,
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"secondary": {},

"server data": false,
"type": "TEXT"
}
]
}
{
"options": [

{

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "POLICIES",
"name": "Policies",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "EXTRACTION_ STATUS RANGE",
"name": "Scan Analysis Status",
"operators": [

nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "SCAN_ANALYSIS_ ERROR",
"name": "Scan Analysis Event",
"operators": [
"IN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "PUBLIC ACCESS",
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"name": "Open Permissions",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": true,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "USERS_PERMISSIONS COUNT RANGE",
"name": "Number of Users with Access",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": true,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "USER GROUP PERMISSIONS",
"name": "User / Group Permissions",
"operators": [
nIN™
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE OWNER",
"name": "File Owner",
"operators": [
"EQUALS",
"CONTAINS"
1y
"server data": true,
"type": "TEXT"

"active directory affected": false,
"data mode": "ALL EXTRACTABLE",

147



"field": "ENVIRONMENT TYPE",
"name": "system-type",
"operators": [

"IN",

"NOT IN"
1y
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ENVIRONMENT",
"name": "system",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL SCANNED",
"field": "SCAN TASK",
"name": "Storage Repository",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE PATH",
"name": "File / Directory Path",
"operators": [
"MULTI CONTAINS",
"MULTI EXCLUDE"
1,
"server data": true,
"type": "MULTI TEXT"
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by

"active directory affected": false,

"data mode": "ALL DASHBOARD EXTRACTABLE",
"field": "CATEGORY",
"name": "Category",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN_SENSITIVITY LEVEL",
"name": "Sensitivity Level",
"operators": [

nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "NUMBER OF IDENTIFIERS",
"name": "Number of identifiers",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN PERSONAL",
"name": "Personal Data",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"
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"active directory affected": false,

"data_mode": "ALL_EXTRACTABLE",
"field": "PATTERN SENSITIVE",
"name": "Sensitive Personal Data",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "DATA SUBJECT",
"name": "Data Subject",
"operators": [

"EQUALS",

"CONTAINS"
1,
"server data": true,
"type": "TEXT"

"active directory affected": false,

"data mode": "DIRECTORIES",
"field": "DIRECTORY TYPE",
"name": "Directory Type",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "FILE TYPE",
"name": "File Type",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,



"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "FILE SIZE RANGE",
"name": "File Size",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data_mode": "ALL_FILESYSTEM_EXTRACTABLE",
"field": "FILE CREATION RANGE RETENTION",
"name": "Created Time",
"operators": [
nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "DISCOVERED TIME RANGE",
"name": "Discovered Time",
"operators": [

"IN
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data_mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE LAST MODIFICATION RETENTION",
"name": "Last Modified",
"operators": [

nIN"
I
"server data": true,

"type": "SELECT"
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"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE LAST ACCESS RANGE RETENTION",
"name": "Last Accessed",
"operators": [
nIN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "FILES",
"field": "IS DUPLICATE",
"name": "Duplicates",
"operators": [

"EQUALS",

"IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "FILES",
"field": "FILE HASH",
"name": "File Hash",
"operators": [
"EQUALS",
"IN
1,
"server data": true,
"type'": "TEXT"

"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
"field": "USER DEFINED STATUS",
"name": "Tags",
"operators": [

"IN",

"NOT IN"
1,

"server data": true,



"type": "SELECT"

"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
"field": "ASSIGNED_ TO",
"name": "Assigned to",
"operators": [
"IN",
"NOT IN"
1y
"server data": true,
"type": "SELECT"
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curl -X POST "http://

{classification ip}/api//{classification version}/actions" -H "accept:

application/json" -H "Authorization: Bearer eyJhbGciOiJSUzI1INiIsInR.....

-H "x-agent-id: hOXsZNvnAS5LsthwMILtjL9xZFYBOxAwMclients " -H "Content-

Type: application/json” -d "{ \"action type\": \"COPY\", \"data mode\":
\"FILES\", \"policy id\": 0, \"request params\": { destination nfs path:

"{ontap_ip}:/{share_name} "o},
\"requested query\":{"condition":"AND","rules":[{"field":"ENVIRONMENT TYPE
", "operator":"IN","value": ["ONPREM"]}, {"field" :"CATEGORY", "operator":"IN",
"Value" : ["21"] }] } }"

&

ISETIERTo>ay #7017 hHRENZ 78, get 5LV delete API ZEARALTC7 o> a>DRAT—4

AZBIRLIED. 702 avexvoIILLIEDTEE Y,
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"action type": "COPY",

"creation time": "2023-08-08T12:37:21.7052",
"data mode": "FILES",

"end time": "2023-08-08T12:37:21.705Z",
"estimated time to complete": O,

"id": 0,

"policy id": O,

"policy name": "string",

"priority": O,

"request params": {},
"requested gquery": {},
"result": {

"error message": "string",

"failed": O,

"in progress": O,

"succeeded": O,

"total": O
by
"start time": "2023-08-08T12:37:21.7052",
"status": "QUEUED",
"title": "string",
"user id": "string"
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* "Google Cloud NetApp Volumes"
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