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Volumes selected for Data Classification scan (11/15) Q

Custom ‘ Mapping vs. Classification & Retry All # Edit CIFS Credentials

Scan when missing "write" permissions

2| =il

Scan = | Storage repository (Volume) = | Type o= Mapping status = | Scan progress \ Required Action < \

Paused 2025-07-16 08:51 Mapped 219
Last full cycle: 2025-07-16 08:50 Classified 219

bank_statements NFS

® Finished 2025-10-06 10:29

Map cifs_labs CIFS Mapped 5.2K
e o = Last full cycle: 2025-10-06 10:29 il

Off cifs_labs_second CIFS
‘ off cifs_labs_second_insight NFS

Paused 2025-07-15 09:10
datasence NFS Mapped 127K
Last full cycle: 2025-07-15 09:06
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‘Working Environment Name’ Configuration Q,

22/28 Volumes selected for compliance scan

Enable Access to DP Violumes & Edit CIFS Credentials

off m Map & Classify Learn about the differences -

Scan when missing “write attributes” permissions @

: | Storage Repository (Volume) 3 | Type : | Required Action
@ Ma I Map & Classify -. VolumeName1 DP ® NotScanning Enable access to DP Volumes @
Map & Classify VolumeNamez NFS @ Continuosly Scanning
Map | Map & Classify _' VolumeName3 CIFS & NotScanning

FliE

NE5DT—RRER)2a—LERAXT VvV TBI5E:

1. F—EPEAZa—h5, "B ZEIRLET,

2 R=SDEICHBDP R a—LADT I REBEMCTI*%ZERLET,

A HEREA VLT —HERESEL. DP AR a—LADT I A =BT 3 =BEERLET,

° V=X FSxfor ONTAPZ 71 JL ¥ AT LTHRANC NFS AR 2 —LE LT ENTRY) 2 —LHE
MICED FT,

° ) —X FSxfor ONTAP7 7 1 JL ¥ AT LTRIIC CIFS R 2a— LY LTERSNIARY 2—A4T
IE. NS5O DP R a—LERAF v > T37-0IC CIFS SRALEHREANTIHNENHDEFT, T—
RDFEN CIFS R 2 — L% XF ¥ > TEF B & SIC Active Directory BigIEHR% 3 TICATL TW35
BlE. FOBRIEREFEAIZ LD, NOBBEEERERE Y F2IEETAEHTEFET,

Provide Active Directory Credentials Provide Active Directory Credentials

@ Use existing CIFS Scanning Credentials jusert@domain2) | () Use Custom Credentials (O Use existing CIFS Scanning Credentials (user1@domain2) | @® Use Custom Credentials |
Active Directory Domain @) DNS P Address () username I Password

DP Volumes, created fram a SnapMirror refationship, do not allow external Active Directory Domain @) DNS IP Address @)

access by default. Continuing will create NFS shares from DP Valumes which
have been activated for Data Sense. The shares’ export policies will allow access

anly from the Cloud Data Sense instance, Learn More
DF Volumes, created from a SnapMirror relationship, do not allow external

access by default. Continuing will create NF5 shares from DP Volumes which

Enable Access to DF Volumes Cancel | have been activated for Data Sense. The shares’ export policies will allow access
only from the Cloud Data Senseinstance. Learn More

Enable Access to DP Volumes Cancel
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R
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Azure NetApp FilesdDNetApp Data ClassificationZ B89 3 ICiE. WS DD DOFIEZRT
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2% ¥ > 9 BAzure NetApp Files> X7 L%xEHL XS
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TLR—=JITEMLET,
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P ANEERET A M YRRV ARER T FOC SN TVANES

Azure NetApp FilesTR!) 2 —LERXF ¥ > T2 TE. T—E9EE2 0TI RICT O T23HELHD. X
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Azure NetApp Files’R!) 2 — L TT— 2 DEZBMITEIENTEFT,
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View Dashboard *
Configuration

('_\\ Azure Netapp Files

Azure NetApp Fites I
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Or select scanning type for each volume
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Volumes selected for Data Classification scan (11/15) Q

Mapping vs. Classification > Retry All # Edit CIFS Credentials

Custom

Scan when missing "write" permissions

Scan = | Storage repository (Volume) = | Type = | Mapping status o= \ Scan progress \ Required Action < \
Paused 2025-07-16 08:51 Mapped 219
Map & Classify ‘ bank_statements NFS .
Last full cycle: 2025-07-16 08:50 Classified 219

@ Finished 2025-10-06 10:29
Map vr cifs labs CIFS Mapped 5.2K

Last full cycle: 2025-10-06 10:29
Off cifs_labs_second CIFS

‘ Off cifs_labs_second_insight NFS

Paused 2025-07-15 09:10
datasence NFS Mapped 127K
Last full cycle: 2025-07-15 09:06
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ONTAPCluster Scan Configuration

Wolumes selected for Classification scan (9/13)

Custom ‘ Mapping vs. Classification & [Edit CIFS Credentials

Scan when missing "write" permissions

Scan 4| storage Repository (Volume) 2| Type = Mapping status 4| Scan progress | Required Action 2 |

- — - ® Error 2025-01-09 18:53 Mapped 210

Map & Classify | bank_statements NFS X -
Last full cycle: 2025-01-09 18:48 Classified 210

cifs_labs CIFS

cifs_labs_second CIFS

® Error 2025-01-12 06:11

) 2 Clacer Mapped 127
Map & Classify | datasence NFS y ® Retry e
Last full cycle: 2025-01-12 06:06 Classified 127K

® Error 2024-10-10 01:35

2 i Mapped 13
Map & Classify | german_data NFS (¥ Retry was
- Last full cycle: 2024-10-10 01:29 Classified 13
german_data_share CIFS

1-13 of 13

RTDAVI)—=>23y ke "
2. CIFS =M 9 %35 &I&. Data Classification | Active Directory Bf&IEHREIRMHEL T, CIFS R 2 —L%
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Volumes selected for Data Classification scan (11/15) Q

Mapping vs. Classification > Retry All # Edit CIFS Credentials

Custom

Scan when missing "write" permissions

Scan = | Storage repository (Volume) = | Type = | Mapping status o= \ Scan progress \ Required Action < \
Paused 2025-07-16 08:51 Mapped 219
Map & Classify ‘ bank_statements NFS .
Last full cycle: 2025-07-16 08:50 Classified 219

@ Finished 2025-10-06 10:29
Map vr cifs labs CIFS Mapped 5.2K

Last full cycle: 2025-10-06 10:29
Off cifs_labs_second CIFS

‘ Off cifs_labs_second_insight NFS

Paused 2025-07-15 09:10
datasence NFS Mapped 127K
Last full cycle: 2025-07-15 09:06
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C. Oracle T—AR—XDHEIF. T—EXZEASILET,

d F—=2RENTF—N—ICTIERATEBLSICERBREANLE T,

e. *DB H—/N\—DEM ZERL I,

Add DB Server

to activate Compliance for.

Database

Database Type Host Name or |P Address
Port Service Mame
Credentials

Username Password

To activate Compliance on Databases, first add a Database Server, After
this step, you'll be able to select which Database Schemas yvou would like

Add DB Server |

Cancel

T—AR—=ZIPNS AT LD X MMIEMEINFT,

T—AR—ARAFX—IDRAF v U BHEIZENICT S
AF—YDFTEXAF ¥ VIEVWDTHELILISHEBTEE Y,
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1. B R—I T, BRI BT —IXR—XD R E VZERLE T,

Configuration

@ Oracle DB1 41 Schemas
Oracle

v

Not Scanning

View Datalls

No Schemas sefected for ?
Compliance oy

ER, Configuration
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2. 27—z AICBIHL T, AF vV IT33RF—TZERLES,

‘Working Environment Name' Configuration

¢ Edit Credentials

28/28 schemas selacted for compliance scan

Scan + | Schema Name 4| Status - %+ | Required Action

@ DB1 - SchemaMamel ® Not Scanning Add Credentials @

@ D81 - SchemaMame2 ® Continuosly Scanning

B ] DB - Schemaniame3 ® Continuosly Scanning

@ DB1 - SchemaMame4 ® Continuosly Scanning
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Volumes selected for Data Classification scan (11/15) Q

Mapping vs. Classification > Retry All # Edit CIFS Credentials

Custom

Scan when missing "write" permissions

Scan = | Storage repository (Volume) = | Type = | Mapping status o= \ Scan progress \ Required Action = \
Paused 2025-07-16 08:51 Mapped 219
bank_statements NFS
Last full cycle: 2025-07-16 08:50 Classified 219
® Finished 2025-10-06 10:29
Map fs_lab: CIFS M d 52K
¥r cifslabs Last full cycle: 2025-10-06 10:29 pilis

Off cifs_labs_second CIFS
‘ Off cifs_labs_second_insight NFS

Paused 2025-07-15 09:10
datasence NFS Mapped 127K
Last full cycle: 2025-07-15 09:06
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6.
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Add Shares

Directly add any MNFS or CIFS [SMB) File Shares, located in the cloud or on-premises,

Select Protocol

You'll be able to add additional shares from the other protecol later.
fi_: NFS

() CIFS (NTLM Authentication)

I_ CIFS (Kerberos Authentication)

Type or paste below the Shares to add

Provide a list of shares, line-separated. You can add up to 100 shares at a time (you'll
be able to add more |ater).

Continue | Cancal
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Edit CIFS Authentication

Classification requires Active Directory cradentials to access CIFS Volumes
in Micky.
The credentials can be read-only, but providing admin credentials ensures that

Classification can read any data that requires elevated permissions.

Select Authentication Method

i NTLM

i1 Kerberos
Username Password
domain\user or user@domain ‘Pas.swcrrd

[ o

4. SREAFAHEEFEIRL £9: NTLM F 71X Kerberos.
5. Active Directory ® 1 —H'—% & NRT—RKR ZAHLF T,
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Add Shares

Directly add any MNFS or CIFS [SMB) File Shares, located in the cloud or on-premises,

Select Protocol

You'll be able to add additional shares from the other protocol later.
@ NFS

() CIFS (NTLM Authentication)

I_ CIFS (Kerberos Authentication)

Type or paste below the Shares to add

Provide a list of shares, line-separated. You can add up to 100 shares at a time (you'll
be able to add more |ater).

T
=

Hostname: /SHAREPATH

Continue | Cancal
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Connect to Active Directory

Usa&rmame Pastword
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+ Add IP
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489 LOAP Secure Connection
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Console

Governance

Moniitor data governance metrics and optimize storage Learn more
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CAX=Y

* Logs

* ZOMMDOXE
CEOMOTILEY T3y
*EOMDITL Y R —h

* ZOfth TRBA)

* NRAT—REREINLT 7T
* BELT —%

cETA

i cAn AN O Sl e 1%

771 ILDFEE

TFT—HADHETIE. TIRTDI77AINEZIX vy > LTHTI) EXRT—2DOOMERZIEL. XV akh—
RDT 7ML RAT 223 NTRTDT 7ML B4 TERRLET, T—2OEHNBEAZRNBER (PI)
ERHT 3BE. £/IEDSARREZERITIBHERIE. ROT7 71 IHERXDOADTR—FEINET,

.Csv, .DCM, .DOC, .DOCX, .JSON, .PDF, .PPTX, .RTF, .TXT, .XLS, .XLSX, Docs,
Sheets, and Slides

HEEINIIB®ROEREE

NetApp (&, T—RDRICL > THAMNESNBBEAT —XE L UVHBREANT —2 D 100% DIEFEMLZRIET 5 C
CIFTEF A, BICT—HZzHERL TERZEL T 2HEN DD X,

HBHOTAMIEDE. UTORIET —2DEIRE LICBEROEREEZTRLTVWE Y. ThZz BE ¢ BIR
RTHELET,

BE
T—RRDRBICE > TRHEINCHDONEL KHERISNIRER, T2 BAT—ZDBERHD 90% D5
. BABBIEENTVB EHR SN 10EDT 7LD S5 9 EICKBRICEABRISENTVS
CeZEERLET, 10BEDT7AIILDS>5 1 BIFRRBERD I,

8

T—RDEHIBERODZERDITBIEE, 1ce . BAT—F2D) I-ILENT70% DIFE. T—20%E
TIHHEBROEANBHRDIERICZFNTVSE T 7L 10EDSE 7TEZHANTETECICBDET, T
—ZDETIFT—2D 30% HkbHh, v aR—FICRTIhEEA.

HHIIEROBEZMHENICALESETVET, CNSDHEF. FEROT—FHE) U —-IXTEEFNICHA
TEBLIICHEDFET,

817 B A5G

BAT—5 - —#& 90%~95% 60%~80%
BAT—% - EB#5IF 30%~60% 40%~60%
BEEOBR WMEAT —& 80%~95% 20%~30%
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217 1ES 8
ATV 90%~97% 60%~80%

NetApp Data Classification CTH X 2 LD $EZ1ER T 3

NetApp Data Classification Z{FH T2 . AXZL A7 D) £IFMEAFRFZERL
T HBORHE LIV AV TSA T RABGICBAEDT—2Z2H/BATET X9,

T—ROETIE. ATV CEAERFO 2 BEOA XX LDEFIYR— N TVWET, WXL AT
dUIE 7y 70— R LIc—ZDT7 7MILICEDVWTERE N, T—R0HICK > THEBROEUT —2Z#
T3 AETIDMERSNET (LRI BRARSHTIIERDM AT IV ZER T 358D HD XY
o AR LBAFERFIF. F—T—FUXSTLIFERRKI (regex) ZEAL TER SN, I TF5172X
VR 0%2HT-5THEIEDH S EMER DOBHREHL I,

TRTOHARRZ LD DRAZLDES v 2 R—FTHRETEE Y,

1R Z LENERFZ RS B

T—AREEFERIBZE. AVTHFRI F—TU—RFELRBERKRTEZER L THI X LEANBERFZ 15X
L. HHBEEOT—XZ#HINTET T,
F—J—-FOEH
F—7—FRUIbzFERLTEASNFZERT 355, )X MIROEGZ B L TVWEIHUEDRDHD £,
* F—T - ROANTRAXFONXFIFXBISNEE A
*F-—TU—RRE3XFULTHZIBENDHD T, 3NFRBDEEIFEHREINTT,
* BRYSHEEE 1 EITEMSNE T,
* F—TJ—FODEFY X IF 500,000 XFZBRBILIFTEEEA. URAMIFDPELEDH 1 D2DF—T
—RFHREENTVBIHBENR DD XT,

Fig
1. ARZLDEE 2T %ERL T,
2. AZ B LDEFEIERTBICIE. [+ FLVLWDEF 2 ERLET,

3. *EAANBAFZERLE T, BEICIGL T, BRETYRY Z2BRL T BREHSWIBEAT—42%Z2TIXIL
9,

4 RANBERLES
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o Select classifier type @ Define logic @ Classifier name

Select classifier type

Select the type of classifier that you want to add to the system, and provide the name and description.
Classification rescans all your data sources after you add a new classifier. When the scan is complete, all

matching results are displayed in the "Custom Classification" dashboard and in other Classification
pages. Learn how

(®) Personal identifier

Create a regular expression or list of keywords to identify personal data
6@» Learn more [/

Mask results: The detected personal information results will be masked.

(O Custom category

.
&“.
1
(e

r 9
<

< Upload files to refine the Al model to identify categories of data

Learn more [7

e .

S. F—TU—RZELHEPEFEEMTBICE. F—T—FR Z&ERLEI, F—T—FDUX+ZANLET,
BIYVFIIERILZDITICANDLE T, F—T—FHEGICEMLTVWE I ZHER LTI,
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Define logic

—o Regular expression —o Keywords

’ g
Define a regular expression to identify patterns Create a comprehensive list of keywords to
in your data. effectively identify personal information.

Define the list of keywords for Data Classification to use for detection.

Custom keywords list

Enter each keyword or phrase on a new line

Keywords are not case sensitive

Each word must be at least 3 characters long, Shorter words are ignored
Duplicate words are only added once

The total list of keywords cannot exceed 500,000 characters

Insert keywords

Validate

DEFZERKRFE L TEMI BICIE. ERKRR 2BRL. T—2DHEDBERZRET 57DHD/NF—
VEMLET. ANILIEX 2R 51013, [BREL 22 RL £
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Define logic

—o Regular expression ° —2 Keywords

[o] Iz]
Define a regular expression to identify patterns Create a comprehensive list of keywords to
in your data. effectively identify personal information.

Classifier regular expression

Create the regular expression used to identify data. Optionally, add proximity words to enhance
detection. Add the regular expression to identify information in your data

Example: to identify a 12-digit number that begins with 201, the expression is \b201\d{9}\b.

"\d{7,9}

Validate @ Regular expression is valid.

Test your regular expression: Enter a string to instantly see if it matches your regex pattern

456 .u

[ Add proximity words

To improve the detection accuracy, insert phrases that must appear around the regular
expression's match.Enter any phrases that must appear adjacent to the regular expression.
Separate entries with a line break.

a BEICHL T, ERRBNX—UI—HTEH U TIXFIN e AL, [TA M 2R THEEL X
ERS

b. REICIGLU T, TIEEBZEBML F 9, MEHEHEZEMT 3. T—20ETIL. TEEEBENN—HT S
NFEHNCEHEL TLWBBRICOAERRKRINZ—VICTSITDMHITENET,

6. WALEIRLET,

7. 8y aR—RTHREZL ATFIVEBRTZICIE. DEFL EBEEANLET,

8. [fR7F] £BIRL T, ARZLEABRFEERLET,
H2ZLBENGHNFEERTI . TOERIIREDRT S 1a—ILeNAE v TEry IFvyanEd, &£

DECRERZEIGETZICIE. FUTIVRIAF v U 2RITLET, BRZR3ICE. IV T4 T7 VLR
- I\%EEEEE_%O
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ARAZLATIVZERT D

WAL ATIVEFERATD . HEBEBOT—2%20ETETXd, A REZL AFIVIE. 7yFO—FKRL
TeTHF AR J70IILICEDVWTIERICNE T T—2DETIE. COTFXL 770IILD5 Al EFILEZTERR
L. 007 71 ILRDOREKRDBERZ AL 95

NL—=>FTF—REH

*hL—ZYJ T2ty MIEDBCED B BT 7AIUDNEENTVWIBELRHDET, RAT 71
JLE13 1,000 T,

CIRTDIT7AINIE BELET 7L NRICEERLET2HELHD X7,

CIRTDT7AILIE 100 N1 FEDKRELBRITNIEED £ A,

c T—ANENL—Z=VF T—4ZI|F. CSV. DOCX. DOC. GZ. JSON. PDF. PPTX. TXT. RTT.
XLS. FIEXLSX DWETNHADT 7AI RA T THIBENHD T, HR—bINTVWEIZITRTDZ
FAINERA T2BAEDLETCT Yy FO—RTEXT,

Flig

1. NetApp Data Classification T, *H1 XX LD = FIRL £,

2.+ FHLLWDEFZBERLEY,

3. NEFOBBAC LT MHREL AFIV) ZFIRL. DAl #0UwILET,

4 FEIMR=ZOT7AIOAL I aV=FALT. AREZL ATIVOOP v I EERLE T, EE
FRLZ*OIP 7RLRZAAL. ROYTRTY XZa—N6*R)a—L Z#ERLEXT,
fL—Z2J T—EDRFENTVWETALIMNID T LI M) XX ZASILET,

S. I7AINDF v I ZRITTBICIE. T—RDED [T 71 ILDOFAHAH] ZFIRLET, 77 1ILOBE
THERTDENTEET, ECICIF. T7MII%B YA 2147 8LV T 71N ML—Z2 T
BLTWS EHIENIEDESH DA EDN—BERTEINET,
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Working environment Volume

Directory path

Items (500) Change path
® 2 files failed to load X
® 498 files loaded successfully X
File name Size = Type & Reliability < Included in training &
Contract_v2.docx 415 KB DOCX @ @
RevenueReport_... 256 KB PDF ® Unsuppiarted file type.

Please provide a text file.

Report_Q4_Final... 1.2 MB T ® @E
Q4_Final_Revised.. 89 KB csv @) ©
HRReport_Final_... 640 KB HTML © ©

a J7MINREZZEBLIED, 770 EZB7y7O—-—RL7EDTBICIE. [NADEE] #FERL. T
—AEADLTI7 70 EBEO—RLET,

6. 7y 70— R L7 7AILICEEDBITNUE. PRAN] ZERLE T,
1. Ry aR=—RTHREZL ATT)Z#HRTBICIE. DEFREBEZANLEY,
8. (REFE] ZBRL THRAL ATIVZERLEFT,

FER

ARZL ATV ZERT B E. EORBRIFREIDRAT D 1a—ILENAF v TEFYv ITFrInFEzd, &
DECHERZIIETSICIE. FRITRF v o =zRELE T,

NRZLDEFZRET S

BASBRFZIERLIcRT, 20OV v I 2ZEETEE I, BAHSFOXA T BIOS YT 21 T%2%E
BIBCIETEEEA. IceriE ARRL ATIVZAXZLEAABNFICEETSZLIFTETEE
Wo Flcw F—TV—FR=ADD AR LFHFZERRBEN-ADARAZLFHFICEEITZCHTEXRE
Ao

FlE
1. NetApp Data Classification T, *H1 XX LD = FIRL £,

2. HBRL7EWDEBFEREL. 7723 AXZa—%Z2BRLET . HNOKEICHD £,
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3. OV v I DIREZERLFY,

4 F—J—RZEEJZHEIF. BYRF—T—FZEM. BIFR. TLIBELET. ERRFZEETS
BEI HILLWERKRBFEZANDL TRIEL F I, BEISHLC T, EFEF—-—T—FZEMLET,

S. BEZBEAT BICIE. [(RE] Z3FIRLEX T,

NRAZLGEF=HIRT 3
1. NetApp Data Classification T, *A1 XX LB ZEIRL £7,
2 HIBRL7EWDEEFEHAL. 7o>a>rXZa—%2BRLET . HNOKEICHD £,
3. NETF=HIR ZERLET,

RDRATw S
c AVTSATUALE— rEERT S

NetApp Data Classification’z fi£f L THBAICRZE S TL
37— REBELET

F_RFEEA VS aR— RICE. F—RICET 377 ALBLUFALI R LRILD
DIBIHRHAIRT N, BREZIRBZ D I INE2—NIEBLIEEDTEEF T, T—HRAE
R—TTlE. T7AILET 1LY RDAZT—2 L HERICE T 3 3B HR TR &
N qBELE777IILBERIENET, T70MI)I. T4 LI R, T—ER—Z LAl
DB HRZEEHIT DL T B> o247 A %RALEETHEH. A NL—U IR—
ZEEHIT BODT IS aVERATEE T, FT—RFER—J T, 77170
@J\ :]to_\ ﬁIJB%:E)-U-ZR_ I\—én—tb\i?o

AER—IHSABERBICH. F—8 V—UH L TREAHMERE v > ERITT BUEN
()  #0%79. IVELTOBORETIHTOALTF -8 Y—Z T, 77 1)L LALOSHE
FRENF A
7 — S EE
F—ABER—ITH. F—2H 3202 TIHESNET,

BT T AILT—4&
CFALY R DAL TP AL
s @& T —2R—2

F—=RITqILE—

T—RAEER—DICIF. BEBDLOEFTEZRDIIZHICT —FZURBZIZHDETEIETLRT 1 IILZ—H
AEENTVWET, BRO T« L2 —ZHAEDOETESCCHTETET,

TR —%EMTBICIE [T ILE—ZEN R VEERLET,
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Data

investigation

Classifiers scan and tag your items. Use classifiers to identify sensitive data. Learn more

= Filters: ( Sensitivity level: Al v | X )

Open permissions: All v | X (Createdtime:[lnclude)Openpe(m|55|ons,+3 v | x)

Save query  Cle:

(Last accessed : (Includes) 3-5 years, +2 v | x) (File hash : (includes) 78bb33f1e8d9006595b874a0a75ecf36 v | x) (Last modified : (Includes) 3-5 years, +1 v | x>

+ Add filters

Items

-

120

Items with sensitive data and open permissions

= Add as filter

Unstructured (500)

(500) | 3TiB

Name

HR_Listworkprogrem.TXT

Education report.PDF

Work program>1.PNG

Ethics consul It.DOCX

O 000

TqINE2—DRErdI>T>Y

irectories (200)

@ 120 g 90

@ 45

ar filters ~

Items with sensitive data Recently accesse: d sensitive data Stale Items
= Add as filter = Add as filter ¥ All results match
Structured (80) Q 1
% | Last modified % | Personal 4| sensitive personal | Datasubjects 3 | Filetype 2 | [[]]
Feb 2, 2019 07:28 PM 322 89 101 poc
Mar 20, 2019 11:14 PM 189 12 89 PDF
Dec 4, 2019 09:42 PM 956 80 702 TXT
Dec 4, 2019 09:42 PM 380 0 622 PDF

RDT 4 NE—Z2FEBLT. T—RGFNHIEEBROEZHIBL LI,

1%
A7
REL AL
HAF D

BAT—%

BEMOSEWMEAT—X

T—H2ER

B2t
ZBERYZ" AT —DFELES
HELANILEERL I BA. BBEA. T2IEIEEE,

T 7N EICRE S NIHEHER FORMBEZERLEX T, BAT—%X
BLUOEEBEEOEWMEAT—EDZTENET. T4 LI MUTT LA
V>0 93%8. T—20BREETAINE— (BLUVHTTT7+ILE—)H
DIRTDIT7AINDED—HZEFHLET, F:2023F 12 B (/N\—

23>1.266) D)) —XTld. T+ L7 UBNICEAHBIER (PII) T
— DB EABTZIA T a UhHIBREINE LT

2 BIRY B ENT — 2 DIELE"
2BIRY B"HEEANT — X DEE"

T—REEDTINR— LK I OHBFEANLEY, "T—4E
EICOVWTOFMIEC 552 BTV,

A-—Y-EECI—Y—t#ERZzT71 IR

RDT4IWNE—ZFEBLT. 77MIILORBELT —ZNDT7 I AFFAIZ2RTLET,

a3
F—TUER

dA—H—/JI)L—TDER

TJ71IFREE
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O 2T LIERIES BHED AT LZERLET,
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TJaq4I)L2—01)

RESNLITVRICT —RERTTBICIF. ROT 1 IILE—ZERBLEI,
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FEIN=7TY FRELIEIITVE A DELISESERLE T, ICTTC"RESNIIT
)2 J"BEOREFAIIVDI) R b EREL. FILWI I U Z1ERK
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Download investigation report

Report type

@ csVreport (O JSON report

Report name

investigation_report

Export destination
(® System O Local (limited to 10K rows)

Working system Volume

MA e el ’ ot Ty
PWwork_2 - PL_D

Destination folder path

NFS: Hostname:/[SHARE-PATH ( e.g. 172.31.134.172:/jianni_nfs2_150GE )

Estimated report size: 20 MB

(1) Notice: File is too big and will be spilt into multiple items

Download report ‘ Cancel
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Data investigation

Search and analyze your data using metadata and classification properties More [2

= Filters: (Sensitiv:‘ty Level: (includes) Sensitive Personal, + 1 X) <Open Permissions: (includes) Open to public, + 1 X) lear filters A\

Sensitive Personal Data: All ~ | X | [ Number of Users with Access: All ~ | X | + Add filter
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Name this query Beta

Mame

Stale sensitive date

Description Optional

0/500

Run as a policy

Select one or more actions for the guardrail to perform on files and objects when conditions are
met. More [2
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Saved queries

Create and manage data governance policies More [ |

To create a saved query - go to investigation, and after applying filters select "Save query”

Volumes (10)

Name | Type | Createdby | Actions | Description | Impacted items and objects

Data Subject names — High risk Query Predefined System managed Files with over 50 data subject names 398K View

Email Addresses — High risk Query Predefined View only Files with over 50 email addresses, or DB columns with over 50% of..  1549K  View }
New policy-BenchmarkStaging... Policy Custom Custom update Duplicate files, last modified over 7 years and has no open permiss...

Personal data — High risk Query Predefined Read access Files with over 20 personal data identifiers, or DB columns with ove...  9142K View

PopPop Policy Custom Email update popop

Private data — Stale over 7 years Query Predefined Read access Files containing personal or sensitive personal information, last mo...

Protect - High Query Predefined Read access The search contains highly vulnerable files and DB that contain a p... 49M View

i —JTHREFLEIVIIDERZRTIT S

AER—VICREELEITUORRERTIZIE. | BEOREORZVEIU v L. EROFE] %
SERLE T

Personal data — High risk Query Predefined Read access Files with over 20 personal data identifiers, or DB celumns with ove... 914.2K  View G

2 i
PopPop Policy Custom Email update popop 5 Investigate results

& Edit query
Private data - Stale over 7 years Query Predefined Read access Files containing personal or sensitive personal information, last mo...
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Data investigation

Search and analyze your data using metadata and classification properties More [2
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Name this query Beta

Mame

Stale sensitive date

Description Optional

0/500

@J ) Run as a policy

Select one or more actions for the guardrail to perform on files and objects when conditions are

met. More [4
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cPu Memory usage Disk usage Disk utilization Kernel 6.8.0-1018-aws
124% 16ceu 41 62cs 82 483ce 17 % Uptime 136d 2h 33m
- e — -—
nnnnnnnnnnnnnn

Real time monite ~

9 ZACVRIB... [T

col @
Docker version
0%
Classification Public P 54.69.225.112
0%
Classification Private IP 10.128.0.33
a0m
Console Private IP 10.128.0.12
20
L Problematic containers ~



T PEDEE

NetApp Data Classification X v VDS EDTs L7 bV
ZFRNT D

NetApp Data Classification THREDT 1 LV U E XX v UHSBRATEIHEEIE. Ch
SDTA LI MNIRZEE T 7AIILICEBINTEX T, COXEZERAITDE. T—F5
VIO VIEENSDTa LI NI ZAF v ODSRRALETD,

@ TI7FIWETIE T—RPEIAF v > TE R a—LARADY —REE—DRY a—L XFvy
Tav bk T2BBRATIhFET,

PR—FThTWVWBET—FY—X

T—RDEIAX Vv ODLHEDT ALY MIEBRNTZZCIE. XDT—F V—RD NFS 5L U CIFS HF
THR—FETATVET,

* 7> 7FL X XDONTAP

* Cloud Volumes ONTAP

* Amazon FSx for NetApp ONTAP

» Azure NetApp Files

s —EMAE T FAILHEE

X v UDBSBEATETA LI NI EEERT S

TALI M) ERBEIX v ODSRATZEIC. T—E2NEXTLICOTA VLT, B 7 71 ILZ2iRE
L. ROV EZRITIZRELHDXT, HEZXRZ'T—ADE AT LICOT A > F 3" "Linux I IC
VIMITT7EFHTAIVRAM=ILLIEDN A VREVR BT RICBERALIENMCE>TERD XY,

* TR AT LIEICERSOEDT 4 LT b NRAZBRATEXT,

*TALI M) NRAZRAT B XAF v VRBICKET ZREMEDHD FT,

FIE
1. F—2 9D X7 LT, Topt/netapp/config/custom_configuration) (CBEEIL. 7 71 IILZRET X,

data provider.yamlo

2. Texclude:] TTOTF® ldata_providers] £ ail. AT 2T LI M) NXZASLET, HX
(=g

exclude:
- "folderl"
- "folder2"
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CDT771ILADDEFIIEE LBV TLES L,

3. T7AINDEEZRFLE T,

4. Tjopt/netapp/Datasense/tools/customer_configuration/data_providers] ICB&IL. 2RO XU ) 7~ %= R1T
LFT,

update data providers from config file.sh
+ ZDARVRIE AF v D SRATETA LI MU ESBIVOVICOI Y FLET,

FER
PEDIRTDT—RAF v Tld BESNLTA LI MIDIF v VISHRATNE T,

BICFIEZEALT. FRAUX FOEBZEM. fRmE. FHRTEET, RIVTh=2RTLTEEZ]
Sy bTBRE BESNIEFEAUI SDEREINET,

il

BR1:
ZEIDETHIC Tolderl] HNEENBZIARTD T AILE—IF. IRTDTFT—H V=AW SBATNET,

data providers:
exclude:
- "folderl"

FRATNBZNRDFREEINBHER:
* ICVO1/7 # LA

* ICVO1/7 # LA 1%
* /CVO1/7 # LA 10

* [CVO1/*7 # L1

* ICVO1/+7 # LA 1%
* /CVO1/notfolder10

* ICV022/7 # L& 1
* ICV022/7 # LR 1%
* /ICV022/7 # L4 10

(53 ey R~ AVAS &Y I
* ICVO1/*7 # LA

* ICVO1/ 7 # L34
* ICVO22/*7 # L& 20

1BR2:
ZEIDFIEICOH Mfolderl] NEFENZIANTDT #ILA—DBEATNET,
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data providers:
exclude:
- "\\*folderl"

FRA TN B NIDFREEINBHER:
* ICVOI*7 # LR

* ICVOI* 7 # LA 1%
* ICVOI* 7 #1410

BRA TNV DHI:
* ICVO/7 # LA

* ICVO/7 # LA 1%
* /CVO/not*folder10

1ER3:
T—2 V=2 TCVv022) WD, &EIDO L THIC Tolderl) NBEENZIARTDT +ILZ—HBEAIhF T,

data providers:
exclude:
- "CvOo22/folderl"

BRATNBZNZIDFEINBER:
* ICV022/7 # L& 1

* ICVO22/7 # LR 1%
* ICVO22/7 #JLZ10

R TN LN R ORI
* ICVO1/7 # LA 1

* ICVO1/7 # L4144
* ICVO1/7 #LA10

T INRBDERLFZIRT—T93
T A INA—=ZIROVWTNDDOEHXERSENTED., ZDTAINE—HADT—4% ¥ v UNRH SR

T3%8I13. THINA—BORINCIRT—T =T A\ 2ERT2HENHD FT,
L4 'tr *I ?I AI $I (I )I [I ]r {/ }r |

Y —ZXHWD/NR: /project/*not_to_scan
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BRNT 7 1 ILDIEX: "\\*not_to scan"

IEDHFEAN) X M 2RTT D

AZA I “data_provideryaml'$8E 7 7 1 JLIF. RITRICRBICAZI Y FSINTDDEERZFREMLHD £

9, ‘update_data_providers_from_config_file.sh' X2 1) T ko T—ADEIAF* v UhSBRALT=To LI b
DDIRED X bzxFRRT BICIE.  [opt/netapp/Datasense/tools/customer_configuration/data_providers] 5
SRODARY RZERITLET,

get data providers configuration.sh

NetApp Data Classification CHE#SIC A TN TWLWSEMND Y
IL—7IDZEELFT,

JIL—FID(GID)B'NFS 7 7 M IILHEBRO T 71 IILE =137 2 IILA —ICEEIT 5N

. TDIT7AINFREETHINA—DT I XA MEFICABEINTLWSEHE SHAE
EYDEEREINE T, —EBD GID H&EFIC THEREICA R ERLANIILTRESNATULER

WiSEIE. ZOMRE% GID ISEML T, D GID BHREITNTVBZITRTDO T 71l

ETAIE—D THEBICARE] SNTWBREARTINBDLIICTBREHNTEETT,

CDEEX{To7-%. NetApp Data ClassificationiC& > TT7 7 ILE T A IADBIAF v Ehde. Th
S5DTIL—=TIDHMITNTVBRIIRTD I 7A1ILET AILAD RABEDFHE] R—JICCDIERMNKRRS
N. Z71IERZRRTBLA—MIBRREINET,

COMREEBMICTBICIE. T—EDEIXTLICOTA VLT, BR7 71 EREL. XV TN ERT
TERIBENHDET, HFEERZ'T—49EV AT LICOT4 T3 "Lnux IV VICY T RNITT7%2FHT
AVRAR=ILLIzD A VREVRAE TS IRICERALIENCE > TERD £,

J)L—7IDIC THERIC AR H#ERZEBMY %

CDRRYVZRRT BE0IC. JIL—7 1D FHS (GID) "B ETT,

FlE
1. F—29fE> X7 LT, Tloptinetapp/config/custom_configuration] ICF8IL. 771 IILERET£9,

data provider.yamlo

2. Torganization_group_ids: [[1 OfTICZIL—7IDZEMLEY, HIZIL:

organization group ids: [1014, 1015, 21, 2021, 1013, 2020, 1018, 1019]

CDT7AINDOMDEDIFEELBNTLIZE L,

3. T7AINDEEEZREFLET,

4. T/opt/netapp/Datasense/tools/customer_configuration/data_providers] (C#8IL. DX U 1) 7 % FE1T
LEXT,
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update data providers from config file.sh

COOAXRVRIF. BESNTIL—T ID¥EREZESEI VS VICOI v ALETD,

&R
T—EDEDEDINTDIXF v TR INSDTIL—TID BRI TVWE T 7AILEZT LA —
M THERRICABE) & L TEBISNE T,

FCFIEZFEALT. JIL—TIDDOURbZHREL. BEISEMLITIL—TID ZHIRTEE T, XTIV
TrZRTLTEEZII Y FIBE. BESNTIL—TIDDURDEHINET,

WEDZIL—TIDOJ X b ZRTT S

AZAE “data_provideryaml'Z8E 7 7 1 )Lid. EITRICKBICAZ Y FSINTcH D ERZ AL H D £

9. ‘update_data_providers_from_config_file.sh' X271 7 ko T—2D5EIEML=ZIIL—7ID OIRED )
X b EFRRTBICIE.  T/opt/netapp/Datasense/tools/customer_configuration/data_providers) Hh5XxdD < >
FEEITLEFT,

get data providers configuration.sh

NetApp Data Classification CHWT— X EEZ HAXZI1 X
ERG

NetApp Data Classification (d&zW\T— X Z &AL EIDEECHNFT VY RAD) AU %
KFEITDDIC®IULEFE T, AVWT—XDERIFEBOI>VTEFIAMIKL>TELRSA[6E
MHRBHBZ7DH. T—RRETEWT —RZEERIT I HEZNARZRIAATEET,

HWTF—2IF. RRTIER Tl RIKEE SNEBEICEDOVWTERTE F 9, BIRTETSHRIE 6 »A
HiH5 10 FRETTY,

TI7AILETIE T—EHRBICEESINTHS 3EFMTHNUSEVNT —REAHABINFT,
EWT—RZEERT D
1. S LD 7T, 18] Z#RLE T,

2. BENR—Y T, LW TFT—A2EE ORELEFTRZO-ILLEY,

3. T7AII FONTa ROYTHATY XZa—T, &7 £d BIKEE ICEOLWTHWT—4
EERITDINESHEBEIRLET,

4 HWT—2EROHABZERLF T,
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Scanner Groups Q,  search

~  Scanner Group: default

1 Scanner nodes

Host Name 2w | status 4| LastActive Time $| Error

4
o

ip-10-128-0-46.us-west-2.compute.internal ACTIVE 2025-08-3108:24

Activate Slow Scan @

Stale data definition
Define how your organization identifies stale data for insights and reporting
File property Time period

Last Modified v 3 Years ago A

Current definition: Files modified more than 3 years ago will be marked as stale

Uninstall Data Classification

S REFEERLET,

NetApp Data Classificationh*557—42Y — X% HIR T 3

WHEIZIS LU T, NetApp Data Classification IC& 3 1 DU LD AT L, T—ER—2Z,
FET77AIWHEEIIN—TDRF v % ELETEET,

YATLDRAF v EEMNICTS

22X v BT IT4TITDE. T—EPLEIFIATLEDT—2E2XF v > LaLlBHD, 1>F7v IR
1T ENTDRBERD T — X DEA VAZ VAN SHIBREINE T, PXATLEBEROT—RIFHIBRINEE Ao

1. o
_Configuration R—Ih5. = PRTFTLDITOREZ>ZI) v L. *T—R2DE%ET7 77+ 71 L
7,

SRATLEBERTBEEIC. [T—ERINRIDSSRATLDRAF v U ZENITEEHT
TFET

T—ERENS T —ERN—IZHIRT B

BEDT —EINR—RZ22F v U TRREN BB 2IHEIE. T—RDEAVR—TI—ANSEDT—EN
—RZHIFRL. IRTDRXF v U ZELETEET,

1. 0
_Configuration_R—Ih 5, F F—EXR—XDTDRE>Z V) v L. *DBH—N—0OHIBR*Z I v
JLET,
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T—RRENS T FAIHBDT I —-TZHIRYT %

T77AIIWHETIN—TH5D1—H— TJ7MIE XX v VT RIURENBRLL B 2T2BEIF. T—XDE1>2—
TI—ZADST771IWHEHETIL—TZHBRL. IRTORXF v U EFIETEET,

FIE

1. 0
_Configuration R—I 5, = T7AIHEEIIL—TDTICHZRE>EI Vv I L. *T71ILEEY
W—TDEIRZI Vv I LET,

NFS_Shares 100 Shares Scanner Group name: default Bl ot nion
Files Shares Group System |D:0ecd02e419c046d3919cc60c5e720792 = o
Ririci G

Scan Mode

Continuously scanning all i) No CIFS valumes found
selected Shares

[ O cassified B 100 mappea 0 Not Scanned
2. BRAATOITD S HETIL—-T ORI Z#ERLE I

NetApp Data Classificationz 7> 1> X +b—JL T3

MREDSZ TN a—Ta 2 0%1T2oD. RAMDBY T Uz T72R2ICHIRL
D g 37=8%IC. NetApp Data Classificationz 7> 1 VA F—ILTB3ENTEXT, 1
VARV RAZHIRT R, ATV I AMTEINT— 2D FEET 2EE T+ XV HH!
BRENZTeD. T—ERBICL > TRAF VvV EINEITRTOBERIZRICHIFRINE
3_0

FRIZBENDZFIEIT. T—20EZ2I ST RICBALLED. 7Y TFLI X RIAMIBELIEDICE
TEBDET,

OZIORTIANAZ—HW ST —FDE=T7 A1V AM=ILT 3
1. F—2NEHSEREBIRLE T,
2. B AR— D TFERT. [Uninstall Classification] Z 2R L £ 9,
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- Yot O ohamee Scanner Group name: default —~
Classification Quick Navigation Files Shares Group e — &

Identity Services

Gov
Working Environments
+ Add your first Shares
. Scanner Groups
Compliace
Uninstall
I tigatic
nvestigatl fersion 1.46.0
Scanner Group name: default o
Custom classification testk | 0 Shares £ Configuration 0)
Files Shares Group g
New name

Configuration + Add your first Shares

Scanner Groups Q  sean

v Scanner Group: default

1 Scanner nodes
Host Name slow 3| Status 2| LastActive Time 3| Error
ip-10-000-0-01.us-west compute.internal 10.0000.01 ACTIVE 2025-08-3108:24

Activate Slow Scan @

Uninstall Data Classification

1] Uninstall Classfication

3. #4704 T Tuninstally EAHALT. AYYV—I I—S1Y b ST—298EA VIR DO %=
TLET, BERITBICIEZT AV A== ERLE T,

4. [Uninstall Classification] 1 704 T, [luninstally AL T, YV —I I—-Sz> cDET—25
BA VA2 2A%YMT Sz L. [Uninstall] Z:#RL £7,

S. PUAVA M=) FOEVRAZRETTBICIF. VFTKF 7ONAR—DI>Y —I)LICEEHL. T—F29%E
AVREAVAZHIBRLET, 1V RXE > ADAHIF CloudCompliance 730D . £ INfz/N\v > a
(UUID) D& SN E T Hl: CloudCompliance-16bb6564-38ad-4080-9a92-36f5d2f71c7

FOTLIREADST—EDEET VAR =T B

1. F—2nEH ST EIRLE T,
2. BH~R— DO TFET. [Uninstall Classification] Z:&RL £ 3
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Classification Quick Navigation

Identity Services

Test | 0 Shares
Files Shares Group

Governance
Working Environments
. Scanner Groups
Compliace 7
* Uninstal
Investigation
Version 1.46.0

Custom classification
New name

Configuration

TLET,

7 ko Bl

cleanup.sh

testk 0 Shares
Files Shares Group

Scanner Groups

v Scanner Group: default

1 scanner nodes
Host Name

ip-10-000-0-01.us-west compute.internal

Activate Slow Scan @

Uninstall Data Classification

Scanner Group name: default

+ Add your first Shares

Scanner Group name: default

+ Add your first Shares

E3 Configuratic

sl w 2| status $| LastActive Time

10.000001 ACTIVE 2025-08-3108:24

This will uninstall Data Classification from your system. All resources and disks where indexed data resides will be removed.

1 Uninstall Classfication

3. #4704 7T luninstally EAHLT. OVY—JL T
BRI BICIET

4. RAHBY I bITT%

3| Error

— VIV DB T—EREA Y AR ADYiZ
VAV =ILZERLE T,
7

VAYVRAM=ILTBICIE. ‘cleanup.sh' T—ZR DRI X EDRT)

22 1) 7 k& finstall/llight_probe/onprem_installer/cleanup.sh’ 7« Lo ~ U, FBExER2"T— 20K

kx>oicQd1>33"
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W
N|

e

/1)

H7R— kT TL B NetApp Data Classificationf > X X > X
AT

NetApp Data Classificationy 7 b7 = 7. FEDARL —FT 1 VT S XATLE

. RAMEH., VI M Iz T7EHRBREZH/IEITRANLETRITIZIRENHD T, ¥
ZUORTT—ANEZERTIHEIF. T2LREZERIRT I71-0HIC TKRIZR) Fitz
BOVATLZERAITA 288 LET,

CPU Y RAMBEHW DBV RTLTHT—RNEZEBATETEIN. CNSDINEBI AT LZERATS
BRIZVW DHODFIRLBD T, "CHESDFIRICOVTER",

KORT. FIHIb)] EX—0TNTWVWB > XT LD, Data Classification 1 > X k—=JLg2)—2 5
VTERTERWVESIE. ROXDIATFTLHWERINE T,

AWSA VRV ZARAT
SRTLYAX (A5 AVRABEVRZATS
LS 32 fE®d CPU., 128 GB ® RAM. 1TiB ® "m6i.8xlarge" (F7 #JL k)
gp3 SSD
KFRE 16 CPU. 64 GB RAM. 500 GiB SSD "m6i.4xlarge"(F 7 #JL 1)
m6a.4xlarge mba.4xlarge
mb5.4xlarge m4.4xlarge
Hh 8 CPU. 32 GB RAM. 200 GiB SSD "m6i.2xlarge"(7 7 #JL k)
m6a.2xlarge mba.2xlarge
mb5.2xlarge m4.2xlarge
INERAR 8 CPU. 16 GB RAM. 100 GiB SSD "c6a.2xlarge"(T 7 L I)
cba.2xlarge c5.2xlarge c4.2xlarge
Azure > AR > XDFELHE
SRTLYAX ik ARV ARATS
ESTN 32 @D CPU. 128 GB ® RAM. OS 57« "tZ4# D32 v3" (F7#JL k)

27 (2,048 GiB. &/ 250 MB/#®D R )L —
Ty b BLUVT—E T AU (1TB
SSD. &/ 750 MB/D XIL—"Tw )

KRS 16 CPU. 64 GB RAM. 500 GiB SSD "{E% D16s_v3" (FT AL K)

GCP1 Y REVARAT
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SATLYAX % AVRBEVRAZAT

KRR 16 CPU. 64 GB RAM. 500 GiB SSD "n2-124-16"(5 7 #JL ) n2d-
standard-16 n1-standard-16

NetApp Data Classification®D 7 —32 Y — XA S NE T N7z X
AT —A

NetApp Data Classification (&. 7—% V—XE LV AT LDSDT—XDREIx v
VERTIDESZIC. FEDART—RZNELEFT, T—FDETIEF. 7204
FTAEDICHELBAIT—RZDIFEACICTIVEATEEIN, BERT—RIZT7IE
ATEBVWY =BV DB T,

AT =4 CIFS NFS
RALRZ>T  {ERLEERT FIFATTEE FEATE£EA (LinuxTlE
HR—FINTLEEA)
RI&T Ut 2R FIFATTEE FIFATETRE
A BT H FA=RE FARIRE
1R #— TR TEVERYONE] JI)L—7H Tzofty BT 71ILIZT S

T7AICT I LATERE CATEZHBE. €07 71
By EOT 7AILIE THERKIC LI THERRIC AR ShTuw
RHI TNTVBLEARTN BEARINET,

9,
A—HY—/JN—=TF70€R A—HF-JI—TDFEHR FIRATETELA NFS1I—H
IILDAPHO SEIGENE T —l3@s. y—N\—LtTo-—

HILICERENS . BL
A—HP—HEY—N—TEA
BUDZ#FDODZENTEE
9)

* TADETI. T—ER=—RX T—2YV—2N5 &7 I7EIEZ zHmELFEA.

* WA= 3 2@ Windows OS (Windows 7 X° Windows 8 % &) Tld. X TL NT #+—
() IVRCHBERIFTAREN DB 720, TRIKRT I 8% BEOIENT T 4Lk
TERCH>TVET, COBMMNEINLRWVWGE. TRET7IEIRK ICEDL<T
—RDEPMICEENEF T, HEIZHL T INS5DHL Windows & X7 LA TDRET
VAL ONEZBMCTEIENTEFT,

AT IV ABE DR A LRARZ T

TFT—ADEN T 7AIHBIST—22MHETIE. AXRL—FT 4 VT SRTLIFENET—ZANDT I
ARG L. ZNIRLT TRET7 VA ZZELFT. AF¥v V& T—20BIERET7 72 XR
ETDRAALRZVTICRESELET. T—E2D8EICCIFS TORMEZ AAER X /-1 NFS TOE A
AHMERD B VGEE. P RTLIRRET7IVERRRNZTD R A LAR Y FICRT N TEF £t A Snaplock
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SMB_Shares Scan Configuration Q

2 shares selected ¢ Edit CIFS Credentials

Scan when missing "write” permissions

4+ | Storage Repository (Share) : | Protocol  + | Access

® Mapped: 58K
® Clsssified: 5.8K

Map & Classify ‘ W10.1.7.16\CIFS_LABS_SHAREG CIFS ® Continucusly Scanning @

® Mapped: 5.8K
@ Classified: 5.8K

Map & Classify \ W10.1.7.16\CIFS_LABS_SHARET CIFS ® Continucusly Scanning @

CDHEREIX. A>T L S ADONTAPY X7 L. Cloud Volumes ONTAP. Azure NetApp Files. Amazon FSx
for NetApp ONTAPEIE, LU —RN—FT1 D7 7 IILEBICEATET XY,

FABER=JICIE. TAF v oRRARY L] EWSTaIILE—DHBD. ChEFERATDIE. T—2DETER
T AR ERERD ST DICRBEINED -2 T=T 71, £FET—20ETERR 77 ABA*=REE
B ol s TREINIET7 7ML ERRTEET,

Scan Analysis Event n ,

[] Mot classified - Cannot revert last access

Classified and changed last access time

T2 —DERRIIRDEED T,

* TRDE-EBRT7IVEIAKEZRICENTEEEAL - ETAHERD BV cHREINAD T 7
TIUADRTENET,

s IDEIN. BRICNAERET7TIVEXBY) -EINET771IILHARTIIN. T—2DETIIRET Y
TR ETOBMICUEY P TEEFEATLE. COTaIILE—IF. * TREDEZTIAA] HEREHHW
BRICAF vy A N LIEREBICOABEELE T,

BEICHLT. TNoDRERELR—MITZIIRR—FLT, #RICEDZAF v >ENTVBET7AILERF
YYENTWRWI FAIINZHERTE XS, "7 —HFEL R — FDFH"

NetApp Data Classification>> X T LICOT 1 > T 3

A0 77AILUCTOECALEED. B7 7ML ZiRELTED T BICIE. NetApp Data
Classification> X 7 LICAT A VT R3RERHD £9,

Data Classification B4 > FL X XD Linux Y>>V F7IE 75T RICEBEAL Linuxk I ICA4A VR R=)LT
NTWBIEEIE. B T7 7MILER T )T MNIEET7 VX TEET,

Data Classification #2 5 RIZT 70O+ ¢ %35 &1d. Data Classification 1 > XX > X|Z SSH TiEF: 9 244
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fcSSH ¥ —ZfEAL T, Y RFTLICSSHERLET, SSH IXY RIFRDEEDTT,

ssh —-i <path to the ssh key> <machine user>@<datasense ip>

* <path_to the ssh key>= SSHERFEF — DGR
* <machine user>:
° AWSDIZE: <ec2-user> ZFRALE Y
° AzureDIFE: AV =LAV RAX Y ZBICER SN A—F—ZFERALET
° GCPOIZE: AV =LA Y AZ Y AR Eh eI —H —=2EALEY
* <datasense ip>={REXI VA VIAZVADIPT7 RFL X
VIO RADIRTLICTIERTBICE. £FalT« JIL—TOREBIN—IWNZEETIHNENDHD F
To FMICOVTIE. UTFZERL TSV,
FAWSOEF 2T A T L—T LI
*"Azure Dt F a7+ JIL—TF IL—IL"
* "Google Cloud D7 71 77 #—)L JL—IL"

NetApp Data ClassificationAPI

Web Ul %@ L THJA T Z % NetApp Data ClassificationfgEix. RESTAPI Z& L THF
HATEXY,

F—=ANHERNICIE. UIDRTICHINTD 4 20ATd)DRERINTVET,
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c AVTSATUR
c HANFVR
197
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c T—REIVRAR—LTB

APl (ZIZE2T. Ul tEILCERGEAZEZFEALE T, SREHCREAT 215RIE. "RESTAPI RFa X2 k",

Swagger APl 7 7 LV AANDT7 7R

Swagger IC7 72X T BICIE. T—EDEAVRAEAVADIP 7 RLADMETY, 757 RERADHEIE.
NTVyTIPT Fbxﬁﬁmbiﬁoﬂkxbwl/h$4/bk VERTEIBENDD XTI,

https://<43$81P>/documentation

APID{ERHI
ROFE. 7702 IE—T 370D APIEUELEZRLTWVWET,

APl E3Kk

BRI T TIRTDTAINA—ZRERTBICIF RN ZATLOBEESTSZ T4 —ILREA TS 302 TANT
RIS T2RENHD T,

curl -X GET "http://{classification ip}/api/{classification version}
/search/options?data mode=ALL EXTRACTABLE" -H "accept: application/json"
-H "Authorization: Bearer eyJhbGciOiJSUzI1INiIsInR..... " -H "x-agent-id:
hOXsZNvnAS5LsthwMILt jLOxXZFYBOxAwMclients"

Ve

"options": [
{

"active directory affected": false,

"data mode": "ALL SCANNED",
"field": "string",
"is rulable": true,
"name": "string",
"operators": [

"EQUALS"

I

"optional values": |
{}
1,
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"secondary": {},

"server data": false,
"type" : "TEXT"
}
]
"options": [

{

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "POLICIES",
"name": "Policies",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "EXTRACTION_ STATUS RANGE",
"name": "Scan Analysis Status",
"operators": [

nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "SCAN_ANALYSIS_ ERROR",
"name": "Scan Analysis Event",
"operators": [
"IN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,
"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "PUBLIC ACCESS",
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"name": "Open Permissions",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": true,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "USERS_PERMISSIONS COUNT RANGE",
"name": "Number of Users with Access",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": true,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "USER GROUP PERMISSIONS",
"name": "User / Group Permissions",
"operators": [
nIN™
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE OWNER",
"name": "File Owner",
"operators": [
"EQUALS",
"CONTAINS"
1y
"server data": true,
"type": "TEXT"

"active directory affected": false,
"data mode": "ALL EXTRACTABLE",



"field": "ENVIRONMENT TYPE",
"name": "system-type",
"operators": [

"IN",

"NOT IN"
1y
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ENVIRONMENT",
"name": "system",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL SCANNED",
"field": "SCAN TASK",
"name": "Storage Repository",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",

"field": "FILE PATH",
"name": "File / Directory Path",
"operators": [
"MULTI CONTAINS",
"MULTI EXCLUDE"
1,
"server data": true,
"type": "MULTI TEXT"
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by

"active directory affected": false,

"data mode": "ALL DASHBOARD EXTRACTABLE",
"field": "CATEGORY",
"name": "Category",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN_SENSITIVITY LEVEL",
"name": "Sensitivity Level",
"operators": [

nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "NUMBER OF IDENTIFIERS",
"name": "Number of identifiers",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "PATTERN PERSONAL",
"name": "Personal Data",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"



"active directory affected": false,

"data_mode": "ALL_EXTRACTABLE",
"field": "PATTERN SENSITIVE",
"name": "Sensitive Personal Data",
"operators": [

"IN",

"NOT IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "DATA SUBJECT",
"name": "Data Subject",
"operators": [

"EQUALS",

"CONTAINS"
1,
"server data": true,
"type": "TEXT"

"active directory affected": false,

"data mode": "DIRECTORIES",
"field": "DIRECTORY TYPE",
"name": "Directory Type",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "FILE TYPE",
"name": "File Type",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
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"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "FILE SIZE RANGE",
"name": "File Size",
"operators": [

"IN",

"NOT IN"
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data_mode": "ALL_FILESYSTEM_EXTRACTABLE",
"field": "FILE CREATION RANGE RETENTION",
"name": "Created Time",
"operators": [
nIN™
1,
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "DISCOVERED TIME RANGE",
"name": "Discovered Time",
"operators": [

"IN
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data_mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE LAST MODIFICATION RETENTION",
"name": "Last Modified",
"operators": [
nIN"
I
"server data": true,
"type": "SELECT"



"active directory affected": false,

"data mode": "ALL FILESYSTEM EXTRACTABLE",
"field": "FILE LAST ACCESS RANGE RETENTION",
"name": "Last Accessed",
"operators": [
nIN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "FILES",
"field": "IS DUPLICATE",
"name": "Duplicates",
"operators": [

"EQUALS",

"IN"
I
"server data": true,
"type": "SELECT"

"active directory affected": false,

"data mode": "FILES",
"field": "FILE HASH",
"name": "File Hash",
"operators": [
"EQUALS",
"IN
1,
"server data": true,
"type'": "TEXT"

"active directory affected": false,
"data mode": "ALL EXTRACTABLE",
"field": "USER DEFINED STATUS",
"name": "Tags",
"operators": [

"IN",

"NOT IN"
1,

"server data": true,
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"type": "SELECT"

"active directory affected": false,

"data mode": "ALL EXTRACTABLE",
"field": "ASSIGNED TO",
"name": "Assigned to",
"operators": [
"IN",
"NOT IN"
I
"server data": true,
"type": "SELECT"

JOIRMNFA—ZTEDNEZERALT. AE—93BNO T 7 ILZ2T7c L2V ITLET,

EEOT7AF LTS a Y EBRATEET, HH— FSNTVETIYaY 2170l BE. HIiR. o
E—BEHBOET,

=703 zFERLET,

APl E3Kk
RDAPIIET I3V API THD ., BHOT7 0> a3 >%1ERTE £,

curl -X POST "http://

{classification ip}/api//{classification version}/actions" -H "accept:

application/json" -H "Authorization: Bearer eyJhbGciOiJSUzI1INiIsInR.....

-H "x-agent-id: hOXsZNvnAS5LsthwMILtjL9xZFYBOxAwMclients " -H "Content-

Type: application/json” -d "{ \"action type\": \"COPY\", \"data mode\":
\"FILES\", \"policy id\": 0, \"request params\": { destination nfs path:

"{ontap_ip}:/{share_name} "o},
\"requested query\":{"condition":"AND","rules":[{"field":"ENVIRONMENT TYPE
", "operator":"IN","value": ["ONPREM"]}, {"field" :"CATEGORY", "operator":"IN",
"Value" : ["21"] }] } }"

&

ISETIERTo>ay #7017 hHRENZ 78, get 5LV delete API ZEARALTC7 o> a>DRAT—4
AzZBRLEED, 7ooarvaxvyovIILLEDTEET,
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"action type": "COPY",

"creation time": "2023-08-08T12:37:21.7052",

"data mode": "FILES",

"end time": "2023-08-08T12:37:21.705Z",

"estimated time to complete": O,
"id": 0,

"policy id": O,

"policy name": "string",

"priority": O,

"request params": {},
"requested gquery": {},
"result": {

"error message": "string",

"failed": O,

"in progress": O,

"succeeded": O,

"total": O
by
"start time": "2023-08-08T12:37:21
"status": "QUEUED",
"title": "string",
"user id": "string"

.705z2",
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