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Ransomware Resilience

Outsmart ransomware . =
Fortify, safeguard, and quickly recover ONTAP workloads using comprehensive orchestration, Al-driven attack i = - - -
detection, and fast recovery processes in alignment with cybersecurity best practices. :

gt ° °
Get full access to ransomware resilience with a 30-day free trial. ) ]

Start 30-day free trial

[% We won’t read the contents of your data or change existing protection.

a
\ -
&) Q .

Identify and protect Detect and respond Recover
Automatically identifies workloads at risk. recommends fixes, and Identifies potential attacks using Al/ML and automatically Restores workloads in minutes through simplified, orchestrated
protects with one-click responds to secure 3 safe recovery point @ workload-consistent recovery
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Discover workloads X

Discover workloads

Find systems in your NetApp Consale Agents. Then, select the systems in each Agent where you

want to discover workloads.

Agents (3)
aws-connector-us-east-1 Provider: AWS ~ Region: us-east-1 2/4 Select systems ¥
gep-connector-demo Provider: GCP  Region: us-east1 072 Select systems s
onprem-connector Provider: On-premises ONTAP  Region: OnPrem 12 Select systems ~

Systems with no Agent (3) A\

Ransomware resilience won't discover systems with no Agent.

Systems (3) Q

Canel [ oscorer |

CEOOAVY I I-Jz 0T —70—-RERETZICIK. 7—oO0—-RFRE&EET3a>0V—IL T
—JIVhDOMEICH B [V RATLDER ZFIRLET,

D= 0—-REBREITIZIITLERIRLET,

. *Discover*=ER L £ 9,
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SOV LTI TR Y a = RERRTBICIE. [FyvPah—RICBEH ZFERLET,

Ay aR—RICET—2FREORLEUDIRTINE T, HILLWI—IO0-RHPREETNBZ . BRICT
S5ENTVET—70—RELIFFRESNTVET—I0—-FOBDEHEINE T,

Dachboard %9 Runreadinessdrill /A Free trial (31 days left) ® C
Warkload data protection Alerts and workload data recovery
9 @ 8 & 10 Potential attack types
Atrisk @ Protected @ Potential attacks @ Encryption 10
4 inlast 7 days 1 inlast 7 days DaEEEAty
e Data destruction 0
View View
Recommended actions Workload data Workload backups User activity
Todo (8) Dismissed (0) New (Last 7d) 10716 @ 0 Get started
—_—— e ——
fafled Last 7d) ctivate suspicious user behavior
Register available SnapCenter plugin for VMware vSphere (SCV) with NetApp Con...  Review and fix /' s
33% Total 458
o
Completed Backup data 357
Register available SnapCenter Servers with NetApp Console Review and fix W Protected W Atrisk ] e —
® New(ast7d) W Older
4/12 = 5
Protect critical workload foxn fileshare_useast 01 Review and fix \/

Complete /total

Prepare Amazon Web Services 53 or StorageGRID or Azure blob store as a backup ... Review and fix

Protect critical workload fileshare_uswest 01 Review and fix \/
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Run readiness drill /) Free trial (31 days left) ~
Dashboard 4 (31 days left) ©) (e
Workload data protection Alerts and workload data recovery
9 @ 8 « 10 Potential attack types
Atrisk @ Protected @ Potential attacks @ Encryption 10
4 inlast 7 days 1 inlast 7 days DB BrEAch:
i Data destruction 0
View View
Recommen ded actions Workioad data Workioad backups User activity
Todo (8) Dismissed (0) New (Last 7d) 1078 @ 0 Get started
- Failed (Last 7d)
1. Actvate suspicious user behavior
Register available SnapCenter plugin for VMware vSphere (SCV) with NetApp Con...  Review and fix v/ foaitsiong
33% Total 4570
e
Completed Backup data 357 O activate
Register available SnapCenter Servers with NetApp Console Review and fix B Protected @ Atrisk =1
8 New(ast7d) @ Older 2. Protect workloads with the “Detect
4712 suspicious users" policy setting.
Protect critical workload foxn_fleshare_useast 01 Review and fix

Complete / total

Prepare Amazon Web Services 53 or StorageGRID or Azure blob store as a backup ... Review and fix

Protect critical workload fileshare_uswest 01 Review and fix \/
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Readiness drill

Run a simulated ransomware attack on a new test workload that will be saved in the selected system. Then,

investigate the simulated attack and recover the test workload. You can run a readiness drill multiple times.

(i) Your real workload data will not be impacted.

Select a readiness drill test environment where the new test workload will be created.

Console agent

aws-connector-us-east-1 X -
System Storage VM

VsaWorkingEnvironment-1 X - svm_rps_test readiness_drill_01 X -

Hies fest woiidniad @) Requires 10 GiB of storage

rps_test_ drillo1

Readiness drill type

Custom recovery 2l

Save ‘ Cancel

S ROFIEZRITLET,
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Dashboard £ Ronreadinessart A\ reeis Grdoytey * @) C
Workload data protection Alerts and workload data recovery
Atrisk @ Protecte
in last 7 days. 1 inlast 7 days
Workload W s
Todo(®)  Dismissed © (st 7d) @ 0 e s
¢ )
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Automated responses
6 12cis 9
Alerts Impacted data
Snapshot copies
Alerts (6) a 4
Alert ID 2 |  workload 2 | Location 2| Type =2 | Status =2 | Connector =2 | Incidents $ | Impacteddata = First detected =
alertg727 Oracle_8821 100.1.193 Oracle New aws-m‘nnec{ur-us-east-1 2 2GiB 23 days ago
ws_alert9823 Oracle_9819 10.0.1.193 Oracle New aws-connector-us-east-1 1 2GiB 23 days ago
alert3932 MysSQL 9294 10.0.1.10 MysQL New aws-connector-us-east-1 2 2GiB 23 days ago
alert7918 vm_datastore_202_735... 10.195.52.126 VM datastore New onprem-connectar 1 2GiB 23 days ago
alert5319 ‘vm_datastore_uswest_... 10.0.1.215 VM file share New aws-connector-us-west-1-account-LXtft4X... 1 2Gig 23 days age
alert1407 . Readiness drill Tps_test gri rps_test readiness_drill svm  File share New aws-connectar-us-east-1 1 2Gi8 1 minute ago
I @ Workload rps_test_readiness-drill-workioad-test. marked restore needed. Restore workload X

2. TEfEilfE ORTPHBI3T7S—bEBIRLET, 75— bOFFHAR—JICAIVIOTYN T7S—FDUR
rIRTREINET,

Alerts %7 Runreadinessdrill /i Freetrial G0daystery ~ () O

Automated responses
7 127 9
Alerts Impacted dats @
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Alerts > alert1407 > inc1407

Readiness drill

inc1407

Impacted workloads: rps_test_test-drill-01

® L1 New

Status

1T1- Incoming data

Entropy of incoming data

4 (@ Potential attack
Severity

Encryption
Type

e

@

©)

October 17, 2025, 2:20 PM
Detection time

N/ Impacted files (partial), to get full list Click here

New file extensions (6)
23230 KiB / min

Detected -pck

232 KiB / min
Expected @ o7

dck
omg

] File activity
R Impacted files (96)

450 files / min
Detected timpacied flles

10 files / min
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/Top_Dir_1/Sub_Dir_11/test. file_1112xisxlck

Renaming rate /Top_Dir_1/Sub,_Dir_11/test file_1112xisx.omg

220 files / min
Detected !

20 fles/ min /Top_Dir_1/Sub,_Dir_11/test file_1112xisx.pck
Bxpected  GEEEED

/Top_Dir_1/Sub,_Dir_11/test file_1112xIsxxyz

el /Top_Dir_1/Sub,Dir_11/test file_11165 pdfmicro

20 files / min
Detected

20 files / min /Top_Dir_1/Sub_Dir_11/test_file_11475.pdf.pck
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Suspect file extensions (6)

.crypl

ck

1 | Probable clean files

/Top_Dir_1/Sub_Dir_11/test file_1112.xisx

/Top_Dir_1/Sub_Dir_11/test_file_1112.xIsx

/Top_Dir_1/Sub_Dir_11/test_file_1112.xisx

/Top_Dir_1/Sub_Dir_11/test file_1112.xisx

/Top_Dir_1/Sub_Dir_11/test_file_11165.pdf

/Top_Dir_1/Sub_Dir_11/test_file_11475.pdf
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ﬂ L Download (JSON)
Summary of workload metrics

Protection

H 4 Download (CSV)
Tabular details for all workloads that are at risk and protected
Alerts

EE L Download (CSV)
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Recovery

H L Download (CSV)
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Readiness drills
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Details for simulated ransomware attacks and recovery
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Add backup destination

Name (1) Action required ~

Provider ~

Select a provider to back up to the cloud.
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Backup destinations (5)

Backup destinations

t| Name 2| Region 3| Encryption 2| Ipspace s
netapp-backup-vsavhak7dpp us-east-1 wa Default
netapp-backup-vsac2gmsusu us-east-1 wa Default
netapp-backup-vsajgd1 us-east-1 wa Default
netapp-backup-vsajgd2 us-east-1 wa Default
netapp-backup-vsajgd3 us-east-1 wa Default

Amazon Web Servicesx /\wv 7 7w e L TEMT S

Backup lock

None

None

Compliance mode

‘Governance mode
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Add backup destination

Name (1) Action required

Provider

Select a provider to back up to the cloud.

B
aws -
Amazon Web Services Microsoft Azure

o

StorageGRID

3. *Amazon Web Services* % &R L £ 9
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VsaWorkingEnvironment-VHzK7DPp Backup and Recovery

VsaWorkingEnvironment-C2Gmsusu

Backup and Recovery
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Google Cloud Platform
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Add backup destination

Name © gep-backup ~
Provider © Google Cloud Platform Ve
Provider settings ~

(® Create new bucket

Netapp ransomware resilience will create the bucket in your provider environment.
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"Version": "2012-10-17",

"Statement": [
{
"Sid": "NetAppSecurityHubFindings",
"Effect": "Allow",
"Action": [

"securityhub:BatchImportFindings",
"securityhub:BatchUpdateFindings"
I

"Resource": |
"arn:aws:securityhub:*:*:product/*/default",
"arn:aws:securityhub:*:*:hub/default"
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Ransomware Resilience T Microsoft Sentinel ZB%ICF DHIIC. Microsoft Sentinel TXD K EH B FIEEE
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Microsoft Sentinel C/H X2 LO— Lz {ER 9 3 FlE
1. Microsoft Sentinel IC7 72X L £,
2. HITRUVT 3> > ToEIEE (AM) Z&ERL £9,

3. HRARL O—I/LE%EASLEY. Ransomware Resilience Sentinel Configurator ¥ L\ S &ai% AL
9,
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4. 2xd JSON #JIE—L T. JSON X JICBEDHITE 9,

"roleName": "Ransomware Resilience Sentinel Configurator",
"description": "",

"assignableScopes": ["/subscriptions/{subscription id}"],
"permissions": [

]

S REXHR L TRELES,
Microsoft Sentinelh* 5 1 X > k%257 % /- IZRansomware Resilience’z &% 9 % FIE
1. Microsoft Sentinel IC7 27t XL £,
2. EntralD> 7 ) r—> 3> >* 7B EBIRLET,
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3 EBM>*O—I/ILDEDETZEM ZERLET,
4. $SEEEEO—)L 7« —JL R T. Ransomware Resilience Sentinel Configurator %:#iRL £ 7,
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MICT B ZFRLE T,
6.

SplunkTAARY hAL I R— =0 > EERT 2 FIE
1. Splunk Cloud ICBEIL £9,

RE > T ROBMEERLET
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Settings
d

Service-level settings apply to protection, alerts, and recovery.

@ Backup Destination J\r SIEM connection

HTTP ARk L2 —® HTTP R— &S IZ7R—

ARV S AL IARZ—=DHTTP TIEHR < HTTPSBHTU YAV L TBIETALSICTBICIE. [SSLEFE

bEATILE T,
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« EEI EERLE Y,
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Ransomware Resilience h'5 SIEM H—/\—(ZF—

VY=L XZa—h5. FRE> FUV LTV 7MY Z:FRLET,

L BEOAF T arEI )Y ILET,

ress drill ¥

B @

/\ Free trial (31 days left)

® User activity

() 5 cloud destinations ® Dpisconnect ted O No user activity
Manage cloud destinations to back up primary storage. Send data to a security information and event management (SIEM) for threat User activity agents in your environment host data collectors, which transmit
reporting. user activity events to NetApp to detect potential user anomalies, such as
data breaches.
— = ]

S8 Clean restore  Private preview @ Readiness drill

Isolate suspicious workloads in a secure environme © Not configured

resto afely to production. Sign up to try thi

prov ckto help us improve the functionali Run a simulated ransomware attack on a
avalabiliy. attack and recover the test workload.

@) Workload discovery

(©) 8systems

test workload to investigate the Select the systems in each Agent where you want to discover workloads.
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SIEM connection

Send data to a security information and event management [SIEM) for threal reporting

SIEM N

Select the SIEM where you want 1o send data
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5 SIEM 2 X7 LD 1 DZFERLEF T,
6. AWS Security Hub F7zi& Splunk Cloud THRE L7 b—2 > CERFEDFFAZ AL F T,

() Anv3E®IE BRLI SIEMICE > TRAD ET,

1B EERLET,

RENR—IIC HEHUAH ERRENET,

k3

NetApp Ransomware Resilience C&th L W1 —H—F7 I 7+
ETr DREZEHRT D

ZUH LY 7. RER) S —TROLVWI-—Y—-1TEOREZYR—tL. 1
—HF—= LRNILTS IO LII T AT MIRATESLSICLET,

Ransomware Resilience |&. ONTAP® FPolicy IC& > TER SN —H— 7IT1ET a0 AR N EDIT
LT &OLWIA—HY—TI9T70ETsZRELET. A F—TIT71ET1 T—2ZN&ETBIIE. 1
UEDIA—H—TI0T4ETs I—Cz Y hZEBATIVERHDEFT, I—2z 2 bEI TFHUFED
TINA RITEFTE S Linux b—N—F7=ld VM T,

I—ox>bedLo%—

Ransomware Resilience T&HOLWI—H— 7O T7s ET s DEEEBMICT BICIE. DE<EH 120
=TT 4ET I—Cx O EA VAT BAIRELRHDEFT, SOV LT TS Y 2R —
RHOSROLWIA—HY— 7T ET A BEXZBMICTIIBE. BEXEMCTIREHICT—c kKRR
NMERZIRETIHRELHD 9,

I—Cx Y hMIERDOT—H2 ALV Z—Z2RAMTEE T, 7—X AL I X—F. DRDLDICT—R%
SaaS DIFFAICED £, ILIX—IIE 2 DOBENHD F T,

*T—RIALUR—|E. ONTAPHLIA—H¥—FIT714ET1s 7—2ZPN&ELZXT,

*A—H—FaoLO M) ARIRZBE T LI MIICERLT. 22— —IDZz1-HY-%KIIIvEYTL
9,

61



JLIF—Id S LT T TIHERE THEREINE T,

RAEBERIA—HY—TI9T14ETs DBEEEBMICTS
MEARIOVY =)l O-IL&bLWI—H— 7704 T DBRBEEBMICTSICIE. HEEEZEOO—/LY

MBETT, OLWI—H—T7IT70ET 1 ICATI3REDOERTIE. Z>T LA 7EI—— EAA
E7EBEO-ILHPNRETY, "NetApp Console®D S >V LD = 7iitEO—ILICDWVWTER",

A-H—-7IT14ET4 T2z hEEMTS
A—Y%—F7I9F54ET0 I—=z 2 bMET—2 ALV 2—DOETAGERIECTY, 7—4 ALV A2—31—
W— 7T 4 EFT 1 4R % Ransomware Resilience 5L Fd, bLWa1I—H— 770 ET+

DRHEBMICT BICIE. DB EDH 1 DDA~ FIF1EFy I—U 1Y FEEHT UBENHD %
EP

2

1—HY—TI9T74ET4 Iz b EAVRM=ILTBICIE ROYR—FEINTWVWBRIARL—FT1 2T
SRATLEY—N—DEGZFBICIT R MFIE VM BRETT,

ARL—=FT4 2T AT LEH

FRL—=—FTa4 20 PRT L FR—ERRON—2 3>

TIRUF IR 9.4 (64 Ev N) 15 9.5 (64 Ew k). B&KTU 10 (64
Ew ;) (SELinux Z5T)

CentOS CentOS Stream 9 (64 Evv k)

Debian 1164 Evw k) 12(64 Ev ;). SELinux 28T

OpenSUSE ) —7 15364 Ew k) D5 156 (64 Ev M)

Oracle Linux 81064 Ev ). LUV 9.1(64 Ew ) D5 9.6 (64
Ew ;) (SELinux Z &)

Ly RNk 810 (64 Ew k). 9164 Ew R)H5 9.6 (64 E v
). XUV 10 (64 E v ) (SELinux 25 T)

Ow— Rocky 9.4 (64 £ k) 75 9.6 (64 £ v k). SELinux
Z20

SUSEI > % —F5 4 XLinux 15SP4 (64 Ev ) H5 158P6 (64 E v )
« SELinux #8T

Ubuntu 20.04 LTS (64 Ev ). 22.04 LTS (64 E v )

. 24.04LTS (64 Ew k)
H—N—EH
Y—N—IIRONEHZHE L TVLWBIHRELRHD £7,

*CPU:407
« RAM: 16GB RAM
* TARUBRE:3I5GBOEZTT 4 RIVBE

62


https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html

1. A—HY—TI74E71 I—Cz 2 b 2O TERT 2BE1F. Ay aRh—RICBEIL T T,
A—Y—TFIOT4ET1 ZBAIT. 7071 T1L BFRLET,
EBMDOA—H—TIT714ET74 I—Jx 2 b8BT 255 RE]ICBBL. [1—F—TITsE
TA12AIINERDIFT. B ZBIRLEY, [1—— T7I/T7sETr]E@ET. [A1—HY—T7IT70E

T4 I—JTV M 2T Z#ERL. (BN ZFRLE T,

2. 959R FONAME— #BRL. R V-3 #2FIRLET, INEBERLET,
3 A—H—F7UF4ETF4 I— Y hOEEEANLET,
o A—Y—FITF4ETA IV

AV =L Iz b-aAVV=ILI—=Cz2bE - TIT4ETs I—2z Y hEF
Cxy bT—JRICFEEL. A= 7I974E70 I—-2zVbDIPT7RLRICSSHERTES
MHENRHD T,

° VM DNS&Z X7-IZIP7 KL X
° VM SSH+*—

User activity agent name

Select a Console agent located near the user activity agent to minimize latency when transmitting activity to Ransomware Resilience.

Console agent

Provide the VM executable environment with “root” access for collectors in this user activity agent.

VM DNS name or IP address

VM SSH key
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S BMEFEMERL TLIETW, * 7O T4 T2 BRL T, A—— 7570470 I—Jx 2 MDENMER
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= Organization Project v 10
= FINetApp console Q search oot oot name I'S ® O

Ransomware Resilience Settings > User activity > collector_001

P
Dashboard collector_svm_001 © Pause
Protect 10.001.00.001 svm_001
Data collector () Running 1.685.0 0 23 days ago ua_agent_001
) Cluster or storage Storage )
Type Status Version Last reported User activit) y agent
VM IP address M
Alerts
Recovery
Workloads (1) Q
Reports
Workload 3| Type =3%| @ Importance =3| Protectionstatus = 3| Detectionstatus = 3| Detection =34 | Otherpolicy sourcesT 5 | Backup desitnation = 3 |
Setting:
fileshare_uswest_03_... File share Critical @ Protecte d Active 2/ 3 enabled netapp-backup-aws
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° SRl
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°BINDRK X >

° BIND/NXX7T—F

caOrIN (AT 3Y)

° R—k
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User directory

Connect to your user directories to identify specific users performing potentially suspicious behavior. Get help [

Connection ~

Name User directory type
Active Directory v

Enter a unique name.

Server IP address/domain name Forest name or search name
BIND DN BIND password
©
Protocol Optional Port
Idap 389
Attribute mapping Not set ~
Advanced Search query: (|(objectClass=posixAccount) (&(objectCategory=person)(objectClass=user))) ~

BT Y E T OFMEEEL T,

° RNE

> SID (LDAP ZfEf L TL\3155)

©A-%—%

° Unix ID (NFS ZEA L TW3155)
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A-H—F Lo MR 2EHIRT S

1. Ransomware Resilience T. [RE] ICBEIL £,
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NetApp Ransomware Resilience% ;&9 %
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Protection status

9 9 in last 7 days @ 9 1in last 7 days

Atrisk @ 35 TiB data at risk Protected @ 10 TiB data at risk

Workloads Protection groups

Workloads (19) Q 1 Manage protection strategies
Workload 4 | Protection status = % | Snapshotandback..= % | Type T % | Protec..¥ % | Encryptiondetecti.. * | Suspectedu  Actions
FSxN_fileshare_useast 01 @ At risk None File share \ A N/A ‘\ Protect )
LUN_storage_01 @ Protected NetApp Ransomware... Block I/ @ Enabled 2 Edit protection
MySQL_4781 @ Protected NetApp Ransomware... MysSQL pg_important @ Enabled
MySQL_8009 @ At risk NetApp Backup and... MysSQL | A (: Protect )
MySQL 9284 @ Protected NetApp Backup and... MysQL I/A @ Enabled ! ( Edit protection
Oracle_2115 @ At risk SnapCenter Oracle Protect
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Protection status

9 9 in last 7 days g 9 1in last 7 days

Atrisk @ 35 TiB data at risk protected @ 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q i Manage protection strategies
Workload 1 |  Protection status = 4% | Snapshotandback..= % | Type = 3| Protec. = $ | Encryptiondetecti.. + | Suspectedu:  Actions
FSxN_fileshare_useast 01 @ At risk None File share N/A N A Protect |}
LUN_storage_01 @ Protected NetApp Ransomware... Block N/A @ Enabled I/A Edit protection
MysQL_4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
MysQL 8009 @ At risk NetApp Backup and... MySQL N, N/A \ Protect )
MysQL 9294 @ Protected NetApp Backup and... MySQL /A @ Enabled { Edit protection
Oracle_2115 @ Atrisk SnapCenter Oracle N/A /A \ Protect
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Add Ransomware Resilience strategy X

Add Ransomware Resilience strategy

Ransomware Resilience strategy name

Detection 1/ 3 enabled v

Snapshot policy Action required v

Backup policy None v
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Protection status

@ 9 9 in last 7 days @ 9 1in last 7 days
Avrisk @ 35 TiB data at risk Protected @ 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q 1 Manage protection strategies
Workload 1 | Protection status = % | Snapshotandback..T % | Type T % | Protec.T % | Encryptiondetecti.. 3 | Suspectedu  Actions
< . ; . ( A
FSxN_fileshare_useast_01 @ At risk None File share . A 4 Protect )
e T
LUN_storage_01 @ Protected NetApp Ransomware... Block £ @ Enabled N/A Edit protection
MysQL 4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
 —
MysQL 8009 @ At risk NetApp Backup and... MySQL ! A ( Pprotect )
R RO o
. - o
MysSQL_9294 @ Protected NetApp Backup and... MySQL \ @ Enabled | Edit protection
o ( \
Oracle_2115 @ At risk SnapCenter Oracle J, \ Protect
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Protection group name

NoRansomwareOnThisFileshare

Workloads (17) | Selected rows (2)

Select workloads with no other policy source or with Backup and Recovery as a policy source.
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Console agent
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Encryption detection
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Detection
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Importance
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critical
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critical

Critical

@ snapshot policy standard-ss-policy
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Select workloads to add to the protection group.
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Protect

Select how to protect all the workloads in the protection group.

Snapshot policy

aiticalss-policy

important-ss-policy
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Snapshot locking Disabled

Snapshot copies
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Backup and Recovery

Backup destination

netapp-backup-vsajgd1

Backup and Recovery
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