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Discover workloads X

Discover workloads

Find systems in your NetApp Console Agents. Then, select the systems in each Agent where you

want to discover workloads.

Agents (3)
aws-connector-us-east-1 Provider: AWS ~ Region: us-east-1 2/4 Select systems N
gep-connector-demo Provider: GCP  Region: us-east1 0/2 Select systems s
onprem-connector Provider: On-premises ONTAP  Region: OnPrem 12 Select systems N

Systems with no Agent (3) A

Ransomware resilience won't discover systems with no Agent.

Systems (3) Q

Cancel [ oicover |
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Workload data protection Alerts and workload data recovery

@ 9 @ 8 - 10 Potential attack types
Atrisk @ Protected @ Potential attacks @ Encryption 10
days
aaaaaaaaaaaaaaa
eeeeeeee ded actions Workload data Workload backups ity
Todo (8) sed (0) « y  10mE @ 0 B Getstartes
(Last 7d)
Register avail Center s (SCV) with NetAy evi ~
33 W 0 T TTTTmTEmmTmmEEEETERTEREE MY e esw
Completed Ee—— Backupdata 35T
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn evi ~ B Protected W Atrisk Y
W New (last7d) W Older etect.
4/12
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn evi ~
mmmmmmmmmmmmm
pa We or Azur evi ~
uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu evi ~
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FIE
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Settings % Runreadinessdrill  /\ Freetrial (30dayslef) - () (O

Service-level settings apply to protection, alerts, and recovery.

@ Backup destinations Ar SIEM connection @ User activity
(@) 4 cloud destinations (© Disconnected (© No user activity
Manage cloud destinations to back up primary storage. Send data to a security information and event management (SIEM) Activate suspicious user behavior detection by selecting a region
for threat reporting. to store user activity data and create a user activity agent to
share ac tivity with Ransomware Resilience.

88 Clean restore  Public preview @ Readiness drill @, Workload discovery G
(© 0isolated recovery environments (© Not configured (©) 215 workloads from 3 systems

Isolate ici in a secure , remove Run a simulated ransomware attack on a test workload to Select the systems in each Console agent where you want to
malware, and restore them safely to production. investigate the attack and recover the test workload. discover workloads.

o Contours © 0 excuded workoads Mansge
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Settings

Service-level settings apply to protection, alerts, and recovery.

@ Backup destinations

() 4 cloud destinations

Manage cloud destinations to back up primary storage.

88 Clean restore  Public preview

(© o0isolated recovery environments

Isolate ici in a secure

, remove

malware, and restore them safely to production.

J\l\- SIEM connection

(© Disconnected

Send data to a security information and event management (SIEM)

for threat reporting.

@ Readiness drill

(© Not configured

Run a simulated ransomware attack on a test workload to
investigate the attack and recover the test workload.

Run readiness drill  /\ Free trial (30 days left) ~

@) (@

® User activity

(© No user activity

Activate suspicious user behavior detection by selecting a region
to store user activity data and create a user activity agent to
share activity with Ransomware Resilience.

@ Workload discovery ([CD)]

@ 215 workloads from 3 systems

Select the systems in each Console agent where you want to
discover workloads.

@ 0 excluded workloads Manage

3. EALZDT—o0O— REHIRT BICIE.
LE9d,

BRAUX D SHEIRT 37 —I70—RD7o> 3> XZa—2FR

BHOT—o0—RZHIFRT B3ICIE. BRI S T7—70—ROBICHBZIF TV IRYIREFUICLT, |
BRIMVDSHIRR] Z32IRL 9

4. 4705 THIKR] Z:8RLT. BAVI D ST—IO0—REHIRIBZI I =2REELET,

S.EATNT—o0O—-R URDST—70—-RFRAERBICHREINZ & (RAShT—o0O— K] X—
IR v E—IDRREIN. BRASTNT—IO0—-ROU X MIT—70—- FHARTFINELED X
Fo 7O2aVHRBLIBEIEIS— XytE—IWRFINBDT, BEZBERITLTIIZEL,

Excluded workloads

Remove workloads from Ransomware Resilience. You aren't charged for excluded workloads.

Excluded workloads (0) Q

|«

al
“

[J~  Excluded workioad S| Type

|

No excluded workloads

I (©)  Removed workload from excluded list Name. View workload X
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Ransomware Resilience

Outsmart ransomware . -
Fortify, safeguard, and quickly recover ONTAP workloads using comprehensive orchestration, Al-driven attack . = a a: s
detection, and fast recovery processes in alignment with cybersecurity best practices. X

g o °
Get full access to ransomware resilience with a 30-day free trial. J -

Start 30-day free trial

{3, We won't read the contents of your data or change existing protection.

e o
& 123 'S

Identify and protect Detect and respond Recover
Automatically identifies workloads at risk, recommends fixes, and Identifies potential attacks using Al/ML and automatically Restores workloads in minutes through simplified, orchestrated
protects with one-click responds to secure a safe recovery point @ workload-consistent recovery

ENUANDZEIE. SOV LTI TIMES v 2 R—FHBRREINET,
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Workload data protection

Alerts and workload data recovery

% Run readiness drill /)
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Add backup destination
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(® Create new bucket

Netapp ransomware resilience will create the bucket in your provider environment.

Google Cloud Platform credentials
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©@
Google Cloud Platform details
Project Region
Encryption ) Google-managed key s
Backup lock /i Not supported
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Protection status

@ 9 9 in last 7 days E’ 9 1in last 7 days

Atrisk € 35 TiB data at risk Protected @ 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q i Manage protection strategies

Workload 1 |  Protection status = 2| Snapshotandback..= 3 | Type= 3| Protec.¥ 3 | Encryptiondetecti.. + | Suspectedu  Actions

FSxN fileshare_useast 01 @ At risk. None File share \ /A 2 '\\ Protect )
LUN_storage_01 @ Protected NetApp Ransomware... Block N/A @ Enabled Edit protection )
MysQL_4781 @ Protected NetApp Ransomware... MysQL pg_important @ Enabled

MysQL_8009 @ At risk NetApp Backup and... MySQL | /A d, [ Pprotect )
MySQL_9294 () Protected NetApp Backup and... MysaL A (%) Enabled N ( Edit protection
Oracle_2115 @ At risk SnapCenter Oracle Protect
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Add Ransomware Resilience strategy X

Add Ransomware Resilience strategy

Ransomware Resilience strategy name

Detection 1/ 3 enabled v

Snapshot policy Action required v

Backup policy None v
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Protection status

9 9 in last 7 days @ 9 1in last 7 days
Avrisk @ 35 TiB data at risk Protected @ 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q 1 Manage protection strategies
Workload 1 | Protection status = % | Snapshotandback..T % | Type T % | Protec.T % | Encryptiondetecti.. 3 | Suspectedu  Actions
< . ; . ( A
FSxN_fileshare_useast_01 @ At risk None File share . A 4 Protect )
e T
LUN_storage_01 @ Protected NetApp Ransomware... Block £ @ Enabled N/A Edit protection
MysQL 4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
 —
MysQL 8009 @ At risk NetApp Backup and... MySQL ! A ( Pprotect )
R RO o
. - o
MysSQL_9294 @ Protected NetApp Backup and... MySQL \ @ Enabled | Edit protection
o ( \
Oracle_2115 @ At risk SnapCenter Oracle J, \ Protect
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Protection status

@ 9 9 in last 7 days @ 9 1in last 7 days
Atrisk @ 35 TiB data at risk Protected @ 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q i Manage protection strategies

Workload 1 | Protection status = 4% | Snapshotandback..= % | Type= 3| Protec..= % | Encryptiondetecti.. + | Suspectedu:  Actions
FSxN_fileshare_useast 01 @ At risk None File share N/A /A A IK Protect )
LUN_storage_01 @ Protected NetApp Ransomware... Block N/£ @ Enabled I/A Edit protection
MySQL_4781 @ Protected NetApp Ransomware... MysQL pg_important @ Enabled
MysQL_8009 @ At risk NetApp Backup and... MySQL | A \, (: Protect )
MysQL 9294 @ Protected NetApp Backup and... MySQL /A @ Enabled {  Edit protection
Oracle_2115 @ At risk SnapCenter Oracle N/A N \ Protect
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Ransomware Resilience strategies (4) | Selected rows (1) Q

Ransomware Resilience strategy 1 | Detection 5 | Snapshot policy 3 | Backup policy $ | Protected workloads =
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User activity agent name

Select a Console agent located near the user activity agent to minimize latency when transmitting activity to Ransomware Resilience.

Console agent

Provide the VM executable environment with “root" access for collectors in this user activity agent.

VM DNS name or IP address

VM SSH key
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Ransomware Resilience

Organization Project 10
Search
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Settings > User activity > collector_001
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. Cluster or storage Storage .
Type Status Version Last reported User activity agent
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Recover y
Workloads (1) Q
Report:
Workload S| Type =3 Importance = 3| Protectionstatus T 3| Detectionstatus T 3| Detection = 3| Other policy sourcesT 3 |  Backup desitnation = % |
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fileshare_uswest_03_.. File share Critical ) Protected Active 2/3 enabled netapp-backup-aws
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User directory

Connect to your user directories to identify specific users performing potentially suspicious behavior. Get help [

Connection ”~
Name User directory type
Active Directory -
User activity agent Server IP or DNS name
Select... -
Forest name or search name i) Bind DN
Bind password Protocol Optional
© LDAP -
Port
389
Attribute mapping Not set v
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Workloads
Select workloads to add to the protection group.
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Alerts > ee_alert8727

ee_alert8727

Impacted workloads: oracle_8821 Mok re=tore necded
4 ® 2 a 286 g 2GiB ® September 25, 2025, 6:51 AM
Potential attacks Impacted files Impacted data First detected
Incidents (2) Q 3
D ¥ Incident ID 3| Volume $ | storagevm 3| system 3| severity S| status = 3| Firstdetec..d | Mostrece.. 3 | Evidence % | Automatedres..s

O inc4922 oracle_useast data2  svm_VsaWorkingEnviro... ingEnvi (@ rotential attack 0 New 22 days ago 21 days ago 4newextensions.. 1 snapshot

O inc3163 oracle_useast log2  svm._ ingEnviro...  VsaWorkingEnvironme... (1) Potential attack L New 22 days ago 21 days ago 6 new extensions... 1 snapshot
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Alert ID 3| Aerttype FTI|  Severity F 2| Suspicioususer T2 | Workioad 2| Console agent T3] Status TI| Incdents 2| Impacted data | Detected 4
ub_alert3223 Suspicious user behavior (D) Potential attack Aiden Smith fleshare_Uswest 02,3223, +3  aws-Connector-us-east- 1 Active 1 268 8 days ago
ee alertd727 (D) potential attack Unable to detect oracle_5821 aws-corn Active H 268 14 days ago
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Uba alert voi3 Dtz bresch (1) Potential attack R3] Pate uba_ros test voi3, +2 aws-connector-us-east-1-.. Active 3 268 1 manth ago
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Potential attacks Impacted files Impacted data First detected

Incidents (2) a 1
|:\ ¥ Incident ID % | Volume 4| storagevm 3| system S| severity 3| status =3 | Firstdetec.. | Mostrece.. 3 | Evidence 3| Automatedres..s
d inc4922 oracle_useast data2  svm_VsaWorkingEnviro...  VsaWorkingEnvionme... (1) Potential attack 0 New 22 days ago 21 days ago 4new extensions.. 1 snapshot
O inc3163 oracle_useast_log2 svm_) i i i (@ rotential attack L New 22 days ago 21 days ago 6 new extensions... 1 snapshot
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Alerts Snapshots
Alerts (10) S S
Aert D 3| Aerttype T3 | severity =3 | suspicoususer T3+ | woroad 3| console agent 3| status T3 | incdents 3| impacted data | Detectea +
Ub alert3223 Suspitious user senaviar (1) Potentizlattack Aiden smith fleshare uswest 02,3223, 43 aws-Connecior-us-east. | Actve 1 268 8days ago
e alerta72T Enayption (1) Potential attack Unable to getect aracie 5821 aws-connector-us-east- | Active H 268 14 days age
ce alertog2s (D) potental atack Unable to detect crace 8879 aws-conmecior-us-cast.1 adive ' 268 17 days ago
@b alert3032 /i, waming am OReily mysq 9292, +3 Active 4 268 26 days ago
i aertTans Data destructon (D) potental atack e Kian Vi datastoie 4718, +3 active . 268 1 montn ago
b, cther alerts319 Encyption (D) potertial attack RajFatel v _eshare 6699 L, A T 268 T ot ago
un slert 6285 Enayption (D) Fotental atack Unabie to detect un_storage,01 acive ' 268 1 marth ago
b alertvor Data breach (@D potentatattack RapFatel w42 actve 3 268 1 morthago
Uba_alert vol2 Dats breach (D) Potential attack &3] Pate uba_rps test volZ, +2 Active 3 268 1 manth ago
uba_alert vol3 Data breach (D) potential attack Ra] Pate! uba_ps_test voi3, +2 ‘aws-connector-us-east-1-. Active 3 268 1 month ago
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Potential attacks Impacted files Impacted data First detected

Incidents (2) a 1
|:| ¥ Incident ID % | Volume 4| Sstoragevm 3| system S| severity S| status = 3| Firstdetec..d | Mostrece.. $ | Evidence 3| Automated res..s
dJ inc4922 oracle_useast data2  svm_VsaWorkingEnviro... ingEnvionme... (1) Potential attack L New 22 days ago 21 days ago 4new extensions.. 1 snapshot
O inc3163 oracle_useast log2  svm.) i ingEnvi (@ rotential attack L New 22 days ago 21 days ago 6 new extensions.. 1 snapshot
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Impacted workloads: oracle 8821

@ 1 New & (1) potential attack a Encryption ® September 25, 2025, 6:51 AM
Status Severity Type Detection time

TTT Incoming data { 106
— Impacted files (partial), to get full list Click here

Entropy of incoming data New file extensions (4) Suspect file extensions (4)
21732 Kig / min
Detected -pck Adck
2173 Ki / min
Bpected QIS e oma
Ick pck
.omg xyZ
£ File activity
o
T— Impacted files (106) 4
&6 files / min
Detected Impacted files 4 | Probable clean files =
10 files / min
Expected [——]
/Top._Dir_1/Sub_Dir_11/test.file_11540.tck fTop_Dir_1/5ub_Dir_11/test file 115406t
Renaming rate /Top_Dir_1/5ub_Dir_11/test_file_11540.bt.omg /Top_Dir_1/Sub_Dir_11/test_file_11540.x1
400 files / min
Detected
o6 i ik [Top_Dir_1/Sub_Dir_11/test_ile_11540.betpck {Top_Dir_1/Sub,_Dir_11/test file_11540.xt
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250 files / min
Detected
200 fles / min {Top_Dir_1/Sub._Dir_11/test_file_11964,pdf.omg {Top_Dir_1/5ub_Dir_11/test_file_11964,pdf
Expected
1-250f 106 1w
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inc4922

Impacted workloads: oracle 8821

September 25, 2025, 6:51 AM
Detection time

Suspect file extensions (4)

@ 1 New & (1) potential attack a Encryption
Status Severity Type
TTT Incoming data 106
—/ Impacted files (partial), to get full st Click her
Entropy of incoming data Neww file extensions (4)
21732 Ki8 / min
Detected -pck
2173 K8 / min
xyz
Expected —
Jek
.omg
£] File activity
Cragtionate Impacted files (106)
66 files / min
Detected Impacted files
10 files / min
Expected L
/Top_Dir_1/Sub_Dir_11/test_file_11540.txtIck
Renaming rate /Tap_Dir_1/Sub_Dir_17/test_file_11540.tet.omg
400 files / in
Detected
300 files / min Top_Dir_1/Sub_Dir_11/test_file_11540.tet.pck
Expected
FTop_Dir_1/Sub_Dir_11/test file_11540.tetxyz
Deletion rate Top_Dir_1/Sub_Dir_11/test_file_11964,pdfick
250 files / min
Detected
200 files / min /Top_Dir_1/5ub_Dir_11/test_file_11964.pdf.omg
Expected

dek
omg
pek
xyz
Q 4
4 | Probable clean files =
/Top_Dir_1/5ub_Dir_11/est_file_11540.0x1
[Top_Dir_1/5ub_Dir_11/test fila_11540.tx4
[Top_Dir_1/Sub_Dir_11/test_file_11540.txt
[Top_Dir_1/5ub_Dir_11/test_file_11540.txt
[Top_Dir_1/5ub_Dir_11/test file_11964,pdt
[Top_Dir_1/Sub_Dir_11/test_file_11964,pdf
1-250f 106 1w
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Restore scope: QO Alvolumes (O Byvolume (@ Byfile

Select volume you want to restore and edit its settings. mysql_useast_22settings:
First attack reported September 9, 2025, 1:57 PM
Volumes (2) | Selected rows (1) Q
Volume t Source Restore poirit: cbs-snapshot-adho.. | Type:Backup | Date: September 6, 2025, 10:57 AM ~

() mysqluseast 21
Files ~

Q mysql_useast 22
File selection: () Automatically selectfiles (@ Upload listoffiles (O Manually select files

Upload a list of files impacted by the ransomware attack that you want to restore from the selected restore point.
/\ Warning: Download the list of 3 impacted files that must be restored from a different restore point and then restore them later.

Upload list of impacted files (CSV) €

Uploadad impacted file list (2) © Download impacted file list (3)

Destination (D) Action required ~

c JrAIIEFHTEIR. ExXTRI T 7AINFRIETHILE —%HFA 10,000 E:EIRL 9

Restore "mysql 9294" @ resore (D) eview x

Restorescope: O Allvolumes O wywime @ Byfie

Select volume you want to restore and edit it settings mysql_useast 2isettings:

Volumes (2) | Selected rows (1) Q
Volume + Source Type:Snapshot | Date: October 1, 2025, 621 AM ~

Q@  mysalusesst2r
Files ~

) mysqluseast 22
Fileselection: O Automaticaly seectfies O Upload fstof fles @  Manually seect ies

Selected files
Al folders & files
fle_to,_verify.first snapshot:at
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Restore

Workload: vm_datastore 4719 Location: 10.0.157  vCenter: 10.195.52.128  Type: VM datastore  Console agent: aws-connector-us-east-1
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1. NetApp Ransomware ResilienceXZa2—h'5. HLICHD EfRVILDOET RZVEBEIRLFT,

Dashboard %9 Runreadinessdrill A\ Freetrial G1dayslefy ~ () O

Workload data protection Alerts and workload data recovery

@ 9 @ 8 < 10

Atrisk © Protected @ Potential attacks @

in last 7 days 1 inlast 7 days

Recommen ded actions Workioad d Workload backup: ty
Todo 8) Dismissed (0) New (Last 7d) 107 @ 0
- » Failed (Last 7d)
Register available SnapCenter plugin for VMware vsphere (SCV) with NetApp Con...  Review and fix
33% Total 457
e
Completed Backup data 357
Register available SnapCenter Servers with NetApp Console Reviewandfix \s || W Protected W ik o
B New(ast7d) @ 2.p s with the "Detect

otect workloa
4/12 suspicious users* policy setting.
Protect critical workload fsxn_fileshare_useast 01 Review and fix \/
Complete / total
Prepare Amazon Web Services S3 or StorageGRID or Azure blob store as a backup ... Review and fix

Protect critical workload fileshare_uswest 01 Review and fix \/

2. [RE]| R—PDEFRVIL Hh— KT, [#pR] ZFIRLFE T,
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Readiness drill

Run a simulated ransomware attack on a new test workload that will be saved in the selected system. Then,

investigate the simulated attack and recover the test workload. You can run a readiness drill multiple times.

() Your real workload data will not be impacted.

Select a readiness drill test environment where the new test workload will be created.

Console agent

aws-connector-us-east-1 X -
System Storage VM
VsaWorkingEnvironment-1 X - svm_rps_test_readiness_drill_01 M

i test workinid @) Requires 10 GiB of storage

rps_test_ drillo1

Readiness drill type

Custom recovery 2

Save ‘ Cancel
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C. 7AK ZAFL—Y SVM ZFEIRLF T,
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Automated responses

Alerts Impacted data @ 9
Snapshot copies
Alerts ()
Alert ID % | workload % | Location 2| Type =3 | Status =3 | Connector =% | Incidents % |
alert8727 Oracle_8821 10.0.1.193 Oracle New aWS*(O‘HnECﬁUF*US*EaS("l 2
ws_alertos23 Oracle_9819 10.0.1.183 Oracle New aws-connector-us-east-1 1
alert3932 MySQlL_9294 10.0.1.10 MysQL New aws-connector-us-east-1 2
alert7og vm_datastore 202_735... 10.195.52.126 VM datastore New onprem-connector 1
alerts319 ‘vm_datastore_uswest ... 10.0.1.215 VM file share New aws-connector-us-west-1-account-LXtft4x... 1
alert1407 . Readiness drill ps_test_gri rps_test_readiness_drill_svm  File share New aws-connector-us-east-1 1
I @ Workload rps_test readiness-drill-workioad-test, marked restore needed. Restore workload X

impacted data 3

2GiB

2GiB

2GiB

2GiB

2Gie

2Gi8

Q

&

First detected %

23 days ago

23 days ago

23 days ago

23 days ago

23 days age

1 minute ago

MEfEElliR) ORTDHBZT7S— b ZERLE T, 75— FOFRAR—JICAVOTURTI5—FDUZXR

EARRENET,

Alerts %2 Run readiness drill

Automated responses

7 127

Alerts Impacted data (153 9

Snapshot copies

A\ Free trial (30 days left)

- @

&2

Alerts (7) Q 4
Alert ID | Workload % | Location 2| Type = 4| Staus T 3| Consoleagent =T 2| Incide..* | Impacteddata + | Firstdetected 4 | Mostrec
alert1407  Readiness drill 1ps_test_awsSystemTest svm_rps_test_readi..  File share Active aws-connector-us-east-1 1 2Gig Just now Just now
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Alerts > alert1407 > inc1407

inc1407

Impacted workloads: rps_test_test-drill-01

Readiness drill

® L1 New

Status Severity

1|1 Incoming data

Entropy of incoming data

4 (@ Potential attack

Encryption
@ T
ype

@

©)

October 17, 2025, 2:20 PM
Detection time

N/ Impacted files (partial), to get full list Click here

New file extensions (6)

Suspect file extensions (6)

23230 KiB / min
Detected -pck .crypl
232 KiB / min Ik
Expected ] Xz -
dck .micro
omg .omg
] File activity
Q 1
Creation rate Impacted files (96) +
450 files / min
Deteted Impacted files t | Probable clean files s
10 files / min
Expected e
/Top_Dir_1/Sub_Dir_11/test_file_1112.xIsxIck /Top_Dir_1/Sub_Dir_11/test_file_1112.xlsx
Renaming rate /Top_Dir_1/Sub_Dir_11/test_file_1112.xisxomg /Top_Dir_1/Sub_Dir_11/test_file_1112.xlsx
220 files / min
Detected . § .
20 files / min /Top_Dir_1/Sub_Dir_11/test_file_1112.xisx.pck /Top_Dir_1/Sub_Dir_11/test_file_1112.xlsx
Bxpected  GEEEED
/Top_Dir_1/Sub_Dir_11/test_file_1112.xisxxyz /Top_Dir_1/Sub_Dir_11/test_file_1112.xlsx
el /Top_Dir_1/5ub_Dir_11/test_file_11165.pdf micro /Top_Dir_1/5ub_Dir_11/test_file_11165.pdf
20 files / min
Detected
20 files / min /Top_Dir_1/Sub_Dir_11/test_file_11475.pdf.pck /Top_Dir_1/Sub_Dir_11/test_file_11475.pdf
Expected
1-250f 96 1 > »
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ﬂ Summary L Download (JSON)

Summary of workload metrics

Protection
4 Download (CSV)

Tabular details for all workloads that are at risk and protected

Alerts
L Download (CSV)

Tabular details for all alerts
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Recovery

Tabular details for workloads marked restore needed, in progress, restore failed, and successfully restored
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Readiness drills
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Details for simulated ransomware attacks and recovery
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "NetAppSecurityHubFindings",

"Effect": "Allow",

"Action": [
"securityhub:BatchImportFindings",
"securityhub:BatchUpdateFindings"

1y

"Resource": |
"arn:aws:securityhub:*:*:product/*/default",
"arn:aws:securityhub:*:*:hub/default"
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1. Microsoft Sentinel IC7 27X L %X,
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x9,
4. 2k JSON #JE—L T. JSON X JICBEDFITFE T,

"roleName": "Ransomware Resilience Sentinel Configurator",
"description": "",

"assignableScopes": ["/subscriptions/{subscription id}"],
"permissions": [

]
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Settings %9 Runreadinessdrill A\ Freetrial G1dayslefy ~ (&) C

Service-level settings apply to protection, alerts, and recovery.

@ Backup Destination J\p— SIEM connection ® User activity

(©) 5 cloud destinations ® Disconnec ted © No user activity

Manage cloud destinations to back up primary storage. Send data to a security information and event management (SIEM) for threat User activity agents in your environment host data collectors, which transmit
reporting. user activity events to NetApp to detect potential user anomalies, such as

data breaches.

S8 Clean restore ' Private preview @ Readiness drill @ Workload discovery
Isolate suspicious workloads in a secure environment, are, and © Not configured (©) 8systems
estore them safely to production. Sign up to try this n an
provide feedback to help us improve the functionality. Run a simulated ransomware attack on a test workload to investigate the Select the systems in each Agent where you want to discover workloads.
availability. attack and recover the test workload.
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4. [BRE] R—TT. SIEMERATILOD [#EF] 2 BRLE T,

115



SIEM connection

Send data to a security information and event management [SIEM) for threal reporting
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