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Add License
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Managemeant, Otherwise, use the Upload Licensa File option,

service for a certain penod of time and for a maximum amount of space.

A license must be installed with an active subscription, The license enables you to use the Cloud Manager

OMetice: You ean't apter a serjal number bacause you haven't added the NetApp Support Site account that's
authorized o access the serial number. To add the account to BlueXP, click Help > Support > NS5

Cancel

8. [SAEYADEM R—T T [PVTINESZAN FERL. ZESNLEFX—LICEBHINATLS
SUTNESEANLT, [ R0EM ZFIRLET,
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ATV T a2 FERLE T,
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°BYOL AV R%ERRTBICIE. T—EAH—EX 142X EZFBIRLE T,

Digital wallet

Cloud wolumes ONTAP licenses Data services licenses Subscriptions Keystone On-premises ONTAP
Licsese distribution and capacity
Cloud Backup (2) /1 170 200 1= Disaster recover= 400 400 g4
{ 7 Cloud Tiering (1) 100 200 e Ransamware Protection (1) 100 200 1e
Total icensey
‘ Compliance (1) 186 200 e Keystone (1) 185 200+
Service license (7)
Service 4| serial Number $ |  License capacity = 3| License expiry 3|
Disaster recovery k] 400 GiB January 10, 2026
Cloud Backup @ 200 TiB January 1, 2025
—_ 57 1] -B= SN ) S B ~ = = *I= N -7 I *
10. SYHLVIT7MEICRD &9, AVY—LOERDFES—>arh b, RE>*S YLD T 7Y

ZERLET
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Microsoft Azure Marketplace Z: U TH TR US4 793
CDFIETIE. Azure Marketplace TEHZE Y TR US54 T3 HEOBMEBEZHBEAL £,
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2. [Z3\WVHE] R—2 T, Microsoft Azure Marketplace ® 47 X751 7 #FEIRL £7,
3. Azure Marketplace T. [BAF 7> a3 DFRTR] ZFIRLE T,

4. Azure Marketplace %A L T. * NetApp Intelligent Services* ¥ Ransomware Resilience =17 XU 5
17LET,

5. Ransomware Resilience ICR2 & BERLIEIEEZRITAvE—IUDRRINE T,

@ Ransomware Resilience D> 1) 7 JLESH'EEE S 1. Ransomware Resilience h' Azure
Marketplace TH 7RIS 1T ENTVWBR I EERIEFA—IDEEINE T,
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1. SA4E2AZEMTBICIE. S22 X0EM ZFIRLET,

Add License

A license must be installed with an active subscription, The license enables you to use the Cloud Manager

service for a certain penod of time and for a maximum amount of space.

(®) Enter Serial Number |::} Upload License File

OMetice: You ean't apter a serjal number bacause you haven't added the NetApp Support Site account that's
authorized o access the serial number. To add the account to BlueXP, click Help > Support > NS5
Managemeant, Otherwise, use the Upload Licensa File option,

Add Llcanae | Cancel

8. TSAEYADEM R=JT. TPUTNLESEAN] ERL. FESNLEFX—ILICERHINT
WBIUTIINESZANLET, "SItV R0OEMZRRLET,
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c TRV T aVIERERTTDICIEK. [HTRIV T aV]2BRLET,
°BYOL AV RERRTBICIE. T—RFH—EX 14X EZFBIRLE T,

Digital wallet Cloud volumes ONTAP licenses Data services licenses Subscriptions Keystone On-premises ONTAP
Licsese distribution and capacity
Cloud Backup (2) /i 170 200 7s Disaster recover= 400 400 g5
{ 7 Cloud Tiering (1} 100 200 s Ransamware Protection (1) 100 200 rs
Total |censey
v Compliance (1) 186 200 e Keystone (1) 186 200 e
Service license (7)
Service + Serial Number = License capacity = 3| License expiry 3
Disaster recovery 9 400 GIB January 10, 2025
Cloud Backup e 1 200 TiB January 1, 2025
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Google Cloud

Product details

NetApp Intelligent Services

MNetipp, Inc.

Get best-in-class data protection and security for your workloads
running on NetApp® ONTAPE storage.

Overview Pricing Documentation Support Related Products
Overview
NetApp offers a comprehensive suite of intelligent services for your Additional details
OMTAP systems. They proactively protect critical workloads against Type: Saa5 & APls
evolving cyberthreats, detect and respond to ransomware attacks in real Last product update: 5/12/25
time, eliminate backup windows, and orchestrate a quick recovery in Category: Analytics, DevOps, Storage, Security

minutes when disaster strikes. NetApp intelligent services and Cloud
Volumes ONTAP® solution are fully integrated into the MetApp BlueXP™
control plane, providing centralized management of ONTAP storage and
Services.

This listing replaces the NetApp BlueXP listing.

Click the Subscribe button to use the following NetApp intelligent data
services through your Google Cloud account.

Ransomware Protection: 2 Protect your most critical data by

orchestrating a comprehensive ransomware defense for your ONTAP
workloads. Prepare for an attack by intelligently identifying and
protecting critical workload data with a single click. Al-powered
anomaly detection uncovers and responds to potential attacks

5. Ransomware Resilience ICR2 & BERLIZCCEZERITAvE—IUDRREINE T,

6.
7.
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Add License

(®) Enter Serial Number |::} Upload License File

Managemeant, Otherwise, use the Upload Licensa File option,

A license must be installed with an active subscription, The license enables you to use the Cloud Manager

service for a certain penod of time and for a maximum amount of space.

OMetice: You ean't apter a serjal number bacause you haven't added the NetApp Support Site account that's
authorized o access the serial number. To add the account to BlueXP, click Help > Support > NS5

CE BT | Cancel

8. SAELVRDEMAR—I T, *PUTIBSEANTZERLET, EEThIX—JLICEH#INATLS Y
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Digital wallet Cloud wolumes ONTAP licenses Data services licenses

Licsese distribution and capacity

Cloud Backup (2)

N

{ 7 Cloud Tiering (1)

Total icensey
‘ Compliance (1)

Service license (7)

Service + Serial Number
Disaster recovery @
Cloud Backup @

Subseriptions Keystone On-premises ONTAP

170

100

185

200 1 Disaster recover= 400 400 4
=
200 s Ransamware Protection (1) 100 200 s
200 s Keystone (1) 186 200 e
= License capacity F 3| License expiry 2|

400 GIB

200 TiB

January 10, 2026

January 1, 2025
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14t XFBIAH (BYOL)

MEDS 1Y R%EHEAE (BYOL) B&IE. StV ZXEBAL. NetAppS 1t X 77 JL (NLF) £E
BLT, OV =IIICSAE R ZEBMT2HRENHD £,

VY=Y AT 7AILZEMT 2

NetApp DEZIBLHEN S Ransomware Resilience 517> X%z BA L7=5. Ransomware Resilience D<)
TILES ENetAppFR— bk B4 F (NSS) D7 AU Y MEREZADLTSAEVRZTIT1471LLET,

BAtA S BRiIC
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FIE
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2. FAEYROEM ZFRL T AVV—ILDSAEREYTRII) T3y R=JICBBLE T,
3. FT—AH—ERSAEVRRZTHE. FAE>XDEM ZBRLET,

Add License

A license must ba Installed with an active subseription, The licensa enables you to use the Claud Manager

seryvice for a certaln period of time and for a maximum amount of space.

(8} Erter Serial Mumbaer () Upload License File

DOiMotice: You can't enter a serial number because you haven't added the NetApp Support Site account that's
authorized to access the serial number. To add the account to BlueXP, click Help > Support > NS5

Management. Otherwise, use the Upload License Flle optlon,

Cancel
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Ransomware Resilience

Outsmart ransomware : -

Fortify, safeguard, and quickly recover ONTAP workloads using comprehensive orchestration, Al-driven attack

. o ] | a
ses in alignment with cybersecurity best practices. 5
g ° °

Get full access to ransomware resilience with a 30-day free trial. ) -

detection, and fast recovery pre

Start 30-day free trial

{3 We won't read the contents of your data or change existing protection.

@ 153 s,

N

Identify and protect Detect and respond Recover
Automatically identifies workloads at risk, recommends fives, and Identifies potential attacks using Al/ML and automatically Restores workloads in minutes through simplified, orchestrated
protects with one-click responds to secure a safe recovery point ) workload-consistent recovery
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Dashboard

Workload data protection

9 8

RS Atrisk @ Protected @)
4 (Last 7 days) 1 (Last 7 days)
View all View all
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Protect critical workload fileshare_us...
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Protect standard workload vm_datas...
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Alerts and workload data recovery
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Dashboard ﬁ Run readiness drill @ O

Workload data protection Alerts and workload data recovery
9 8 6 oY 5 ) O
Atrisk @ Protected @) Alerts € Restore needed @ Restore in progress
4 (Last 7 days) 1 (Last 7 days) View all View all View all
View all View all
Recommended actions 1 O TiB 1 8
Total protected workload data [i] Workload backups
To do (8) Dismissed (0)
Prepare Amazon Web Services S3 or... Review and fix v New (Last 7 days) 107 ®0
33 % € 8 ] Failed (Last 7 days
Completed B Protected 2 TiB) M Atrisk (8 TiB)
Protect critical workload fileshare_us... Review and fix v
Backup data 351
4712 M (Eaat 7 dls) 45T S =
Protect standard workload vm_datas... Review and fix “v y EEE—
Complete / total . . W Before last 7 days (31 TiB)

) Protected (10TiB) M At risk (35 TiB)
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Fix critical CVE for workload fileshar...  Review and fix v
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Readiness drill

Run a simulated ransomware attack on a new test workload that will be saved in the selected system. Then,

investigate the simulated attack and recover the test workload. You can run a readiness drill multiple times.

(1) Your real workload data will not be impacted,

Select a readiness drill test environment where the new test workload will be created.

Console agent

‘ gcp-demo X -
System Storage VM

| | |
‘ gcpovohald-ws X - svm_rps_test_readiness_drill_01 X -

Mew test workload ) Requires 10 GiB of storage

rps_test_ readiness-drill-2025-10-08

Save Cancel ]
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Settings » Backup destinations
Backup destinations

Backup destinations (5} Q 4 “
Name t | Provider % | Region %|  Enayption 2| Pspace %] Bacuplock + | systems $| createdny *
netape-backup-vsacZgmsusu WS us-east-1 e Defast Nane \saWorkingEnvironment C2Gmsusu NetApp Sackup and Recavery
netapp-backup-vsaigd1 AWS us-east-1 nia Defaut Compliance mode uo0S0z Resfience
netapp-backup-vsaigd2 ANS us-east-1 na Defautt None OnPremiWorkingEnviranment-uDuo0S0z  NetApp Ransomware Reslience
netapp-backup-vsgjgd3 AWS us-east-1 na Default Governance mode -uDu0S0z ware Reslience
netapp-backup-vsavhzk7dpp. AaNS  useesst 1 na Defaut None VsaWorkngEnvironment-VHzK7DPp. Netapp Backup and Recovery
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SIEMICIEESNZ ARV FT—RIZDWVWT
Ransomware Resilience I&. "ROA R b F—4% SIEM S X T LICEKETET T,

*AYTURR
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° cluster_id: >~ X7 LDONTAPIC&E > THREINTI T XX ID,

° svm_name: 77 7 — DR DH o7z SVM D%,

° volume_name: 75— DR DON o 7cR U 2 —LD%HE],

° volume_id: & X7 LDONTAPIC & > THREINT=AR) 2 — LD ID,
* B

° incident_id: Ransomware Resilience THEZ %7 TW3SR 1) 2—LICx LT Ransomware
Resilience Ic&k > TER TN > T2 kD

° alert_id: 7—% 00— R |Zxf L T Ransomware Resilience IC& > TER I N7 IDo
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* AWS Security Hub THERRZ&REL £9,
* AWS Security Hub TEREE7 72X F—&>— I Ly b F—ZHRELFT. (CNSDOFIEIFC C TIlFEHA
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2. RS —mERLE T,
3. kD JSON e D A—REFEBL TR —%2ERL £,

58



"Version": "2012-10-17",

"Statement": [
{
"Sid": "NetAppSecurityHubFindings",
"Effect": "Allow",
"Action": [

"securityhub:BatchImportFindings",
"securityhub:BatchUpdateFindings"
I

"Resource": |
"arn:aws:securityhub:*:*:product/*/default",
"arn:aws:securityhub:*:*:hub/default"

ZEi& L I Microsoft Sentinel Z1&/d %

Ransomware Resilience T Microsoft Sentinel ZB%ICF DHIIC. Microsoft Sentinel TXD K EH B FIEEE
TIB2HENHBD £,
* AR MG
° Microsoft Sentinel ZBXMICL £,
° Microsoft Sentinel TH XX L O—)LZERRLE T,
° Microsoft Sentinel 51 XY ~=Z{E9 %IZI1&. Ransomware Resilience ZE#H{ L £,
s BRADI—U Ly b EERLET,
CMERR: TSV —2aVICHERERIDETED,
CEEE TV =2 a Y OFGEERERZANLE T,
Microsoft Sentinel’z B1IC ¢ % FIE
1. Microsoft Sentinel IC7 7 XL %9,
2. Log Analytics 7—7 XR—X Z{ERR L £9,
3. ¥ERY L 7= Log Analytics 7 —% X R— X % Microsoft Sentinel TERATE3LSICLET,
Microsoft Sentinel C/H X2 LO— Lz {E 3 3 FlE
1. Microsoft Sentinel IC7 72X L £,
2. HITROVT 3> > ToEIEE (1AM) ZERL £9,

3. HZRARL O—I/LE%EASLEY. Ransomware Resilience Sentinel Configurator ¥ L\ S &ai%EAL
9,
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4. 2xd JSON #JIE—L T. JSON X JICBEDHITE 9,

"roleName": "Ransomware Resilience Sentinel Configurator",
"description": "",

"assignableScopes": ["/subscriptions/{subscription id}"],
"permissions": [

]

S REXHR L TRELES,
Microsoft Sentinelh* 5 1 X k%257 % 7= IZRansomware Resilience’z &% 9 % FIE
1. Microsoft Sentinel IC7 27t XL £,
2. EntralD> 7 ) r—> 3> >* 7B EBIRLET,
3. 7T — 3 >D*RT%*IC TRansomware Resilience] Y A7ILE 9,
4
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o
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1. Microsoft Sentinel IC7 27X L £,
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3 EBM>*O—I/ILDEDETZEM ZERLET,
4. $SEEEEO—)L 7« —JL R T. Ransomware Resilience Sentinel Configurator %:#iRL £ 7,
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S. RN EFIRLE T,
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ENHDET,
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1. Splunk Cloud ICBEIL £9,
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S Y LY T PTHEICE T B SIEMDIER:

SIEM Z8#ICT 2. BRODIHTE LR— D78, Ransomware Resilience H*5 SIEM H—/N\—|ZF7—
APRETNET,
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2.
SOV LU ITMMEXAZa—h 5. EEHFAED @ L BEOAF T arEI )Y ILET,

3. *H/EZBERLET,

BER—IDNRREINET,

2 Run readiness drill /1 Free trial (30 days left) ~
Settings % \ (30 days left) ® @
Senvice-level settings apply to protection, alerts, and recovery.
@ Backup Destination Ar SIEM connection Wil Workload security connection
(S 0 doud destinations (© Disconnected (O Dpisconnected
Manage cloud destinations to back up primary storage. Send data to a security information and event management (SIEM} for Connect to your Workload security instance to see suspected user
threat reporting information on ransomware alerts.

=

@ Readiness drill Q Workload discovery

() AlertActive @ 3 hours ago (©) 8systems

Workload: rps_test_awsSystemTest @ Select the systams in each Agent where you want to discaver
Start date: September 8, 2025, 4:56 PM workloads.
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SIEM connection

Send data to a security information and event management [SIEM) for threat reporting.

SIEM

Select the SIEM where you want 1o send data

aws L sphunlcs

AWS Security Hub Microsolt Sentinel Splunk

. SIEM X7 LD 1 D&EFERLEF T,
. AWS Security Hub F 7z1& Splunk Cloud TERE L 7= b—20 > CEREDFMZ AN L £9,
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RENR—IIC HEHAH ERRENET,

K3
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Protection status

9 9 in last 7 days @ 9 1in last 7 days

Atrisk @ 35 TiB data at risk Protected @ 10 TiB data at risk

Workloads Protection groups

Workloads (19) Q i Manage protection strategies
Workload 1 | Protection status =% | Snapshotandback..= % | Type= 3| Protec.= % | Encryptiondetecti.. 3 | Suspectedu  Actions
FSxN_fileshare_useast 01 @ At risk None File share N/A N N/A I\ Protect |}
LUN_storage_01 @ Protected NetApp Ransomware... Block A @ Enabled N/A Edit protection )
MysQL 4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
MysSQL 8009 @ At risk NetApp Backup and... MySQL N, A Protect )
MysQL 9294 @ Protected NetApp Backup and... MySQL \ @ Enabled { Edit protection
Oracle_2115 @ At risk SnapCenter Oracle N/A \ Protect
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Ransomware Resilience strategies (4) | Selected rows (1) Q

Ransomware Resilience strategy 1 | Detection % | snapshot policy % | Backup policy $ | Protected workloads =3
(\J\‘ rps-critical-plan 2/ 3 enabled critical-ss-policy critical-bu-policy 3 s
e
\J rps-important-plan 2/ 3 enabled important-ss-policy impartant-bu-palicy 1 s
o rps-standard-plan ~ Recommended 1/ 3 enabled standard-ss-policy standard-bu-policy 0 v
(7_) IT-strategy-enc-user-ext 3/ 3 enabled standard-ss-policy standard-bu-policy 0 ~
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Add Ransomware Resilience strategy X

Add Ransomware Resilience strategy

Ransomware Resilience strategy name

Detection 1/ 3 enabled v
Snapshot policy Action required v
Backup policy None N
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Protection status

9 9 in last 7 days @ 9 1in last 7 days

Avrisk @ 35 TiB data at risk Protected 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q 1 Manage protection strategies
Workload 1 | Protection status = % | Snapshotandback..T % | Type T % | Protec.T % | Encryptiondetecti.. 3 | Suspectedu  Actions
< . ; . ( A
FSxN_fileshare_useast_01 @ At risk None File share . A 4 Protect )
e T
LUN_storage_01 @ Protected NetApp Ransomware... Block £ @ Enabled N/A Edit protection
MysQL 4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
 —
MysQL 8009 @ At risk NetApp Backup and... MySQL ! A ( Pprotect )
R RO o
. - o
MysSQL_9294 @ Protected NetApp Backup and... MySQL \ @ Enabled | Edit protection
o ( \
Oracle_2115 @ At risk SnapCenter Oracle J, \ Protect
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Protection status

@ 9 9 in last 7 days @ 9 1in last 7 days

Avrisk @ 35 TiB data at risk Protected 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q 1 Manage protection strategies
Workload 1 | Protection status = % | Snapshotandback..T % | Type T % | Protec.T % | Encryptiondetecti.. 3 | Suspectedu  Actions
< . ; . ( A
FSxN_fileshare_useast_01 @ At risk None File share . A 4 Protect )
e T
LUN_storage_01 @ Protected NetApp Ransomware... Block £ @ Enabled N/A Edit protection
MysQL 4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
 —
MysQL 8009 @ At risk NetApp Backup and... MySQL ! A ( Pprotect )
R RO o
. - o
MysSQL_9294 @ Protected NetApp Backup and... MySQL \ @ Enabled | Edit protection
o ( \
Oracle_2115 @ At risk SnapCenter Oracle J, \ Protect
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FRETIN—TADO 7 7AIWHEEZIIN—TFtT 2. T—REEDFEHLNBRRICHD £9, Ransomware
Resilience Tld. FR) 2a—LEEICFETZDTIIHRL. FIL—THADITRTDORY 12— LERERFICIRE
TEEI,

REXT—ZRBEREL (DFD. RESNTLAEVWTIL—TEREINTVWETIL—). JIL—T%1ER
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Protection status

9 9 in last 7 days @ 9 1in last 7 days

Atrisk € 35 TiB data at risk Protected @ 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q i Manage protection strategies
Workload 1 |  Protection status = & | snapshotandback..= 3 | Type= 3| Protec.= % Encryption detecti... * | Suspectedu  Actions
i g 3 N Y
FSxN fileshare_useast 01 @ At risk. None File share \ /A s '\\ Protect )
R =
LUN_storage_01 @ Protected NetApp Ransomware... Block /A @ Enabled I/A Edit protection )
MySQL_4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
" 7 i
MySQL_8009 @ At risk NetApp Backup and... MysSQL I /A ( Protect )
7 _
MysQL_9294 ) Protected NetApp Backup and... MysaL A (%) Enabled N ( Edit protection
) . ( %
Oracle 2115 @ At risk SnapCenter Oracle J N N Protect
E o__ v 1 = . _ S ~ j:
2. (RE)R—IT. [REIIN—T2TZZERLET,
Workloads Protection groups
Protection group (1) Q 4 ADD
Protection group 1 | Protection status =% | Ransomware resilience strategy =% | Protected count 2
pg_important () Protected rps-important-plan 2/2
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Workloads
Select workloads to add to the protection group.

Protection group name

Workloads (16) Q

Salect workloads with no other policy source or with NetApp Backup and Recovery as a policy source.

D ¥ Workload t| Type =2 | Consoleagent

= | Importance =% | @ Privacy exposure 5 | Protection status = % | Detection status =3
|:| FSxN_fileshare_useast 01 File share aws-connector-us-east-1 Critical High () At risk None
B LUN_storage_01 Block aws-connector-us-east-1 Critical n/a ) Protected Active
|:| MySQL_8009 MySQL aws-connector-us-east-1 Critical n/a () At risk None
D MySQL 9294 MySQL aws-connector-us-east-1 Critical nfa @ Protected Active
|:| Oracle_2115 Oracle aws-connector-us-east-1 Critical n/a (1) A risk None
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6. "IN BIRLE T,

Protect

Select how to protect all the workloads in the protection group.

/\ Warning: All current policies will be replaced with the selected policies.

Ransomware resilience strategies (3) Q
Ransomware resilience strategy 4 | Snapshot policy 4 |  Backup policy % |  Detection policy % |  Protected workloads |
() rps-aritical-plan critical-ss-policy eritical-bu-policy rps-policy-all 3 ~
() rpsimportant plan fportant ss:policy important-biuzpoliay rps-policy-ail 1 ~
( :\ rps-standard-plan standard-ss-policy standard-bu-policy rps-policy-primary [ ~
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pg_important

Protection group

Delete protection group

%2 Workloads O Protection Edit protection
0 2 0 rps-important-plan
File shares Applications VM datastores Ransomware resilience strategy
View
Workloads (2) Q 4 ADD

Workload 1| Type =3%| Consoleagent = | Importance =2 | @ Privacy exposure 3 |  Protection status =% | Detection status T | =]
MySQL 4781 MysQL aws-connector-us-west-1-,. Standard n/a () Protected Learning mode ©]
Oracle 8821 Oracle aws-connector-us-east-1 Critical nfa (¥ Protected Active (&)
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T 1
Protection » Protection group

pg_important

Protection group

Delete protection group

3}; Workloads O Protection Edit protection
0 2 0 rps-important-plan
File shares Applications VM datastores Ransomware resilience strategy
View
Workloads (2) Q 4 ADD

Workload t| Type TS| Consoleagent = | Importance =2 | @ Privacyexposure $ |  Protection status =2 | Detection status =32 =
MysQL_4781 MysaL aws-connector-us-west-1-.. Standard nfa () Protected Leaming mode ©)
Oracle_8821 Oracle aws-connector-us-east-1 Critical nja () Protected Active &)
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Ransomware Resilience strategies (4) | Selected rows (1) Q

Ransomware Resilience strategy + | Detection 2 | Snapshot policy % | Backup policy = Protected workloads =
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Identify privacy exposure

BlueXP classification helps you prioritize protection and
assess the privacy exposure of a ransomware attack

Deploy Classification for free

F—ANBEOFMICOWVWTIE. UTEBBLTLLIEE L,

C "F—RPEEICDWVWTER"
s "BAT—2DOATIU"
s HHBNICREINTWE T —4ERAET D"

BRI B HIIC

ST LD T TTIEICEITBPIT—XDIA* v k. UTOSSICHBEEETY, "B SN -T —29%E"
o TANFAIIOAVYV—ILO—E LTEMBEELTHAETE. AT LIXAERIFBBEDI ST RICEA
TTXT,

FIg

1. SO LT 7EXZa -5, “FREZERLET,

2. [REIR—PD[7—oO—-RFIT. Z7MILHEED—IO0-RZRBDI1T£7,

84


https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/task-deploy-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/task-deploy-cloud-compliance.html

Protection

foll 9 : 9
! ) Atrisk @ 35 i Protected @
Data at risk

4 (Last 7 days) 1 (Last 7 days)
Workloads Protection groups
Workloads (19)
Workload 4| Type =2 Conscle agent = | Importance =2 Privacy exposure
FSxN_fileshare_useast_01 File share aws-connector-us-east-1 Critical High
LUN _storage 01 Block aws-connector-us-east-1 Critical
MySQL_4781 MysQL aws-connector-us-west-1-.. Standard
MySQL 8009 MysQL aws-connector-us-east-1 Critical Identify exposure
MySQL_9294 MysQL aws-connector-us-east-1 Critical
Oracle 2115 Oracle aws-connector-us-gast-1 Critical
Oracle_8821 Oracle aws-connector-us-east-1 Critical
Oracle 9813 Oracle aws-connector-us-east-1 Important

%7 Run rea

() Protected

() Protected

diness

drill /A Freetrial Q0daystery ~ () O

10+

Data protected

Q 4 | Manage protection stratagies ‘
=% | Protectiongre  Actions
Protect

Edit Protection

pg_important
t

Edit Protection

pg_important

Edit Protection

3 F—ANBEEBNICLTT—EDPIZXF vy UTBICIE [FT7AN—DEH] YT [BEERE] 28

RLET,

F—S5EERRL TLAWEAIR. TBUENE ZRRTE L. F—SHEEBHT AL
() »os17osrmzEd. FIOEBRLET, F—2HEERRLLR, REA—D

ICRD. MEHOKE) Z8RTETEI,

&R

T7ANDHAIERICE > TIE RFvVICHADDBBZEDHDET, RF¥ v FREXR—JIZET 7
TIUDERENTVBZEDREN. T7MIIEBDIRREINET, AF v DR TIHLE. TSNV —BH

FHUCEBHLANILD ME) . Ty . TEy CFHMESNE T,
TSAN—DOBLE*MHERT S

T—ADETPIZX* > LIcE. VRIZFMHELE T,
Pl 7—&Il&. RD 3 DDIBEDWVITNNMIDEINE T,

CE:TT7AMILDT0% UEICPIAEENTVET
s T FAILD 30% MU E 70% KFEIC PIASENTUVET
*K: 77 AILD 0% LU E 30% KiEIC PI AAEZSENTWVWET

FIE
1L SO LTI TMEXZ2a—D5 “REZBIRLE T,

2. [RE)R—IT. [FFAN—DRRA]FNCRT—RINKREINTVWS [7—oO—- R FDT 71 )L

B7—0-FZ2R2IFEY,

85



Protection 47 Runreadiness drill /A Freetrial 30daystery ~ () (O

9 35+ 7 9 104

Atrisk @ Protected @
P Data at risk e Data protected
Workloads Protection groups
Workloads (19) Q 4 | Manage protection strategies
Workload +| Type =2 Conscle agent = Importance = 24| @ privacyexposure = % |  Protection status =% | Protectiongre  Actions
FSxN_fileshare_useast_01 File share aws-connector-us-east-1 Critical High @) Atrisk
LUN_storage 01 Block aws-connector-us-east-1 Critical (&) protected .
MySQL_4781 MysQL aws-connector-us-west-1-.. Standard () Protected pg_important
MySQL 8009 MysQL aws-connector-us-east-1 Critical Identify exposure (1) Atrisk
MySQL_9294 MysQL aws-connector-us-east-1 Critical (&) Protected \
Oracle 2115 Oracle aws-connector-us-east-1 Critical V () Atrisk
Oracle_8821 Oracle aws-connector-us-east-1 Critical y () Protected pg_important

Oracle 9819 Oracle aws-connect st-1 ’ () Protected .
3. J—oO—FOFElZzRTIBICIF. T9—o70—F] F0oT—os0—-F U2 UZ&ERLES,

Protection > FSxN_fileshare_useast 01

FSxN_fileshare_useast_01

() Protected @ 0] Not marked for recovery

TTT Citical Protection health Alerts Recovery

Importance Edit protection

High
@ i @ Protection \"_'_", File share

Privacy exposure

- Location -fsxEnvit it
Files with Pl @) 181 hits in 150 files 2/ 3 enabled 7 FemmEmirenmen
Detection Console agent console-agent-us-east
Types of PIl
rps-critical-plan
= Credit cards 20 its in 150 files
— Policy
View policy Amazon FSx for NetApp ONTAP
Contacts 95 tits in 150 files
——
L Passwords 28 hits in 150 files % Volume: FSxN_fileshare_useas...
e @ w
Backup destiriation Cluster id aaalllala-lall-1laa-1..
g Data subjects 38 hits in 150 files . 3 fsxEnvi
View backup destination System name sxEnvironment...

Storage VM name svm-fexEnvironment...

4. J—o0—ROFHAR—2T. TIAN—DORHEZ AL OFRZEELE T,

NY—DBENT—IO0-FOEEMICEX 3XE

N—BHOZEIE. 7—70—-RFOEEMRICRKEZRIFIAIERMEDHD FT,

86



TSANY—DEBLE ZOTSAN—DBED ZOTSAND—OBHIC K. 7—J0—ROEE

L7558 5: DL\T: ElIIXRDLSICHEDFT,
PRl =, . & =T 1= =3 el = &N B EIVESS
m Bl &% ZEEDEE
& =2 ZEHNSEEANDEE
] = EEXTISEEDNSEAAN
DEE
ES

T—RDEOFEMICOVTIE. T—2DEORFa XY hEBBLTLLETL,

T —RADFEICDVTER"
s "AAT—H2OATI"
s "HHEBARICRESINTWAT—2%FAET D"

NetApp Ransomware Resilience Ti&H SN L7
75— hZWIET D

NetApp Ransomware Resilience (3. WEDEREMZRH TR . Ay aR—R @
HMEHIC 7S — b %2RRLET, Ransomware Resilience IFESICRFy o3y bh%s
ERLET. SV LTI TMMED 75— T TEBENR )XV EZERLED,

Ransomware Resilience "WEOAEEMZRHE T2 . IV —ILOBHREICENHARTIN, RESNTE

) I‘[/Z‘/t—%?X_}Lb\ *1|:| ni_a_o EE.?X_}L“_‘;\ Ej(z\ %35. (!j-élj 7|:| I\ BCJ:U
Ransomware Resilience ® 75—k 7D 7 5 —cAD) V7 ICEAT3EHRAEENE T

RRHZERTEID TCUICT—RZEETBCZRETEEXT,

75— hEERT D . Ransomware Resilience | Z DEMEZFE L. BEDIRIECEENIT
T. BE7S—hrZ2BRBLAELSABED T,

T—ROEREZMBITIICIE. 77— E2EAERFBRETELTY—7 L. X NL—UBEEDER O %
BRTES&L5ICLET,

BT7S— Ml TETELBRV 2 —LERT—RADEBDA VT MHEENZHZBEDRHDET, TN
T@()&?VF%E LET,

Ransomware Resilience |&. 75— FDRITINTRERICEAT 2XD &L S B EIEN S BHR=REL £
ER

* 77 IVRRFOIMEREIZEBEShE L
*BRHINTL—bEFREINBZL— 2B LTcT 7 1 IILDIERK

87


https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/concept-cloud-compliance.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/reference-private-data-categories.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html
https://docs.netapp.com/us-en/bluexp-classification/task-investigate-data.html

* RETNICREFBREINBZROLERICK ST 71 ILHIFR
* BESELANILDEL. T7MNIIEBRFZEELRVGS

5 — MMIROWITNDICDEINE T,

* BEREE: Autonomous Ransomware Protection DT L WLARIEEREZ & H L. EDREHIEE 24 K
L/(V\]k 20 B EEDIRENIEBRICT I— O RELEFT (T 7 4/ FDEIE),

* EE ROMEICESVWTESNRELE T,

o FTLUWLARIEBEDRE IS CNETHRINTE ST, RILFEI KRB LTES SN IFE+9R[E
BHIEDERINTULEE Ao

cHWLWIY rOE—DEAINE T,

e T7MINDFHEAND . EEFRAH. BRIEE. ELFHIBRT7I7T1ET4DN BEDLANILLHERLT
2fFCBD F LT

() sANBEOBE. BHEREIY FOE—ICESVTOHTONET.

SFHLIZ. ONTAP® Autonomous Ransomware Protection DIEIRICE DWW TWE T, FICOVLTIX. "B
RS YL T PRE - BE,

F—brDRAT—RRIIIOWVWTNNMCED XT,
cFHLWL
*ET7IVT1T

TI5—b AT FOREIRDODWVWTNICED £7,

CEHRIARTOA T ME BRAUICKRESNACEIC THR1 cLTY—2ENZET,

CERTITAETAD IOV LV ITHETIIBEVWERDNZHRIE. RAT—2 X% THEHR) ICEET
TEY.

@ WEZHATLERIE. TICRICLIFTEEREA. 7—70—-FZRET B L. BENR

SUBLUITHREICGC TEIMICERSNIEIRTORFy P ay b JE-Hxe
ICHIFRRE N E T,

CHTFHR: ATV MMIATFHRTY,
CRREBEH AT MIMEEESNE LT

* BERA BEEOEVWT S—FDIFE. 5 BURICAIDO T IS 3 »HBsnRITNE. 122 TY ME
BHEMICEREINE T,

ESUE/\—/’C Ransomware Resilience ICEZF a2 ) T4 BLVAIARNY MEED X7 L (SIEM) %=
¥R L =354 . Ransomware Resilience (75— FD3Efl%E SIEM 2 X FLICEELF T,

77— hZRR

TI—=hMCE FUTLTDITMEA v aR—RELF T75—b) RTHBT7IEXTEET,


https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html
https://docs.netapp.com/us-en/ontap/anti-ransomware/index.html

MEZROAVY =)L O CORRAVZRTITBICIE. BEEEE. 744 —FE7O0>c7 MEIE

B UV LI LPVIVREBE, FRESOYLIIT7 LYUVIVA Ea—7—0O—ILHURET
To "TARTOY—E RIS T BBIUeXPD 7 7€ XO—ILICDVWTER",
FlE

1L SO LT TS Y2 R—RT [7I3— M RAUZHRELET,

2. WIENDDRT—RADTFICHZ* IR TR EZERLETD,

3 T75—brEFERLT. 75— rILIZER) 2—LDTRTDA VTV hEERELET,

4. BMDT7Z—hERERTZICIF. EEDNUKFTVRRNT[7I— M ZBRLET,

o0 I75—h) R=ITT7F7—bzHRELET,

Alerts ﬁ Run readiness drill /) Free trial (30 days lefyy ~ @ >

Automated responses

™ 6 12

Alerts Impacted data 9
Snapshot copies
Alerts (6) a 4
Alert ID | Workload %2 | Location 3| Type =% | sStatus T 3| Consoleagent = $| Incide.® | Impacteddata % |
alert8727 Oracle_8821 10.0.1.193 Oracle Active aws-connector-us-east-1 2 2 GiB
ws_alert9823 Oracle_9819 10.0.1.193 Oracle Active aws-connector-us-east-1 1 2 GiB
alert3932 MySQL_9294 10.0.1.10 MysQL Active aws-connector-us-east-1 2 2 GiB
alert7918 vm_datastore 4719 10.0.1.57 VM datastore Active aws-connector-us-east-1 1 2GiB
alert5319 vm _fileshare 6699 10.0.1.215 VM file share Active aws-connector-us-west-1-account... 1 2GiB
lun_alert_6285 LUN_storage_01 10.0.1.10 Block Active aws-connector-us-east-1 1 2 GiB

6. MOWTNHMEAET,
C[BEDOHZBTITAETARPEERILI—Y—1TEIZRET 3]0
c SV LDITT AT N EERERBRTETELTIR—UTD (A>T MR EINE)
° [BEMAKRETIIZWVT VO TY FE2EHET 3],
To—FX—=)LISIRIET D
Ransomware Resilience 3B EMN AT ERZZH T 2. YT ) T2 a > OBHMEREICEIVWT, BFELE
A—H—|CEFA—ILBHNZEXZELE T, BEFA—IICIF. EXECPEZELXZITZVY—IAKYE. 7F7—FIC
g 3BERMNMSTENTUVET,

SUBLUITET - FDEFA-IIBNEZRETEET. COMBERZHERATSE. 77— b TOEK
E. ZEzRIT2VV—-XBIT3RHReEICIBETEXT,

X— LB EEET 3 (0id. "X — BB e A RET 5",

89


https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings
https://docs.netapp.com/us-en/bluexp-setup-admin/task-monitor-cm-operations.html#set-email-notification-settings

1. Ransomware Resilience T. [FRE] R—JICBEIL £,
2. " BHI*OF T, BEFX—IILBHREERDITE T,

BT I7—br2RETEIX=INTRLREANLET,

4 ZEZFRELFT,

HLLWIS—hEREND . BFA-IILBRIDES LSICBED XY,

MEBERIVY =)L O—JL CORXVZRTITBICIE. HREEE. 744 —F-E7O0>0 o FEEE.
SUYLDTT LPVIVREBEE, FES YLD 7 LPUIVRA Ea—7—0O—-ILHBRETT,
"IANTDH—E RICW T BBIUeXPO 77 XO—JLICDWVWTER",

FE

1. X=)LERRLET,

2. X—=)LT 75— brEXRT] #FIRL. Ransomware Resilience IcOZ 1> L F 9,
> —k R=IHQRRREINET,

3BT I—HMIDVWT, EBRUa—LDITRTOA VTV b ERERLET,

4. BMOT7 Z— b ZERTBICIE. ELODNAKFUVRNT 75— Z0VvILET,

S MDWITNMIEAE T,
C[EBROBHBZTVIVTAETARERRI - —1TEIZRET B3],
SV LI T AT EEIRERTETELTIY—VT B (A EASRRFI T NT=1R) o
o [BEMAKETIIHRWVWT VO TY M2 ERT B3],

EEOHB3 79T ETAERRI—Y 1T Z2EHT S
75—k 7R3, BBEOHDZT7I7T4ETADHBINESIHEHERTETET,

MEBRIOAVY =)L O—IL CORRIV%FETITBICIE. BBEEE. 714 —F37O00cy FEEE.
X oY LD 7IMEEEOO—IHIRETY, "IRNTOT—EROI VY —IIL7VEZ20—)LICD
WTEBLET" .

EDEXSBFANRTEINEITHPRREINZFMS. 75— DR EDEKSICIA—ETNIMCE->TE
BOEI,

* ONTAP® Autonomous Ransomware Protection #gEIC &> T h U A—ENEF T, Chldk. RA)a—LR
T771ILOEEICEDODVWTCEREDHD 77714 ET1=2EHELE T,

* Data Infrastructure Insights 7—20—F X a )T« IC&>ThRUA—CNET, ChiliE. Data
Infrastructure Insights Workload security D Z 1 2> XHHETH D . Ransomware Resilience TENZH
T RIHENDDET, COMEEIF. A L—2Y J—JO0—-RFATOERRI—Y—1T8IZEEL. £
DA—HF—IlLBEHBOT7IVELAZTAYITEDLIICLET,

Ransomware Resilience TU7—2J0O— R £X¥ a7 ZBMCTBICIE. [RE] R—JICBEIL. [V
J0—RFR EFallFqs8EK 473> zERLET,

Data Infrastructure Insights 7—20— RtEFX a2 U 74 OBMBIZOVWTIE, "7V—20—RFREFa U7
22LT',

90


https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html
https://docs.netapp.com/us-en/data-infrastructure-insights/cs_intro.html

Data Infrastructure Workload Security D1t > XZFrE L TH 59 . Ransomware
Resilience THEMICL TWARWEE. BRAI—F—HEOBRIIRTINEE A

BROBHBT7IVTAETADNRETZ L. VI—rDERSN. BBIXRFT v T2 a3y bHBIGEEINE T,

Autonomous Ransomware Protection "S5 DEBEEDH B 77T A ET14 DHERRLET

Autonomous Ransomware Protection #' Ransomware Resilience T7Z—hZ b)) H—93 & XDOFM%Z
RLRCTIFT,
*RET-AOIYOE—
* T 7 AL OFREERER CRERD IR
71 I OFEHIFRE E R HER DL
*RESNAREERLIET 7MIILOFEEINZGRIEZER
CHEERITBRTIFAINETALI Y

@ INS5DsFMIF. NAS 7—J 00— R TRRTEEI, SANRIETIF, T hOE—T—42D

N Ly,
\FIRRIEET Y
AHHF Al Be o
1. SV LTI TPMEXZa—D5, * 75— MEBERLET
% x) — 1 N o
"T—hEERLET
2.7 = o
VITY R EERLES
3. — bk |7\] DA TV at o
Alerts > alert3932
alert3932
Workload: MySQL_9294 Location: Type: MySQL Console agent: aws-con...
@ 2 @ 19 days ago 2 GiB 286
Potential attacks First detected Impacted data Impacted files
ncidents ¢
Incidents (2 a {4
|:| ¥ IncidentID 4|  Volume % | Storage VM 4| System 2| Type 4| status =4 | Firstdetec..4 | Mostrece.. * | Evidence 4| Automatedre...
D inc3444 mysql_useast 21 sum_VsaWorkingEnvir. VesWorkingEnvironme...  Potential attack [ New 19 days ago 18 days ago 4 new extensions... 2 Snapshot copi
M inc7792 mysqi_useast_22 svm_VsaWorkingEnvir..  VsaWorkingEnvironme...  Potential attack [ New 19 days ago 18 days ago 4 new extensions... 1 Snapshot copy,

4 AVOFTY FOFMEREETBICIE. 1V T YR EBIRLET,

Data Infrastructure Insights 7 —2 00— R €% 21 574 TEEARI—Y—1T8ERTIT S

Data Infrastructure Insights Workload security ' Ransomware Resilience T7 > — k% ) A—L7BE. &
bLLwi—H—%RRL. I—HF—%TJT0Owv o L. Data Infrastructure Insights Workload security TiE#%1—

Y—T7I074ET2AEBETEEY,

91



N5 DEEEIX. Autonomous Ransomware Protection 15 D &F T F 3 B HRICEM S
N3HDTY,

BHtR 9 B a0IC

C DA T arilid. Data Infrastructure Insights Workload security D51 2> AU ETdH
D . Ransomware Resilience TENZBMICT I2HELHD £,

Ransomware Resilience T7—2 00— R X a7 28T BICIE. ROFIEZRTLET,

1 ER=JICBHLF T,
2. Workload Security #%#t 7 7> 3 > Z#RL £7,

FHHICOVWTIE. "SYT LY TIMREEER T B" .

FIE

1. SV LTI THEXZ2a =5, * 75— MEFERLET,
2. 75— hEERLET,

3. 7o I\m@,r//T/I\%EEWL\L/EjO

Alerts > alert8727

alert8727
Impacted workloads: Oracle_8821 Mark restore needed
% ® 2 EI 286 g 2GiB @ September 2, 2025, 1:57 PM
Potential attacks Impacted files Impacted data First detected
Incidents (2) Q 4
D bt Incident ID ¥ | Volume 3% | Storage VM = | System = ‘ Severity = | Status T = | First detected 4 ‘ Most recently de..s | Evidence = ‘ Au
D inc4922 oracle_usea..  svm_VsaWorki..  VsaWorking... @ Potential attack i:l New 13 days ago 12 days ago 4 new extensions detected 1S
‘_\ inc3163 oracle_usea.. svm_VsaWorki...  VsaWorking... @ Potential attack Q New 13 days ago 12 days ago 6 new extensions detected 18

4 AV —=I)LICE>»TERINTLVBREREBRNT. fHbLVWA—H—IC&BE5RZ 772 TOv093
IZIE. [A—HY—%27JOv o1V I %FERLET,

S. VS—bERRBTS—PROAVITU R ERAELE T,

a. Data Infrastructure Insights D7 —2 00— K X274 TP 5 — b2 ESICAETSICIEF. 7—20O
—REXa2UTAsTHRE V>V IVZERLEFT,
b. 1> 7> FOFMZRRTBICIF. 10TV M ZERLET,
Data Infrastructure Insights Workload Security B’ L W2 T THEF £,

-+

92



I NetApp Cloud insights: NetApp PCS Sandbox ()  GenngSianmd =

ol Otsarvability Ransomware Attack '0) J':J lf._l_ﬂlf
0 mternetes ®
POTINTIAL ATTACK: & Dertwind Action Teken Samus
W workiosd Secunity - Ransomware Attack IHhouriage i Aszm Dlockess an & Ty @ New
s s Snapuhons Taben
Aaarry
Lins vy titem b -
uuuuu s 44 ey rszone Emitien
b Ja
[T PR
Cadlecton
Pariey Total Attack Results Encrypted Files
Btk e it
2 o 1,832
ONTAP Easantialy
-]
@ Adein A3 Fil
1 user podounl
it ‘l
A b rocs # i " -
At tm Alleweed £ Type
Related Users
4 ™
Mol Unerfil Accens @ 1,141 Dtected
M Csi e Unitdekad 1% houn agu
| Firarce Frmcrypoed e 1, A T P

FIYLIIT AVITY M ERIBEREETELTR =TT 5 (1 VI TF Y MHOHRIE
nr%)

WEZEIELIER. T—2DEB I TETLIEZANL—VBEEICERML. VANUZRIBTESLDICL
F9.

MEBROAVY =)L O—IL CORRIVEFETTBICIE. ABEEE. 714 —F3700cy FEEE.
FES oY LD 7IMEEREOO—IHDIRETY, "IRNTOT—EROIVY —IIL7UEZ20—)LICD
WTEBLET" .

FIE
1L SV LTI TMEAZ2a—D5 * 75— MZBRLET,

93


https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html
https://docs.netapp.com/us-en/bluexp-setup-admin/reference-iam-predefined-roles.html

Alerts

12TiB

Run readiness drill

Automated responses

9

/N Free trial (30 daysleft) ¥

® C

Alerts Impacted data
Snapshot copies
Alerts (6) a 4

Alert ID Workload &= Location $ | Type T2 Status T T Console agent =% | Incide..% | Impacteddata % |
alertd727 Oracle 8821 10.0.1.193 Oracle Active aws-connector-us-east-1 2 2 GiB
ws_alert9823 Oracle 9819 10.0.1.193 Oracle Active aws-connector-us-east-1 1 2GiB
alert3932 MySQL 9294 10.0.1.10 MySQL Active aws-connector-us-east-1 2 2 GiB
alert7918 vm_datastore_4719 10.0.1.57 VM datastore Active aws-connector-us-east-1 1T 2 GiB
alert5319 wm_fileshare_6699 10.0.1.215 VM file share Active aws-connector-us-west-1-account... 3 2 GiB
lun_alert_6285 LUN_sterage_01 10.0.1.10 Block Active aws-connector-us-east-1 1 2 GiB
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Alerts (6) a 4
Alert 1D | Workload %+ | Location s Type =3%| sStatus T+ | Consoleagent = % | Incide..® | Impacteddata = |
alert8727 Oracle_8821 10.0.1.193 Oracle Active aws-connector-us-east-1 2 2GiB
ws_alert9823 Oracle_9819 10.0.1.193 Oracle Active aws-connector-us-east-1 1 2 GiB
alert3932 MySQL_9294 10.0.1.10 MysQL Active aws-connector-us-east-1 2 2 GiB
alert7918 vm_datastore_4719 10.0.1.57 VM datastore Active aws-connector-us-east-1 1 2 GiB
alert5319 vm _fileshare 6699 10.0.1.215 VM file share Active aws-connector-us-west-1-account... 1 2GiB
lun_alert_6285 LUN_storage_01 10.0.1.10 Block Active aws-connector-us-east-1 1 2 GiB
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Alerts > alert3932
alert3932
Workload: MySQL_9294 Location: Type: MySQL Console agent: aws-con...
(OF] @ 19 days ago 2 GiB 286
Potential attacks First detected Impacted data Impacted files
Incidents (2) Q RS
|:| ¥ Incident D 4| Volume %2 | storagevMm 4| System 2| Type 2| status = 4| Fistdetec..4 | Mostrece.. 5 | Evidence 4|  Automated re...
D inc3444 mysql_useast_21 svm_VsaWorkingEnvir..  VsaWorkingEnvironme...  Potential attack Q New 19 days ago 18 days ago 4 new extensions... 2 Snapshot copi
I_l inc7792 mysql_useast 22 svm_VsaWorkingEnvir..  VsaWorkingEnvironme...  Potential attack [ | New 19 days ago 18 days ago 4 new extensions... 1 Snapshot copy
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