A—HF—T7IT1ET A REZHRET D
NetApp Ransomware Resilience

NetApp
April 13, 2026

This PDF was generated from https://docs.netapp.com/ja-jp/data-services-ransomware-
resilience/concept-user-behavior.html on April 13, 2026. Always check docs.netapp.com for the latest.



>
EPN
A—Y—-TIT1ET A RHEZRET S
NetApp Ransomware ResilienceD 1—H#'—7 07 4 ET 4 &RHEICDVWTER

BOLWIA—H—T7IT74ET1DTFL VDV D
dvR—x> bk
S oY LD x 7Tt & Data Infrastructure Insights
RDFE

NetApp Ransomware Resilience D 1—H#'—7 75«1 E T 1 BRHEH
IS RZONA A DY R—
ARL—FTa 20 PRATLEMH
H—N—BH
ISRy NIT—=OTF70EXIL—)L
Iy RT—=TORIL—=I
RDRTY T

NetApp Ransomware Resilience CA—HY—7 771 ET 4 RHZHRET
FtAS ZH0IC
1—HY-—TIT4ET4I—2z 2V bERT S
A—HY—Fo Lo M) OAXIZEERT S
RBRA—Y—TIT714ET4 75— MILETS

© © 00 0 O O & A W W W WN 22 2

-
w -



A—HY—7 074 ET 1 BHEERET S

NetApp Ransomware Resilience®D 1—%'—7 7 571 E T 1 1&
HICDWTER

A—H =TT ET o &RBEEREICKD. NMMm&mwmmmR%meE$D\1—
P— LRILTIGIOTLIIT AR MMIXL L. T—RERERPKRELHIBRG DA AN
Y hZBEIETEEY,

NetApp Ransomware Resilience &, O L WI1—H—7 VT ET 1 ZBER TSI T, Al ZFRALIET—
ARERHZERLET. iAWMDTITAET 1 DRBBEMERABRD T ITAETA DT IV EINE—
CEFERALT. BEREOHIERZHMIL £, MHIN 3 L. Ransomware Resilience (& NetApp Console
EX=L. BLUBEINEROEF 2T IO ATL (SIEEMARY) TEENICTS—FE24ERL
79,

FhHhLWI——D1T8% & L TEE 9 3 NetApp Ransomware Resilience |5, &Hh LW EBHhN3T—4
FBECHKEDORAPCNZ—ICDOVWTEELEL XY, 77— M T. NetApp Ransomware Resilience (&7 0
JTEZA—H—ZHALET,

Ransomware Resilience I&. ONTAP® FPolicy IC& > TER SN2 —H— FIT4ET1 AR N EDIR
LT &OLWIA—HY—TI9T70ET0ZRELET,. A—F—TIT710ET1 T—2ZNX&ETBIIE. 1
DUEDA—YH—TFIOTF4ETe I—Cx Y BRI AUNENHDET, T—Tz2bE TFHFVMED
TINA RITEFTE S Linux b—N—F7=lF VM T,

A—HY =774 ET 1 DEBIFIRE. SAND—27O—RTlEHR—brEThTULEE
@ Ao Amazon FSxN for ONTAP. Cloud Volumes ONTAP. ONTAPDNAST —Z O— KR ca1—1f
— 79T ETREZFERTEEY,

FHOLWIA—YH—T7I0T70ET10DTALUDYD

Ransomware Resilience I&. 21— —DITEICETZ 7 4L Vv o%ELEFT EHOLWTFIT0ET o
DPRELILEEPEBHINMRESNEZIERTIVIAMNETTT) o TNBIE. T70IL. TaL O RU R
a—L. 7—=70—-RIZBITBZIROLVWT VT4 ET 0 DIEEZREMNICEMRICIL. IRV DTS T1EIC
BIBET, FHILLWI 7AIIILRFOHIRDHEERTET X9,



Alerts 3 dbalert3932

db_alert3932
Impacted warkloads: mysql 9204, 3

I Take snapshot now Mark res

B © llancackiEack ® Active Edit P £ Warning & Suswiclous user behavior @ Jery .25, 402 Al
Suspicious user Status Severity Tipe Detection time
Suspicious activity Al activity
[F  Review the suspicious files with read, write, ereate, and delete activity that triggered this warning and couid lead to ransamware-type behavier. Time period | 302 AM - 502 AM falert) v | meset

‘Suspicious read, wiite, create, and delete activity by volume Tip: Drag the mouse on the chart to se'ect 2 custom time period.

0,00
5000
00
2000
2,000
31zam 322am
@ waming @ mysaluseast 21 mysqluseast 22 @ Wbarpstestvoll  Showmore v

New file extersions

f] = ] anx ] win ] bmp ] es ] e [dED £] o

BHOLWTIITA4ETA4%ZIRTDT7ITA4ETADE2a—HRTEE T, IRTOT7IT74ETrEa—
TlEF. 7OVERDEBERT7I7ELRAIEEZEDARY MIMA T, 5iHRD. EFAH. BEIOEE. BH). Erl.
HIBRDARY R EBRETEET,

Alerts » db alert3932

db_alert3932
Impacted warkloads: mysql 9294, +3

i Take snapshot now

8 () Liam O'Reilly Block ® Active Edit # A\ Waming [ Sipiclois iser hehitor ® January 9, 2026, 4:02 AM
Suspidious user Status Severity Type Detection time
Suspicious activity Al activity
#* Digdeeper into a1l fle activiy performed by the suspected user to understand the extent of this potential data breach attadk. Timeperiod | 302 AM - 502 AM (alert - e
Al fle activity Tip: Drag the mouse on the chart to seiect a custom fime period.

312am 322am

@ ~et & Acesscange D Accessdenisd @ read @ wite @ cede @ delele @ ottes @ rename

dAVR—x> bk

NetApp Ransomware Resilience OD&H L WI—H—1T8T7 UV T+« ET s BHICIE. 3 DOFEBEIAVER—RY
rHBD £,

CA—Y—-TFTITA4ETAI—CIVMI TROALIVF—HOERITARERETY, 1—H—7I7rE
TA4I— /I‘/ RETBRENDD XY,



* F—ARIALYVARIF. A——T U T 1 ET 1A~ k%ERansomware Resiliencet B L FFd, 7—4 1
LOAIE "&@HLWIA—H 79T ETs DRBRBICKD T Y LD T 7REHERZEFMW L SICEBN
ICERRENE 9,

*A-H—T LI M) ARV EZFERIZE. - —ReI1—F—IDEDOITYEIHEREICHRD. &
HLWI—F—DITHANORIGH K DBREICHED X, I—H—T LI M) IRTXZRET BHED
HHET,

Z >t LD = 7ittE ¥ Data Infrastructure Insights

Ransomware ResilienceD&¢t L L1 —H —17Eh#&H 3. Data Infrastructure Insights (DII) Workload
SecurityX DIEETH D, "DITY RARA > M EFEHL 9, Ransomware Resilience T1—H —{T8i&H %
BIICTBDIC. DIBHRIBEDD FHA. I—F—1TERBZEMICTBICE. "VELT -V
AL R—%ER L. BYRT T LD T 7REHEREZEMCTS"

9 TIZNetApp Data Infrastructure Insights (DIl) Workload Security %z A L TL\ %35 &1, Ransomware
Resilience (C[A] U Workload Security T—> > b Z2{ERT 5 & ZH#18 L £ 9, Ransomware Resilience
FBIC{ER) D Workload Security T— > FZ BT 2HEIFHD FEAD. B L Workload Security T—2
T hZERT 3ICIE. Ransomware Resilience Console #8## & DIl Storage Workload Security 77> MED
RT7VVITERDUBETT, COXRTIITZEBMITRICIE. 7HATY MEEEICBEULWEHE I,

XROFIE
c"A—H—1TEMT VT ET s REDOEH"
" I—H—TETITAETA I BB RRET D"

NetApp Ransomware Resilience®D 1—%'—7 20 5 4 E T 1 &
HEH

NetApp Ransomware Resilience 1—H —1TE8&EHICL D I—HF—LARILDZ VT LD
I7 ARV TEBRLIICHRDFET, - —OHEREZBMICTBICIEF. T
— Iz bhDEY b ZERTIMNELRHD XTI, REEZBEWICT BHIIC. Ransomware
Resilience I N> FZBYIICHRH L THRETET 3L SIS, BlEgicNTWBAARL —FT+
VG VRT L Y—=N— BLUORY T D0BEZ®E-LTWVWE I EHERT 344
ERHD XY,

70 R7ONAE DT R—k

HROLWIA—H—TIT70ET0 T—RIFE. XDU—23 >0 AWS LU Azure ICIRFESNZATEEMED H
DFI,
220k ZONAAR —>3y
AWS s POTAFEE (VR=—) (ap-southeast-2)
* 3A—0Ov/N(7Z>7 7L ) (eu-central-1)
* KERE (N— =748 (us-east-1)

Azure AKERER


rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
rp-use-protect.html#add-a-detection-policy-to-workloads-with-existing-backup-or-snapshot-policies
reference-user-activity-requirements.html
reference-user-activity-requirements.html
reference-user-activity-requirements.html
reference-user-activity-requirements.html
reference-user-activity-requirements.html
reference-user-activity-requirements.html
reference-user-activity-requirements.html
reference-user-activity-requirements.html
reference-user-activity-requirements.html
reference-user-activity-requirements.html
reference-user-activity-requirements.html
reference-user-activity-requirements.html
reference-user-activity-requirements.html
reference-user-activity-requirements.html
reference-user-activity-requirements.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html
suspicious-user-activity.html

ARL—FT 4 >0 AT LEH
BOLLWI—Y—1T8OBRHIE. KOARL—FT4 VI RATFLTHR— I TVWET .

ARL—FTa4 >0 PRT LA PBR—FRRON—T 3>

TILIUF v TR 9464 EY R) NS 9564 Ew k). BKU 10 (64
Ew ;) (SELinux Z& L)

CentOS CentOS Stream 9 (64 E v )

Debian 1164 Ew k). 12 (64 £ k). SELinux 28T

OpenSUSE ') — 15.3 (64 Ew k) H'5 156 (64 E v 1)

Oracle Linux 81064 EvY b)) HLXUV9.1(64 EY ) DS 9.6 (64
Ew k) (SELinux Z& L)

Red Hat 81064 EY ) 9164 EY F)D596(64 Ew
k). B&U 10 (64 Ew k) (SELinux £5T)

Ow*— Rocky 9.4 (64 Ew k) D5 9.6 (64 E v ). SELinux
20

SUSET > 4&—735 4 XLinux 15SP4 (64 Ew ) H5 15 SP6 (64 E v )
. SELinux #8¢

Ubuntu 20.04 LTS (64 E v ). 22.04 LTS (64 E v )

. 24.04LTS (64 Ew )

@ A—HY—TFTIOT4ETe IT—C Y MIERT BTG BOT7 T 5r—2 3> LRILDY
ThOx7EZFTLAVTLLETV, ERY—N—%2E8HL T,

ZDunzip A YA —=JLICIEOR Y RHBMETT, €D sudo su - I YR =)Ly ATV TDET. 7
YAYZAE=ILICIEARY R ETY,

H—N—FEH
H—N—ZRORNEHEE L TVIRENDH D T,

*CPU:407
« RAM: 16GB RAM
* TARIUVBRE:I6GBDEZTT 4 RIVBRE

H—N—DOHIREEE

* T AN RT LDIERRZRIREIC T B TcOHICBIDT « AVBEHZEIDHETE S, T7 IS IXTLICD
B<EDH IBECB DESZHEHNHE L EMWRLE T, +HL /opt NAS XL —IDBRYTU Y hEhic
TANA—THBH. O—NIL A—HF—EIDTAINE—ICT I ELATEZRENHDET, O—AJL
A—F—ICHEBEBERDBVGEE. - —T7IT70E71 T—2 12 bOERDRR S 2 AJ8EMEN B
D&Y,

c A—HY—7U 74T I—2 x> ME. Ransomware Resilience E ISRID S AT LICA VA M—=ILT 3
CCEHRELET, ALY UVICA VA M—ILTBHEIE. 50~55GBDT 1+ AV REZHEFRT ZIHEN
HOET, LinuxDIiFEIX. Joptinetapp I225~30 GBDAR—RX%ZE|D YT, ‘var/log/netapp IZ25 GB



ZEIDHTEY,

* Network Time Protocol (NTP) &% 7zI& Simple Network Time Protocol (SNTP) Z B L T. ONTAPY X7
LEA—YH—TO0T74ET4 I—Cz Vb IOVOMADORRZREPIZ_EZzHEBHOLET,

IOy NI —=O0T7OERIL—IL

BES Mg (7O 7AFF A—Ov/N. FLEIEEKE)DIFTTF Ry bT—=0 7OEX I —IL 2B L E
ERS

B > XA b —I)LBFIC. <site name> ZTAIIFA—F (*) HERICBETHZAFT, T—>
() YT o7c IS, RECHIFTRICL o1 5, HIRET 1 FRICBEMI ST L
TEFET, ¥+ FRICDVTIE NetAppDIBHFICHEUVEDLE <72 L,

A—HT7 T4 EFT 1 IT— 1 MiENetApp Data Infrastructure Insights 727 / O % FERAT 3
(D) 7®. “coudinsights T R+ > FEEALET. HMCOVTIE RESBLTI LS
LYo

APACR—XDIA—HY—T7 I T4 ET4I— TV FDEA

ZOk3d)L K-k V=2 TATAX—>3Y B
HTTPS (TCP 443 d—#—74  * <site_name>.cs01-ap- Y LU
) TA4ETAI 1.cloudinsights.netapp.com TIEAD T
—YIrh « <site_name>.c01-ap- 72
1.cloudinsights.netapp.com
* <site_name>.c02-ap-
1.cloudinsights.netapp.com
 gentlogin.cs01-ap-
1.cloudinsights.netapp.com
A-—OYyNZHRET231I—H—TIT74ET4I— Y FOEA
ZOk3d)L K-k V=2 TATAX—>3Y BTl
HTTPS (TCP 443 a1—1#%—74% -+ <site_name>.csO1-eu- SO LTI
) F4EF4T 1.cloudinsights.netapp.com THsEAD T
S i o Tt

» <site_name>.c01-eu-
1.cloudinsights.netapp.com

+ <site_name>.c02-eu-
1.cloudinsights.netapp.com

+ agentlogin.cs01-eu-
1.cloudinsights.netapp.com

KER—Z2DA—HT7IT714ET4I— > FOEA



JOk3d)L R—Fk v—2

HTTPS (TCP 443 a—4

) FqE
—JI

vy bDO—=2ORHIL—IL

ZJOk3adlL R—k

TCP 389(LDAP) 636

(LDAP / start-tls)
HTTPS (TCP) 443

N
7T\ N
H\<

<
|

SH qTH

A

TRATAX—>3>

A

=iEA
SV LTI

<site_name>.cs01.cloudinsights.netapp.c 7 M4EAD 7
om

A

<site_name>.c01.cloudinsights.netapp.co

m

<site_name>.c02.cloudinsights.netapp.co

m

 agentlogin.cs01.cloudinsights.netapp.com

H HE X

\& N

\& N

HY HN

\U NI

\U NI

T\ TA

m

m

TRATAX—3Y
LDAP Server URL

95 2R EIE
SVMEBEIP7RL
Z(SVM L& —
DEREICE > TER
DET)

atEA
LDAPIC$E#:d B

ONTAP & MAPIE{S



JOk3alL
TCP

R—k
35000 - 55000

V=2

SVMT—ALIF IP7
KL X

S ML

A

N

\& N

H\

v

\’1

- A\ W

n \

&R

Fpolicy T X2 ~IC
B9 30NTAPH S
A—Y%—TF7I57qE
T4 I—xTV A
D&EfE. ONTAP H'
ARY b EI—H—
TOT14ETe IT—
ST YVMIEETS
ICld. 2—%— 772
Ta4ETs I—x
vhiogLTIns
DR— bR BE
hHpbxd, Thi
&, A—%— 7075
1ETq4 I -1
cEEODT 74T
=)L (FET 315
&) bEaENZE

o +FR: NS
DR—bEITXRTF
HWTBIREIEHD £
BAD. FHTBR
— MIZDERRANT
HBIVENHD %

9, £9'13 100 ED
R—brZFHL. &4
B TE»TC
CEBEIOHLET,



&R

ONTAPY S R AZ&E

2P H5 EMS 1R
hkoa—% 7o
T1ET I—>x
v hADBE

£, ONTAP H’EMS
ARV M EZEETD
Il 12— 707
1tET1e -S>
cBEEOT AT
#—=ILHEHT. C
nsoR—rE1—
Y 70T ETa

IT—o T2 hSHL
THBERHD £
T +FE: N5

DR— b ZEITARTF
WM EIFHD X
AP FHTBR
— MIZDOEFRANT
HIVEHLHD X

I £91F 100 ED
R—brZFHL. &%
B TE»TC
CEBEHLET,

SSH 22 A—%—=TF7I054E T XXEE CIFS/SMB 1 —t—
Fq4I—ST>bk DTOYIICHET
ER

A
N
I
\

paAul Sy R— b V-2
TCP 35000-55000 75 A2 ERIP

n \

~4||T S
H% al
& N
H\
" NI
7 A\ W

IRDRATYw S

" A—HTFITFAETFA I AL VR ERETBR"

NetApp Ransomware Resilience CT1—H#'—7 771 ET 1 1&
HZERET D

NetApp Ransomware Resilience 1—H#'— 7571 ET s BHIE. I—%— LAXNILDZ
DHLIDTT7 AR FEBESCDICRIIE £9, Ransomware Resilience T L W1 —
H—EEOREEBMCT BICIF. D1 2021—F—T7IOF70ET0 T2
IVhZA VAT RIRERHDET, CNICED. SOV LDTT ARV MNIEE
YUTBEELGNZ—2H WD I —F—EFZERT 3T — X NEREIMERETNE
ERS

1—H— TIF4ET4 I-UIYME F—R ALYA—ra—HY— FLI P ARIZERRLL
9. CNSOTEANT—2ESHOIHIC SaaS DEFICEEL £ 7

* T—RIOALVZIE ONTAPH S A—H =TI T4 ET4T—2ZR&ELET, I—HF—1TBHREZS LR
EHBZIEN T2 . T—2AL 72D BENICERINE T,



CA—Y— FA LR ARIZ @EFA LY FUICEELT, - — D EZI—H—LRIITvEIIL
£9, 1—H— FLo M ARIZERET ZBENRHD £7,

A—H4— 795470 IS b T2 ALYVER— I—HY— FTo LU R AT RIETTA
T. Ransomware Resilience SREX v a7 Rh—RH6BEEBTEFXT,

9 TICNetApp Data Infrastructure Insights (DII) Workload Security Z L TL\ 3155

I&. Ransomware Resilience IC[G]1C Workload Security T— 1> b2 ERT 3 I 82 B8O
@ L £9, Ransomware Resilience FIC{ERID Workload Security T—Y > % RS 208

IEH b £ AN, [EL Workload Security T— x> b EH T 3ICIE. Ransomware

Resilience Console #8#& & DIl Storage Workload Security 77+ > FEDRT7 1) > JBEFRHIRE

TJo CORTIITZBMZTBICIE. THDUY MEEEICERBERIVEHDELLTEEL,

+DIl ZFEALT_ WAL FEIE. CCTOREFIEICEAFT,

BUE 9 BHEIIC

CFARL—=T A VIO RAT L =N\ BLURY FT T DEHFZHELLTVWS I ZBEEL T EE
L\O

WAEOIAVY—I)ILO—-I &b LWI—H—T I 71 ET 1 DEREZBICT 5I1CId. Organization admin
rolefUETY, TDROEFELLWVWI—H—T I T+ ET 1 DEREICIF. Ransomware Resilience user
behavior admin role "% E T, "NetApp ConsoleD S VH AT = PiHEO—ILICDWVWTEIR,

BO—-IDHEBL NI TERSINTWVWS 2R L E T,

A—H—7IF4ETF4I—S Y b EERT S

A—HF=TIT74 T4 IV M "ToHAL VX ORTARBERIECTY, 7—2IALUV&—ld 1
— =774 ET 114> ~%ENetApp Ransomware Resiliencet £5L £9, &b LWI—H—T U7«
ET 1 DBEHEEMICT ICIE. DB EHB1DOOA—HY—TIT4ETA IS b EERT IVEHLD
DET,

FIE
1. A= TIT714ET741 ISz bEIDTHER T RHEIE. v aR—RICBHL TSIV,
A—HY—=TFI0T74ET«1 AT, 7071071 ZERLZE T,
EBMNoa1—Y— 707470 I—2 x> bZzEMT 3581 [KRE] ICBHL. [1—H—T7IT70E
TA) 2N ERDIFT. BB Z&ERLET, A—HY—T7IVT7«sETw]EET. [1——T7I7q0E

T4 I—JTV M 2T Z#ERL. (BN ZFRLE T,

2. 959R FONAME— #BRL. R V-2 3>y #2FRLET, INEBIRLET,
3. A—H—F7UF4ETF4 I—C Y hOEEEANLET,
o A—Y—FITF4ETA IV

o AV =)L I—=xb-AVV=ILI-CxzV I A —TIVTF0ET0o I—C Tz bEE
LRy bo—0RICEEL. 2—F—T7I974ET79 I—Cz VD IP7RLRICSSHETES
MEBRHD X,

° VM DNS&Z X7-IZIP7 KL X
°VMSSH ¥— - XDOA,FLTSSH F—%Z AL X7 ©


https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
#add-a-data-collector
#add-a-data-collector
#add-a-data-collector
#add-a-data-collector
#add-a-data-collector
#add-a-data-collector
#add-a-data-collector
#add-a-data-collector
#add-a-data-collector
#add-a-data-collector
#add-a-data-collector
#add-a-data-collector
#add-a-data-collector
#add-a-data-collector
#add-a-data-collector

User activity agent name

Select a Console agent located near the user activity agent to minimize latency when transmitting activity to Ransomware Resilience.

Console agent

Provide the VM executable environment with “root" access for collectors in this user activity agent.

VM DNS name or IP address

VM SSH key
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Ransomware Resilience

Organization Project 10
Search
Q Account name Project name L 0 e

Settings > User activity > collector_001

Dashboard collector_svm_001 (o)
Protect X 10.001.00.001 svm_001 n
Data collector ) Runnin g9 1.685.0 ) 23 days ago ua_agent_001
. Cluster or storage Storage .
Type Status Version Last reported User activity agent
Alert: VM IP address M
Recover y
Workloads (1) Q
Report:
Workload S| Type =3 Importance = 3| Protectionstatus T 3| Detectionstatus T 3| Detection = 3| Other policy sourcesT 3 |  Backup desitnation = % |
Setting:
fileshare_uswest_03_.. File share Critical ) Protected Active 2/3 enabled netapp-backup-aws
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User directory

Connect to your user directories to identify specific users performing potentially suspicious behavior. Get help [

Connection ”~
Name User directory type
Active Directory -
User activity agent Server IP or DNS name
Select... -
Forest name or search name i) Bind DN
Bind password Protocol Optional
© LDAP -
Port
389
Attribute mapping Not set v
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