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Ransomware Resilience

Outsmart ransomware . -
Fortify, safeguard, and quickly recover ONTAP workloads using comprehensive orchestration, Al-driven attack . = a a: s
detection, and fast recovery processes in alignment with cybersecurity best practices. X

g o °
Get full access to ransomware resilience with a 30-day free trial. J -

Start 30-day free trial

{3, We won't read the contents of your data or change existing protection.

e o
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Identify and protect Detect and respond Recover
Automatically identifies workloads at risk, recommends fixes, and Identifies potential attacks using Al/ML and automatically Restores workloads in minutes through simplified, orchestrated
protects with one-click responds to secure a safe recovery point @ workload-consistent recovery
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Protection status

@ 9 9 in last 7 days E’ 9 1in last 7 days

Atrisk € 35 TiB data at risk Protected @ 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q i Manage protection strategies

Workload 1 |  Protection status = 2| Snapshotandback..= 3 | Type= 3| Protec.¥ 3 | Encryptiondetecti.. + | Suspectedu  Actions

FSxN fileshare_useast 01 @ At risk. None File share \ /A 2 '\\ Protect )
LUN_storage_01 @ Protected NetApp Ransomware... Block N/A @ Enabled Edit protection )
MysQL_4781 @ Protected NetApp Ransomware... MysQL pg_important @ Enabled

MysQL_8009 @ At risk NetApp Backup and... MySQL | /A d, [ Pprotect )
MySQL_9294 () Protected NetApp Backup and... MysaL A (%) Enabled N ( Edit protection
Oracle_2115 @ At risk SnapCenter Oracle Protect

2. [T%E_%] /\0_9—67_7D_ F%%*R L/\ [T%E_%] %%*Rbig_o
3. TUY LY T VIREHENR—I T, [EBM] ZFRLET,
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Add Ransomware Resilience strategy X

Add Ransomware Resilience strategy

Ransomware Resilience strategy name

Detection 1/ 3 enabled v
Snapshot policy Action required v

Backup policy None v

4. FLLVEERLZANTZD. BFEOLFEIZANLTIE—LEY, BFOLRIZANT3HEIF. JE—
TRBEIZERL. OE—) Z#RLET,

BEFEOHEEZ IE— L TEET 3 & ZERLIES. Ransomware Resilience (37tD %
() #ilc Tcopys BBMLET, BAILHH LD 1 DOREEEEL T, —BOREICT 5
MEBARHD ET,

5. BRIEBICDOWT, *FREFZFERL XY,

C BHAR D —:
RS — BRNCHRETSNIRERU > —D 1 DEERLE T,
C—RiEE: SO LTI TR EMICL T BENAS VLAY I TREZEHLET,
s BbL\WIA-Y—1TE3ORE: 12— —1T8HOREEBMICT R, - —-TIT1ET1 IR
;_ k' Ransomware Resilience ICXEE . T—RBERLEDEOLWVWARY FHRHINF

P AMINRFE IOV Y SOV LD 7 EEMICL T, BEROEHL L WD 71 ILILEF%
JOvoLEd, UYL T7HEIE. 7oA UBRENENICHE > TVWBIGEICBE R F vV
F 3wk aAF—ZERLE T,

JOv oSN 7 71 IVILRFEEE T 555 (1E. System Manager TIREL £ 9,
c At TT gy bR —:

" X7y T ay b RIS — R=Z: R)O—%EIRTBH. B 2 BRL TR Fv o3y b
R —D&EIEAITLET,

X Fy gy bhoOvy: TNEEMICTRE. 54T U AL DRy T gy bk
a—hrOvoch. SOV LTV THRENMNNYITY T AL —CDRELICEBALEBET
H, —TEHEXFv 7> ayv bk AC—%2ZEFISHIBRTEI A< AD FT, Chid. FAEXLL
- rHEENFE T, ChICkD. EXEBNERINE T,

2FwvToay A OvIInNTWVWBIEE. R a—LOBMERIZIR v >3y~ OJE—0D
BRMEARICERESNE T,

2FyFogay bk AE—OvZIid. ONTAP9.12.1 UPETHEATE £ 9, SnapLock®EMIC DL TIE.
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UTFEBRBRLTEEL, "ONTAP®DSnapLock” o
C RFwTI Iy bk RV a—I)L: ATV a—-IIATav. FEITBZRFyv IOy bk AE—-0O¥E
BIRL. RT 22— IILEBRCTEIHESHEERLET,
LU= R —:

c LN =3 Y RS —DOR—XG: FILWABIZANTED. BIEOZFZERLET, R—X
ZlF. IRTORFYyToay MIEBMENZ LT v I XT,

c LTV —=2a3y 7T a— )L BT BEE (BER. BXR BR AR) 2UI0&X. BMICT
BRIV AT EICREHE ((RIFT3ERR TV T3y bOE) ZRELE T,

=Ny OTy TR —:
e N IT YT R)—DR—RL: FILLWERIZ AT SH. BEFEOZEIZERLET,
c N ITY T RTTa—IL:vAVE) ANL—=CDR TS a—IL AT arEERL AT a—
IWEBMICLES,

TAVRAVZANL—=U TNy I Ty IO I %BMIT BITIE. *Settings*F 3>
EEALT/AY 7y TORERERELET. SHEICOVTI, R ENT 5%
SELT S,

6. "B ZFERLE T,

Backup andglj?ecoveryf“’ﬂé‘ﬁéh’c W3 BtEDSnapshot R S — e N\Nw o7y RS —ZFEBLTWET—o0— RIZKEH
RUS—%BM

Ransomware Resilience Tld. tBDONetAppEmE/IFH—EXTEEINTLWBBREDORXFyv o3y ke
SFUONY O 7y IREZFERTZ7—70—RIZ. RERV S —FI3FRER) S —ZEDHTBZENTE
¥ 9, Backup and RecoveryTld. R+t v Foavb, EAVRAUVRANL=—ADL )= 3> £
AT RRNL—=ADNY O Ty TEEBIEBTZR—%Z2FERALET,
BEONYITYvTERERF YTy b R)O—%FDOT7—o0—RICEHAR) >—%BMYT 3

Backup and Recovery CEIfZMDSnapshotX 7= ld/\wv 7 7 v TR O —DHB3HBEIE. SOV LT T7THREZRKR
He 3RS —%EBIMTEFI, Ransomware Resiliencell K2 FELREZBIETRICIE. ST LT T
M THREZSRL TS,

FIE
1L SYHLITT7HEAZ2—h 5. "REZBRLEX T,
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9.3
10.

Protection status

9 9 in last 7 days @ 9 1in last 7 days
Avrisk @ 35 TiB data at risk Protected @ 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q 1 Manage protection strategies
Workload 1 | Protection status = % | Snapshotandback..T % | Type T % | Protec.T % | Encryptiondetecti.. 3 | Suspectedu  Actions
< . ; . ( A
FSxN_fileshare_useast_01 @ At risk None File share . A 4 Protect )
e T
LUN_storage_01 @ Protected NetApp Ransomware... Block £ @ Enabled N/A Edit protection
MysQL 4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
 —
MysQL 8009 @ At risk NetApp Backup and... MySQL ! A ( Pprotect )
R RO o
. - o
MysSQL_9294 @ Protected NetApp Backup and... MySQL \ @ Enabled | Edit protection
o ( \
Oracle_2115 @ At risk SnapCenter Oracle J, \ Protect

[R5E] R—UTT— o 0O0— REBIRL. [1R58] @8RL £ 7

Ransomware Resilience |&. 72 7« 77 NetApp Backup and Recovery /R & —HEEL TLBHE S
L F7,

. BfZDNetApp Backup and Recoveryz ZD X F£ICLT. & RUS—DAHEZERT 3ICIE. BHFEOR

)Y —ZBEIRRAB|RYIRADF TV 72N LTEEE T,
VBEBRHREZFERLET !

° BES{biRH

c AERI-Y—1TEORE

cBbLWI 7 AIILRFETOY Y

RNEERLE T,
BREREL L TCAELRI-—F—1THORE ZFRLI5EIE. I——T7IT704ET701I -2 bF
Told" ETCISER T 2" 2 BIRL E T

A—Y%—7I9F54EF0 I—=x 2 bMEFHLLWTF—42 OAL U2 —%7KRX L %9, Ransomware
Resilience |&. 7—4& AL 72—%BE8MWICERR L. 21— — 79714 ET+4 €1 RX> k% Ransomware
Resilience ICIXEL T, BEBAI1I—Y—8FzHRHL £,

RNEZERLET,
BEIRAB 2R L 9. MEZEMICTBICIE [EH] 2B RL XIS
[1% ]/\_/_C\ *ﬁHﬂ'XT 2R %EEDIL\L/T\ *ﬁtﬂb‘ﬁ77‘*{ 7_C3f)5 t%ﬁwu\bijo

BEONYIT Y TELIZRFvTOay b RS —% SO LT T 7RERRICESIHRZ S

BEONY I Ty TEREIRFyFoay b RUS—S YLD T 7REHRICEIBRIZCNTEE
To COF7TO—FTld. ABTEEBINTUVDREZEZHIFR L. Ransomware Resilience TH&H & {RE% R
LExd,
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FIE

1.

7
8

SUBLUITEXZa—D5. REZBRLET,

Protection status

@ 9 9 in last 7 days @ 9 1in last 7 days
Atrisk @ 35 TiB data at risk Protected @ 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q i Manage protection strategies

Workload 1 | Protection status = 4% | Snapshotandback..= % | Type= 3| Protec..= % | Encryptiondetecti.. + | Suspectedu:  Actions
FSxN_fileshare_useast 01 @ At risk None File share N/A /A A IK Protect )
LUN_storage_01 @ Protected NetApp Ransomware... Block N/£ @ Enabled I/A Edit protection
MySQL_4781 @ Protected NetApp Ransomware... MysQL pg_important @ Enabled
MysQL_8009 @ At risk NetApp Backup and... MySQL | A \, (: Protect )
MysQL 9294 @ Protected NetApp Backup and... MySQL /A @ Enabled {  Edit protection
Oracle_2115 @ At risk SnapCenter Oracle N/A N \ Protect

[fRE&] R—PTU—o0O0— RZ&ERL. [fRE& ZFRLF T,

NetApp Ransomware Resilience I&. 774 7« 77 NetApp Backup and Recovery 7R & —HEEL TW

BHESHZERHLET, BIFEOR) S —ZBEI R 3123 BFEORV S —%EBIMRI 2Ry I XA EE
RLET, RyoX%EINT S L. NetApp Ransomware Resilience IC&k > THEERY >—D 1) X bHE

HR)S—ICBEHRIONET,

RERU S —=2ERL T T, RER) D —HEELBRVIZEIF. [EBMN] ZFRLTHL VR > —Z1ERK
LEFo RUZ—DERBAAEICDOVTIE. UTZERL TRV, RER) S —ZFHT S o RNZE
RLET,

HEICL SV r—2a g8 FNTVW3E5aIE. BEVATL EBEANL—S VM EERLE T, X
NEERLEXT,

Ny O Ty THREERTZID FILWNY I TV TREERLE T RNZERLET,

a. REHMEICI—H—THORENETENTVEIERIE. BRERNTAI—HY—-— 707070 I—> YV
FEERLT. FILWLWTF—2 AL U X—%KRXFLZEY, Ransomware Resilience (&. 7—4% JL 7
X—zZBHWICER L. 22— — 77U 71 EFT 1 A2 k% Ransomware Resilience (23X L T.
ERRI1—Y-#EZzRELE T,

- HTLWREEEBS ZFEEE L. [IR3E] 2 #IRL TERAL £ 9
- [(RE] R—TI T, RHERAT—ZX ZHEL T BENRTIT4TTHB e =zWEBLE T,

ROR)S—%EDHTS

BEORUS—ZRDOR) S —|ICEEHRRIZENTETET,

FIE
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2. IREI|R—TDT—270O—RITT. [REDRE] Z:FRLF I,

3. J—o0O—RIZ. ##F T 3B7ZDNetApp Backup and RecoveryRER ) > —hHH 315E 1% BIEDORY
V—HBIMABZDFIVvIENLET, BEORIS—EBIHRZBICIF. BEEFEORU S —EBIHX
3FICLET,

4. TRUS—) R=IUT, EIDHETERIS—DOTFRINZERL TFHFAZHESRLFT,
S. BIDHTBRUS—ZFRLET,
- BBEZTTIBICIE. [(RE] Z2ERLE T,

(o]

SUY LT T TREREROEE
SO LTI TERZHIRTBENTEET,

YLD T TREHKRICE > THRESNTWVWEAT—IO0—RERRT D

N[

SO LY T TREBRZHIRY BR1IC. EOBBRICE>TREINTVWSTV—/O0—RZzH#RIZczdH
BHLFET,

T—70—-FiE BEROUI DS, FLBBECHREREL TVBHLEICKRRTETET,

Mk xR R9 DFIE
1. SYBLITTHEXZ2a—H5. “FEEBIRLET,
2. [{RFE) R—T T, [REHBROEE] Z8IRLET,

SUY LT T TIREHBRERAR—JICIE. BEEOU X FARTEINE T,

Ransomware Resilience strategies (4) | Selected rows (1) Q

Ransomware Resilience strategy 1 | Detection 5 | Snapshot policy 3 | Backup policy $ | Protected workloads =
() rps-critical-plan 2/ 3 enabled critical-ss-policy critical-bu-policy 3 ~
I . . . . .
\J rps-important-plan 2/ 3 enabled important-ss-policy important-bu-policy 1 ~
o rps-standard-plan ~ Recommended 1/ 3 enabled standard-ss-policy standard-bu-policy 0 h
(7_) rT-strategy-enc-user-ext 3/ 3 enabled standard-ss-policy standard-bu-policy 0 ~

3. TS LD T T7IREHE R—20 MREIN-T7—270O0—F] 3T, TOXRBICHD TRENZEZEIRL
£9,

S Y L T TR IR T B

WEXOT7—70— RICHEEMITONTULWARVNMRERKREZHIRTEE T,

Fg

1. SO LT T7IMEAZ 2 —D 5. “REEBIRLFT,

2. [{RE&) R—I T, [REHRKROEE] Z8IRLET,

3. MRREIBR—I T 7o a3 EBIRLET--HIRT3EROAT S a v EEIRLET,

4 [7ooav]XAZa—Hm56. [RUS—OHIKR] 28RLE£7,
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A—H—TFIT1ETABHERET
NetApp Ransomware ResilienceD 1—H%'—7 757« ET 4 BHICDVWTER

A—HY—70 71 ET 1 REEEEICK DL NetApp Ransomware Resilience(Cd& D, 11—
H— LRILTIS UYL ARYBMMIFRAL. T—REBCARELHRBRLEDAAN
Y hEMBEIETEET,

NetApp Ransomware Resilience (&, SO L WI—H—7 V7 ET s Z&EHR/IT BT, Al ZERALET—
AREREZRRLE T, iAWMD T I T ET 1+ DRBBEMEHARD T ITAETA DT I ERINE—
VEFEALT. BEROHIENZHML X9, BE N3 . Ransomware Resilience |& NetApp Console
 EX=Il, BELUBHEINT-EEDOEXF 2T IO T L (SIEMARY) TEEMNICTS— M EERL
9,

FhLWI—H—DITEIZ & L,'CE’“':?'% NetApp Ransomware Resilience I&. Fh LWEBbNdT—4
BECPHEORHACNZ—VICDOWTESEL XY, 77— FT. NetApp Ransomware Resilience (&7 0
JTCEZA—H—ZHALET,

Ransomware Resilience I&. ONTAP® FPolicy ICc&k > TEREINIcA—H— 7O T1ETa AR b DR
LT B#bLWI—H—TIT70ETZBELET, A—H—TFIT71ET0 T—REWNETZITIE 1
UEOA—YH—TIT14ET4 I—Cz Vb Z2BRATIVENHBDFEFT, I—CzVbE THYRED
TINA R TE S Linux H—N—F7IEF VM TT,

A—H =TT 1 BT« DRHISRE. SANT—0O— RTREHR— bShTLEE
@ Ao Amazon FSxN for ONTAP. Cloud Volumes ONTAP. ONTAPDNAST —4 O— R Ta1—4
— 7T ET B EHEETEXY,

BHOLWI—H—TI714ET1DT7 ALY Y
Ransomware Resilience |&. 12— —DTE#ICEATZ 74 L VP v oaBEHELEYT GHOLWT7 2T ET~
BEELZESPEANMEREINESERIUIMNETST) o B T70IILe T LT RUL RY

a—L. T=70-RICEITZIRDOLVWT 7T 1 ET 1 OREEZEBINICFERICRL. A2 DTS T1MEIC
‘IUBET, HLWLWIT 7MIIHBRFOBBRHERTET X I,
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Alerts 3 dbalert3932

db_alert3932
Impacted warkloads: mysql 9204, 3

I Take snapshot now Mark res

January 9, 2026, 4:02 AM

B © llancackiEack ® Active Edit P £ Warning @  Suspicious user behavior ®
Suspicious user Status Severity Tipe Detection time
Suspicious activity Al activity
[F  Review the suspicious files with read, write, ereate, and delete activity that triggered this warning and couid lead to ransamware-type behavier. Time period | 302 AM - 502 AM falert) v | meset

‘Suspicious read, wiite, create, and delete activity by volume Tip: Drag the mouse on the chart to se'ect 2 custom time period.

5000
00
2000
2,000

31zam 322am 3%2am o am 4izam 422am 2 am m #52am
@ waming @ mysaluseast 21 mysqluseast 22 @ Wbarpstestvoll  Showmore v

New file extersions

f] = ] anx ] win ] bmp ] es ] e [dED £] o

BHOLWFITAETAZIRNTDTITA4ETADE 12— B TEET, IR TODT7IT1ETosEa—
TlE. TOCRDEER T IV RIEEDARY MIMA T, 5iBD. EFAH. LRIOETE. BE). El.
HIBRDARY R EBRETEET,

Alerts » db alert3932

db_alert3932
Impacted warkloads: mysql 9294, +3

i Take snapshot now

January 9, 2026, 4:02 AM

8 (©) Liam O'Rely Block ® Active Edit # /A, Warning [ Sipiclois iser hehitor ® .
Suspidious user Status Severity Type Detection time
Suspicious activity Al activity
#* Digdeeper into a1l fle activiy performed by the suspected user to understand the extent of this potential data breach attadk. Timeperiod | 302 AM - 502 AM (alert - e

Al file activity Tip: Drag the mouse on the chart to sefect a custom fime pericd.

am0
2000
1,000
o
312am 322am 2
@ ~et & Acesscange D Accessdenisd @ read @ wite @ cede @ delele @ ottes @ rename

JVR=2> b+

NetApp Ransomware Resilience DH L WI—H—1T8I7 VT ET s BHICIE. 3 DOFEIVR—>
rHHD X7,

W

T-U1Y kG F-SALY X —AORGTARBETT, 1-F—T71C

CA-Y—=T7IT14ET«
FERETIHBELNDD T,

TA4I—=STY
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ICERRENE 9,

*A-H—T LI M) ARV EZFERIZE. - —ReI1—F—IDEDOITYEIHEREICHRD. &
HLWI—F—DITHANORIGH L DBREICED XS, - —T LI M) IRTXZRET BHED
HHET,

S > L7 = 7tk & Data Infrastructure Insights

Ransomware Resilience D& L W1 —H—17EN#&H 3. Data Infrastructure Insights (DII) Workload
Security E DIEETH D, "DIT> FARA > MZEHAL Y. Ransomware Resilience T1—H —1TE8&H %=
BIICTB1cHIC. DIBRIRHEDHD FHA. A—F—1TERBZENICTBICIE. "BERT TV
AL IR —%{ER L. BYIARS VT LD T 7REHEEENICT S

9 TICNetApp Data Infrastructure Insights (DIlI) Workload Security % £/ L TUL\%35& 1. Ransomware
Resilience (C[A] L Workload Security T—2 > b Z2{ER T2 C & ZE#18 L £9, Ransomware Resilience
FBIZ{ER) D Workload Security T— > FZ BT 2WEIFHD AN, E L Workload Security T—
T h%EFEREYT 3ICIE. Ransomware Resilience Console #8# & DIl Storage Workload Security 77 > ~RE®D
RT7VVTEBRDPURETT, COXRTUIITEBMITRICIE. 7ATY MEYEEICEBULWEHDEL TV

ROF|&E

C"A-—H-1TE}T I T ET A REDOEHR"
CA—H—ITETIVTAETA I b ECBRHBRERET D"

NetApp Ransomware Resilience (C$ (T3 1—H —1{T8&E D EH

NetApp Ransomware Resilience 1—H—{TEIEHICEL D, I—HF—LANILDZ VT LD

T ARY MIRETERLSICHRDET, I—H—0EBEREEEMICTSICIE. T
—J x> bty M EERTZHELNHD T, RHEZEMICT BHIIC. Ransomware
Resilience’ M N> FZBYICERH L THRETET 3L 512 BlEgicNTWBAARL —FT+
VO VRTL H—=N\— BLURXY FT—VDEHZ/EL TV ZHERT 4
BHHDET,

2 RIONAZDYR— b+
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User activity agent name

Select a Console agent located near the user activity agent to minimize latency when transmitting activity to Ransomware Resilience.

Console agent

Provide the VM executable environment with “root" access for collectors in this user activity agent.

VM DNS name or IP address

VM SSH key

4. mAEERLE T,

S. WEEMRL TLIETW, *TIT1e T &2&8RLTC. 21— — 7I9FT14ET 4 I—
TLET,
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A—Y=TIT74ETA T2 MAERBICERINIS REXZ2—ICRD Y —=7IT74ET«
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Ransomware Resilience

I NetApp cConsole

Organization Project 10
Search
Q Account name Project name L 0 e

Settings > User activity > collector_001

Dashboard collector_svm_001 (o)
. 10.001.00.001 svm_001 .
Data collector ) Runnin g9 1.685.0 ) 23 days ago ua_agent_001
. Cluster or storage Storage .
Type Status Version Last reported User activity agent
VM IP address M
Workloads (1) Q
Workload S| Type =3 Importance = 3| Protectionstatus T 3| Detectionstatus T 3| Detection = 3| Other policy sourcesT 3 |  Backup desitnation = % |
fileshare_uswest_03_.. File share Critical ) Protected Active 2/3 enabled netapp-backup-aws
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1. Ransomware Resilience T. [XE] ICBEIL £,

2 A—H¥—TUT14ETr RCILT, BE ZFRLET,

3 A—H—Fa LI OxU2 2T%FRL. BN ZERLE T,
4 BHEBRLET. E71—IILRIIBERBEREANDLET,
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N> FDN

BIND/YX X — R
Okl

R—*b

388
A—H—F LY AR ZD—BOLEEANLET
FALOMIRAT

BRERANT 3T —N—DIP 7R L XFIITZTLEH K X1 % (FQDN)

TALIMIBEDT AL AR LARNILZEER AN VBELTIEET S
MNTEEXT (B unit.company.com) F7IFHEHBDE Y ~ (Bl
DC=unit, DC=company, DC=com) o E£7=. oUMBMEMF/IF cNFEDND
—H—IZRET S (fl:

CN=user, OU=engineering, DC=unit, DC=company, DC=com) o

BIND DN (&, user@domain.com %2 ¥, T+ L7 b DRRHIFTIN
—H—=TFHOETT, A—HF—IZIE R XA VERAIND ERERNUBET
ER

BIND DNTiEE S NfcA—H—D/INRT—R

O3 710 —=I)LRIZFA TS 3> Td, LDAP. LDAPS. F7-i% LDAP
over StartTLS Z{FHTZT £ 9,

ERLIR— bESZAALTL LTV


mailto:user@domain.com

5.

User directory

Connect to your user directories to identify specific users performing potentially suspicious behavior. Get help [

Connection

Name

User activity agent

Select...

Forest name or search name

Bind password

389

Attribute mapping Not set

BT YE I DEMEIEELE T,
o Rtk
° SID (LDAP Z{ERH L TLW3158)
° A—H—%
° Unix ID (NFS ZfERH L TL315H)

©

% Bind DN

”~
User directory type
Active Directory -
Server IP or DNS name
Protocol Optional
LDAP -
N

AT AaVDEEEZTHZEERLIGEIE. BFX—IL 7 RLX, BFEES. &E. M. B &
Fi. BE. Y=Y ¥—DN. LB IIL—THLEMTETET, 7723 OREI T ZEMT B
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6. A—H—FoLIK) IXIERTICERD. A—F— T4 LI M) ARV ZDRT—2 AR L £
To ERICERENZ . A—H— T LI ) IRXRIIDIAT—RRIF RTH ERTFEINET,

A—H—F« LI M) ARV RZHIBRT S
=2}

Ransomware Resilience T. [FRE] ICHEEIL £,
A—HY—TFIT714ET1 ZAIINZRDOIFT. [BE] ZBERLET,
A—H—Fq Lo b)) ARV Z Z2TZZERLET,

1.
2.
3.

F9. LUORICHIBRLE D,

CHIBRT 21— TaL I b)) ORI FZZH/HELE T, TRDT7I2 3 AZa1—T, 320RZERL

Ry Ty TRAT7AI T, HIRZEERL THELET,
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3. BRAI—H -4 TEBIRLE T,

4. Ul TELZDI——%=EERTDICIE. FITOERZERLET, AN —F—DU X NET v 7O
—R93ICIF. 7y FO—FREERLET,

a FHTERZBRLIIGEIF. RATIRHED I —DRBAIDEICHBIFTYIRYIREF VI
LET,

b. 7w 7O—R ZFIRLIBEIF. FTIRTOA—HY—DUIMHEFENDS CSV T 7MILZERTY
A—RTBI3HBENHDE T, VRAMITIELRTBICE. FU>O0—F Z2FERLFTT,

CSVI 7N ZHERLE T, REZMHMIFIZIANTOI—HF—DERIZHIFRL £, BREDSBRNT

21— —DHFDANUIMMIZENTS, FRELET, 7y TO-FZERLTI7MIILZERD
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omware Resilienceld. 1D DIREEEE THRET IL—TARD IR TDR) 12— L%z FEFIC

RECTTBIcH. ET7—70—RICICHBRZERAT3FREIEITE T,

MEBEAROVY =)L O—IL CORRXI%EZRTITBICIE. BREEE. JAIIA4—FE700 7 NEEBE.

WIEBENICE DT IL—FTY, Rans

FRES UYL T T7HMEBEOO—ILDABRETY, "NetApp ConsoleD S »H AT = ZiEO—ILIC DL

TEX",

REJ I —T=ERT B

REXT—ZRICEAGERELS (DFED. RESNTOVAWVWITIL—TERESNTVWEITIL—T) . JIL—T%1E
HMTEET, ReETIL—FIRERV S —ZEBMT B . FLULRER > —IE. NetApp Backup and
Recovery CEEINTWVWAR) O —Z23CHEFEOR) S —Z IR TEFHIXT,

FIE

1L SV LITT7HEAZ2a—h5. “REZBRLEX T,

Protection status

b

Atrisk €

Workloads

Workloads (19)

Workload
FSxN_fileshare _useast 01
LUN_storage_01
MySQL_4781
MysQL_8009
MySQL_9294

Oracle_2115

9 in last 7 days

35 TiB data at risk

Protection groups

1 | Protection status

@ At risk

@ Protected

@ Protected

@ At risk

@ Protected

@ At risk.

s

Snapshot and back... T 5 |

None

NetApp Ransomware...

NetApp Ransomware...

NetApp Backup and...

NetApp Backup and...

SnapCenter

@ 9 1in last 7 days

Protected @ 10 TiB data at risk

2. REL v aR—kKh 5. MRETIN—T 2T 2ERLEY,

Workloads

Protection group (1)

Protection group

pg_important

Protection groups

1 | Protection status

3. B ZFERLET,

() Protected

Q i Manage protection strategies
Type T = | Protec.. T % Encryption detecti... % | Suspectedu:  Actions
. [ N
File share J N/A \ Protect )
N =
Block /£ @ Enabled 1/A Edit protection
MySQL pg_important @ Enabled
R
MysaL N, A (  Pprotect )
s MBS Gd
" o Y
MysaL VA (%) Enabled (* Edit protection
. ( N
Oracle J, \ Protect
a 1 ADD
=% | Ransomware Resilience strategy T $ | Protected count

rps-important-plan 2/2
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Workloads
Select workloads to add to the protection group.

Protection group name

NoRansomwareOnThisFileshare

Workloads (17) | Selected rows (2)

Select workloads with no other policy source or with Backup and Recovery as a policy source.

B - Workioad 1| Type =2 | Consoleagent = | import ==l Privacy exposure % | Protection statu =2 Detect
O ewrevonsn il share —— el e @ arrisk

leshareuswest 027453 il share v connector-us west.-account...  Ciial B © protected 1/3 enabled
fo.Heshare useest 01 il share el vigh @ s

O s il share cricl e @ e

O wnstougeor ock il e © proteced 173 enaed
O ysass sl il w @ sk

O ysasese sl il w © proteced 1/3 enabled
O owdeans s el i o

mM - ™

4 (REIIN—TDREIZEADLET,
S. JI—TICEMI3T7—o0— RZERLET,

6. "R ZFEIRLE T,

J—2J0—RDEFE%ZERERT BICIE

alicxo7O0-ILLET,

Protect

Select how to protect all the workloads in the protection group.

/A, Warning: All current policies vl be replaced with the selected policies

Ransomware Resilience strategies (3)

are Resilience strategy | Detection 2| snapshot policy
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Alert ID | Aert typs FTI|  Severity F 2| Suspicioususer T3 Workioad | Console agent = Status. TI| Incdents | Impacted data | Detected 4
ubalert3223 SR B (D) Potertial atack ider St Fleshore swest 02,323, 43 aws-connector-usieasts1 Acive 268 8daysago
ee alerts727 Encryptio (D) Potential attack Unable to detect oracle_6821 Active 2 268 14 days ago
ce alertaB23 Enayption (1) Potential attack Unable to detect oradle 9819 Adive 268 17 days a0
b alert3932 s, user behay /A, Waming Liam ORelly mysql9294 +3 Active 4 268 26 days ago
dd alert7918 Data destruct (1) Potenial attack Amina Kbar Vn_datastore 4718, +3 Active 268 1 manth ago
Uba_other alerts319 Enayptio (1) Potential attack Raj Pt vm_fileshare 6699 Active 268 1 month ago
lun_alert 6285 Enayption (D) Potential attack Unable to detect lun_storage 01 Active 268 1 marth ago
uba alert voil Data breacn (1) Potential attack Raj Patel uba_fps test vol1, +2 Active 3 Hel 1 month ag
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uba_alert vol3 Data breach (D) Potential attack Raj Patel uba s test vol3, +2 BWS-CONNECtor-Us-2ast- 1-u. Active 3 268 1 manth ago
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ee_alert8727

Impacted workloads: oracle_8821 Mok re=tore necded
4 ® 2 a 286 g 2GiB ® September 25, 2025, 6:51 AM
Potential attacks Impacted files Impacted data First detected
Incidents (2) Q 3
D ¥ Incident ID 3| Volume $ | storagevm 3| system 3| severity S| status = 3| Firstdetec..d | Mostrece.. 3 | Evidence % | Automatedres..s

O inc4922 oracle_useast data2  svm_VsaWorkingEnviro... ingEnvi (@ rotential attack 0 New 22 days ago 21 days ago 4newextensions.. 1 snapshot

O inc3163 oracle_useast log2  svm._ ingEnviro...  VsaWorkingEnvironme... (1) Potential attack L New 22 days ago 21 days ago 6 new extensions... 1 snapshot
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Overview Automated responses
2 10 20618 impacted Gata ) 9
Alerts snapshots.

Alerts (10) Qb
Alert ID 3| Aerttype FTI|  Severity F 2| Suspicioususer T2 | Workioad 2| Console agent T3] Status TI| Incdents 2| Impacted data | Detected 4
ub_alert3223 Suspicious user behavior (D) Potential attack Aiden Smith fleshare_Uswest 02,3223, +3  aws-Connector-us-east- 1 Active 1 268 8 days ago
ee alertd727 (D) potential attack Unable to detect oracle_5821 aws-corn Active H 268 14 days ago
ee_alertoB23 (D) Potential attack Unable to detect oracle 3819 aws-connecior-us-east-1 Active 1 268 17 days ago.

b alert3932 Suspicious user behavior /A, Waming Liam ORelly mysql9292 +3 Active 4 268 26 days 200
dd alert7918 Data destruction (1) Potenial attack Amina Khan Vn_datastore 4718, +3 Active 1 268 1 manth ago
Uba other alerts319 Enaryption (1) Potential attack Raj Pate vin_fleshare 6639 aws-connector-us-west-1-.. Active 1 268 1 month ago
Iun slert 6285 Enayption (1) Potentialattack Unzble to getect lun_storage 01 aws-connector-us-east- 1 Active 1 268 1 manth ago
uba alert voil Datz breach (1) Potentialattack Raj Patel uba 1ps test ol +2 aws-Connector-us-east-T-.. Active 3 268 1 manth ago
uba alert voi2 Dats brezch (D) Potentizlattack Raj Patel uba s test vol2, +2 aws-connector-us-east-T-., Active 3 268 1 manth ago
Uba alert voi3 Dtz bresch (1) Potential attack R3] Pate uba_ros test voi3, +2 aws-connector-us-east-1-.. Active 3 268 1 manth ago
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Impacted workloads: oracle 8821

@ 1 New & (1) potential attack a Encryption ® September 25, 2025, 6:51 AM
Status Severity Type Detection time

TTT Incoming data { 106
— Impacted files (partial), to get full list Click here

Entropy of incoming data New file extensions (4) Suspect file extensions (4)
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Ick pck
.omg xyZ
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3. B9 Bl [ =#ERLE Y,
4. (fE] R—2 D [{E7EEE] T, R a—LA Z2BRLE T,

Restore

Workload: MySQL 9294 Host: 10.0.1.10 Type: MysQL Connector: aws-connector-us-eas...

Restore scope () Allvolumes f; By volume

Select volume you want ta restore and edit its settings, mysgl_useast_21 settings:

Volume =

S.RUa—LDYRNT, BT 2R)a—LZERLET,
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6. V—R:HMERTTBICIE [V—R]DHEICHD TRENEZBIRLEF T,
a F—ARAEEBITITDOIFERTZETRT Y M EERLETD,
SO LT TS, AT NREBEFIORFD/NY V7Y T RBERETRA
VR LTERIL. THE RRxRRLED,
7. BRYM: BEMAE R BICIE. BRMOEICH D TRINEZEIRLE T,
a IRATFLEERLED,
b. ZhL— VM EBIRLE T,
C. EFHZEIRLET,
d FILWARY 2 —LE=2HERELET,
FLWRY 2—L%E. TR a—LB+N\vIT7vTE+N\vo7yFHFGEL
TERRSINET,
8. “RIEFEHEIRLET,
9. "I HEIRLE T,
10. BIRNB =R L X9,
M. Gz BRLET,
12 FEBOAZa—hm5 [VANIU]ERBRL. [VANIVIR=JSTI—oO0—RZERALEFT, CITIE. 2
EDRT—RZADNTEIEFLRREZBRLET,
T7AILRILTT IUr—> 307 — 20— REETTS

TIVT—=23> T—=O0—FZ2T7 7ML LRNILTERTITSHIIC. REZRITZT771IILO—EZRRTE
F9. REZRIIZTF7AINDOIVR M Z2AIO-FT3BICIF. 75— b) R=JIITFI/EALTLEE
Lo RIS, TEE] R—=JZFEALTUR 27y 7O—FL, ExXI 37 7ML 2ERLE T,

TIVr—=23>0=00-RF2T7 70 LRLTRALY AT LTGRO AT LICETTEE Y,
HEERTBZT7MILD) A +ZBUET 5FIE

TEERITBZ3T7AILDI) I ZEUFTBICIF. 75— b1 R=JZFEALET,

R 2—LICEBOT7S— b H3581F. 75— CICREZRITZT 7LD CSV UR
bR O O—-—RFRIBRENDBD XTI,
1L SYOH LT T7MMEXZa—m5. 75—k ZBRLET,

2. [7Z5—RR=DT, #ERZT7—70—RRICEREZ T, B937 7V 7r—>3> 7—s0—-RFD7
S—heRRLFET,

3. 207 —70—ROT7Z5—hrDURIDSE, 75— FZEFERLET,
4. ZOT7I— ML T B—D1 2T b EERLES,
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inc4922

Impacted workloads: oracle 8821

@ 1 New & (1) potential attack a Encryption ® September 25, 2025, 6:51 AM
Status Severity Type Detection time
TTT Incoming data 106
—/ Impacted files (partial), to get full st Click here
Entropy of incoming data Mew file extensions (4) Suspect file extensions (4)
21732 Kig / min
Detected -pck Adck
2173 Kif / min
Bpected  GEEEED e oma
Jek pek
.omg xyz
£] File activity
Qa
T— Impacted files (106) 4
66 files / min
Detected Impacted files 4 | Probable clean files E
10 files / min
Expected e
/Top_Dir_1/Sub_Dir_11/test_file_11540.txtIck /Top_Dir_1/Sub_Dir_11/test_file_11540.txt
Renaming rate /Top_Dir_1/Sub_Dir_11/test_file_11540.bctomg /Top_Dir_1/Sub_Dir_11/test file_11540.txt
400 files / rain
Detected
e Top_Dir_1/Sub_Dir_11/test_file_11540.batpck {Top_Dir_1/Sub_Dir_11/test_file_11540.txt
Expected
Top_Dir_1/Sub_Dir_11/test file_11540.bet xyz [Top_Dir_1/Sub_Dir_11/test_file_11540:txt
Deletion rate Top_Dir_1/Sub_Dir_11/test_file_11964,pdfick [Top.Dir_1/5ub_Dir_11/test_file_11964,pdt
250 files / min
Detected
200 files / min [Top_Dir_1/Sub_Dir_11/test_file_11964pdfomg /Top_Dir_1/5ub_Dir_11/test_file_11964,pdf
Expected
1-250f 106 1

S. 77 MINDTLBI AL ERTT BRI, [REEZRITZ T 7N RAVOLBICHB [CCZ2T) v Y]

ZERLET,

6. ZDA VT MMIDWTIE. 40> O0—R 74OV %ERL. EEZITZT771ILD) X % CSV

ERTHEO>O—-FLET,

N5DT 7 I z2ETd BFIE

1.

2
3
4,
5
6

SOV LTI THMEXZ2a—D5.
METHWE] REIZH

37 7)r—
- BT BICIE. Bt Z#ERLE T,

Mol Z&RLET,

>ay

(Bl R—2 @ [EcEE] T, [Z77LA ZFRLEX I,

ARV a—LDOUXLT, ETIBT7
CABTTRA Y b FHERT T BICIE. METTRA Y M OBICH B TRENZERLE T, T

1ILHE

OICERTZ2ETRT Y b 2BRLET,

®

T71I:

TNE9,

J—o0—-FZERLET,

FNTVWERY 2a—LZZERLET,

—R%Z1BIT9 1=

BRI D0 RoD EBEFICIE. RFTyTFoay bERkiENy I 7y TOER

M IRTDa—ILEH T TSV LOIT AT MAOBENE] & LTRR

71 )L % BEIMIC3EIR: Ransomware Resilience IC& > TETT R 7 7 MILDEIREN 3,
o JFAINDIYRA Ny TO—R: 75—r R=IHSBIELE. £IFFIELTVWREERZITD T

FAILDIVRAZFL CSV I 7L &7

TEEY,

v Z7O—FLET, —EIC&RK 10,000 BD 7 71 L Z1&ETT
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Restore scope: QO Alvolumes (O Byvolume (@ Byfile

Select volume you want to restore and edit its settings. mysql_useast_22settings:
First attack reported September 9, 2025, 1:57 PM
Volumes (2) | Selected rows (1) Q
Volume t Source Restore poirit: cbs-snapshot-adho.. | Type:Backup | Date: September 6, 2025, 10:57 AM ~

() mysqluseast 21
Files ~

Q mysql_useast 22
File selection: () Automatically selectfiles (@ Upload listoffiles (O Manually select files

Upload a list of files impacted by the ransomware attack that you want to restore from the selected restore point.
/\ Warning: Download the list of 3 impacted files that must be restored from a different restore point and then restore them later.

Upload list of impacted files (CSV) €

Uploadad impacted file list (2) © Download impacted file list (3)

Destination (D) Action required ~

c JrAIIEFHTEIR. ExXTRI T 7AINFRIETHILE —%HFA 10,000 E:EIRL 9

Restore "mysql 9294" @ resore (D) eview

Restorescope: O Allvolumes O wywime @ Byfie

Select volume you want to restore and edit it settings mysql_useast 2isettings:

Volumes (2) | Selected rows (1) Q
Volume + Source Type:Snapshot | Date: October 1, 2025, 621 AM ~

Q@  mysalusesst2r
Files ~

) mysqluseast 22
Fileselection: O Automaticaly seectfies O Upload fstof fles @  Manually seect ies

Selected files
Al folders & files
fle_to,_verify.first snapshot:at

. a
T e e el w .
] B -
e vty el s a i vy sk smpshot Cctobert, 025,621 12008
&
a S Btitis CRuEE | 208
n 6 simulate_ransomware_attacksh October1,2025,621AM 2 Kib
a
a i P ———
a e ;| ol ek
Destination 7 Action required ~

BIRLATEAR T Y P EBALTY 7 VBT TS RVBAIR. AR TIBLT 7L
() ofERTXvE—UnRRIN, [HEERTZT 7 ILOUR LY O— K] 2ER
LT. ENB0T77(LOUR LIV O— RTEET,
R FEERTT 31l BIHOBICH 3 FRIERRL T,
a FoREWTTBHH (TOY—ROBFHE LIHEETE HDHH) ZRRLET,

DT 7AIINEF T LI MJRBERENIT—RICL>TEEEEINIITH FiL
WERIZHEELBWVWRD. DT 7ML T IR DERIZEICEXICHD X7,



b. > XAFLEERLET,
C. AML—I VM ZERLF T,
d BEICHLT. NXAZAHNLET,

() BONZRZIBELRVWERIX. 777IILIEREMT AL FUDOFLWARY 2—LA4IC
BrIhxd,

e WML T 7 ILERET LY MU ORBZREDBFH AL LHICT 50 RABLHICTS
PEBERLE T,

9 RAEBIRLE T

10 BRABERBLE T

1. 8T BIRL & T

12 FBOAZ2—55 [UANU]EERL. [UHNU] K-V TT—o0— FERBLET. CCTE 2
EDRT—H NS F T FLREEBEL T,

T7AINHEBR BT -2 A7 28T S

1L 1B ITB3 77 MIINEEERIEIT 2RI NT7EBIRLIE. [BER) R—D0 [{EERE] TRU 2—L45] %
ERLED,

ggggg

2. R)a—LDJRANT, BRTZR)a—LEERLET,
3 Y= FHMERTTBICIE. [V—X] DREICH D TRENERIRLET,
A F—REEITTDDIERTBETRA Y M EEIRLE T,

SO LTI TR AT Y M REERORFDONY 77 v T2 RBRETRA
YheLTERL, MR RRZERRLET,

4. BRYH: T RTTBICIE. BRMOMEICH B TRENZERLE Y,
a. F—R%ZB/TT 3% (TOV—XADIZAEIFEE TS 2R DHEM) ZFRLE I,

TTDT7AIINERETA LI MIIBEREINLET—RICE>TEEETEINFE TN FiL
WRAIZIEELABWVRD, T T 7AILE T 2 LA DERIEEIC EFRICHED T,
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b. > XAFLEERLET,
C. AML—I VM ZERLF T,
d BEICHLT. NXAZAHNLET,
C’ BIONZAZIEELBHEWSGEIE. 7717IIIERENT AL MUDFLWARY 2 —LA4IC
BrIhxd,
RIEFEERLE T,
BIRANREERLEY,
B EEIRLE 9,

AXZa=Dm5 [UANI]ZERL. [VANIVIR=ITO—o/0O0—-FZ2HEBLEIT, T BEOXT
—RANEETTETBRREZER LT T,

© N o O

VM LRILTVM 7 71 IV EBZ1ETT 3
B35 VM ZER L&, (BB R—P TROFIEZHFITLET,

1. V=X ElERTTBICIE. [V—R] DREICH I TRENEZERLE T,

Restore

Workload: vm_datastore 4719 Location: 10.0.157  vCenter: 10.195.52.128  Type: VM datastore  Console agent: aws-connector-us-east-1

sssssssssss

uuuuuu

ssssssss

nnnnnnnn

nnnnnnnn

Destination

2. F—RE@TT BIDIERT /TR FEERLET

3. B9 TTOBAIA.

4 RAEBRLET,

5. ERWNAEHEL £ 7.

6. “ET R BRL 5T,

7 XZ2=15 YAV FRRL, [JANU] /=S TI—/0O~ RERRLET. CCT. RO

—RANE I ETBRREZEBE LT T,
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NetApp Ransomware Resilience TZ > L7 = 7IREX R
xRS B

FLOWH YT T— I O— RADKEES I 2L — kLT SYHLY T THEOENR
EERTLET, Ial—bShEREEBEL. 7—oO0-REEELET, C
DUEEE AL T, 75— MBH. 5. BLUEEETZ FLET, KBS LTHE
ETHRULERFLTIRESL,

EROT—H0— K F—IHBEBIEL A,
NFS & & U CIFS (SMB) 7= 00— R THfR JILZRITTEE T,

SN LT T THREADREZ DIIFRZ BT D

aAl—2 3> ERTITBEIC. [BRE]R—PTRVILEERELE T, LEBXZa—D 703y 7
h5 Ex;EJ R=JICTI7ERALET,

RORATIE, A—HF—BENXT—RZANTZIHERDD XTI,

* BENSBERLIERA L —OVMOA—F =BT ENRT— FHAEEENTIIZE

* BJDCIFS (SMB) X kL —VMZEIRL 1256

*BDTFRENT—oO—-REEANTZHE
HEBEBROAVY =)L O—IL COFRVEFTYBICIE BEEEE. 7404 —FE7O> o NERE.
FRES UYL T7HEEEEOO—ILHARETTY, "NetApp ConsoleD T > H A7 = PiiiEO—ILIZ DL
TER",
=2}

1. NetApp Ransomware ResilienceXZa2—h'5. HLICHD EfRVILDOET RZVEBEIRLFT,

Dashboard %9 Runreadinessdrill A\ Freetrial G1dayslefy ~ () O

Workload data protection Alerts and workload data recovery

@ 9 @ 8 < 10

Atrisk © Protected @ Potential attacks @

in last 7 days 1 inlast 7 days

Recommen ded actions Workioad d Workload backup: ty
Todo 8) Dismissed (0) New (Last 7d) 107 @ 0
- » Failed (Last 7d)
Register available SnapCenter plugin for VMware vsphere (SCV) with NetApp Con...  Review and fix
33% Total 457
e
Completed Backup data 357
Register available SnapCenter Servers with NetApp Console Reviewandfix \s || W Protected W ik o
B New(ast7d) @ 2.p s with the "Detect

otect workloa
4/12 suspicious users* policy setting.
Protect critical workload fsxn_fileshare_useast 01 Review and fix \/
Complete / total
Prepare Amazon Web Services S3 or StorageGRID or Azure blob store as a backup ... Review and fix

Protect critical workload fileshare_uswest 01 Review and fix \/

2 [RE|R—VOEHBRUIL H— KT, BRI BBRLET,

61


https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html
https://docs.netapp.com/us-en/console-setup-admin/reference-iam-ransomware-roles.html

A2V =ILICE @R ) IILDOBER—IDRTREINE T,

Readiness drill

Run a simulated ransomware attack on a new test workload that will be saved in the selected system. Then,

investigate the simulated attack and recover the test workload. You can run a readiness drill multiple times.

() Your real workload data will not be impacted.

Select a readiness drill test environment where the new test workload will be created.

Console agent

aws-connector-us-east-1 X -
System Storage VM
VsaWorkingEnvironment-1 X - svm_rps_test_readiness_drill_01 M

i test workinid @) Requires 10 GiB of storage

rps_test_ drillo1

Readiness drill type

Custom recovery 2

Save ‘ Cancel

3 ROFIEZRITLET,
a BEERVIIIERTZAVY—ILI—Jz > b E&ERLET,
b. 7R+ P RFLEZERLET,
C. 7AK AL —Y SVM EZFEIRLF T,

d. CIFS(SMB) Z FL— VM Z5BIRL1-881E. I—H—8 T4 —ILRE NAT—R T4 —JLRARK
ReNnEzd, AFL—2VMOA—H—FZENIT—REZAADLETD,

e. EfpIlfROBEZZRRL LI, BT —XEEHLVSFHTRET3HEIE. W XXLEE ZFRL
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F9, ZbhLWaA—H—T7IT70sET D 500REICIE. T—2EE ZERLET,
LERT3HLVWT AR D=0 0—-RO&BTEADLET, &ENCA v a2 EHRVTLIEETL,
4. R EBIRLFE T,

@ #mEULOBEE. BTREX—UEERLTURETSET.

sl Rz T 3
EERUILEBRLES, RULERBBTEET,

MHERIAVY =)L O—)L CORRIVERTTDICIE. EBEEE. 744 —F37O00 7 FEEEA.
XV LD 7RMEREEOO—ILABETTY, "NetApp ConsoleDZ > L0 = ZiEO—ILIC DL
TER",

Z(HER V)L ERRIRT % . Ransomware Resilience IFBE—REZXFxvIL. 7797047 E—RTRUI
BB LES, 7—0O0—ROBRHERT—RRIET VT4 T T,

BHRD) S —HEIFEE D Y TSN, Ransomware Resilience WO —2O0—REZ XX v > T3
E. 7=00—-RIFSUOH LTI TRHEO FEE—R XAT7—RRAIRZBEHHBDET,

FIE

1. RowghhzERTLET,
c SUYLTVITHEAZa—D5. BLICHZ*ERFVIILZRITRIVEERLE T,

Dashboard £ Runreadivessarl [\ Freetrl Grdapslety © @ O

Workload data protection

° Flcld [REIR—P O JIL A— R T [BE] =FRLE T,

@ FUILDERTHIF. ERRVILOBRZHRET S LIFTETEEA. RUILZUEY FLTE
IEL. BREZZEEITZEDNTEET,

BISEIRDOERICIGE T B
HBIRT S — MIE L TERBRRET X~ LET,
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MEBROVY—ILO—J)L CORRVZRTITDICE. HEEEE. 744 —FE70> s +EE

E. FREFES UYL I THMEBREOO—IILHABETY, "NetApp ConsoleD S > H LD = FitEO—)LIC
DVWTER",

FIE

1. SO LT T7MEXZa—hm5. 75—k ZBRLEFT,

AV =T =k R=IHRRREINET, 77— IDFD ID OFEIC TEEfGRVUIL] DRERSINE
ER

Automated responses
6 12
@ Alerts Impa(:fﬁ data @ 9
Snapshot copies
Alerts (6) a, &
Alert ID % | workload % | Location 2| Type =3 | Status =3 | Connector =% | Incidents $ | Impacteddata ¥ First detected +
alertg727 Oracle_8821 10.0.1.193 Oracle New aWS*(O‘HnECﬁUF*US*EaS("l 2 2GiEB 23 days ago
ws_alertos23 Oracle_9819 10.0.1.183 Oracle New aws-connector-us-east-1 1 2GiB 23 days ago
alert3932 MySQlL_9294 10.0.1.10 MysQL New aws-connector-us-east-1 2 2GiB 23 days ago
alert7og vm_datastore 202_735... 10.195.52.126 VM datastore New onprem-connector 1 2GiB 23 days ago
alerts319 ‘vm_datastore_uswest ... 10.0.1.215 VM file share New aws-connector-us-west-1-account-LXtft4x... 1 2Gig 23 days age
alert1407 . Readiness drill ps_test_gri rps_test_readiness_drill_svm  File share New aws-connector-us-east-1 1 2Gi8 1 minute ago
I @ Workload rps_test readiness-drill-workioad-test, marked restore needed. Restore workload X

2. TR ORTHHZT7 77— b EERLET, 77— bOFAR—JICAVOTY N TS5—FDYUR
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Alerts 47 Runreadinessdril /A Freetrial G0daystery ¥ () (¥

Automated responses

7 127 9
Alerts Impacted data (153
Snapshot copies

Alerts (7) Q 4
Alert ID | Workload % | Location 2| Type = 4| Staus T 3| Consoleagent =T 2| Incide..* | Impacteddata + | Firstdetected 4 | Mostrec
alert1407  Readiness drill 1ps_test_awsSystemTest svm_rps_test_readi..  File share Active aws-connector-us-east-1 1 2Gig Just now Just now
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Alerts > alert1407 > inc1407

Readiness drill

inc1407

Impacted workloads: rps_test_test-drill-01

® L1 New

Status

1T1- Incoming data

Entropy of incoming data

4 (@ Potential attack
Severity

Encryption
Type

e

@

©)

October 17, 2025, 2:20 PM
Detection time

N/ Impacted files (partial), to get full list Click here

New file extensions (6)
23230 KiB / min

Detected -pck

232 KiB / min
Expected @ o7

dck
omg

] File activity
R Impacted files (96)

450 files / min
Detected timpacied flles

10 files / min
Bpected @

/Top_Dir_1/Sub_Dir_11/test. file_1112xisxlck

Renaming rate /Top_Dir_1/Sub,_Dir_11/test file_1112xisx.omg

220 files / min
Detected !

20 fles/ min /Top_Dir_1/Sub,_Dir_11/test file_1112xisx.pck
Bxpected  GEEEED

/Top_Dir_1/Sub,_Dir_11/test file_1112xIsxxyz

el /Top_Dir_1/Sub,Dir_11/test file_11165 pdfmicro

20 files / min
Detected

20 files / min /Top_Dir_1/Sub_Dir_11/test_file_11475.pdf.pck
Expected

ABITARERIFRDEEDTY:

* BENBRBOEREZERLE Y,

Suspect file extensions (6)

.crypl

ck

1 | Probable clean files

/Top_Dir_1/Sub_Dir_11/test file_1112.xisx

/Top_Dir_1/Sub_Dir_11/test_file_1112.xIsx

/Top_Dir_1/Sub_Dir_11/test_file_1112.xisx

/Top_Dir_1/Sub_Dir_11/test file_1112.xisx

/Top_Dir_1/Sub_Dir_11/test_file_11165.pdf

/Top_Dir_1/Sub_Dir_11/test_file_11475.pdf
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Reports Run readiness drill  /\ Free trial (30 days left) ™ @
Review protection status, alerts, and recovery details to monitor and maintain system health.
ﬂ Summary L Download (JSON)

Summary of workload metrics

Protection
4 Download (CSV)

Tabular details for all workloads that are at risk and protected

Alerts
L Download (CSV)

Tabular details for all alerts

H H H

Recovery
4 Download (CSV)

Tabular details for workloads marked restore needed, in progress, restore failed, and successfully restored

Readiness drills
ﬂ L Download (JSON)

Details for simulated ransomware attacks and recovery
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "NetAppSecurityHubFindings",

"Effect": "Allow",

"Action": [
"securityhub:BatchImportFindings",
"securityhub:BatchUpdateFindings"

1y

"Resource": |
"arn:aws:securityhub:*:*:product/*/default",
"arn:aws:securityhub:*:*:hub/default"
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x9,
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"roleName": "Ransomware Resilience Sentinel Configurator",
"description": "",

"assignableScopes": ["/subscriptions/{subscription id}"],
"permissions": [

]

S REXHR L TREFELE Y,
Microsoft Sentinelh* 5 1 X k%259 % 7= IRansomware Resilience’z &% 9 % FIE
1. Microsoft Sentinel IC7 27t XL £,
2. EntralD> 77— 3> >* 7B EBIRLET,
3. 7T — 3 >D*RT7%*IC TRansomware Resilience] Y AL E 9,
4

 HR—PINTVBTAIY FORBE 74 —LRT. COEBT ALY FURDTHYY FDH %EIR
LE9,

AR DTy aTNZ*TIAIN ATy ERBRLET,
6. *LEa2—EBEIRLZET,
7. BREXRIEFITDICIE. B 2BIRLE T,

o

HEF%. Microsoft Entra BBt > X —ICT7 TV —2 3 Y DBEBERA VKRR INE T,

BERAODY—U Ly N EERT B FIE
1. Microsoft Sentinel IC7 27X L £,

2 SERAZ Y — UL Y > OTATUOR =LY b > HILWISATU R =Ly MEERLE
ER

3. 7=y =Ly bORRAEEBMLE Y.
4 =Ly FOEWER*ZBIRT 2D, hAXLBMERZEEL £,
2478 =00y bOBEEAREIE 2 F 24 hB) UTICHPBEETNE T, Microsoft T
3. BEERZ 12 hBERBICKET I cxH#@HLF T,
S. =Ly hEERT BICIE. [BIN] Z#IRLE T,
6. SRAIFIETHERATZI—IL Y b ERRLET, COR—JEBNER. WBIIBURTINZZCIEH
b EtAo
TV —=2a ICtEREE D Y TEFIE
1. Microsoft Sentinel IC7 27X LT,

70



2. TR0 T3y > 7O XEE (IAM) Z:&IRL 9,
3 EBM>*O—I/LOEDHTEZEMZERLET,
4. BHEEEEO—)L 7+ —JL K T. Ransomware Resilience Sentinel Configurator Z3#R L £ ¢,

@ chisiErERLEAZRZL O-LTT,

S FRANEEIRLE T,

6. 7OERDBIDHTHE 74 —IILRT, 2—H— JIL—T FLBFHF—EIXTFTIVINIL ZERLF
ER

7. XUN—ZBR*ZFRL £9, XIC. *Ransomware Resilience Sentinel Configurator] %Z:#iRL £
ED

8. RN ZFEIRLET,

9. A—H—HMRITTEBZRE 74 —ILRT. FHEEEEO—/L (FIEHE. UAA. RBAC) ZR< IRTHO
—ILDOEIDHTZI—F—ITFFRI T 5 (L) ZFBRL X I,

10. A= BIRL F 95
M. MERZZ)OYUTSICIE. [ESRLTEOYHT ZFIRLET,
TV —=2 a3 ORAERBREANTZFIE

1. Microsoft Sentinel IC7 27X LT,

2. BRRIEHREASTL T LT

a 7FYhID. 9347 T7TVr—=3 > ID0 BLUISAT T TVr—3r =Ly
bEATILET,

b. Authenticate ZERL £,
() mEpmmTaL. TRIEAS LS XyE—UNRRSNET,

3. 7FU4r— 3> Log Analytics 7—20 ZR—XDEHAZ AL X T,
a 7R T3>ID. DY —X JI)L—T. LogAnalytics 7—20 AR—XEFRL £95

EREE FICSplunk CloudZ#m/ 9 %

Ransomware Resilience T Splunk Cloud Z&%IC 9 %#1IC. Splunk Cloud TRXDAREHEFIEZRITT %
EhHBHDET,

* Splunk Cloud @ HTTP A RX> k AL IR —ZBMICLT. OV —ILH5 HTTP £/l HTTPS #2HET
ARV T—2ZZELEFT,

* Splunk Cloud TIAR> k AL IR— b—I 2 ZERLE T,

SpIUNKTHTTPA AR ALV Z—%BMIT 3 FIE
1. Splunk Cloud IC#81L £ 9,

2. RE>*T—RATEERLEY,
B HTTP ARV OLZZ—>45O0—-NILEE BBRLET,

71



4 [TRTO =TIV bJILT, [B3] ZBIRLE T,

S. ANV IALIR—HHTTP TIFHR< HTTPS BAHATY v AV L TEEI 5L SICTBICIE. [SSLZH
MCT D] ZERLET,

6. HTTP 1RV b LU 4 —D HTTP £— rES K- FEAHALE T,

SplunkTAARY FIL I E— =0 > %=ERT ZFIE
1. Splunk Cloud IC#EIL £9,
BE > T—ROEMZERLET,
EZX—>HTTP ARV AL U2 — ZHERLET,
- b= 2DBEIEATIL. RN ZEIRLE T,
AR T aTNB TIFIEAOTYIOR EERL. LEa— ZBRLET,
CIVRERAVEDIRTORENELWC 2R L. XE] ZFRLF T,
=20 >ZAE—LTHDORFa XY MWD T, SRAFIEOEFEZEZ £,

N o o0 AW N

Z oY LT 7IEICE T BSIEMDESE

SIEM #8332 2. BRODIHE LR— kD78, Ransomware Resilience H*5 SIEM H—/\—|ZF7—
ANERETNET,

FIE

1. VY=L XZa—h56. RE> ST LD 7 Z&8RLET,

2.
Sy LI TPAMXZa—h5. BEEAED @ LBEDA T EIIYILET,
3 REEFEIRLET,

Settings %9 Runreadinessdrill A\ Freetrial G1dayslefy ~ (&) C

Service-level settings apply to protection, alerts, and recovery.

@ Backup Destination J\p— SIEM connection ® User activity

(©) 5 cloud destinations ® Disconnec ted © No user activity

Manage cloud destinations to back up primary storage. Send data to a security information and event management (SIEM) for threat User activity agents in your environment host data collectors, which transmit
reporting. user activity events to NetApp to detect potential user anomalies, such as

data breaches.

S8 Clean restore ' Private preview @ Readiness drill @ Workload discovery
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SIEM connection

Send data to a security information and event management [SIEM) for threal reporting

SIEM o
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Reports

Review protection status, alerts, and recovery details to monitor and maintain system health.

ﬂ Summary

Summary of workload metrics
Protection

Tabular details for all workloads that are at risk and protected
Tabular details for all alerts

Recovery

H
E Alerts
23]

Tabular details for workloads marked restore needed, in progress, restore failed, and successfully restored

Readiness drills

Details for simulated ransomware attacks and recovery

%7 Run readiness drill

/A Free trial (30 days left)

£ Download (JSON)

L Download (CSV)

L Download (CSV)

4 Download (C5V)

4 Download (JSON)
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