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Add backup destination
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Add Ransomware Resilience strategy X

Add Ransomware Resilience strategy

Ransomware Resilience strategy name

Detection 1/ 3 enabled v
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Backup policy None v
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10.

Protection status

9 9 in last 7 days @ 9 1in last 7 days
Avrisk @ 35 TiB data at risk Protected @ 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q 1 Manage protection strategies
Workload 1 | Protection status = % | Snapshotandback..T % | Type T % | Protec.T % | Encryptiondetecti.. 3 | Suspectedu  Actions
< . ; . ( A
FSxN_fileshare_useast_01 @ At risk None File share . A 4 Protect )
e T
LUN_storage_01 @ Protected NetApp Ransomware... Block £ @ Enabled N/A Edit protection
MysQL 4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
 —
MysQL 8009 @ At risk NetApp Backup and... MySQL ! A ( Pprotect )
R RO o
. - o
MysSQL_9294 @ Protected NetApp Backup and... MySQL \ @ Enabled | Edit protection
o ( \
Oracle_2115 @ At risk SnapCenter Oracle J, \ Protect

[R5E] R—UTT— o 0O0— REBIRL. [1R58] @8RL £ 7

Ransomware Resilience |&. 72 7« 77 NetApp Backup and Recovery /R & —HEEL TLBHE S
L F7,

. BfZDNetApp Backup and Recoveryz ZD X F£ICLT. & RUS—DAHEZERT 3ICIE. BHFEOR

) —HBEIRRB| RV IRADF v IENLTEEZET,
HELREREZERLET
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c RELRI—H—1TEIDEH

cBEOLWI 7R FE IOy
RNEERLE T,
BHBREL L TARELI——1THORE ZERLLEEIF. 1707074 —2z Vb F
Tl ETI3ER T 2" 28R F T,

A—Y%—7I9F54EF0 I—=x 2 bMEFHLLWTF—42 OAL U2 —%7KRX L %9, Ransomware
Resilience |&. 7—4& AL 72—%BE8MWICERR L. 21— — 79714 ET+4 €1 RX> k% Ransomware
Resilience ICIXEL T, BEBAI1I—Y—8FzHRHL £,

RAEBIRLE S,

ERABZERELET, BHEZEMICTSICIE. [ERR] ZBIRL £,

[{RE] R—I T, BERXAT—42X #HRALT. BENT7IT4 I THR e =#HERLE T,

BIEONY I Ty TERERF YTy b RS —%2 50 L0 T 7IREHKRICETIRZ S

BIFEONy I Ty TERIERFT v IOy b RIS —%SOH LT 7REHBICEIBRIDZENTEX
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7
8

Al

SUBLUITEXZa—D5. REZBRLET,

Protection status

@ 9 9 in last 7 days @ 9 1in last 7 days

Atrisk @ 35 TiB data at risk Protected @ 10 TiB data at risk
Workloads Protection groups
Workloads (19) Q i Manage protection strategies
Workload 1 | Protection status = 4% | Snapshotandback..= % | Type= 3| Protec..= % | Encryptiondetecti.. + | Suspectedu:  Actions
FSxN_fileshare_useast 01 @ At risk None File share N/A /A A IK Protect )
LUN_storage_01 @ Protected NetApp Ransomware... Block N/£ @ Enabled I/A Edit protection
MySQL_4781 @ Protected NetApp Ransomware... MysQL pg_important @ Enabled
MysQL_8009 @ At risk NetApp Backup and... MySQL | A \, (: Protect )
MysQL 9294 @ Protected NetApp Backup and... MySQL /A @ Enabled {  Edit protection
Oracle_2115 @ At risk SnapCenter Oracle N/A N \ Protect
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RLET, Ry o X%EINT S L. NetApp Ransomware Resilience IC&k > THEERY >—D 1) X bHE

HR)S—ICBEHRIONET,

RERU S —=2ERL T T, RER) D —HEELBRVIZEIF. [EBMN] ZFRLTHL VR > —Z1ERK
LEFo RUZ—DERBAAEICDOVTIE. UTZERL TRV, RER) S —ZFHT S o RNZE
RLET,

HEICL SV r—2a g8 FNTVW3E5aIE. BEVATL EBEANL—S VM EERLE T, X
NEERLEXT,

Ny O Ty THREERTZID FILWNY I TV TREERLE T RNZERLET,

a. REHMEICI—H—THORENETENTVEIERIE. BRERNTAI—HY—-— 707070 I—> YV
FEERLT. FILWLWTF—2 AL U X—%KRXFLZEY, Ransomware Resilience (&. 7—4% JL 7
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2. IREI|R—TDT—270O—RITT. [REDRE] Z:FRLF I,

3. J—o0O—RIZ. ##F T 3B7ZDNetApp Backup and RecoveryRER ) > —hHH 315E 1% BIEDORY
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Ransomware Resilience strategies (4) | Selected rows (1) Q

Ransomware Resilience strategy + | Detection % | Snapshot policy % | Backup policy = Protected workloads =
(:-\‘ rps-critical-plan 2 /3 enabled critical-ss-policy critical-bu-policy 3 ~
C:A rps-important-plan 2/ 3 enabled important-ss-policy important-bu-policy 1 b."
° rps-standard-plan ~ Recommen ded 1/ 3 enabled standard-ss-policy standard-bu-policy 0 ~
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Alerts 3 dbalert3932

db_alert3932
Impacted warkloads: mysql 9204, 3

I Take snapshot now Mark res

January 9, 2026, 4:02 AM

B © llancackiEack ® Active Edit P £ Warning @  Suspicious user behavior ®
Suspicious user Status Severity Tipe Detection time
Suspicious activity Al activity
[F  Review the suspicious files with read, write, ereate, and delete activity that triggered this warning and couid lead to ransamware-type behavier. Time period | 302 AM - 502 AM falert) v | meset

‘Suspicious read, wiite, create, and delete activity by volume Tip: Drag the mouse on the chart to se'ect 2 custom time period.

5000

3000

1000

312am 322am

@ waming @ mysal useast 21 mysqluseast 22 @ ubarps testyoll  Show more v
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Alerts » db alert3932

db_alert3932
Impacted warkloads: mysql 9294, +3

i Take snapshot now

January 9, 2026, 4:02 AM

8 (©) Liam O'Rely Block ® Active Edit # /A, Warning [ Sipiclois iser hehitor ® .
Suspidious user Status Severity Type Detection time
Suspicious activity Al activity
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Al file activity Tip: Drag the mouse on the chart to sefect a custom fime pericd.
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User activity agent name

Select a Console agent located near the user activity agent to minimize latency when transmitting activity to Ransomware Resilience.

Console agent

Provide the VM executable environment with “root" access for collectors in this user activity agent.

VM DNS name or IP address

VM SSH key
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Ransomware Resilience

I NetApp cConsole
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Settings > User activity > collector_001

Dashboard collector_svm_001 (o)
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. Cluster or storage Storage .
Type Status Version Last reported User activity agent
VM IP address M
Workloads (1) Q
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User directory

Connect to your user directories to identify specific users performing potentially suspicious behavior. Get help [

Connection ”~
Name User directory type
Active Directory -
User activity agent Server IP or DNS name
Select... -
Forest name or search name i) Bind DN
Bind password Protocol Optional
© LDAP -
Port
389
Attribute mapping Not set v
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Protection status

@ 9 9 in last 7 days @ 9 1in last 7 days

Atrisk @ 35 TiB data at risk Protected @ 10 TiB data at risk

Workloads Protection groups
Workloads (19) Q i Manage protection strategies
Workload 1 | Protection status =% | Snapshotandback..= % | Type= 3| Protec.= % | Encryptiondetecti.. 3 | Suspectedu  Actions
< . T \
FSxN_fileshare_useast 01 @ At risk None File share t N/A I\ Protect |}
o T
LUN_storage_01 @ Protected NetApp Ransomware... Block £ @ Enabled N/A Edit protection
MysQL 4781 @ Protected NetApp Ransomware... MySQL pg_important @ Enabled
. ~
MysSQL 8009 @ At risk NetApp Backup and... MySQL ! A | Protect /\r
- i S
MysQL 9294 @ Protected NetApp Backup and... MySQL @ Enabled { Edit protection
o ( \
Oracle_2115 @ At risk SnapCenter Oracle l \ Protect )
= . < “ . - * = “ * 3 \Ea?
= \ f— = f—
2. REA Y aR— K5 "MRETIN—T2T2ERLES,
Workloads Protection groups
Protection group (1) Q 41 ADD
Protection group 1 | Protection status = ¢ | Ransomware Resilience strategy = $| Protected count =
pg_important () Protected rps-important-plan 2/2
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Workloads

Select workloads to add to the protection group.

Protection group name

NoRansomwareOnThisFileshare

Workloads (17) | Selected rows (2) Q

Select workloads vith no other policy source or with Backup and Recovery as a policy source.

B - Workoa 1 Type =2 | Consoleagent % | importance T4 | O Privayexposure % | Protectionstatus =2 Detection 4| Snapshotand backup policies ¥ & |  Backup destination =2
O ewewnan e shre citl - © e
leshare_uswest 02.7453 i scont-.. citial W © Potected 1/3 ensbled DO— ST—
[P —— i i vigh O Atk
O epha_vol1 74565 file share criical wa @ Atrisk
(W] Iun_storage_01 Block aws-connector-us-east-1 critical na @ Protected 1/3 enabled
O mysql 6009 MysaL critcal wa @ atrisk Backup and Recovery netapp-backup-vsajgd1
O s wsal il wa © Proteced 173 enabled [ So—
O oeass orade J—— Gl i @ st SompCeter netapp-backup vesigd
mM £a

Next

4 REIIN—TDREIZANILET,
S. JI—TIEMI 37 —o0—RZERLET,

T—s0- ROFEERRT B0 BICXZO—LLET,

6. "IN ZBIRLE T,

Protect

Select how to protect all the workloads in the protection group.

1\ Warning: Al current policies il be replaced with the selected policies.

Ransomware Resilience strategies (3) Q Add
Ransomware Resilience strategy 1| Detection 2| snapshot policy 4| Backup policy 3| Protected workioads <
O oot plan 213 ensed T e b policy 5 i
(O rps-importent-plan 2/3 enabled important-ss-policy important-bu-policy 1 ~
O soamsioglan 175 bt s g s ~
@ Detecton 1/3 enabled @ snapshot poicy standard-ss-policy @ Backup policy standard-bu-poicy
Satings Snapshotlocking Disabled Locking retention days Py [ et
e Frequency | snapshot copies | Retention o o
houdy very 1 hours 13 — A
aaiy Bvery 1 day S . i 5
weekly Every Fri of week
monthly Every Jan, Feb, Mar, Apr, May, Jun,... 2
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pg_important
Protection group
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