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Alerts Snapshots
Alerts (10) S

Alert ID 3| Merttype TI| Severity T 3| Suspicioususer T3 | Workoad | Console agent T3 | Status T3I| Incdents | Impacted data +| Detected +
ub alert3223 Suspicious user behavior (D) Potentil attack Aiden Smith fleshare_Uswest 023223, 43 aws-connector-us-east-1 Acive 1 268 8 days ago

ee alertaTz? Enayption (D) Potential attack Unable to detect oracie 8821 Active 2 268 14 days ago

ce alertog23 Enayption (D) Potential atiack Unable to detect orace_9819 aws-connector-us-cast-1 Active 1 268 17 dys ago.

b alert3932 Suspicious user behavior [\, Waming Lam OReily mysal 9294 +3 aws-conpecior-us-east-1 Active 4 268 26 days ago

dd_aleri7918 Data destruction (D) Potentil attack Amina Kban v_datastore 4719, +3 Active 1 268 1 month ago

uba_other alerts319 Enayption (D) potential attack RajPate v fiiesnare 6699 Active 1 268 1 month ago

Iun slert 6285 Enayption (D) Potential attack Unable to getect lun_storage 01 Active 1 268 1 manth ago

uba alert voil Data breacn (D) potential attack Ry Patel ubs s fest ol +2 Active 3 268 1 month ago

uba alert vol2 Data breach (D potential attack Raj Patel e s test voi2, <2 Active 3 268 1 manth ago

uba alert voi3 Data breacn (D) potential attack RajPate e s fest voi3, +2 aws-connector-ys-gast-1-.. Active 3 268 1 manth ago
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Alerts > ee_alert8727

ee_alert8727

Impacted workloads: oracle_8821 Mok re=tore necded
4 ® 2 a 286 g 2GiB ® September 25, 2025, 6:51 AM
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ub_alert3223 Suspicious user behavior (D) Potential attack Aiden Smith fleshare_Uswest 02,3223, +3  aws-Connector-us-east- 1 Active 1 268 8 days ago
ee alertd727 (1) Potential attack Unable to detect oracle_5821 Active H 268 14 days ago
ee_alertoB23 (D) potentia attack Unable to detect oracle 3819 Active 1 268 17 days ago.

b alert3932 Suspicious user behavior /A, Waming Liam ORelly mysql 9292, +3 Active 4 268 26 days 200
dd alert7918 Data destruction (1) Potenial attack Amina Khan Vn_datastore 4718, +3 Active 1 268 1 manth ago
Uba other alerts319 Enaryption (1) Potential attack Raj Pate vin_fleshare 6639 aws-connector-us-west-1-.. Active 1 268 1 month ago
Iun slert 6285 Enayption (1) Potentialattack Unzble to getect lun_storage 01 aws-connector-us-east- 1 Active 1 268 1 manth ago
uba alert voil Datz breach (1) Potentialattack Raj Patel uba 1ps test ol +2 aws-Connector-us-east-T-.. Active 3 268 1 month ago
uba alert voi2 Dats brezch (D) Potentizlattack Raj Patel uba s test vol2, +2 aws-connector-us-east-T-., Active 3 268 1 manth ago
Uba alert voi3 Dtz bresch (1) Potential attack R3] Pate uba_ros test voi3, +2 aws-connector-us-east-1-.. Active 3 268 1 manth ago
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d inc4922 oracle_useast data2  svm_VsaWorkingEnviro...  VsaWorkingEnvionme... (1) Potential attack 0 New 22 days ago 21 days ago 4new extensions.. 1 snapshot
O inc3163 oracle_useast_log2 svm_) i i i (@ rotential attack L New 22 days ago 21 days ago 6 new extensions... 1 snapshot
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Potential attacks Impacted files

Incidents (2)

[:] ¥ Incident ID 4| Volume 3| storagevm 3| System 3| severity 3| status
O inca922 oracle_useast data2  svm.\ i . ingEnvi (@ rotential attack L New
O inc3163 oracle_useast log2  svm_VsaWorkingEnviro...  VsaWorkingEnvironme... (1) Potential attack 0 New

ws-connecor-us-east- 1

aws-connector-us-east-1
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Status =2 incdents 2| impacteddata | Detectea 3
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Active 268 17 days ogo
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Active 3 268 1 manth ago
Mark restore needed
® September 25, 2025, 6:51 AM
First detected
Q

=3 | Firstdetec..d | Mostrece.. $ | Evidence 3| Automatedres..s
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Impacted workloads: oracle 8821

@ 1 New & (1) potential attack a Encryption ® September 25, 2025, 6:51 AM
Status Severity Type Detection time

(77 106

TTT Incoming data )
— Impacted files (partial), to get full list Click here

Entropy of incoming data New file extensions (4) Suspect file extensions (4)
21732 Kig / min
Detected -pck Adck
2173 Ki / min
Bpected QIS e oma
Ick pck
.omg xyZ
£ File activity
o
T— Impacted files (106) 4
&6 files / min
Detected Impacted files 4 | Probable clean files =
10 files / min
Expected [——]
/Top._Dir_1/Sub_Dir_11/test.file_11540.tck fTop_Dir_1/5ub_Dir_11/test file 115406t
Renaming rate /Top_Dir_1/5ub_Dir_11/test_file_11540.bt.omg /Top_Dir_1/Sub_Dir_11/test_file_11540.x1
400 files / min
Detected
o6 i ik [Top_Dir_1/Sub_Dir_11/test_ile_11540.betpck {Top_Dir_1/Sub,_Dir_11/test file_11540.xt
Expected
/Top_Dir_1/Sub_Dir_11/test.file_11540.tetxyz {Top_Dir_1/5ub_Dir_11/test._file_11540.xt
Deletion rate /Top_Dir_1/Sub_Dir_11/test_file_11964.pdflck [Top.Dir_1/5ub_Dir_11/test_file_11964,pdt
250 files / min
Detected
200 fles / min {Top_Dir_1/Sub._Dir_11/test_file_11964,pdf.omg {Top_Dir_1/5ub_Dir_11/test_file_11964,pdf
Expected
1-250f 106 1w

S FEDAVITYMIDVWTIE FUYO—R 7AIVEERL T, EEZRITBZTI7MILDIVR+E
CSVHHTH O >YO—RLFT,

NetApp Ransomware Resilience TT!) /N XA 7 —X XA %= HE5R

J—o0—RH METXTHRE] rIv—U N7/, NetApp Ransomware Resilience &
EEDUANIRA L (RPA) ZH#HEL., 7Fv a0 H ) ANVDT—o70
—ZHABLET,

* 77— 3 >%»VMANetApp Backup and Recovery % 7=I&Ransomware Resiliencelc & > TEEIN
TUW33%HE. Ransomware Resilienceld lcrash consistent state (BEEARCFHLEWVWS vy MU VB
CREER) | ORETURAMT7ERITLET, ChiF. PATLD ISy allFZane. BLRRTHR
)a—LRICHSTcITRTDT—EADIRANTENZezEBKLET,

TRTORY 21— L HEORY 21— L FLFFEOT 7 LEBRLTI—YO0— REETTES
%o



J—J0—RFOETAT—RRIROVWTNHIICHED T,

CEHLTEETOCRZRETIHEDNHD FT,

cEBIHAIWMETYT:. V—IO0—RZETIZIVNENHD T,

© ETH: ETRENREEITHR T,

*BIEM 70— RIMETINE LT

KB U—0—-ROERTOLRAZRTTEEFHATL

EnEEIE-T-T7—vO0—REXRTRTS
METHAME)] ORIERT—RRACHZT—oO—RERBERLET,

FIE

1. X+ > ®Ransomware Resilience® v > a7;R—RKH5. 75— kXA
L. *TRTERTZEIRLET,

D

EFrlE. B0 RN—H5 * Recovery * & RL £ 9,

2. A R—TTU—o0— FIEREZERL £,

J—o0—RFOEEIREITROT -7 00— RICHEEZRIFITAIRELBD 9,

B EERE

METH DR DE5TZ R

4 8 GiB O 0 miB 1 2 GiB
Restore needed Data In progress Data Restored Data
‘Workloads (5) Q

Workload % | Location % | Type 2| Connector 2 | Managedby 2 | Recovery status % | Progress $ | Importance $ | Totaldata £ | Action
Mysql 9234 10.0.1.10 MySOL aws-connector-us-east-1-.. Neone “I) Restore needed Critical 2Gi
Cracle_8821 10.0.1.193 Oracle ews-connector-us-east-1-.. None _TJ Restore needed nfa Critical 2Gig
Fileshare_uswest 02 ... File share aws-connector-us-west-1-, Neone '/:':] Restore needed Critical 2Gig
Vm_datastore_202 735... 10.195.52,126 VM datastore onprem-connector-accou.., plenter for ViMware /_'—W ded Stand, 2Gi8 lj Restore
Vm_datastore_uswest ... 10.0.1.215 VM datastore aws-connector-us-west-1-.. None @ Restored 1 Crit 2GiB

J—70—-RFZVANITSB

J—J0—-RFZzFLIE. T—TJ0—-FZ2ERTI BICIIRD2DDFEDHD £9,

* hXARL'RX+T7TIEIR
* J1)—=2R1ETTEIR
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s 77— 3 > VMANetApp Backup and Recovery & 7-I&Ransomware ResiliencelC & > TEIE I
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CRERR) | ORETURANT7ERITLEY, ChiF. SXATLD ISy allzBahe. BLERETR
)a—LRICH2T-ITRTDT =RV AR TEINZ e EZEBEKRLET,
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‘Workloads (5)

Waorkload

Mysql_9294

Cracle 8821

Fileshare_uswest 02_...

Vm_datastore_202 735.. 10.195.52,126

Vm_datastore_uswe:

-

% | Progress ¥ |

Importance

Critical

Critica 268

Critical 268

Standard 2aGi8

Critical 2GiB

o,

+ | Totaldata 3 | Action

[ Restore )

J—UB80—FzVANITS
J—O0—RZFHMELIE. -0 00— RZETT BITIERD2DDFEDB D £,

* hXARL' X7 TEIR
s 1) —=>2RETTEIR

V)= EBrERTLET
NetApp Ransomware Resilience TV U —> 1) X c 7 DERIBEZKE

NetApp Ransomware ResilienceldZ7 ) —> U X 7ML, ST LT T THEEZD
HARFEFVANIERIRLES, JV—2URNTERITTBRICIE. £FTAVTLE
AFREIEETR—bINTVWE ISV RRIEIC,. REESN=) ANVERE (IRE) Z{ER
ITRIRELHD FI, IRENICZ)—2IL—L%ZERL £9, € TRansomware
ResilienceldT—27 00— RZREEL. DT 7AIUNI)—2T, EDT7AIDRZ Y
LT T7DEEEZITTVWBIHIEFELE T,

HBRIVY—ILO—)L CORRIEERTTBICIE. BEEEE. 74— FE700 7 NEEE.
FREZ YLD T7HEEEEOO—ILARETY, "NetApp ConsoleD T >4 AT = PiifEO—ILIZ DL
TER",

V=D RTICDOWVWT

1) =2 1) XA R T7%R1T9 3 . NetApp Ransomware Resilienceh*J h/\U #REL T Z3EHIX TV TD T
OtXzAHARLET,

b7V V=B URNTEETTSICIE. £ IRE ZEREL. RICUR N7 TET7—2o0—KR
EIRTIZMNENDH D £9, Ransomware Resilience I&. 7—270—RICEETRIIARTOT7 I arhE
TFEINZ7)—2II—L=ZERRLET,

* Ot 1 2 —>)L—LTlE. NetApp Ransomware Resilience 3R TDRF v P 3wy hEDIFL. B
BUHEFEETINEODZHERELET, U —2RERIE. RBERERFEZRET SHDEHYY S
EERL £,
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NetApp Icon Reference
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "EC2Isolated recovery environmentFullAccess",
"Effect": "Allow",
"Action": "ec2:*",
"Resource": "*",
"Condition": {
"StringLike": {
"aws:ResourceTag/rps::Isolated recovery

environment—-name": "*"
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"Sid": "EC2CreateAccess",

"Effect": "Allow",
"Action": [
"ec2:*"
1,
"Resource": "*"
"Sid": "EC2ReadPermissions",
"Effect": "Allow",
"Action": [

"ec2:Describe*"

1,

"Resource": "x"

"Sid": "IAMFullAccess",
"Effect": "Allow",
"Action": "iam:*",
"Resource": "*",

"Condition": {
"StringLike": {
"aws:ResourceTag/rps::Isolated recovery

environment—-name": "*"

}

"Sid": "S3FullAccessTolIsolated recovery

environmentStateBucketCreation",

"Effect": "Allow",
"Action": [
"s3:CreateBucket"

1,

"Resource": "x"

"Sid": "S3FullAccessTolIsolated recovery

environmentStateBucketObjects",

"Effect": "Allow",
"Action": [

Ng3 .k



1,

"Resource": "arn:aws:s3:::*-netapp-Isolated recovery

environment-state-bucket/*"

by
{

"Sid": "S3FullAccessToIsolated recovery

environmentStateBucket",

"Effect": "Allow",
"Action": [
I|S3:~)<"

1,

"Resource": "arn:aws:s3::

environment-state-bucket"

}
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "EC2Isolated recovery environmentFullAccess",
"Effect": "Allow",
"Action": "ec2:*",
"Resource": "*",
"Condition": {
"StringLike": {
"aws:ResourceTag/rps::Isolated recovery
environment-name": "*"

}

"Sid": "EC2CreateAccess",
"Effect": "Allow",
"Action": [

"ec2:*"

1,

"Resource": "x"

"Sid": "EC2ReadPermissions",
"Effect": "Allow",
"Action": [

"ec2:Describe*"

1,

"Resource": "*"

"Sid": "IAMFullAccess",

"Effect": "Allow",
"Action": "iam:*",
"Resource": "*",
"Condition": {

"StringLike": ({
"aws:ResourceTag/rps::Isolated recovery
environment-name": "*"

}

21
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"Sid": "S3FullAccessToIsolated recovery
environmentStateBucketCreation",
"Effect": "Allow",
"Action": [
"s3:CreateBucket"

1,

"Resource": "x"

"Sid": "S3FullAccessTolIsolated recovery
environmentStateBucketObjects",

"Effect": "Allow",
"Action": [
Vg3 gl
I
"Resource": "arn:aws:s3:::*-netapp-Isolated recovery

environment-state-bucket/*"

by
{

"Sid": "S3FullAccessTolsolated recovery
environmentStateBucket",
"Effect": "Allow",
"Action": [
Tg3gwm
I
"Resource": "arn:aws:s3:::*-netapp-Isolated recovery

environment-state-bucket"

}
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@ Amazon FSxN for ONTAPICEA SNIREDIEES. CDBHREZIRHETIMNEIEHD £
Ao

Add isolated recovery environment X

Isolated recovery environment

Isolate suspicious workloads in a secure environment, remove malware, and restore them safely to production.

Location Amazon Web Services -
Prerequisites Completed ~
Name IRE-01 v
Systems ~

Select a system to connect to the isolated recovery environment for restoring workloads. Then, enter the details of the storage VM (SVM) that will be
deployed on the system.

Systems (5) Q
D v  System % | Location =3%| SVMIPaddress | SVM subnet mask | SvM gateway (o... |
v Onprem-1 = On-premises
D Text cell == On-premises
D Text cell as S West (O...

O Text cell wsUS East (N....
O Text cell o europe-westl

Cancel

LU avEREALE T,

cOSURTATYEDZANL. FAOYTHEIIRZa—Hm5THAI Y bDOU—2 3 VEERL
TLREEW, IREIFHR—FENTVWBRU =23 VICDHTIOCTEET,

° 717> kDAccess key L Secret keyz AT L TS ETE LY,
* Virtual private cloud (VPC) * o> 3> %ZRBEALEYd, IREZEATS VPCID ZANLFET,



Isolated recovery environment

Isolate suspicious workloads in a secure environment, remove malware, and restore them safely to production.

Location Amazon Web Services ~
Prerequisites Completed A
Name IRE-01 ~
Systems Onprem-1 ~
Authentication ~

AWS account

Account Region

v US East (Ohio) X -

AWS credentials

Access key Secret key

Virtual private cloud (VPC) () Action required N

Cancel

8. BiN%EEIR L CTIREZERRL X T,

Ransomware Resilienceld. EM%ZFIRL7-RICERT AN ZEITLET, CNICISBEDHI D ZH5E
HHDEFT, IREDXT—A XN ldeployed] EFRT-INNIK. IREOEBRIZHINTY,

FTLIR
1L SO LT T T7HMET. RE] Z&RLE T,

2. )= h—RT. TNHRVIOFEDIZEIE B #RL. BICEREADBREIT E1F
ZERLE T,

B IBFRICDOWVWTUE. AV FLIREFRLTLIEE L,
4. *Name* o> 3> %= ERLZE 9, IREICNameZE|DHTE T,

5. *Systems* U/ a VERBHELE T, IREICERI B RTLZERLET, IRECUANITBZT—
IJO0-FDRHBZESRATLICC ANL—=2UMIPPRLR, TRy YRV F— ROz %ZEID
HTET,

BIRT B3RV ATLICIE. IPPRLADEDYTESNTVWIRERBDFT, TSATIIIATLE
13 Eh A ATFLEBIRTEE T, TSATUIRATLICESEINTLWAEWVWR Y P ay
EROBRWEE. FRIETZATIVSATLAFBETERWVGEIZ. EHAVF VS ITLEDHRELD
EBIHICERTEXY,
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Add isolated recovery environment X

Isolated recovery environment

Isolate suspicious workloads in a secure environment, remove malware, and restore them safely to production.

Location Amazon Web Services ~
Prerequisites Completed ~
Name IRE-01 v
Systems ~

Select a system to connect to the isolated recovery environment for restoring workloads. Then, enter the details of the storage VM (SVM) that will be
deployed on the system.

Systems (5) Q
E] - System % | Location = 3| SVMIPaddress | SVM subnet mask | SVM gateway (o... |
v Onprem-1 = On-premises
O Text cell == On-premises
OJ Text cell as  US West (O...

O Text cell s US East (N....
D Text cell S europe-westl

Cancel

6. Consoleagent 7> 3 V% EBHLE Y, IREICT 7O TN TLS Console agent & ROy 4
DUXRZa—H5ERLET,

7. Compute o> 3> =REALEY,

a.

vCenter T —/\N—Z G T B 1O DFELEMRZASILFT [ IP 7 R L *EFISTTLEE F X
\/% (FQDN) N */—J_:_ I\\ -j-_-'jx_%\ /\OXU— I\“o

L ZEIRL TOL T oo vl 2B L E T, KTI SIS, UTOLT O vILH SRS NS
FTHEET,

VM %E A ¢ % Datacenter & Cluster Z3ER L £,
ESXiRA hD*T—R R L 7*e*y D=0 % 8RL £ 9,

VMOD*IPT R L Z&E*ZCIDREE (fl  10.0.0.1/24) . TRy b RI LT —+Ix
12 ANILET,



Compute

1| Authenticate with the vCenter server where compute resources will be deployed for detection and cleaning.

IP address (FQDN)

Port

vecenter.organization.com 50
User name Password
admin-123 eececcsccscse ©
Authenticate © Authenticated
2 | Select the location where VMs will be deployed.
Datacenter Cluster ESXi host
datacenter-123 X - cluster-123 X - host-123 X >
3| Select details related to the ESXi host.
Datastore Network
datastore-123 X - network-123 X -
4 | Enter the IP address details for the new VMs.
IP address range Gateway
Input text 10.100.000.0

Cancel

8. *WMs* o> a>vERBALET, DI 3. *Compute* 20> 3 > TOANRRICEDINT
ABEINEd,

a. NetApp Ransomware Resilience® > > LD T 7 DR F v VIMER T SLinux VMIZCDWTIE.
ROy FHAITIAZa—DBVMEZERL. VMO*A—H—F**)NAT—R*Z AL TLIEE
(A

b. X ¥ VIZMEHR T BSWindows VMIZ DWW Tl
A—H—**NAT—R*ZANDLFT,

9. BIMN%Z:EIR L TIREZERK L £ 9, Ransomware Resilienceld. BIMZEIRL-BICEFZ#T AL
£9, COMBICIFBD DN B DB XT, IREDXT—R RN ldeployedl EFRRIND
. IREIZFEBICEATNTUVLET,

ROy FEI U AZa—h5VMZZERL. VMO*

EWRREBIFTEE T, REAX T T. Isolated recovery environments% &R L £ 9, Isolated recovery
environments R—IJZIE. IREEEDRT—RADNKRRINE T, COREBEICEHET ZITRTOY 3 7T DFFM
#HEERT BICIE. View jobsEZEIRL T 72T LY,

IREIFEBETOHIATLZEETETET, REXT T, RBRESNIC) ANVRRZERLE T, RELL

WREZRDIFT. 702 arXza— " ZFERL. EZERLE I, YRATLOEEERZED T
TV ET LIOREFZERL TSV,
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IRE Oz ZE I 2HENH SHEIE. Ransomware Resilience H 1 K/N—H'5 Settings %
FEIRL. Cleanrestore 71— R T Manage ZERL 9, IREDT7 V> 3> X a—%&ER
L. Edit Z:#RL CREZZEELF T,

PRaE S N c[MERSE Z HIFR
ERED T VT« TIRETIE, IREZHIFRI B LI TETEHA. EiRFz* v EILT3H. ExH
T TB2ETH>THBIREZHIFRL TS EE L,

REZHIBRT B L. 21— )L—LSVME X ZF—& K 21— LbEBRENET, CNEDT

()  tyrpEBInBr. JU—SURRTICET S LA R EERT BT LI TERCAD &

I BREICBBLET.

Ty — AR h—RT. TEE BERLET.

MIRT 50— - LERELE S, IREOTILavX=a— () ZERL. Bk £ERLET.
A4 7107 T Delete ZER L TIRFZEREL £,

> W DN

rljetApp Ransomware Resilience TV —> ) X M F7ZzERALTT7—o0O0—KrRZ U AN

NetApp Ransomware Resiliencez@Hd 5. 71—V M7ZFERL T, BEEAX
—ADZUY LIV I THRBOHEICAHA RRAETVAN) ZETTEERT, JU—-2UX
E7IE. T—REBEER/NRICINZ. 7—200— REARERRDEBEBTA >S54 I
RIf-HnmBEtEINiz) ANUNIZHELE T,

FtR 9 B AIIC

MEBROAVY =)L O—) CORRIVZRITTBICIF. HBEEE. 71 F—Fd37O0>0 o NEEA.
FRES O LAY T7HMEBEEOO—ILHARETTY, "NetApp ConsoleDZ > H A7 = PiiEO—ILIC DL
TER",

V)= ETERITIBEIC. RSN EERR ZREL TELELHD FT,

ZRERE
*BSHES UYLV TREDSRE. V) - BETDHERITTEEI,

* REECNICEBIRRRICH LV REZRITI S 1HODBRENRVIGE. ZENTESXTTF 2 —ICHRTH
9,

° NetApp Ransomware Resilience!) A/NU A w2 2 R—RTld. 7O 74 THI ) —1ETRIEC*2
—IIBBRINTVWE V) -V ETREOAT—2 A2 VWO THERTEET,

c )=V RERERIBTRE. TDR) 2a—LHRT7IRT EEINZ D, 1077 AN I NS ] EE
HHHBD ET,
V)=V BETERITLET
1. Recoverytz2> 3> T., 8t 9257—270—R%E&ERLFJ, Restorez:ERL £7,
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o &~ W BN

7.

B ATOATa>T 2= VETEERL. "INz )y I LET,
FRTIRHMINT) ANVEREBEZERL, *AN'Z2V)v o LET,
BRI N-EIRBEERESEL. ELVSFATHB e 2EEL£J, Restorem:E#ERL 9,

Ransomware Resilienceld W ERFZEZERITLET. Ty b7y TIDERICTET T3 K\ Ransomware
ResilienceldSetup complete t FRIRL £ 9o DITICETICIE. NextzEIRL TS

Yy 7y TIHRT LIS, DFEERTEEIRL TL T L. Ransomware Resilienceld. Z>H LD T
THEEEFOTEHBICHIBAAREA IR TOETRT Y e L. BaxRa Y rOBRMCEEERTL
9,

Recovery > fileshare_uswest_03_0192

fileshare_uswest_03_0192

Isolated recovery environment: IRE-01 Gancel restore
Clean room progress Learn more [7
- ® ®
1. Setup 2. Analysis 3. Plan 4. Cleaning 5. Recovery 6. End

About this step: Initializes the isolated recovery environment, isolates the workload, and installs tools to analyze workload data.

~ U Running analysis...
1/ 8 jobs completed

Analysis progress

1 Analyzed files 6,000 files

©

Analyzed restore points p .
@ Unimpacted W Impacted

Jobs (8)

Restore points on available storage systems will be analyzed. Only replicas will be analyzed if all snapshots are impacted or unavailable, which might lead to greater data loss. Restore point type: @ Snapshot [ Replica
v/ Analyze snapshot-20251029-1551 © Analyzed files: 6,000 (2,000 unimpacted + 4,000 impacted) Deleted files: 20 Start: September 23, 2025, 2:00 PM
O Analyze snapshot-20251029-1551 (@ Start: September 23, 2025, 2:00 PM

® Analyze snapshot-20251029-1551 (@
® Analyze snapshot-20251029-1551 (@
® Analyze snapshot-20251029-1551

(© Analyze snapshot-20251029-1551

PHHFTT LIS, NextzFEIR L TEEEHE%ZIITTL 723V, Ransomware Resiliencelll&. Least
data loss ¢ Latest unimpacted restore pointX L\ 52DDF F> 3 UhAHD 3, WFnhoF T3>
ZEIRL. BDEICHLCT. ENENDETRA > EDELXD T 7AINT—2ZHETEXT,

BT 7AIINARY P T—RERRTDICIE. DIERROT 71 IILZERL TRES{ERT—2 X ZHER

LETo 771IILHMERR. BB, LIFHIRINICBE. 8LV EDETRA > DB EDREICHIGT B
N eHERTETEI,
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1.
12.
13.
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Recovery > fileshare_uswest_03_0192

fileshare_uswest_03_0192

Isolated recovery environment: IRE-01

Clean room progress

& @ @ © o ©

1. Setup 2. Analysis 3. Plan 4. Cleaning 5. Recovery 6. End

About this step: Recommends recovery plans. You can choose the recovery plan that best fits your needs.

@ (D Action required

Create restore point
Select a recovery plan to create a candidate restore point.

Recovery plan

(® Least data loss (lose 5 hours) ~ Best O Latest unimpacted restore point (lose 24 hours)

¢ snapshot-20250... ?ﬁ g 3 PiB Q) 6 200 (0.1 PiB) @ 5 hours
Baserestor - ~ e restore point size Contributing restore points Modified files Total data loss
Created: September 23, 2025, 2:13 PM
Type: Snapshot
Recommended recovery map
Modified files (200) Q 4

CETRAVEEBIRLIES. IANEBBIRLTI 7LD ) =27y T2 EHBLTLET L,
. Ransomware ResilienceN7—2oO0— KD —>7 v TH=BEHBELF T,

1) —=>Jh5%T L5, Start recoveryx :E#RLTUANUEBKBLEY,

TTDT—V0O— RZFRETINESHZBERL TSIV, TDOT7—270— RZHFRELARVESIE. No,
replace the original workloadZEiR L T 72 &L\, 7T B ICId. Yes, save the original workloadZ

ERL. 7—70—-RFROFLWVLWEFIZEAILED,
DANDBRREREIRLT. YANUZBIRLET,.
DANIDTZT LS. Nextx BEIRL TRIET7 T —XICEAEX T,

)Y —RZBRL TR TZERL T, VY —XZBRL. 7U—YIL—LZRALET, VY —RZBERT

BRI BICIE. BRTZERLET,

Cancel restore

Learn more [}
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