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"method": "EnableFeature",
"params": {
"feature" : "fips"

b
nidm: 1

COMEE—RZEMMIITBE. IANTD HTTPS @IS T FIPS 140-2 THEERINICESHMER TN L SIC
BOEI,

FHMICOVWTIE, THEL5EZELTETL
* SSLEES
* "Element APl ZER L TR ML —C%ZBELFT"
* "SolidFire XU Element V 7 b T 7D R Fa X2 k"
* "vCenter Server AT NetApp Element 7> 1 >"

SSL EE&

SSLEESIE. RRA M EXF a7 RBELXHILTDA-OICFERTZIESE7ILI)XILT
9, Element Y 7 b T 7 THR—NINBIELEDES . FIPS 140-2 E— RHAEWMA
BERICYR— NSN3 IFZEEDESHHD £,

LLFIC. ElementY 7 bz 7 THR—MINBZIZED SSLEES . FIPS 140-2 E— RO ERIARBEICH
R—rENBSSLEBESZRLET,

* *FIPS 140-2 HMEDICHED F LTI
TLS_DHE_RSA WITH_AES_128 CBC_SHA256 (dh2048) -A
TLS_DHE_RSA With AES 128 CMG_SHA256 (dh2048) -A
TLS_DHE_RSA WITH_AES_256_CBC_SHA256 (dh2048) -A
TLS_DHE_RSA With _AES_256_GCM_SH384 (dh2048) -A
TLS_ECDHE_RSA WITH_AES_ 128 CBC_SHA256 (secp256r1) A
TLS_ECDHE_RSA_With AES 128 CMG_SHA256 (secp256r1) A
TLS_ECDHE_RSA_WITH_AES 256 CBC_SH384 (secp256r1) -A
TLS_ECDHE_RSA With _AES_256_GCM_SH384 (secp256r1) -A

TLS_RSA_WITH_3DES_EDE_CBC_SHA (RSA2048) -C
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TLS_RSA WITH_AES 128 CBC_SHA (RSA2048) -A

TLS_RSA WITH_AES_128 CBC_SHA256 (RSA2048) -A
TLS_RSA With AES 128 GCM _SHA256 (RSA2048) A
TLS_RSA WITH_AES 256 CBC_SHA (RSA2048) -A

TLS_RSA WITH_AES 256 CBC_SHA256 (RSA2048) -A
TLS_RSA With AES_256_GCM_SHA384 (RSA2048) -A
TLS_RSA WITH_Camellia_128 CBC_SHA (RSA2048) -A
TLS_RSA WITH_Camellia _256_CBC_SHA (RSA2048) -A
TLS_RSA_WITH_idea CBC_SHA (RSA2048) -A

TLS_RSA WITH_RC4_128 MD5 (RSA2048) -C

TLS_RSA WITH_RC4_128 SHA (RSA2048) -C

TLS_RSA WITH_SED_CBC_SHA (RSA2048) -A

*FIPS 140-2 B EICED FL T

TLS_DHE_RSA WITH_AES_128 CBC_SHA256 (dh2048) -A
TLS _DHE_RSA_With AES 128 CMG_SHA256 (dh2048) -A
TLS_DHE_RSA WITH_AES_256_CBC_SHA256 (dh2048) -A
TLS_DHE_RSA With AES_256_GCM_SH384 (dh2048) -A
TLS_ECDHE_RSA WITH_AES 128 CBC_SHA256 (sectr571r1) A
TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256 (secp256r1) A
TLS_ECDHE_RSA_ With _AES_128_CMG_SHA256 (secp256r1) A
TLS_ECDHE_RSA With _AES_128_GG_SHA256 (sectr571r1) A
TLS_ECDHE_RSA_WITH_AES 256_CBC_SH384 (sectr571r1) -A
TLS_ECDHE_RSA WITH_AES 256 _CBC_SH384 (secp256r1) -A
TLS_ECDHE_RSA_With AES_256_GCM_SH384 (secp256r1) -A
TLS_ECDHE_RSA with AES_256_GCM_SH384 (sectr571r1) A
TLS RSA WITH 3DES EDE_CBC SHA (RSA2048) -C

TLS RSA WITH_AES 128 CBC_SHA (RSA2048) -A



TLS_RSA WITH_AES 128 CBC_SHA256 (RSA2048) -A
TLS_RSA With AES 128 GCM _SHA256 (RSA2048) A
TLS_RSA_WITH_AES 256_CBC_SHA (RSA2048) -A

TLS_RSA_WITH_AES 256 _CBC_SHA256 (RSA2048) -A

TLS_RSA With AES 256 _GCM_SHA384 (RSA2048) -A

FHICDOVWTIE. TH557 BT

7S5 2R THTTPS @ FIPS 140-2 #EBMIC L TL AT L

Naf+ —EEDHR
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k¥ — (AK) BEZZEIHLXY, AK I, BCES1EtR>07 (SED) oOv ok
Oy JRICERINE T RET —Y0OESIL" VS ALTEEMCLTEEE

9o EKS ZfE T2 & T. AKDELRBREMEFENTREICAD T, 77 AXIE

OASIS TEZEINAZE O k JJ)L TH S Key Management Interoperability Protocol  (

KMIP) ZfERLT. EKS LB@BELFT,

"NEEETEY Ty TR

CRERRAA—F—TODVY I bz T7RESEOF—Z2ZELFT"
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NEF—EBEBELEY TV SIS
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HEZERETETET,

DEBZHD

* AT —BIRELRET —XOBES{LZHEAESHOETRET %81 2EALTRET 2OV I U
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{

"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {

"keyManagementType": "external",

"keyProviderID": "<ID number>"

3. T RekeySoftwareEncryptionAtRestMasterkey | < > Ri5&EH'S [asyncHandle | fE# AE—L %9,

4. #R{TL F 9 "GetAsyncResult" BIDFIED I asyncHandle | {EZFEALTIY Y RERTL. /REDE
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"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:512",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"
br
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",
"keyProviderID": <value>
bo
"operation": "Rekeying Master Key. Master Key management being
transferred from Internal Key Management to External Key Management with
keyProviderID=<value>",

"state": "Ready"
}y
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"

5. T GetSoftwareEncryptionatRestinfo | <> F%#EfTL T. T keyProviderD | & D L WLW\F— DM
NEHFINezHELET,

"id": null,
"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-01-01T22:29:182",
"keyID": "<updated value>",
"keyManagementType": "external",

"keyProviderID": <value>

b

"rekeyMasterKeyAsyncResultID": <value>
"status": "enabled",

"version": 1

by
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