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"params": {
"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpg4OES/E...",
"kmipClientCertificate": "dKkkirWmnWXbjoT/UWZYB20oK0z5...",
"kmipKeyServerHostnames" : ["serverl.hostname.com",
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}I
"id": 1

}

=Xl
DXV ROBREFZERICRLET,
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"result":
{
"kmipKeyServer": {

"kmipCaCertificate":"MIICPDCCAaUCEDyRMcsfO9tAbDpg4OES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName" :"keyserverName",
"keyServerID":1
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"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
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KeyProviderlD HIFR 9 2F¥—70O/N BH L 1E0%

442D ID,
RD1#E
COXY vy RICIFEDEIXHD £FEA. TT—DHUHLTD, HIRREIIRIILI-EAREINET,

ZRAI
CDXYy FOERHIZRISRLET

"method": "DeleteKeyProviderKmip",
"params": {
"keyProviderID": "1"
by
"id": 1
}
Rl

DXy ROREFZRICRLET

"id": 1,
"result":

{}

MAEAN—2 3>

1.7

DeleteKeyServerKmip

['D eleeteKeyServerKmip 1 XV w FZ{ERL T. BtE®D Key Management
Interoperability Protocol ( KMIP) F—H—/N\%ZHIBRTE X9, F—H—/NF. Z7ON
1 RICBDEHETONTREBEOT—NTHH., 2O 7ONA D REFERPOF— =M
LTOWABLHAED, HIFRTE XS,



INTA—H

CDAYV Y RDATNNTA=RIFIRDEED TT,

25| B8 EAAILET F7 1)L ME WA

KeyServeriD HIFRE B KMIP — 23 L E{AN
H—NDID,

RO 18

COXV Y RIZIREDERHD FEA. T7—DRBVEE. BIFREEIIRIILIcEHBEINET,

e
ZOXY Y ROBRAERICRLET,

"method": "DeleteKeyServerKmip",
"params": {
"keyServerID": 15
by
"id": 1
}

=P

CDAY Y FDRERZRICRLET,

g/

U

"id": l,
"result":

{}

FRHREAN—T3 Y
1.7
DisableEncryptionAtRest
[ EnableEncryptionAtRest | XV v RZERT 3. UEICY 7 A RICERINES

IbZRBRTEE T, COXYw RIFIEREAT. BEEHIEDICEIFICRDEZRL £
9, GetClusterinfo' XV w REFERTIE ' JOCLAPRT LI 2ERT7-0HI1C>
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ATLZR—) VI TEERT
52 RDREF - FDEELLY T b T PREECORED I F— 2 AERBT 51014, %
@ (EALEYUSRLEEAY Y FEMELES ERBTEEY

GetSoftwareEncryptionAtRestInfo "V 7 AANREFET — X DES(LICHER T 2 1EHRZH
JFIBHE"

DXy REFEALTRET—ZDOY I hI T T7EEEEEMNCTRICITTEEEA. F

() #5420V IrYITPRESEEENICTEICE. FUBETT HLULY SRR LE
3—0 "N 1\717‘:3:%1%??7__\‘_&0) %%ﬂ:‘;ﬁgéj]—c\j—o

INTAX—H

CDAYV Y RICIFANINS X —RIEHD £ Ao
Rb1E

COXY vy RICIZRDEIZSH D £ Ao

e
ZOXY Y ROBRAERICRLET,

"method": "DisableEncryptionAtRest",
"params": {1},
"id": 1
1
el

DAYy ROREFZRICRLET,

"id" : 1,
"result" : {}

HIREAN—3 >
96

HMICOWTIE. T8 ZEBLLETW
* "GetClusterinfo ZfER L £ 3"
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EnableEncryptionAtRest

EnableEncryptionAtRest XV v RZER T3 L. 77 XAXDREFET —X D Advanced
Encryption Standard (AES) 256 Ev hEES{tEBMICTETET, CNICED. &/
—RORSATTHERINZIESILF—Z2 I AXTEETESZLSICADET, D
BEEIET 7 4L ETIEFEMICE>TUVWERE A,

55 2ADRETF—2OEBLEY T b T TESEOREDR T — 2 AERRT 5I10E. %
@ (EALEYUORLEEAY Y FEMELES ERBTEY

GetSoftwareEncryptionAtRestInfo "V 7 AANREFET — X DESLICHER T 2 15HZH
BIBHE"

COFETIH. FRET—2DOYV I FI Tz T7ESLIEIBEMICED FEA. CNE. ZFERLS
() BROBRFTEFT'U5REAY Y FElFRL ST &5
enableSoftwareEncryptionAtRest ZICEREL X trueo

RET—ROBSEREMCTBZE. V7 XARADE/ —FORZIATICDOWVWT, BSLF—10 5 X 2R
TEFNICEEINET,

keyProviderlD Z18E 2 L. F—FTANAZDRA FIZIGLTNRT— RABER I, BIFENE T, KMIP
F—7ONI A DBEIX. BFE Key Management Interoperability Protocol ( KMIP ) F—H—N\HMERATN
x93, COMIBOERTER. IBELEIONARIET VT4 T HBEN. T DisableEncryptionAtRest 1 XY
v REFERAL TRET —XOBSEZzENCTS2ETHIRTET EFE A

@ ETFILESN -NEJ THHB/— KX+ TFTIE. [ EnableEncryptionAtRest 1 XY/ v RIE

U'H LA T Encryption not allowed.Cluster detected non-encryptable node. | & L\ 5 [&& TR
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"method": "EnableEncryptionAtRest",
"params": {1},
"id": 1
}
el

DXV v KD EnableEncryptionAtRest XV v RDIGEFIZRICRLET, LR—bT2ERIIHD FHE
Ao

"id": 1,
"result": {}

GetClusterinfo T S XA DREFET —RXOBESILEZBEMCL TVWBRE. RET—XDOES{EORE (T

encryptionAtRestState | ) & Menabling 1 EHHNEINET, FRET —XDOESLOBMMENTET T L. KR
TN BIREEIF Tenabled § ICEDLD T,
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TigWg 1,
"result": {
"clusterInfo": {

"attributes": { },
"encryptionAtRestState": "enabling",

"ensemble": |
"10.10.5.94",
"10.10.5.107",
"10.10.5.108"

I

"mvip": "192.168.138.209",
"mvipNodeID": 1,

"name": "Marshall",
"repCount": 2,

"svip": "10.10.7.209",
"svipNodeID": 1,
"uniqueID": "91dt"

FREAN—2 3>
9.6

M- ONTIE. 2BES5E &L AT

* "SecureEraseDrives M 2 D D45 E % 5HEA"

* "GetClusterinfo ZfEEE L £9™"

* "SolidFire &V Element YV 7 b VT 7D RFa X K"

* "BEID/N— 3 > D NetApp SolidFire &HEHE KV Element HRICBET A RFF a2 X~

GetClientCertificateSignRequest

[ GetClientCertificateSignRequest 1 XVvw RZEHT 3 . FAEERERZERT
TFXJ, iEAAEBLEKIE. FBEBICL > TEBHRTIN. V7 RXEDU A7 MiERAE
ZERTETFE T, EBERLNIHHEEE. AT —ERCOBEICH T EEMERZHEILY
5TC®‘:L{Z\E—C\\?O

INTA—=H
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"method": "GetClientCertificateSignRequest",
"params": {

b
ATy
}
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DXy FOREMNZRICILET,

"id": 1,
"result":
{
"clientCertificateSignRequest":

"MITIByjCCATMCAQAWGgYkxCzAJBgNVBAYTAIVTMRMwWEQYDVQQOIEWpDYWxpZm9ybm. . . "
}
}
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"method": "GetKeyProviderKmip",
"params": {
"keyProviderID": 15
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"id": 1
}
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"id": 1,
"result":
{
"kmipKeyProvider": {
"keyProviderID": 15,

"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": [

1
I
"keyProviderName": "ProviderName"

HREAN—T 3>
11.7

GetKeyServerKmip

GetKeyServerKmip XV v RZ RT3 &. 57 L /= Key Management Interoperability
Protocol (KMIP) F—H—/NICEAT 3 IBHREBETET X9,
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KA
COXVy ROERFZRICRLET,

"method": "GetKeyServerKmip",
"params": {
"keyServerID": 15
by
"id": 1
}

=P
ZOXY v ROBEFERICSRLET.

g/

U

"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate"

: "MIICPDCCAaUCEDyRMcsf9tAbDpg40ES/E. .. ",

"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"

I
"keyProviderID":1,
"kmipKeyServerName"
"keyServerID":15
"kmipKeyServerPort"

:"keyserverName",

3L,

"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true

HIREAN—g Y
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GetSoftwareEncryptionAtRestInfo

GetSoftwareEncryptionAtRestinfo XV v RZFERT 2 . 75 REDMMRET—XDES
BICERT3Y I b7 ORET—RZ2BS{ETET XTI,
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"id": 1,

"result": {

"masterKeyInfo": {
"keyCreatedTime": "2021-09-20T23:15:562",
"keyID": "4d80a629-allb-40ab-8b30-d66dd5647cEtd",
"keyManagementType": "internal"

by

"state": "enabled",

"version": 1
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"method": "ListKeyProvidersKmip",
"params": {1},

"id": 1

}

g/

U

=
COXY Y ROBERFERISRLET.

"id": 1,
"result":
{
"kmipKeyProviders": [
{
"keyProviderID": 15,

"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": |

1
I
"keyProviderName": "KeyProviderl"
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"method": "ListKeyServersKmip",
"params": {1},

"id": 1

}

=
COXY Y ROBERFERISRLET.

=
g/

"kmipKeyServers": [
{
"kmipKeyServerName": "keyserverName",
"kmipClientCertificate": "dKkkirWmnWXbjoT/UWZYB20oK0z5...",

"keyServerID": 15,
"kmipAssignedProviderIsActive": true,
"kmipKeyServerPort": 5696,
"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpgq4OES/E...",
"kmipKeyServerHostnames": [
"serverl.hostname.com", "server2.hostname.com"

1,
"keyProviderID": 1
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"method":
"params": {
"keyServerID": 15

"kmipCaCertificate":
"kmipClientCertificate":
"kmipKeyServerHostnames"
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"kmipKeyServerName"
"kmipKeyServerPort"
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"id": 1

}
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"id": 1,
"result":

{

"kmipKeyServer": {

"kmipCaCertificate":"CPDCCAaUCEDyRMcsf9tAbDpgdO0ES/E...",
"kmipKeyServerHostnames": [
"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName":"keyserverName",
"keyServerID":1
"kmipKeyServerPort":1,
"kmipClientCertificate" :"kirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
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{

"method": "rekeysoftwareencryptionatrestmasterkey",

"params": {
"keyManagementType": "external",
"keyProviderID": "<ID number>"
}
}
el
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"asyncHandle": 1
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"method": "RemoveKeyServerFromProviderKmip",
"params": {
"keyServerID": 1
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"id": 1,
"result":

{}
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"method": "TestKeyProviderKmip",
"params": {
"keyProviderID": 15
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"id": 1
}
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"id": 1,
"result":

{}
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"method": "TestKeyServerKmip",
"params": {
"keyServerID": 15
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"id": 1
}
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"id": 1,
"result":

{}
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