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RD1E
COXY Y FORDEIFRDEED TT,
%Hl Bz ZANILFET
S J—RHBETETLZEIPOURL JSONATT o+

& ping & DHREHER.

ZRA
COXY Yy ROBRAERISRLES,

"method": "CheckPingOnVlan",
"params": {
"interface": "BondlO0G",
"virtualNetworkTag": 4001,
"sourceAddressV4": "192.168.41.4",
"hosts": "192.168.41.2"
by
"id": 1



&G
ZOXY v ROBERERICSRLET.

"id": 1,
"result": {
"details": {
"192.168.41.2": {
"individualResponseCodes": [
"Success",
"Success",
"Success",
"Success",
"Success"
1,
"individualResponseTimes": [
"00:00:00.000373",
"00:00:00.0000098",
"00:00:00.000097",
"00:00:00.000074",
"00:00:00.000075"
1y
"individualStatus": [
true,
true,
true,
true,
true
I
"interface": "BondlOG",
"responseTime": "00:00:00.000143",
"sourceAddressV4": "192.168.41.4",
"successful": true,
"virtualNetworkTag": 4001
}
by
"duration": "00:00:00.244379",
"result": "Passed"
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CheckProposedNodeAdditions

[ CheckProposedNodeAdditions | XV v RZFERTI L. —EDAL—Y/—FR%
FARLT I5—PRRNTFSI9T74 RDERBLTARL—S IS5 ZRITBMTE
BHNEODHZMHRTETET,
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CDXYY RDAIANTA=ZIIRDEED T,

e2L[] &R ZANLET 77 # )L ME WA
J—=F ALL=29524% XFFDEF L &0
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TTVWBRL—Y
J—RDIAL—=Y
IP7RELRADYUR
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RD1E
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RESNISXAZID ELhCNEAML—Y/—RFTHE T—IUE
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e
ZOXY Y ROBRAERICRLET,

nodesNoCapacity : ./ — FI(C
FERATERLGRENDHD £ Ao

* nodesToolLarge : 727« 7

BEREARICHL TS RER
ElCHHB/—ROEENKE
ERE- X

nodesConnectFailed : / —F
ICEHTET ' N\N—RO 78

HRzBETETFEA
nodesQueryFailed: / — K IZ/\
— RO 7HERZRETEIEE
Ao

nodesClusterMember : ./ — R
DIPT7RLANISRATY
TICERAINTWVWE D,

nonFipsNodeCapable : FIPS
140-2 R 5o JEESLEEN'E
SR> TWBTH ' R ML —
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—RZEMTETEFEA
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"method": "CheckProposedNodeAdditions",

"params": {
"nodes": [
"192.168.1.11",
"192.168.1.12",
"192.168.1.13",
"192.168.1.14"
]
bo
"id": 1
}
el

DXy ROREFZRICRLET,

"id": 1,

"result": {
"proposedClusterValid": true,
"proposedClusterErrors": [ ]
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CreateClusterSupportBundle Z{ER{ L £ ¢

B2/ — R _E® CreateClusterSupportBundle ZFHd 2. V3 XAXADIARTD ./ —
RS HR— NV RILZRETEEXT, BLD/—FHR—bNVRILIFE. targz 7
7AILELTEBEINE T, VT RARXYR—ENVRILIE, /—RYER—FNVRILE
BV tar 770 T COXV Y RISEE/—RTOAHRTTETET, A L=/
— RTEITLTHEBEL A

INT A=K
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CDXYYRDAINTA—=ZIIRDEED T,

2L

allowlncomplete

bundleName DB

MVIP

INZRT— R

Bl
12UED/—KH
5NV RILERET

EBRVHEETH. R
1) 7 hHe| EHiE
RITEIN3L5ICL
9,

ER 9 2 R— b
YRILZEIC—ED
ZEiZEELE T,
ZEiZiEE LB W5
=
supportbundle J &
J—R&EDRT A
%._?: LTERINZE

T XD MVIP
INVRILIE. 25 R
RAARADIARTD/ —
RHOBUIRESINE

To CDNTA—H
|&¥. Nodes /YT X
— R ZIEE LARWEG
BDHMBETY,

NYRILZPNET S
J—FKDIP7ERL

2o NV RILDYE
TN/ —R%ZEET
3IClE. Nodes

7=1& Mvip DWW
heERLET, @
HEFERTZ I
TEFEEA. CON
T A—=&IE. Mvip

ZIEE LABWEEIE
WBTY,

5 AXBEEBEED/N
AT—R, *F: *
ZDINRT—RIE,
ATBFICTHERRT
RAREINET,

VS RAAEREDD
_-'js%o

ZATILET
7T—IUE

X775

X775

XF5)DECF

XF7]

XF5

T4 ME
ZL

WA
LWz

WLz

IEU

(=W

(=W

(=AM



RD1E

CDXY v RIZIERDEIEHD £H A

ZRA
COXY Y ROBRAERISRLES,

{

"method": "CreateClusterSupportBundle",
"params": {
"bundlename": "clusterbundle",
"mvip": "132.119.120.100"
}
br
"id": 1
}
Iess il

DAYy ROBREHZERICRLETD,

"id":1,
"result":{
"details": {

"bundleName" :"clusterbundle",
"extraArgs":"",
"files": [

"/tmp/supportbundles/clusterbundle.cl-4SD5
1,
"output":"timeout -s KILL 1790s

/usr/local/bin/sfclustersupportbundle --quiet --name=

.tar"

\"clusterbundle\"

-—target-directory=\"/tmp/solidfire-dtemp.MM7f0m\" —--user=\"admin\"

--pass=\"admin\" --mvip=132.119.120.100"

by
"duration":"00:00:24.938127",
"result":"Passed"
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CreateSupportBundle Z{EF L £

CreateSupportBundle ZfEf 35, /—RDTa4 LI MJICHR—bNVRILT 74

W B TEE T R LT/ FILIE,

gz EfEA 7> a3 i extraArgs NS X—ATEATETEXY) o

INTA—H

CDAYV Y RDATNNTA=RIFIRDEED TS,

%Hi
bundleName DB&
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timeoutSec
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B8

HR—MNVRILD
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supportbundle J &
J—R&EDRT A
%._(‘: LTERINZE

targz 771l L
THR—=—FNVRI
Z1ER T 255

&, T -compress
gzl ZEALTKL
72E 0,

HR—ENYERILZR
)T h%EEITTS
G

COAY Y FORDBEIFRDEEDTY,
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ZAAILET
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XF5
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ZANDLET
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2 HR—bNY RILOFFH. B3h%
BIFRDEED

* bundleName :
CreateSupportBundleAPl XY/
v R THEE L1481, &EiziE
ELADo2fHmE. T
supportbundle | AMER TN E

o

* extraArgs | CDXY Y RTE
IN51E.

s files : AT LHMERL L7T=TR
—cNRILT7AILDYU R
o

*output @ HR— M\ RILZME
BLI=ROUFbhponavY>
RSa > HH,

* timeoutSec : HR— KNV R
WO T EOERTEFEILETS

FTOME
curl ERRESNIETAR—RANY
FJLD URL o
HAR HR— N RILOERICERS
N7cEfE, UEHH @ MM
SS.ssss TYo,
LEES HR— N RILOMIBARIH L
fehRELTeh
3K
DAYy FDOERFZRISRLET,
{
"method": "CreateSupportBundle",
"params": {
"extraArgs": "--compress gz"
by
"id": 1
}
Xl

DXy ROREFZRICTILET,
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{
a1,

"result": {
"details": {
"bundleName": "supportbundle",
"extraArgs": "--compress gz'",
"files": [

"supportbundle.nodehostname.tar.gz"

1y

"output": "timeout -s KILL 1500s /sf/scripts/sfsupportbundle --quiet
—-—compress gz /tmp/solidfire-dtemp.l1L6bdX/supportbundle<br><br>Moved
'/tmp/solidfire-dtemp.lL6obdX/supportbundle.nodehostname.tar.gz' to
/tmp/supportbundles",

"timeoutSec": 1500,

"url": [

"https://nodelP:442/config/supportbundles/supportbundle.nodehostname.tar.g
-
]
b
"duration": "00:00:43.101627",
"result": "Passed"

FIREAN—2 3>
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DeleteAllSupportBundles

[ CreateSupportBundle’API XY v R TERINITITARTOHR— NV RILZHIBRY

BIClE. TIRTOHR—ENVERIL] XYYy RZERALE T,
INT A=A

DAY RICIEATNT X—RIEHD £ Ao
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COXY Y RICIZRDEIRSH D £ Ao

KRB
CDOXVy ROERFZRICRLET,
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"method": "DeleteAllSupportBundles",
"params": {}

b
"id": 1

=

DXy ROREFZRICRLET,

=
g/

"id" : 1,
"result" : {}
}
}
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asyncHandle

currentMode T9

GetAsyncResult XV v RZfERL B#HK
TZ® asyncHandle ZEWf§ L. X
VTFYRE-ROBITIANTETL
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FailedToRecover : / —FK®D X
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RecoveringFromMaintenance
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5 ANURTT,
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ITFTURERMY BIcHDE
RfERZRBL X I,

ReadyForMaintenance : ./ —
RDOXYTFURAZERITTEDS
KETT,

MaintenanceMode ( XF7% )
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requestedMode J—FRIZHLTEREINIXA>T MaintenanceMode ( X5 )
TV RXE— RDRKRE, BIRMEIE
RDEED

CEW AT FURIERETN
TLWEtE A

* FailedToRecover . / —F®dD X
TFVRAE—RDSDUAN
ICKRBMLF LT

* Unexpected : /—RKH A T3S
AT THBDCHBEHEINFL
T:b\\\ zﬁ\ixij]:E_ I\“T L/rCo

» RecoveringFromMaintenance
= RFREATFRE—R
5 ANURTY,

* EFAVTFUR I/ —RDA

VT UREERMT BTHDEE
Rz RBEL £,
* ReadyForMaintenance . ./ —
ROXVTFURAERITTES
RETT,
EES
CDOXYy FOEKRFZRICRLET,
{
"method": "DisableMaintenanceMode",
"params": {
"nodes": [6]
b
"id": 1
}
eyl

DAY Y FDRERZRICRLET,
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"id": 1,
"result":
{
"requestedMode": "Disabled",
"asyncHandle": 1,
"currentMode": "Enabled"

HREAN—2 3 Y
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"NetApp HCI R L —U XY F7FH Y X E— FOBR"
DisableSsh (ZExpMt
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"method": "DisableSsh'",
"params": {

b
"id" : 1

ZH5
DXy ROREFZRICRLET,

=
g/

"id" : 1,
"result" : {"enabled": false}
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requestedMode
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TLWEtEA

* FailedToRecover : /—F®D X
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» RecoveringFromMaintenance
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5 ANUBRTY,
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* ReadyForMaintenance . ./ —
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"method": "EnableMaintenanceMode",
"params": {
"forceWithUnresolvedFaults": False,
"nodes": [6],
"perMinutePrimarySwapLimit" : 40,
"timeout" : "01:00:05"
by
"id": 1
}

=

DXy ROREFZRICRLET,

;/

4

"id": 1,
"result":
{
"requestedMode": "ReadyForMaintenance",

"asyncHandle": 1,
"currentMode": "Disabled"
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EHICOWTIE, TBELSEZELTETL
"NetApp HCI A AL —I X VTV X E— ROBER"
EnableSsh

[EnableSsh | XVvw REFERTD L. 12D/ —FRIZHNL T Secure Shell (SSH)
H—EXEZBMCTRIENTETET, COXYVYRIFTISAZELED SSH XA LT
NERRSICIZER . / O—/N)LA SSH 21 L7 7 MMZEK >T SSH A ERNICHR D &
Wy ) — R SSH HERHICHRD £7,
INTAX—HA
DAYV Y RIZIEATING A—=RIEHD £FH A
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"method": "EnableSsh",
"params": {

b
g g 1

=

DAY Y FDRERZRICELET,

g/

4

"id" : 1,
"result" : {"enabled": true}
1
GetClusterConfig

GetClusterConfig API XV v RZEFERT 3 .
FARERDBRZEIFTETE T,
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TDOXY Y RIZIBANNTG A —23BD Ao
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B2 AR
TR J =R SRREDBEEICER
T30 7 A EHIER,

ZK B
ZOXY Y ROBRAERICSRLET,

"method": "GetClusterConfig",
"params": {},
"id" 1
}
Ie=s il

DAYy ROREFZRICRLET,

"id": 1,
"result": {
"cluster": {
"cipi"™: "BondlOG",
"cluster": "ClusterName",
"ensemble": [

"1:10.30.65.139",

"2:10.30.65.140",

"3:10.30.65.141"
1,

"fipsDriveConfiguration": true,
"mipi": "BondlG",
"name": "xxx-enld2",

"nodeID": 4,
"pendingNodeID": O,

"role": "Storage",
"sipi": "Bondl0G",
"state": "Active",
"version": "9.1.0"

ZANDLFT
ISAA
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RRE * Available : /—RICOVSRE XF5|
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* Pending : / — RIZFEDHA]
&5 X2IZx L T Pending
DIRET. BINAIEET T,

* Active | /—FIFZTIZRXRDT
DT 4 TRBRAYN=THO. 5
DY ZRARNBMTETEFE A

ZRA
COXY Y ROBRAERISRLES,

"method": "GetClusterState",
"params": {1},
"id" : 1
1
I

DXy FOREMNZRICRLET,
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nign - l,

"result" :
"cluster" : "ClusterlO1l"
"state" : "Active"

HIREAN—3 Y
96
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"method": "GetConfig",
"params": {1},
"id" 1

IveXl
CDIEBRIEDEIZWV=H. BED MY ZICEEEH L TWET,

HREAN—I3 Y
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+ GetClusterConfig
* GetNetworkConfig ( GetNetworkConfig )

o

¢ EXE

GetDriveConfig h'EE N X L7
GetDriveConfig XV v RZFEATIE ' FRTNBZRXZARARSIATe 7OV I RSA

TOE ' LU/ —RICHEEERINTWVWBRRSAARIATeT7Ov I RS1T DO
ICBT 3RS TRIREZIEIGTETEY

INT X=X
TOXY Y RIZIBANNTG A—23BD Ao

RD1E

COXYV Y RORDEIFRODEED T,

il ArRA EATILEY

driveConfig J—RICERENTVWB ST FI17
DIER,

e
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"method": "GetDriveConfig",
"params": {1},
"id" 1
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DXy FOREHZRICTLET. RDEDDENZVH. CORBFICSENZBERIE1 DO ML

—2/=RD1RFAT3DHTT,
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a1,

"result": {
"driveConfig": {
"drives": [
{
"canonicalName": "sda",
"connected": true,
"dev": 2052,
"devPath": "/dev/sdimmOp4",
"driveType": "Slice",
"name": "scsi-SATA VRFSD3400GNCVMT205581853-
part4",
"path": "/dev/sda4d",
"pathLink": "/dev/sdimmOp4",
"product": "VRFSD3400GNCVMTKS1",
"scsiCompatId": "scsi-
SATA_VRFSD34OOGNCVMT205581853—part4",
"scsiState": "Running",

"securityAtMaximum": false,
"securityEnabled": false,
"securityFrozen": true,
"securityLocked": false,
"securitySupported": true,

"serial": "205581853",
"size": 299988156416,
"slot": -1,

"uuid": "9d4b198b-5ff9-4f7c-04fc-
3bcde2£38974",

"vendor": "Viking",

"version": "612ABBFO"

I

"numBlockActual": 10,
"numBlockExpected": 10,
"numSliceActual": 1,
"numSliceExpected": 1,
"numTotalActual": 11,
"numTotalExpected": 11
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[ GetHardwareConfig 1 XV v REFERTZ . /—RD/\— R 7ERIERZ S
TEFET, CORET—FIF. ABPERAZEHNELTVWET. SDERLGZAITRT
LN—RIx7AVER—=—2 IR N ZEIET BICIE. KHDIC T

GetHardwarelnfo 1 XV v REFEBLE Y,
INTX—A
CDOXY Y RIZIEATIING XA —=RITHD £ A

R DB

COAY Y FORDBEIFRDEEDTY,

B2 AR

N— R T 7 N—=RO T 7BERESLVIREDOR
D Rk,

KRB

DXy FOERAZRICTLET,

"method": "GetHardwareConfig",
"params": {},
"id" 1
}
SEH

CDAY Y FDRERZRICRLET,

Vig®Wg i,
"result": {
"hardwareConfig": {
"biosRevision": "1.0",
"biosVendor": |
"NetApp",
"SolidFire"
I
"biosVersion": "1.1.2",
"blockDriveSizeBytes": 300069052416,

ZASILEY
JSON AT ok~
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"blockDrives": [
"/dev/slotO",
"/dev/slotl",
"/dev/slot2",
"/dev/slot3",
"/dev/slot4d",
"/dev/slot5",
"/dev/slote",
"/dev/slot7",
"/dev/slot8",
"/dev/slot9"

1,

"blockServiceFormat":

"bmcFirmwareRevision":

Standard",
"1'6",

"bmcIpmiVersion": "2.0",

"chassisType": "R620"
"cpuCores": 6,
"cpuCoresEnabled": 6,
"cpuModel": "Intel (R)
"cpuThreads": 12,

14

Xeon (R) CPU E5-2640 0 @ 2.50GHz",

"driveSizeBytesInternal": 400088457216,

"fibreChannelFirmwareRevision": "",

"fibreChannelModel":
"fibreChannelPorts":

mwn
’

{}

14

"idracVersion": "1.06.06",

"ignoreFirmware": [],

"memoryGB": 72,

"memoryMhz": 1333,

"networkDriver": [
"bnx2x"

I

"nicPortMap": {
"PortA": "eth2",
"PortB": "eth3",
"PortC": "ethO",
"PortD": "ethl"

by

"nodeType": "SF3010",

"numCpu": 2,

"numDrives": 10,

"numDrivesInternal":

1,

"nvramTempMonitorEnable": false,

"rootDrive": "/dev/sdimmO",

"scsiBusExternalDriver": "mpt3sas",

"scsiBusInternalDriver": "ahci",

"sliceDriveSizeBytes":

299988156416,



"sliceDrives": [
"/dev/sdimmOp4"

I

"slotOffset": O,

"solidfireDefaults": {
"bufferCacheGB": 12,
"configuredIops": 50000,
"cpuDmalatency": -1,
"driveWriteThroughputMBPerSleep": 10,
"maxDriveWriteThroughputMBPerSec": 175,
"maxIncomingSliceSyncs": 10,
"postCallbackThreadCount": 8,
"sCacheFileCapacity": 100000000,
"sliceFileLogFileCapacity": 5000000000

FIREAN— 3>
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GetHardwarelnfo

GetHardwarelnfo XV v REEHTRE. 12D/ —RDSATN—RI T 7BERP &£
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hardwarelnfo J—RON—KRJx7EHR

ZKR B
ZOXY Y ROBREERISRLET.

"method": "GetHardwareInfo",
"params": {
ba

"id" 1

}

&G
COXY Y ROBEFERITRLET,

"id": 1,
"result": {
"hardwareInfo": {
"bus": {
"core DMI:0200": {
"description": "Motherboard",
"physid": "0",
"product": "O0A47AA",
"serial": "..AB123456C12354.",
"version": "CO7"
}
by
"driveHardware": |
{
"canonicalName": "sdh",
"connected": true,
"dev": 2160,
"devPath": "/dev/disk/by-path/pci-0000
0x500056b37789%9abf0-1un-0",
"driveEncryptionCapability": "fips",
"driveType": "Block",
"lifeRemainingPercent": 92,
"lifetimeReadBytes": 175436696911872,
"lifetimeWriteBytes": 81941097349120,

32
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"name" : "scsi—SATA_INTEL_SSDSC2BB3BTWL123456863OOAAA",

"path": "/dev/sdh",

"pathLink": "/dev/disk/by-path/pci-0000:41:00.0-sas-
0x500056b37789%9abf0-1un-0",

"powerOnHours": 17246,

"product": "INTEL SSDAA2AA300A4",

"reallocatedSectors": 0,

"reserveCapacityPercent": 100,

"scsiCompatId": "scsi-SATA INTEL SSDSC2BB3BTWL12345686300AAA",

"scsiState": "Running",

"securityAtMaximum": false,

"securityEnabled": false,

"securityFrozen": false,

"securityLocked": false,

"securitySupported": true,

"serial": "AAAA33710886300AAA",
"size": 300069052416,
"slot": 1,

"smartSsdWriteCapable": false,
"yuid": "aeal78b9%9-c336-6bab-a61d-87b615e8120c",
"vendor": "Intel",
"version": "D2010370"
by

FHREAN— 3>
9.6
GetlpmiConfig

GetlpmiConfig XV v REFERAT 3. /—RROEVH—DE5N—RIT 72—
BHRZEIETETEY,

INTA—H

CDAYV Y RDATNNTA—=RIFIRDEED TT,



%A 5rEH ZANDLET
chassisType (¥v¥—>%41 ) B/ —RDI v =214 TDBER XF5)
ZRRALET. BWRMEIIRD L
b

cal (B Y= RITOEY
H—1EmzRLET,

* {chassistype} :fgEIN
feov—21470E > H—1E
REIBRLET,

RD1E

CDOXYVy FORDEIIRDEED TY,

$4H1 Bz EANLET
sensorName D& BHEINfctE Y —D%&dHD XF5
uniqueSensor|D o —D—E DT XF75
KRG

DXy FOERAZRISILET,

"method": "GetIpmiConfig",
"params": {
"chassisType"; "all"

b
vaET g 1

=P

CDAY Y FDRERZRICRLET,

=
g/

{
"id": 1,
"result": {
"nodes": [
{
"nodeID": 1,
"result":
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"ipmiConfig": {
"cz220M4": |

{

"sensorName": "FanlA RPM",

"uniqueSensorID": "29.1:0xf"

by
{

by

"sensorName": "FanlB RPM",
"uniqueSensorID": "29.1:0x10"

"sensorName": "Fan2A RPM",
"uniqueSensorID": "29.2:0x11"

"sensorName": "Fan2B RPM",
"uniqueSensorID": "29.2:0x12"

"sensorName": "Fan3A RPM",
"uniqueSensorID": "29.3:0x13"

"sensorName": "Fan3B RPM",

"uniqueSensorID": "29.3:0x14"

"sensorName": "Fan4A RPM",

"uniqueSensorID": "29.4:0x15"

"sensorName": "Fan4B RPM",
"uniqueSensorID": "29.4:0x16"

"sensorName": "FanbA RPM",
"uniqueSensorID": "29.5:0x17"

"sensorName": "Fan5B RPM",

"uniqueSensorID": "29.5:0x18"

"sensorName": "Fan6A RPM",
"uniqueSensorID": "29.6:0x19"
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1,

"R620":

{

by

"sensorName": "FanocB RPM",
"uniqueSensorID": "29.6:0xla"

"sensorName": "Exhaust Temp",
"uniqueSensorID": "7.1:0x1"

"sensorName": "Inlet Temp",
"uniqueSensorID": "7.1:0x4"

"sensorName": "PS1",
"uniqueSensorID": "10.1:0x26"

"sensorName": "PS2",
"uniqueSensorID": "10.2:0x2c"

"sensorName": "FanlA RPM",

"uniqueSensorID": "7.1:0x30"

"sensorName": "FanlB RPM",

"uniqueSensorID": "7.1:0x31"

"sensorName": "Fan2A RPM",
"uniqueSensorID": "7.1:0x32"

"sensorName": "Fan2B RPM",
"uniqueSensorID": "7.1:0x33"

"sensorName": "Fan3A RPM",

"uniqueSensorID": "7.1:0x34"

"sensorName": "Fan3B RPM",
"uniqueSensorID": "7.1:0x35"



"sensorName": "Fan4A RPM",
"uniqueSensorID": "7.1:0x36"

"sensorName": "Fan4B RPM",
"uniqueSensorID": "7.1:0x37"

"sensorName": "Fan5A RPM",

"uniqueSensorID": "7.1:0x38"

"sensorName": "FanbB RPM",
"uniqueSensorID": "7.1:0x39"

"sensorName": "Fan6A RPM",
"uniqueSensorID": "7.1:0x3a"

"sensorName": "FanocB RPM",
"uniqueSensorID": "7.1:0x3b"

"sensorName": "Fan/7A RPM",
"uniqueSensorID": "7.1:0x3c"

"sensorName": "Fan/7B RPM",

"uniqueSensorID": "7.1:0x3d"

"sensorName": "Exhaust Temp",

"uniqueSensorID": "7.1:0x1"

"sensorName": "Inlet Temp",
"uniqueSensorID": "7.1:0x4"

"sensorName": "PS1",
"uniqueSensorID": "10.1:0x62"

"sensorName": "PS2",
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"uniqueSensorID": "10.2:0x63"

FREAN—3 Y
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Getlpmilnfo
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"method": "GetIpmiInfo",
"params": {1},
"id" 1
}
el
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"id": 1,
"result":

{

"ipmiInfo": {

"sensors": [

{

by

"entityID": "7.1 (System Board)",

"sensorID": "O0x72",

"sensorName": "SEL",

"sensorType": "Event Logging Disabled",
"uniqueSensorID": "7.1:0x72"

"assertionsEnabled": [ "General Chassis intrusion" ],
"deassertionsEnabled": [ "General Chassis intrusion" ],
"entityID": "7.1 (System Board)", "sensorID": "0x73",
"sensorName": "Intrusion",

"sensorType": "Physical Security",

"uniqueSensorID": "7.1:0x73"

{THIS ENTIRE SECTION IS REPEATED FOR EACH FAN IN THE SYSTEM

by

"assertionEvents": [],
"assertionsEnabled": [],
"deassertionsEnabled": [],
"entityID": "7.1 (System Board)",
"eventMessageControl": "Per-threshold",
"lowerCritical": "720.000",
"lowerNonCritical"™: "840.000",
"maximumSensorRange": "Unspecified",
"minimumSensorRange": "Unspecified",
"negativeHysteresis": "600.000",
"nominalReading": "10080.000",
"normalMaximum": "23640.000",
"normalMinimum": "16680.000",
"positiveHysteresis": "600.000",
"readableThresholds": "lcr 1lnc",
"sensorID": "0x30",

"sensorName": "FanlA RPM",
"sensorReading": "4440 (+/- 120) RPM",
"sensorType": "Fan",
"settableThresholds": "",

"status": "ok",

"thresholdReadMask": "lcr 1lnc",
"uniqueSensorID": "7.1:0x30"
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OF EACH NODE

EACH NODE

{THIS ENTIRE SECTION IS REPEATED FOR THE EXHAUST TEMPERATURE

"assertionEvents": [],
"assertionsEnabled":
"entityID": "7.1
"eventMessageControl":
"lowerCritical":
"lowerNonCritical":
"maximumSensorRange":

"minimumSensorRange":

(1,
(System Board)",

"Per-threshold",

"3.000",
"8.000",

"Unspecified",
"Unspecified",

"negativeHysteresis": "1.000",
"nominalReading": "23.000",
"normalMaximum": "69.000",
"normalMinimum": "11.000",
"positiveHysteresis": "1.000",
"readableThresholds": "lcr lnc unc ucr",
"sensorID": "Ox1",

"sensorName": "Exhaust Temp",

"sensorReading": "44 (+/- 1) degrees C",
"sensorType": "Temperature",
"settableThresholds": "",

"status": "ok",

"uniqueSensorID": "7.1:0x1",
"upperCritical™: "75.000",
"upperNonCritical™: "70.000"

by

{THIS ENTIRE SECTION IS REPEATED FOR THE

(1,

"assertionEvents":
"assertionsEnabled":
"deassertionsEnabled":
"entityID": "7.1
"eventMessageControl":
"lowerCritical":
"lowerNonCritical":
"maximumSensorRange":

"minimumSensorRange":

INLET TEMPERATURE

(1,

(1,

(System Board)",

"Per-threshold",

"-7.000",
"3.000",

"Unspecified",
"Unspecified",

"negativeHysteresis": "1.000",
"nominalReading": "23.000",
"normalMaximum": "69.000",
"normalMinimum": "11.000",
"positiveHysteresis": "1.000",
"readableThresholds": "lcr lnc unc ucr",
"sensorID": "O0x4",

"sensorName": "Inlet Temp",

OF



"sensorReading": "20 (+/- 1) degrees C",

"sensorType": "Temperature",
"settableThresholds": "lcr 1lnc unc ucr",
"status": "ok",

"thresholdReadMask": "lcr lnc unc ucr",
"uniqueSensorID": "7.1:0x4",
"upperCritical": "47.000",
"upperNonCritical™: "42.000"

by
{THIS ENTIRE SECTION IS REPEATED FOR EACH POWER SUPPLY ON EACH

NODE
"assertionEvents": [],
"assertionsEnabled": [],
"entityID": "10.2 (Power Supply)",
"eventMessageControl": "Per-threshold",
"maximumSensorRange": "Unspecified",
"minimumSensorRange": "Unspecified",
"negativeHysteresis": "Unspecified",
"nominalReading": "0.000",
"normalMaximum": "0.000",
"positiveHysteresis": "Unspecified",
"readableThresholds": "No Thresholds",
"sensorID": "Ox6d",
"sensorName": "Voltage 2",
"sensorReading": "118 (+/- 0) Volts",
"sensorType": "Voltage",
"settableThresholds": "No Thresholds", "status": "ok",
"uniqueSensorID": "10.2:0x6d"

by

HREAN—2 3>
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GetNetworkConfig ( GetNetworkConfig )
[ GetNetworkConfig | XVv REFERTZ L. /—RDFRY 8T —IREBHRE R



TZTF,
INT X=X
CDOXY Y RITEATINTG A—2EH D Et Ao

RD1E

COXV Y RORDEIFRODEED T,

%HI Bz EANDLET
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A4 TELVIREDRE,

KRG

DXy FOERAZRICILET,

"method": "GetNetworkConfig",
"params": {},
"id" : 1
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GetNetworkConfig ( GetNetworkConfig )

GetNetworkinterface D&

GetNetworkinterface XV v R&EFEHT D . /—ROXY NI —014 >V Z—T 1 RIC
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[-force] CDONTA=R%E  T—)LIE AIAY-3 WAy
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/)

il

"method": "GetNetworkInterface",

"params": {
"interface": "BondlG",
"force": true
bo

"id": 1

DXy FOREMNZRICRLET,

44

"id": 1,
"result": {
"nodes": [

{
"nodeID": 1,

"result": {
"interface": {

"address": "10.117.64.32",
"addressve": "::",
"broadcast": "10.117.79.255",
"macAddress": "90:bl:1c:42:e0:
"mtu": 1500,
"name": "BondlG",
"namespace": false,
"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",

"virtualNetworkTag": O

"nodeID": 2,

"result": {
"interface": {
"address": "10.117.64.35",
"addressve": "::",
"broadcast": "10.117.79.255",
"macAddress": "d4:ae:52:7a:ae

"mtu": 1500,

le",

23",



"name": "BondlG",
"namespace": false,
"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",
"virtualNetworkTag": O

"nodeID": 3,

"result": {
"interface": {

"address": "10.117.64.39",
"addressve": "::",
"broadcast": "10.117.79.255",
"macAddress": "c8:1f:66:f0:9d:17",
"mtu": 1500,
"name": "BondlG",
"namespace": false,
"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",

"virtualNetworkTag": O

"nodeID": 4,

"result": {
"interface": {

"address": "10.117.64.107",
"addressve": "::",
"broadcast": "10.117.79.255",
"macAddress": "b8:ca:3a:f5:24:£8",
"mtu": 1500,
"name": "BondlG",
"namespace": false,
"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",

"virtualNetworkTag": O



HREAN—2 3y
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GetNodeActiveTlsCiphers

B—)_/— KT I GetNodeActiveTIsCiphers | XV w RZzERTZI L. D/ —RTH
FEHFUISINTVR TLSESDY A M ZEIETEEFT. COXYVYRIF. BE/—FLX
fL— /) —RTERATEEY,

INT X=X

CORAY Y RIZBANNS X—213H 0 £ Ao

RD1E

COAY Y FORDBEIFRDEEDTY,

2 5158 EAALET
7—SBESHL /—ROYATLS BERA— hD XT3
DZbo /J=RTEICTIT47T
BHESTY,

Tld. BSHPYR-—FEINET J—RDEMTLS ESX1— D XF7F
R ko

ZRA
COXY Y ROBRAERISRLES,

"method": "GetNodeActiveTlsCiphers",
"params": {},
"id" 1
}
el

DAY Y FDRERZRICRLET,
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"id" o« 1,
"result" : {

"mandatoryCiphers": [
"DHE-RSA-AES256-SHA256",
"DHE-RSA-AES256-GCM-SHA384",
"ECDHE-RSA-AES256-SHA384",
"ECDHE-RSA-AES256-GCM-SHA384™"

I

"supplementalCiphers": [
"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256"

GetNodeFipsDrivesReport

I GetNodeFipsDrivesReport | XV vw RZFERTI L. AMNL—C S RFARNOE—/
— KD FIPS 140-2 RS 1 JBES{LEER T — 2 X Z R TEE T, COXYV v RIFEL
DAL=/ —RICHLTERITITIRELRHD X,
INT X=X
CORAY Y RIZBANNS A—21EH D £ Ao
Rb1#

CDOXYVy FORDEIFRDEED TY,
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fipsDrives Z D/ — RO FIPS 140-2 ##EHR XF5
—rRRZZLISON A T2 o
o BHMREIZRDEED
* None : ./ — RI(& FIPS [ZXfI&
LTWFEtA.
* Partial : /— RI& FIPS (Xt
LTWEITH. /— RO
DREZATHFIPS RZA1TT
IEH O EHE A
* Ready : ./ — R FIPS ICRG
LTED. /—FHDITARTD
RSATHWFIPS RS14TTY
(RZATHEFEELRVGES
20) .
23K
CDOXYy ROERFZRICRLET,
{
"method": "GetNodeFipsDrivesReport",
"params": {1},
"id" o 1
}
IEHl

CDAY Y FDRERZRICRLET,

"id": 1,
"result": {
"fipsDrives": "None"

FIREAN—2 3>
115

48



GetNodeSSL Certificate

[ GetNodeSSLCertificate ] XV w RZFERATZ . BIE/—RTHRET7 771 7ICH
S>TW3 SSLIAAZEZHBIS TE £ 9,

INTX—=&
() coxvyRBER/—RCHLTFCHTUERBD ET. Al

https://<management node IP>:442/json-rpc/10.0

CDRXY Y RIZIFANINTA=2IEHD EH Ao

RD1E

COAY Y FORDIBEIFRDEEDTY,

B2 ShiBA HEANDLET
SERFE PEM TI>d— RENTEEERED XF75

FTEBRTFX b

FHi FIA—-RSNIEIABOB®K.  JSONZT Tz b

BB
ZOXY Y ROBREERICSRLET,

"method" : "GetNodeSSLCertificate",
"params" : {1},
"id" o 1
}
a3l

CDXY Yy RORERZRICRLET,

"id": 1,
"result": {
"certificate": "-——-—- BEGIN CERTIFICATE-----

\nMITIEdzCCAl+gAwWIBAgIJAMwbIhWY43/zMAOGCSgGSIb3DQEBRBQUAMIGDMQOSWCQYD\NVQQGEwW

49
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JVUzZELMAKGA1UECBMCT1YxFTATBgNVBACUDFZ1Z2FzLCBCYWIJ5ITERMB8G\nA1UEChMYV2hhdC
BIYXBWZW5zIGlulFZ1Z2FzLi4uMSOwKwYJKoZIhvcNAQkBFh53\naGF0aGFwcGVuc0B2ZWdhe3
NOYX1zaW4dudmVnYXMwHhcNMTcwMzA4MjI1MDI2WheN\nMjcwMzA2MjI1MDI2WjCBgzELMAkKGAL
UEBhMCVVMxCzAJBgNVBAGTAkSWMRUWEWYD\nNVQQHFAXWZWdhcywgQmFieSExITAfBgNVBAOTGF
doYXQgSGFwcGVucyBpbiBWZWdh\ncy4uLjEtMCsGCSGSIb3DQEJARYed2hhdGhhcHB1bnNAdmM
VnYXNzdGF5c21uLnZl1\nZ2FzMIIBI jANBgkghkiGO9wOBAQEFAAOCAQ8AMI IBCgKCAQEABU+28f
nLKONWEWMR\n6akeDKuehSpS790dLGigIl18glCV/AUY5ZLjgsTiBvTIVRv44yoCTgNrx36U7FH
PA\nt6P/SilaYrd4ovxl5wDpEM3Qyy5JPB7JelOB6AD7fmiTweP20HRYpZvY+Uz7LYEFC\nmrgp
GZQF31i0SIcBHtLKES5186JVT675dg6yjUGQ0352y1cI9HXHen61b/5yl0DmVNU\nZ0caQwAmIS3J
moyx+z7j/YadWKg+2SqTAX7TbX0F3wHHEXnZ1HNM8fET5N/9A+K61S\n7dg9cyXudafXcgKyl4Ji
NBvgbBjhgJtE76yAy6rTHUOXM3F jdkcb9Y8miNzxF+AC\ng+itawIDAQABo4HrMIHOMBOGALUd
DgQWBBRVVBRPN053534zGRhrnDJyTsdnEbTCB\nuAYDVROJBIGWMIGtgBRVVBRPNo5S34zGRhrn
DJyTsdnEbaGBiaSBhjCBgzELMAKG\nA1UEBhMCVVMxCzAJBgNVBAGTAKSWMRUWEWYDVQQHFAXW
zWdhcywgQmFieSExITAf\nBgNVBAOTGFdoYXQgSGFwcGVucyBpbiBWZWdhecy4uLjEtMCsGCSqG
SIb3DOEJARYe\nd2hhdGhhcHB1bnNAAmVNnYXNzdGF5c21ulnZl1Z2FzggkAzBsiFZzjjf/MwDAYD
VROT\nBAUWAWEB/zANBgkghkiG9wOBAQUFAAOCAQEAhVNDS5s71mQPECWVLfiE/ndtIbnpe\nMg
05geQHCHNN1u5RV9j8aYHp9kW2gCDI5vueztZz2L1tC4D7JyfS3714rRolFpX6N\niebEgAaE5e
WvB6zgiAcMRIKqu3DmJ7y3CFGk9dHO1Q+WYnoO/eIMyO0coT26JB15H\nDEwvdl+DwkxnSlcxlv
ERv51glguabAE3tBrlov8qglG4zMIboo3YEWMFwxLkxAFXR\nHgMoPDym099kvc84B1k7HkDGHp
r4tLfVelDJy2zCWIQ5ddbVpyPW2xuE4p4BGx2B\n7AS0jG+DzUxzwalUIl 6Jzvs3Xg5JIJx8ZAjIDg

10QoQDWNDoTeRBsz80nwiouA==\n----- END CERTIFICATE----- \n",
"details": {
"issuer":
"/C=US/ST=NV/L=Denver/O=NetApp/emailAddress=test@netapptest.org",
"modulus":

"F14FB6F1FI9CB290356116311E9A91EOCABOES8S2A52EFDALID2C68A0235F2A94257F0146396
4B8EAB138C1BD325546FE38CA809380DAF1DFAS3B1473F8B7A3FF4A2D1IA62BE28BF1979C03
A44337432CB924F07B25E94EQ07AO03EDFOA24F078FDB41D162966F63E533ECB6041429ARB82
9199405DE239221C047B4B284E75F3A2554FA8F9760EB28D41903B7E76CA573D1D71DCOFAS
5BFE3CA5D0399535467471A430026212DC99A8CB1FB38FF61AE162AAFB64AA4CO5FB6D7D05
DF01C77D79D99479CCF1F113E4DFFDO3E2BAY952EDD83D7325EEE1IATD77202B2D78262341BE
A6Cl18E1809B44EFACS80CBAAD31EED313378E376471BF58F2688DCF117E002ABESADGB",
"notAfter": "2027-03-06T22:50:262",

"notBefore": "2017-03-08T22:50:262",

"serial": "CC1B221598E37FF3",

"shalFingerprint":
"1D:70:7A:6F:18:8A:CD:29:50:C7:95:B1:DD:5E:63:21:F4:FA:6E:21",

"subject":

"/C=US/ST=NV/L=Denver/O=NetApp/emailAddress=test@netapptest.org"
}
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JZA Lo /J—RTEICTITaT
REES T,
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<feEL AV REFHLTRETE 38
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EK B
ZOXY Y ROBREERICRLET,

"method": "GetNodeSupportedTlsCiphers",
"params": {1},
"id" 1
}
el

DXy FORERZRICTLET,
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X775
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"id" : 1,
"result" : {

"defaultSupplementalCiphers": [
"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256"

I

"mandatoryCiphers": [
"DHE-RSA-AES256-SHA256",
"DHE-RSA-AES256-GCM-SHA384",
"ECDHE-RSA-AES256-SHA384",
"ECDHE-RSA-AES256-GCM-SHA384"

I

"supportedSupplementalCiphers": [
"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256",
"DHE-RSA-AES256-SHA",
"ECDHE-RSA-AES256-SHA",
"DHE-RSA-CAMELLIA256-SHA",
"DHE-RSA-AES128-SHA",
"ECDHE-RSA-AES128-SHA",
"DHE-RSA-CAMELLIA128-SHA"

GetPatchinfo

GetPatchinfo XV vw RZ{FERA TR ' A L=/ —RICAVAR=ILEINTWLS
ElementV 7 bz 7ONY FICEAT3BHREZNETETET

INTX—=2
ZOXY Y RDAANZA—FIERDEEDTY,
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7 ko
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CDXYw ROEKRFIZRICRLED,

"method": "GetPatchInfo",
"params": {
"force": false,
by
"id": 1
}
Xl
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"id": 1,
"result": {
"patches": {
"SUST936": {
"date": "Wed 09 Dec 2020 10:41:59 pPM UTC",
"description": "BMC fixes",
"newFiles": [
"None"
I
"patchedFiles": [
"Patched file 1.bin",
"Patched file 2.dat",
"Patched file 3.tgz"

FIREAN—T 3>
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GetPendingOperation z2 )w 2o L X9

GetPendingOperation XV v Rz EHET 3 . WEETHD / — R LOREZHEE TS
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B2 Bz HANDLET
REHRTY BMAEExRDOEED J—ILi&

* true : LIBIFIBERITH T,

* LWL

RIBIZ T TICTEY LE LT

121F RTPELBRTAHOUEDE  XF7)
Ao

e
ZOXY Y ROBRAERICRLET,

"method": "GetPendingOperation",
"params": {},
"id" 1
}
Rl

DXy ROREHZRICRLET,

"id" : 1,
"result" : {
"pendingOperation” : {
"pending" : "true",
"operation" : "TestDrivesInternal",

FREAN— 3 Y
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GetSshinfo DJEICZ ) w oL X
[GetSshinfo | XYy REFERATI . B—D/—REDSSHHY—EXDXT—F X
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EY:] Bl ZANLEY

R CD/—RDSSHHY—ERODRT T—ILE
—920

Z KA

DXy FOERAZRISILET,

"method" : "GetSshInfo",
"params" : {1},
"id" o 1
}
eyl

DXy FOREMZRICILET,

"id": 1,
"result": {
"enabled": false

}

ListDriveHardware DBg&

ListDriveHardware XV v REEHRTDI . /—RIEFEINTWVWBRIIRTORS1T%
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COAY Y FORDIBEIFRDEE DT,

%A SRR

driveHardware DB J—RORSATN—RIT7E
R

KRB

DXy FOERAZRICRLET,

{

"method": "ListDriveHardware",
"params": {1},

"id" : 1

}
Xl

DAYy ROREFZRICRLET,

HANLEY
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TielWg i,
"result": {
"driveHardware": |
{
"canonicalName": "sda",
"connected": true,
"dev": 2048,
"devPath": "/dev/slotO",
"driveEncryptionCapability": "fips",
"driveType": "Slice",
"lifeRemainingPercent": 98,
"lifetimeReadBytes": O,
"lifetimeWriteBytes": 14012129542144,
"name": "scsi-SATA SAMSUNG MZ7GE24S1MONWAG501251",
"path": "/dev/sda",
"pathLink": "/dev/slotQO",
"powerOnHours": 15489,
"product": "SAMSUNG MZ7GE240HMGR-00003",
"reallocatedSectors": 0,
"reserveCapacityPercent": 100,
"scsiCompatId": "scsi-SATA SAMSUNG MZT7GE24S1IMONWAG501251",
"scsiState": "Running",
"securityAtMaximum": false,
"securityEnabled": true,
"securityFrozen": false,
"securityLocked": false,
"securitySupported": true,

"serial": "SIMONWAG501251",

"size"™: 240057409536,

"slot": O,

"uncorrectableErrors": 0,

"uuid": "789%9aa05d-e49b-ff4f-£821-f60eed8e43bd",
"vendor": "Samsung",

"version": "EXT1303Q"

HIREAN—3 Y
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ST OVWTIE. CBESHE BT

EnableEncryptionAtRest

ListNetworkinterfaces

[ ListNetworkInterfaces 1| XV vw REFEHTZ . /—REDEXRY NDTD—UA14 2% —

TTARCEATREHREVALTEEX T, COAPI XYY RIE BLZD/—RIZXLT
FRTRHDHDTT, LD/ —RICT7IVERXTBICIE. I—FID &/NAT—FRIC
K BEEEDNETY, 7=/cL. XV w RIEDH L T force /N X— X DfED true IZERTE
SNTUVBIGEIF. COXYVYREISRAICHLTHERTEEX T, CONTX—4%
VSRR LTERTR L. TIRTDA U EA—T A ADKRRINET,

INTAX—H
DXV Y ROAHINSX—ZIERDEED T,

e2E]] &R ZANILET 77 4L ME WA
[-force] BREFROE T—IUE mL LWLz
D

s true I VS RAA
RADTANTDF
yNTD—=DAY
R—T x4 X
B9 2 1BHmAIKR
INEI,

* false : {BE¥RIZMA
bikThEE
Ao

RD1#E
COXAYVY RORDEIFRODEED T,

2L Bz ZANILET

AR —=T A4 AhL—=Y - J—RODEXY T Networkinterface DB B3l
—J AV —=T AR (FFiF
ARL—=T - USRELE) DOIE
BKiEHRD ) X+ (force=true' D%

‘)

ZRA
COXY Y ROBRAEZRISRLES,
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{
"method":
"params":
"id" 1
}

{1,

HEH
DRV Y ROBERERISRLET,

"id": 1,
"result": {
"nodes": [

{

"ListNetworkInterfaces",

"nodeID": 1,
"result": {
"interfaces": [

{

by

60

"address": "10.117.80.32",
"addressvoe": "::",
"broadcast": "10.117.95.255",
"macAddress": "90:bl:1c:42:e0:
"mtu": 9000,

"name": "BondlO0G",
"namespace": false,

"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",

"virtualNetworkTag": O

"address": "10.117.64.32",
"addressve": "::",
"broadcast": "10.117.79.255",
"macAddress": "90:bl:1c:42:e0:
"mtu": 1500,

"name": "BondlG",

"namespace": false,

"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",

"virtualNetworkTag": O

1an,

1en,



"address": "0.0.0.0",

"addressve": "::",

"broadcast": "0.0.0.0",
"macAddress": "90:bl:1c:42:e0:1a",
"mtu": 9000,

"name": "ethO",

"namespace": false,

"netmask": "0.0.0.0",

"status": "UpAndRunning",

"type": "BondSlave",

"virtualNetworkTag": O

"address": "127.0.0.1",
"addressvoe": "::",

"broadcast": "0.0.0.0",
"macAddress": "00:00:00:00:00:00",
"mtu": O,

"name": "lo",

"namespace": false,

"netmask": "0.0.0.0",

"status": "UpAndRunning",

"type": "Loopback",

"virtualNetworkTag": 0

MHEAN—2 3>

9.6

ListNetworkinterfaceStats

[ ListNetworkInterfaceStats | XV w RZERTZ . /—FEDEXRY FIT—010 Y
R—=TTAZADQO ROy FENTNT Y MR T EIEBRBEOI S —R DK ZRR
TEXJT, COAPI XYY RIE BAL2D/—RICHLTERTZ=HDHDTY, AL
D/ —RICTIERTBICIE. 2= ID ENRAT—RICKBZFRADRETY, =72 L.
XYy RIEDH L T force /NT X —RXDED true ICERESNTULBBERIE. CDOXYV Yy
REISZAZICWH L THERATEEXR S, NIAXA—FZI SR LTERHRATDI E. IAX
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TDAYE—=T A ADXY b T =TSN RREINE T
INTX—=&

SOXY Y RIZBAANS X—REH D £ Ao

Rb1{&

COXV Y RORDEIFRODEED T,

%HI Bz EANDLET
networkinterfaceStats D& S5i1C% XML —J/—ROEHR Y T — networkinterfaceStats M & 5 |27
hxd DA —TTARICDWVWT. B D ET BF

BEINTNT Y MR ED R Y
RO—OI5—RBEDRY KT —
THEHBERD ) X ko

ZRA

DXy FOERAIZRICRLET,

{

"method": "ListNetworkInterfaceStats",
"params": {1},
"id" 1
}
el

DXy FORERZRICTLET,
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"networkInterfaceStats": [

{

"rxErrors": 1,
"rxPackets": 1,
"txErrors": 1,

"rxDropped": 1,
"txCarrierErrors": 1,
"rxOverErrors": 1,
"rxMissedErrors": 1,
"txPackets": 1,
"name": "if name",
"rxLengthErrors": 1,
"collisions": 1,
"rxFifoErrors": 1,
"txBytes": 1,
"rxBytes": 1,

"rxFrameErrors": 1,
"rxCrcErrors": 1,
"txFifoErrors": 1

HIREAN—3 >
12.3

ListTests D & S ICIEE

[ListTests | XV v REFERATD L. /—RFRTETHBERTAMNE—ERRCETET,

INTA—H
CDOXY Y RIZIEATIING XA —=RITHD £ A
RD1#E

COAY Y FORDBEIFRDEEDTY,

2L Bz
TR J/—RTHRITITEBZTRAFDUZR
bo

ZANILET
XF5 DECE
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KRG
COXVy ROERFZRICRLET,

"method": "ListTests",
"params": {1},
"id" : 1
}
a3

DXy FOREMZRICTLET,

"id": 1,

"result": {

"tests": [
"TestConnectEnsemble",
"TestConnectMvip",
"TestConnectSvip",
"TestDrives",
"TestHardwareConfig",
"TestLocateCluster",
"TestPing",
"TestLocalConnectivity",
"TestRemoteConnectivity",
"TestNetworkConfig"

FREAN— 3>
9.6

ListUtilities Z{ERA L £ 9
ListUtilities XV v RZ=FERTZ . /— R TCETRIgELRMNIEZ ) X MTE XY,
INT A=A

CDXY Y RIZIBATINT A=ZIEHD EFHE Ao
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RD1E

CDOAY Y FORDBEIFRDEEDTY,

2T 3R

A—F 4 YFa J—RTHERTTETS1—7T+
74D Xk,

E: T

CDXYy FOERHIZRISRLET

"method": "ListUtilities",
"params": {},
"id" : 1
}
el

CDAY Y FDRERZRICRLET,

"id": 1,
"result": {
"utilities": [

"ResetDrives",

"ResetNode",
"RestartNetworking",
"RestartServices",
"CreateSupportBundle",
"DeleteAllSupportBundles",
"CreateClusterSupportBundle"

HIREAN—3 >
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ZANLET
XF5 DECS

65



RemoveNodeSSLCertificate

RemoveNodeSSLCertificate XV v REFERAT 3. B/ —ROI1—4 SSLEFAZ Y
MEREHIRTETET, SIRECWERBZHIRT S . URRISEE/ —RTTF 74K
DIFFE r WEBEFEHRIDILSICHKESNE T,

INTAX—2R

() coxvyrEER/—FcHLTRUHTRENGD ET. 6
https://<management node IP>:442/json-rpc/10.0

SORY Y RIZIEANNS X—RIEHD Ao
RD1E

CDXYw RICIERDEIEHD £H A

ZRA
COXYy ROBRAERISRLES,

"method" : "RemoveNodeSSLCertificate",
"params" : {1},
"id" : 3

=yl
DAY Y ROBERERICRLET,

=
g/

"id" : 3,
"result" : {}

ResetDrives DY > KR TY
[ ResetDrives | XV vw REFERAITI L. RS2 Q707+« FICHHEMLL. KS

A TICHERMNEINTVEZIIRTOT —XZHIRTEEX T, €DR. FSATZBFD
J—RTHEAALELED, 7y TIL—FLIc/—FTERLEDTEET,
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INTA—H

CDAYV Y RDATNNTA=RIFIRDEED TT,

%I Bl EANLET TI7 4 ME WAZE

RS1J Dy bTB3TNAT XFF) L [EYAN
2% (KRZ1471D
TlEmL) OJX
ko

[-force] true ICERET D L. T—IUE VAN =R
N2 @b IR AV S
TNnX9,.

Rbh1E

COAY Y FORDIBEIFRDEEDTY,

Gl I
Gk DEYELTVE ST T0R
ZRHI

DXy FOERAZRISTLET,

"method": "ResetDrives",
"params": {
"drives" : "slot3",
"force" : true
bo
"id" 1

4

¥yt

DXy FOREMZRICILET,

c/

ZANDLFET
JSON #7721 b DEF!
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"id": 1,

"result": {

"details": {
"drives": [
{

"drive": "slot3",

"returnCode": O,

"stderr": " * Unlocking /dev/slot9 .[ ok ]\ * Setting master
password /dev/slot9 .[ ok ]\ * Secure erasing /dev/slot9 (hdparm)
[Eries=0/1] ittt ettt et eeeeeenn [ ok 1",

"stdout": ""

}
]
b
"duration": "00:00:28.501269",
"result": "Passed"

}

FIREAN—T 3>
9.6

ResetNode t—E X DHEE

ResetNode XV v REFEHTZ . /—REIBEEROEREICULEY FTEFET,
DAYy REBUHTE, IRTOT—2. N\uo5— (VIbIxzT77vTIL—FR
RE)  BRE. &0 771D/ — RO BHIBREINE T, L. /—RDxwY
fDO—UHREIE. COUBOERITHBMEFEINET, 7T ARICEMLTVWS ./ — R
THHEAEROREICEY FTNEHE A

INTX—2R

ResetNode API (. [ Available | ISREED ./ — R TCOAERTEE T, 75 XAXT lNActive | IREED ./ — R
X 'Pending | SREED ./ — R TIFEARATET £t Ao

AR
CDOAVYYRIF /—REDIRTOBEET—X%Z207)7LFET,

CDXYY RDANNTA=ZIERDEED T,

68



[-force]

F7oa>v (
Options )

RD1{E

&R

J—FZzDEy T
5 1) E— b Element
VIETTT7AX—
O URL #i5FEL
i_g-o

true ICERET D
=Rty k&
nx9,

Dty MLIB%EET
THHDFEMEE A
AL FEd, FEHLN
BRIBAIE. Ry b
7y THR—FICE
BULWahtE< e
(AN

COXYVy RICIZRDERRDD EEA.

ZRA

DXy FOERAZRICRLET,

"method": "ResetNode",
"params": {
"build" :
"force" : true
by
"id" ¢ 1

&G

CDAY Y FDRERZRICRLET,

"id": null,
"result": {

"rtfiInfo": {

"build":

"file:///sf/rtfi/image/filesystem.squashfs",

ZANDLFET
URL

7—IUE

JSON AT ok~

T7 4L ME
TL

"file:///sf/rtfi/image/filesystem.squashfs",

WA

LWLz

(=AM

(RYAY-4

69



70

"generation": "9",

"options": {
"edebug": "",
"sf auto": "0",
"sf bond mode": "ActivePassive",
"sf check hardware": "Q0",
"sf disable otpw": "0",
"sf fa host": "",
"sf hostname": "SF-FAL8",
"sf inplace": "1",
"sf inplace die action": "kexec",
"sf inplace safe": "0",
"sf keep cluster config": "O0",
"sf keep data": "O0",
"sf keep hostname": "0",
"sf keep network config": "O0",
"sf keep paths": "\"/var/log/hardware.xml\"",
"sf max archives": "5",
"sf nvram size": ""
"sf oldroot": "",
"sf postinst erase root drive": "O0O",
"sf root drive": "",
"sf rtfi cleanup state": "",
"sf secure erase": "1",
"sf secure erase retries": "5",
"sf slice size": "",
"sf ssh key": "1",
"sf ssh root": "1V,
"sf start rtfi": "1",
"sf status httpserver": "1",
"sf status httpserver stop delay": "5m",
"sf status inject failure": "",
"sf status json": "O0",
"sf support host": "sfsupport.solidfire.com",
"sf test hardware": "0",
"sf upgrade": "0O",
"sf upgrade firmware": "0",

Hy

"statusUrlAll":

"sf upload logs url": ""

"statusUrlCurrent": "http://192.168.130

"http://192.168.130.20/status/all.json",

.20/status/current

.Jjson"
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ResetNodeJassentalTIisCiphers

I ResetNodeCassendalTIsCiphers | XV v RZFERATZ . EMTLSBESD!) X +%Z

TIAIMIRTCECHWTEERT, COOANVYFIFEE/ —RTERTETET,

INTA—H

() coxvyRBER/—FICHLTFCHTUERBD ET. fl:

https://<management node IP>:442/json-rpc/10.0

COXY Y RIZBAANT X—21EH 0 £ Ao
RD1E

CDOAY Y RICIZRDEIRSDD FHE A

e
ZOXY Y ROBRAERICRLET,

"method": "ResetNodeSupplementalTlsCiphers",
"params": {1},
"id" 1
}
Xl

DAYy ROREFZRICRLET,

"id" : 1,
"result" : {}
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RestartNetworking

I RestartNetworking 1 XVvw RZFERATZ . /—FDRY hTD—F>JH—ER%
HE#TETET,

AR

CDOXYYRIFE. /—RDITARTORY hD—IH—EXRZBREHLET, CDH. v MT—UEGEHI—
Bk 9,

INTA—H

CDRXYY RDANNTA=ZIERDEED T,

% Bl EASILET F7#I) MME WAJB
[-force] true ICERET D . T—ILfE mL [={AN
J—RDxy T —
JBEEY —E XNEB
EEENEd,
RbO{E

CDOAY Y RICIZRDEIRSDD EH A

B3R B
ZOXY Y ROBREERICRLET,

"method": "RestartNetworking",
"params": {
"force" : true
by
"id" 1
}
Xl

DXy FOREMZRICILET,

{ "id" : l,
"result" : {}

}
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RestartServices @

[ RestartServices | XV v RZEFERTD L. /—RFRODH—EXZ=BEHTTET,

INT A=A
AR
COXY Yy RERTTB L. —BMIC/ — ROY—E DS

CDXYY RDAANTA—=ZIIRDEED T,

%HI Bl EFANDLET T4 ME AZE

[-force] true ICERET D . T—ILfE HL AR
J—ROHY—EZH
BiE#HINET,

H—EX BRI IH—EX XFF HL RINY-3
%o

T3y H—EXICHLTE XF7 HL AIAY-4

79370 3y (
start . stop.
restart) o

R D18

COAY Y FORDBEIFRDEEDTY,

%8 AR

=S H—EXBREFIEOE N, T5—
WH235EIEFOHNBEENE
ER

HARS J—RADH—EXDBEHICE

L7 () o

%E% U Z&_ I‘@ﬁ‘%%o

ZASILEY
JSON AT ok~

XF5

XF7]

73



KRG
COXVy ROERFZRICRLET,

"method": "RestartServices",
"params": {
"force" : true
"action" : restart,
}
}
Xyl

DAY Y FDRERZRICRLET,

"id": 1,
"result": {
"details": "solidfire stop/waiting\nsolidfire start/running, process
7284\n",
"duration": "00:00:02.541594",
"result": "Passed"

FREAN— 3 Y
9.6
SetClusterConfig D& &

[ setClusterConfig | XV v RZFERT I L. BEEMITONTWVWE I T AR EDBEIC
J—RHMERTIREZITOECHNTEE T, /—RDREDIFARA VR TT—R
HBEHE KT T BICIL 'GetClusterConfig APl XV w REERTLET
INT A=

CDXYY RDAAANTA=ZIERDEED T,
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COAY Y FORDEIFRDEE DT,

% SHBH

IS5 AR J—RDBIOS AR DBEICER
9 3EREBFR.

E3RB

CDXYw ROERFIZRICRLETD,

"method": "SetClusterConfig",
"params": {
"cluster": {
"name": "myhost",
"mipi": "BondlOG"
by
"id" 1
}
}
Xl

DXV Y ROREFZRICRLET,

ZANLFT
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"idr ko1,

"result" : {
"cluster" : {

"cipi"™ : "BondlO0G",

"cluster" : "QoS",

"ensemble" : [
"1:10.10.5.42",
"2:10.10.5.43",
"3:10.10.5.44",
"4:10.10.5.46",
"5:10.10.5.47"

I

"hostname" : "myhost",

"mipi" : "BondlOG",

"nodeID" : 1,

"sipi" : "Bondl0G",

"state" : "Active"

FREAN—2 3>
9.6

SetConfig

Configy XYY RZFERTZIE. /—ROXY MIT—0BLUV I T ARBEHRZHFKET
TEIT, COAYwRIZIE. T SetClusterConfig ;] XYV v K& TS etNetworkConfig |
XYy ROBAEZERLTERATETZIE—DAPI XYV Y FEFILHRENZTENE T, C
DAYV Y RIZIE. BETZ 71— ILRIEITZIEETSIBERHD X,

INTX—&
AR
J—=RORYT4 VT E—RZEETI L. FRTRY T —J#FEN—BRICKRONSAEELRH D £,

CDXY Y RDATINTA—=ZIERDEED T,
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"method": "SetConfig",

"params": {
"cluster": {
"name": "MyHostname"
by
"network": {
"Bond1l0G": {

"bond-mode": "ALB"

a3l

CDXY vy RH5DEEIF GetConfig XYy RORDEEEIL TY, SetConfig ZzEHAT 2. 7TV b+
DIRTDT 1 —IL RICEFRODELRRINE T,

HREAN—2 3y
9.6

SEEMICOWVWTIE. CBEBHECELCTL

* SetClusterConfig D&

* SetNetworkConfig Di5&

* R
SetNetworkConfig D54

S etNetworkConfig | XV w RZFERALT. /—RORY N IT—UHREEZRETETE
T /—ROBEEORY bT—IUHREZRTT BICIE. [ GetNetworkConfig 1 API X
Vyw RERITLET,
INT A=K
AR
J—ROR>TA VI E—RZEETR L. ERTRY hT—UFGHA—RNICKONZAEMENH D £7,

CDXYY RDAANTA=ZIFRDODEED T,

78


https://docs.netapp.com/ja-jp/element-software-123/api/reference_element_api_response_example_getconfig.html
https://docs.netapp.com/ja-jp/element-software-123/api/reference_element_api_response_example_getconfig.html
https://docs.netapp.com/ja-jp/element-software-123/api/reference_element_api_response_example_getconfig.html
https://docs.netapp.com/ja-jp/element-software-123/api/reference_element_api_response_example_getconfig.html

e2L]] &R ZANILET 77 # )L ME WA

Xy kD=2 TETB/—RDFK network (FARTDH HL
D —UREES 1A —T1T12R)
ATk, C
DAYV RIZIE B
B9d3714—ILRT
TEZDINTAXA—AR
OB LTEMY
BZREHRHDET,

RD1E

CDOXV Y RORDEIFRODEED T,

%0 B!

Xy hT—2 J—ROFRELIUVEZFORY
'7 - 7 ;&Eo

kA

CDXYw ROERFIZRICRLED,

"method": "SetNetworkConfig",
"params": {
"network": {
"Bondl0G": {
"bond-mode": "ALB"
by
"Bondl1lG": {

"netmask": "255.255.224.0"
I

"ethO0": {
"method": "bond"
by
"lo": |
"method": "loopback"
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"method" : "SetNodeSSLCertificate",
"params" : {
"privateKey": "-———- BEGIN RSA PRIVATE KEY-----

\nMIIEowIBAAKCAQEAB8U+28fnLKONWEWMR6akeDKuehSpS790dLGigI18glCV/AUY5\nZLjgsT
JBVTJIVRv44yoCTgNrx36U7FHP4t6P/Si0aYrdovxl5wDpEM3Qyy5JPB7Je\nl10B6AD7 fmiTweP
20HRYpZvY+Uz 7LYEFCmrgpGZQF3i0SIcBHELKES186JVT6795dg\n6yjUGQ0352y1c9HXHen61b
/Jy10DmVNUZO0caQwAmIS3Jmoyx+zj/YadWKg+2SqTA\nX7bX0F3wHHEfXnZ1HNM8fET5N/ 9A+K6
157dg9cyXudafXcgKyl4JiNBvgbBjhgJtE\n76yAy6rTHUOxM3jjdkcb9Y8miNzxF+ACg+itaw
IDAQABAOIBAHI1J1IZr6/sltgVW\nO0gVC/49dyNu+KWVSg92ti9rFe7hBPueh9gklh78hP9Q11
tLkir3YK4GFsTFUMux\n7z1NRCxA/ALrmLSkAJW2kRXDEV12bwZgOua9NefGw9208D20ZvbuOx
k7Put2p6se\nfgNzSjf2SI5DIX3UMe5dDNS5FByu52CJIo9mI4Ul 6ngbWln2wcdnsxJg0aAEkzB7w
ng\nt+Am5/VulLI6rGiG6oHEWOoGSuHllesIyXXa2hgkU+1+iF2iGRMTiXac4C8d11NU\nWGIR
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CXFJAmsAQ+hQOm7pmt sKdEqumj /PIoGXf0BoFVEWaIJIMEgnfulZp8IelJQXn\nSFJbk2ECgYEA
+d500U04thZXyl1WHUZgomaxyzOruAlT53UeH69HiFTrLjviwuaigj\nlHzPlhmsohxexwz1ldzAp
gog/NOM+2bAc0rn0dgvtV4doet1DZKRgrNCf/cuN2QX\njaCJClCWau3sEHCckLOhWeY4HaPS
oWgOGKLmKkKDChB4nWUYg3gSWQkCgYEA9ZUN\NHW8GPS+yjixeKXmkKOOx/vvxzR+J5HH5znal
Hss48THyhzXpLr+v30Hy2h0yAlBS\nny5JabwsombOmVedNxVtVawg2E9vVvTalUC+TNmFBBuL
RPfjcnjDerrSuQ51YY+M\nCOMJItXGfhp//GO0bzwsRzZxOBsUJbl5tppazIls9IMCgYATricpkKjM
0x1Z1jdvXsos\nPilnbho4gLngrzuUuxKXEPENnzBxUOqCpwQgdzZLYYw788TCVVIVXLEYem2s0
7dDA\NDTo+WrzQNkvC6IgqtXHIRggegIoGlVbgQsbsYmDhdaQ+os4+A0eQXw3vgAhd/gNJ\njQ
ATtw3ylt7FYkKkRH26ACWQKBgQC74Zmf4JuRLACSWSZEFxpcmMvtnlvdutqUH4kXA\nzPssy6t+QE
LalfFbAXkZ5PglITK752aiaX6KQNG6gqRsA3VS1J6drD9/2A0f0QUL7\n+30kGzmmoXf497)31S
akwg0ZbQONGXNxEsCAUr0BYAobPp9/fB4PbtUs99fvtocFr\njS562Q0KBRgCb+JMDP5q7 jpUusp]j
Oobd/ZS+MsomE+gFAMBJI71KFQ7KuoNezNFO+ZE\n3rnR8AGAM4AVMzgqRahs2PWNe2H14J4hKu96
gNpNHbsWINjXdALOP70gQIrhGLVdhX\nInDXvTgXMdMoet4BKnftel rXFKHgGgXJoczgq4dJWzGS
IHNgvkrH60\n----- END RSA PRIVATE KEY----- \n",

"certificate": "-—-—-- BEGIN CERTIFICATE-----
\nMIIEdzCCAl+gAWIBAgIJAMwbIhWY43/zMAOGCSgGSIb3DQEBBQUAMIGDMQOsWCQYD\nNVQQGEwW
JVUzZELMAKGAIUECBMCT1YXFTATBgNVBACUDFZ1Z2FzLCBCYWJIS5ITEhMB8G\nA1UEChMYV2hhdC
BIYXBWZW5zIGlulFz1Z2FzLi4uMSOwKwYJKoZIhvcNAQkBFh53\naGF0aGFwcGVuc0B2zWdhe3
NOYX1zaW4dudmVnYXMwHhcNMTcwMzA4Mj I1IMDI2WheN\nMjcwMzA2M]I1MDI2WjCBgzELMAKGAL
UEBhMCVVMxCzAJBgNVBAGTAKSWMRUWEWYD\NVQOHFAXWZWdhcywgQmFieSExITAfBgNVBAOTGF
doYXQgSGFwcGVucyBpbiBWZWdh\ncy4uLjEtMCsGCSgGSIb3DQEJARYed2hhdGhhcHB1bnNAdm
VnYXNzdGF5¢c21uLnZl\nZ2FzMIIBI JANBgkghkiGOwOBAQEFAAOCAQS8AMI IBCgKCAQEAB8U+28f
NnLKQNWEWMR\n6akeDKuehSpS790dLGigI18glCV/AUY5ZLjgsTjBvTIVRv44yoCTgNrx36U7FH
P4A\nt6P/SilaYrd4ovx15wDpEM3Qyy5JPRB7Jel0B6AD7 fmiTweP20HRYpZvY+Uz7LYEFC\nmrgp
GZQF310SIcBHtLKE5186JVT6j5dg6yjUGQ0352y1c9HXHcn61b/jyl10DmVNU\NZOcaQwAmIS3J
moyx+z7j/YadWKg+2SqTAX 7bX0F3wHHEXnZ1HnNM8 fET5N/ 9A+K61S\n7dg9cyXudafXcgKyl4Ji
NBvgbBjhgJtE76yAy6rTHUOxM3jjdkcb9Y8miNzxF+AC\ng+itawIDAQABo4HrMIHOMBOGA1Ud
DgQWBBRVVBRPN05534zGRhrnDJyTsdnEbTCB\nuAYDVROjBIGWMIGtgBRVVBRPno5S34zGRhrn
DJyTsdnEbaGBiaSBhjCBgzELMAKG\nA1UEBhMCVVMxCzAJBgNVBAGTAKSWMRUWEWYDVQQHFAXW
ZWdhcywgQmFi1eSEXITAf\nBgNVBAOTGFdoYXQgSGFwcGVucyBpbiBWZWdhcy4uLjELtMCsGCSgG
SIb3DQEJARYe\nd2hhdGhhcHB1bnNAAmVNnYXNzdGF5¢c21ulnZlZ2FzggkAzBsiFZjjf/MwDAYD
VROT\nBAUWAWEB/zANBgkghkiG9wOBAQUFAAOCAQEAhVNDS5s7 ImQPECWVLfiE/ndtIbnpe\nMg
05geQHCHNN1u5RVI9j8aYHp9kW2gCDI5vueZtZ2L1tC4D7JyfS3714rRol1FpX6N\niebEgAaESe
WvB6zgiAcCMRIKqu3DmJ7y3CFGk9dHO1Q+WYnoO/eIMy0coT26JB15H\nDEwvdl+DwkxnSlcxlv
ERv51glguabAE3tBrlov8glG4zMIboo3YEWMFwxLkxAFXR\nHgMoPDym099kvc84B1k7HkDGHpP
r4tLfVelDJy2zCWIQ5ddbVpyPW2xuE4p4BGx2B\n7AS0)G+DzUxzwalUl6Jzvs3Xq5Jx8ZAjJIDg

10Q0QDWNDoTeRBsz80nwiouA==\n----- END CERTIFICATE----- \n"
by
"id" o 2
}
ee=xtll

(-

82

DAY v FDRERZRISRLET,



"id" : 2,
"result" : {}

SetNodeJassentalTisCiphers
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https://<management node IP>:442/json-rpc/10.0
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B2YCI] A FANDLET T AL ME WA
TlE. BEHIYER— EMDOBEA1—F XF75 7L (&Y
fENET MD%Hi, OpenSSL

DIRBRAITEVF
¥, BEX1—FD
ZEITIFAXFE /)
XFIEXFIEhEzE
Ao

RD1E

CDOAY Y FORDIEIFRDEED T,

28 58 EAALET
7—SBESHL /=~ ROBATLS BEZA— hD X33

V2 bo /=RTHBICTIT47T

BHESTY,

Tk, BSHIYR-—FENFET /—FODEMTLS BSXA— D XF7)
)R ko

BB
ZOXY Y ROBREERICRLET,
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"method": "SetNodeSupplementalTlsCiphers",
"params": {

"supplementalCiphers": [
"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256"

b
saghvg A

=Xl
DXy ROREFZRICRLET,

"id" : 1,
"result" : {

"mandatoryCiphers": [
"DHE-RSA-AES256-SHA256",
"DHE-RSA-AES256-GCM-SHA384",
"ECDHE-RSA-AES256-SHA384™",
"ECDHE-RSA-AES256-GCM-SHA384"

1,

"supplementalCiphers": [
"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256"

2 AV Ay B
(Svyw hEYY] XYy REGBATZE. I5XLAD/ — REBEBEES vy

FROUTEERT, COXV Y RZERTDIE. B—D/—F, #HD/—F. FlF
TJIRAZADIRTD/ —FRZ2>vy bR IVTEET,
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INTA—H

CDAYV Y RDATNNTA=RIFIRDEED TT,

%I Bz EFANDLET FI7 4 ME WAZE
J—F BEEshEIET vy BHOBRY L =g AN
cEDO>TD/—R
DIDDY Rk,
TFoayv ISR LTE XF5 BEsLEY AIAY-3

179 3018, BIR
BIZXRDEHEDT
9, *restart: U
A2 zBikKE# L £
9, *halt: BERE%®
SERICATICLE
3_0

RD1E

CDOXY Y RIZIBERDERHD B A ===CDAV vy FICXH T BEKRAF. ROBIDELSICHEDET,

"method": "Shutdown",
"params": {
"nodes": [
2,
3,
4
1y
"option": "halt"
br
"id": 1

=5
ZOXY Y ROGERERICRLET,

=
g/



"id" : 1,
"result" : {
"failed": [],
"successful": |
6
[

HREAN—2 3 Y
9.6

TestConnectEnsemble D KD ICZD F L7

[ TestConnectEnsemble ] XV w RZEFERTZ . IBELIT—EIR—=XT7>H>TI)L
EDEHRERIETEXd, 774N EFTIE. /—FHBEERITENTWVWEZ IS REZDT

HYVTNEFERLET, . BEZTANTB3ROT7 UV TIZEEET S LD
TTEI,

INTA—A

CDXYY RDAINTA=ZIERDEED T,

B2l B EASILEY TF7 A4 ME WAZE
Ty TIL BHETANET7 Y XF5 AL WAV
VI —RISR
RIP7RLADA
VN TRYI-7=UR
ko
RbD1#E

COXV Y RORDEIFRODEED T,
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e2L]] =EA ZANILET

B3 RENZATS U MMIIRODEES JSONATP ok
9)
*nodes | (AT k) 7
A MHROZT7 YTV —
RETFZAMERD) X b

* "date’:(string) 7 X F DRITIC

B 73 B,
*re sult( XF5) TR h2E
DIFER,
KRG
CDXY Y ROERFZRICRLEFT,
{
"method": "TestConnectEnsemble",
"params": {1},
"id": 1
}
el
CDXY Y RDREFZRICRLET,
{
"id": 1,
"result": {
"details": {
"nodes": {
"1:10.10.20.70": "Passed",
"2:10.10.20.71": "Passed",
"3:10.10.20.72": "Passed",
"4:10.10.20.73": "Passed",
"5:10.10.20.74": "Passed"
}
b
"duration": "00:00:00:756072",
"result": "Passed"



HIREAN—3 Y
96

TestConnectMvip D& SICANLET

[ TestConnectMvip 1| XV v RZFERTZIE. ANL—J 0S5 AEZANOEREREZ T X
FTEEXT, TARTIE. MVIPICRLTping 2F1TL. O FILIEAPI XYy R%ER
TLTEREZRIEL £,

INT X=X
ZOXY Y RDAANZA—FIERDEEDTY,

2T B ZANLET 77 # )L ME WA

MVIP COEEZELTHID XF5| BL (AIAY-3

MVIP DER#EHix
TARNTBIENT
EEJT, 2—4Tv b
S5 AINDER%E
TARTBEEIE
CDIEZIERET B
BIHb A

RD1&E

CDOAY Y FORDBIFRDEE DT,
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2L
S

90

GG

T2 NLIBICBE Y 3158 (JSON
FISTUR) o

* 'connected” : T X kA MVIP
ICEHTERIDESHESRLE
g (T—=UF7V)

*m vip: T X MXIRD MVIP (
XFF )

* “pingBytes: 56 /\-1 k & 1500
N RD ping TR ~DFEM (
FITTUh)

° 56:56 /N ~® ping TR
hD#ER (JSON A TS T
k)

individualResponseTim
es: 7TV
— RH5DIERED
X b (XFFIERT )

* individualStatus’ : &7

BTV —RhB
D ping ATF—RADY)
Ak (F-U7>0R
§IJ) o
'RespondseTime’: ping
DOFEHIERRE (XF
7))

* 'uccessful : ping 7 X ~

DRI LI E S H%E
RUET (F—ILE)

° 1500": 1500 /N @ ping
T X MDFER (JSON A7
IV b))

individualResponseTim
es: ZE7HVTIL/
— RO 5 DICERED
JZ b (XFFIET )

* individualStatus® : &7

BTV —Rh5
D ping AT7—RZAD')
2k (T=UT7 >0
§IJ) o]

= 'RespondseTime’: ping

DFEIGERE ( XF
%)

'uccessful : ping 7 X k
DEIILT=hE 5D (
7T—IL{E)

EANDLET
JSON ATz bk



Z5RH ]

COXYy ROBRAERICRLET,  vration TR FOEfTIC
g & RELBHORS (XFF

"method": "TestConnectMvip",
"params": {
"mvip" : "172.27.62.50"
by
"id":1
}
&R

DAY Y FDRERZRICRLET,

"id": 1,
"result": {
"details": {
"connected": true,
"mvip": "172.27.62.50",
"pingBytes": {
"1500M™: {
"individualResponseTimes": [
"00:00:00.000250",
"00:00:00.000206",
"00:00:00.000200",
"00:00:00.000199",
"00:00:00.000199"
1y
"individualStatus": |
true,
true,
true,
true,
true
1y
"responseTime": "00:00:00.000211",
"successful": true
b
"56": |
"individualResponseTimes": [
"00:00:00.000217",
"00:00:00.000122",

91



"00:00:00.000117",
"00:00:00.000119",
"00:00:00.000121"
1y
"individualStatus": [
true,
true,
true,
true,
true
I
"responseTime": "00:00:00.000139",

"successful": true

}
b
"duration": "00:00:00.271244",
"result": "Passed"

HREAN—I3 Y
9.6

TestConnectSvip DL SICASTTLET

[ TestConnectSvip | XV vw RZEFEHRETZE. ANL—=JT0FXEAADR ML —UFE
TFTANTEXY, TAKMTIE. ICMP Ny b %&{EHRL T SVIP IZX L T ping 1T
L. BRI LBEIFISCSI A1 =T —X e LTERLET,

INTA—A

CDXYY RDATINTA—=ZIEIRDODEED T,

%Hi Bz EANDLET T4 MME WAZE
svip COEZELTHD XF5 L IRV~

SVIP OEIEEG%*
TANTBZENT
TE9, =Tk
95 A INDER:%
TARTBEETIE
CDIERIEET B
BIHD XA

92



RD1E

CDOAY Y FORDBEIFRDEEDTY,
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2L
S

* [Connected ']: T X kH' SVIP
ICERTEZNE oD zZzRLZF
I(T—ILE)

*vip' I TARWRO SVIP (X

pingBytes : 56 /N1 & 9
« 000 /N kD ping TRX D
M (A7)

° 56": 56 /N1 kD ping T X
N DIER (JSON AT
I8

individualResponseTim
es: 7G> TIL/
— RO DIERED
X b (XFFIET )

* individualStatus’ : &7

YTV —RHS
D ping AT—RAD)
2 (=07 >0
F) .

» 'RespondseTime’: ping

DFEIERE (XF
)

* 'uccessful : ping 7 X ~

DRI LI E S H%E
TUET (F—ILE)

° 9000": 9000 /N k@ ping
T X MDFER (JSON A7
IV b))

individualResponseTim
es: ZE7>HVTIL/
— RS DIGERED
)X b (XFFIET )

* individualStatus® : &7

JHYTIL/—Rh5
D ping AT—RZAD')
2k (T=UT7>0i
§IJ) [e]

= 'RespondseTime’: ping

DFIGERE ( XF
%)

'uccessful : ping 7 X k
NI LIehE Sh %z
RLET(T—ILAE)

ZANDLFT

T A NLIBICEEY 2188, (JSON XF7
FISTUR) o
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Z5RH ]

COXYy ROBRAERICRLET,  vration TR FOEfTIC
g & RELBHORS (XFF

"method": "TestConnectSvip",
"params": {
"svip" : "172.27.62.50"
by
"id" 1
}
&R

DAY Y FDRERZRICRLET,

"id": 1,
"result": {
"details": {
"connected": true,
"pingBytes": {
"56": |
"individualResponseTimes": |
"00:00:00.000152",
"00:00:00.000132",
"00:00:00.000119",
"00:00:00.000114",
"00:00:00.000112"
I
"individualStatus": [
true,
true,
true,
true,
true
1,
"responseTime": "00:00:00.000126",
"successful": true
br
"9000": {
"individualResponseTimes": [
"00:00:00.000295",
"00:00:00.000257",
"00:00:00.000172",

96



"00:00:00.000172",
"00:00:00.000267"
I
"individualStatus": |
true,
true,
true,
true,
true
I
"responseTime": "00:00:00.000233",
"successful": true

b

"svip": "172.27.62.50"
b
"duration": "00:00:00.421907",
"result": "Passed"

HIREAN—g Y

9.6

FTAMRKZAT

TestDrives XV v REFEHTDE. /—FEOITRTORZATICHLT/N—RIx7

BAEZRITTEE T, COAXV YRR FSATON-FIIT7EEZERHL. TOR
BERLET A DFRERTHREL T T,

INTA—A
TestDrives XV w Rix. 75 XZARD T Active | TIFHW/ —FRICHLTOAMEATETE I,
() coFzriEmiosprET,

CDXYY RDAIINTA=ZIERDODEED T,

B2 Bl FANDLET TI7AI MME WAZE
[-force] true ICSERET D . T—ILE "L (=AW
J—RDRSA T
FARINET,
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e2L]] &R ZANILET 77 # )L ME WA

%3 72 b ORITEEE B 10. LR
SEMTEEL X
ER

RO1E

COXAVY RORDEIFRODEED T,

22k ieA EASILET

S TANMUEORINEIIKBICE JSONA TSk
ERCLE S

E=D ]

DAYy FDOERFZERISRLET,

"method": "TestDrives",

"params": {
"force": true,
"minutes" : 10
br

"id" 1

}
eyl

COXVYRIF /—FRHADERSATIZOVWTOT A MEREZBORZIBRLF T,

HIREAN—3 Y
9.6

TestHardwareConfig

[ TestHardwareConfig | XV v RZERT3¢. /—RFRTN—RI 77X ZHETT
TET, TRAMT T VI N—RIzT7HEBEYC 7 7—LT7TT7N—23 VD
B T RTDORSATHEET I COERMNITENT T,

INTKX—2R

(D coFabi NA—FYI7EEOREZENL LIbOTESBD A,

98



CDXYYRDAINTA—=ZIIRDEED T,

2L

AR

[-force]

R DB

B

N—RO T 7T
ALE)=2RF
vwaTHIBLE
T BNREIFRD
1))

*true I ¥y vy
asnfeTR bk
BRI7MIL%
HIBRL. TR b
gﬁ%ﬁbi

° false : v v
asnfeTA b
BRERISLE
ER

J—FZzDEy g
BICTIE. CDXY vy
R(Z force /NS X —
REZTDHBINENDH
DEI,

COAY Y FORDIBEIFRDEEDTY,

2L
B

ZRA

Bl

N— RO 7HEHROFEM,

DXy FOERAZRICRLET,

ZATILET
7T—IUE

7T—I&E

"method": "TestHardwareConfig",
"params": {

"force": true

bo
"id" ¢ 1

77 4L ME WA

LWLz LWLz

NV 1E0%
ZANDLES

JSON AT ok
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ZH5
CDILERIEDEINZ WO, BRED MY IICEEEH L TWET,

g/

4

FIREAN— 3>
9.6

E¥%E‘C’)L\'(‘g\ :557&:‘%_-< T{f:_kl,\

TestHardwareConfig

TestLocateCluster D&

I TestLocateCluster ] XV w RZE{FERTZE. /—RHISXREBRTIEESNT=V S
ARAZFETCETBCEERTEE T, HOBRTOUSXADMER SN e = RESEL
x9, HAORKRICIE. 95X T7oHVTILRO ./ — KRR ENFET,

INTAX—A
DXV Y RICIEATINS X—RIEHD £ Ao

RD1&E

CDOAY Y FORDBIFRDEEDTY,

281 B

2 T R MLIB ORI E fo l$ R BICES
ERE 8

ERA

CDXYy FOERHIZZRISRLET

"method": "TestLocateCluster",
"params": {},
"id" : 1
}
Il

CDAY Y FDRERZRISRLET,

100

ZANDLFET
JSON A7 xo b+


https://docs.netapp.com/ja-jp/element-software-123/api/reference_element_api_response_example_testhardwareconfig.html

"id": 1,
"result": {

"details": {
"complete": true,
"ensemble": {

"nodes": [
{
"IP": "10.
"nodeID":
}y
{

"Ip": "10.10.5.107",

"nodeID":

by
{

"Ip": "10.10.5.108",

"nodeID":

]
by

"version": "5.749"

by

10.5.94",
1

2

3

"duration": "0.0384478sec",

"result": "Passed"

FIREAN—2 3>
9.6

TestLocalConnectivity D & S ICRTR TN

TestLocalConnectivity XV v RZFERT2E. PIOT414 TRV T AZRNDE /) —RDY

SXZIP (CIP) IZXL T ping ZR{TTEET,

INTA—A

CDXY Y RIZIFANNT A=2IFHD EH Ao

RD1E

COAY Y FORDBEIFRDEE DT,
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S2E:] AR

S¢4m O—AINDTIT4TRITAAR
ADE/—RIZNT 3. BHLXD
ping & KFfEo

KA

DAYy FOERFZRISRLET,

"method": "TestLocalConnectivity",
"params": {},
"id": 1
}
el

DAYy FOERFIZRISRLET,

"id": null,
"result": {
"details": {
"10.26.86.17": {
individualResponseTimes: [
"00:00:00.006868",
"00:00:00.005933",
"00:00:00.006655",
"00:00:00.006584",
"00:00:00.006334"
I
individualStatus: [
true,
true,
true,
true,
true

1,

ZANDLFT
JSON ATk

responseTime: "00:00:00.006475",

successful: true
br
"10.26.86.18": {
individualResponseTimes: [
"00:00:00.006201",

102



"00:00:00.006187",
"00:00:00.005990",
"00:00:00.006029",
"00:00:00.005917"7],
individualStatus: [
true,
true,
true,
true,
true
I
"responseTime": "00:00:00.006065",
"successful": true
br
"10.26.86.19": {
individualResponseTimes: [
"00:00:00.005988",
"00:00:00.006948™",
"00:00:00.005981",
"00:00:00.005964",
"00:00:00.005942"

1,

individualStatus: [
"true",
"true",

true,

true,

true

I

responseTime: "00:00:00.006165",

successful: true,

br
"10.26.86.20": {
individualResponseTimes: [

"00:00:00.005926",
"00:00:00.006072",
"00:00:00.005675",
"00:00:00.009904",
"00:00:00.006225"

"individualStatus": [
true,
true,
true,
true,

true

103



1y
responseTime: "00:00:00.006760",
successful: true
}
br
"duration": "00:00:00.595982",
"result": "Passed"

FIREAN— 3 Y
9.6

TestNetworkConfig (7 X k)

[ TestNetworkConfig 1 XV v FZERIT B RELTLRY hT—IRENT X T L

TERAINTVWERY M T—IREL—HTEHICZHERTETET,

INTX—H

SetNetworkConfig XV v RZFRL T/ — RZHRET BHSIF. Ul £72ld TUI TREMNRIES N TEMAI N
* 9, TestNetworkConfig APl 7 X k Tld. BREEEDOOAD W I ICKRMINIREEFRALE I, e zxiE &
BRRY NT—UEENRELIEGE. COAPI XYY RZERAL T/ —RABEOICREESN Ry D —

JRETHEH L TVWAEZHESRTEET,. KEICIT—DEBVWI . BLVREOKRENMERFTHZ L
PREESNE T,

CDOTAMEI BERTEREBRADICKRTIBLSICHKATINTVET, TT7—HIEHVGE. COTX MIH
NERLEFHA. ROIBEFEZEBERLTLIEETU,

CDRAY Y RIZIFANNTA=2IFHD EH Ao

RD1E

COAY Y FORDIBEIFRDEEDTY,

B2 SRR EANDLEY
B3 FREFESNTVWRREDRY FT— JSONA TSk

IREZRITRORY bT—0FK
ETHREELICCEICRDOD o
S—HMEENFT,

EK B
COXY Y ROBREERICRLET,
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"method": "TestNetworkConfig",
"params": {1},
"id" : 1

&1
IS—AREINAENS1ERIE. BEIFREINEE Ao

Wigw g 1,

"result": {

"details": {

"network": {...}

b

"duration": "00:00:00.144514",
"result": "Passed"

:D%%ﬁm 2
MTU DA —E L 7% L,

Vig®w g A,
"result":
{
"details"
{
"error":
{
"message" : "Network configuration mismatch on BondlO0G:
Incorrect MTU expectedMTU=[1500] actualMTU=[9600]", name:
"xAssertionFailure"
}

Yy
"duration": "0.125213sec",

"result": "Failed"
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e 3
B#EIL— D RDOD SV,

"id": 1,
"result":

{

"details" :

{

"error":

{

"message" : "Network configuration mismatch on BondlG: Routing
table missing route=[192.168.137.2 via 192.168.159.254 dev BondlG]", name:
"xAssertionFailure"

}

br
"duration" : "0.128547sec",
"result" : "Failed"

HREAN—I3 Y
9.6

SAICOWVWTIE. B85 BT L

SetNetworkConfig DI3H&

TestPing T

MTestPing 1 XV v REFEHATZE. 1GHELV 10G DEADA > H—T 1 AT,
ICMP /X w b ZFERALTISAERDIARNTD /) —RADRY b —JFEHRET I+
TEXYT, TARTIE. XY MNT—URED MTU REICEDWVWT. Ny rZEIlE
YR MTU 14 X2FEBLEXT, [ TestPingl Tid. —RWAR VLAN 12X —T 14 X
IFERR SN EH Ao

INT A=A

CDAYV Y RDATNNTA—=RIFIRDEED TT,
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2L
ATEER

77

AR —=T T4 R

Iy bHA R

pingTimeoutMsec

el

&R

ping 7 X hZ#E&D iR
T ZIEEL £
ERF

ping #E1T9 37 /\
A ADT7 KLRET:
FRANRZHOT
TXYI>TEELE
o RAREREL
BTWEEIE. AL
—J IS RZADK
A2 MIX LT ping
PERITETNET,

ping DXIETT L RSB
BED (R—X) «
VHA—T 1M R, B
BREIIIRDEED

* 'Bond10G |
> Bond10G 1
VR—TTAR
H5 ping XS
LF¥9Y,

* 'Bond1G |
Bond1G 1 > &
—JIT1AH5
ping ZiXfEL F
-g-o

ZIPIOEEINDS

ICMP /X4 kT
59 3/\1 b=
ELXY, vk
—JRETIEESN
TW3ERAMTU &
DINS\MBEZIBET
BIRENHD £,

84 D ping 5%
T BEREE S
MEBEMTIEELE
ED

ICMP /N7y kD
DF (Do not
Fragment) 7357
ZEMICLET,

ZANILET
B

XF7]

XFF

BH

7T —IE

T7 4L ME

5.

500 S U

(A1AY-4

WA
AIAY

LWz

LWLz

(RYAY-4

LWz

WLz
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%A Bl ZANLET T7 4 MME WAZE
sourceAddressV4 ICMP ping /X b XF5 =L (AIAY-4
TEAT3%ET
IPv4d 7 KL R,
sourceAddressV6 & ICMP ping /N7y b XF5 L AYAY-
AHLET TEAT3%ET
IPv6 7 KL R,
totalTimeoutSec ping DXDEITE R B 5. (AIAY-4
79370t %
BT $BETIC,
ping 'S A7 LISE
TIFE T AR
BAUTEELZFT,
virtualNetworkTag  ping /X7 v b DIX{E B L WAV
BFICFERA 9 % VLAN
ID o
RbOE
CDOXY Y RORDEIFIRDEHED T,
%8 5rEH ZANILET
=S J—RHBETETERZFIPOUREN JSONATT T+

& ping & DHREHER.

ZRA
COXY Yy ROBRAERISRLES,

"method": "TestPing",

"params": {
"interface": "BondlG",
"hosts": "192.168.0.1"

by

"id" 1

}
el

CDAY Y FDRERZRICRLET,
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"id": 1,
"result": {
"details": {
"192.168.0.1": {
"individualResponseCodes": [
"Success",
"Success",
"Success",
"Success",
"Success"
1y
"individualResponseTimes": [
"00:00:00.000304",
"00:00:00.000123",
"00:00:00.000116",
"00:00:00.000113",
"00:00:00.000111"
I
"individualStatus": |
true,
true,
true,
true,
true
1,
"interface": "BondlG",
"responseTime": "00:00:00.000154",
"sourceAddressv4": "192.168.0.5",
"successful": true
}
by
"duration": "00:00:00.001747",
"result": "Passed"

HREAN—I3 Y
5.0

TestRemoteConnectivity

[ TestRemoteConnectivity | XV v FZFERTHE. VE—FISXXDE/ —FICX
LTpingZR1TL. VE—FDT7oHVTINT—EZR—ADEGZHRTETET, D
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XYy RTERALGERZBBICIE. IJTREADBRTIITEINTVWBIHRELRHD £7,
)E— R TF—AR—IEHICKBLIZIESIE. AT LDSDREBICHANDY X TN
£,

INTAX—H
DX Y RIZIEATINS X—RIEHD £ Ao

RD1E

COAY Y FORDEIFRDEED T,

EY:] Bz ZANDLET

S &/ —RIZWHTZELZD ping I6Z&E JSONA T U b+
Ko

EESI

CDXYw ROEKRFIZRICRLETD,

"method": "TestRemoteConnectivity",
"params": {
"force": "true"
by
"id": 1
}
eyt

COXYV Yy ROREFZRICRLET,

"id": null,
"result": {
"details": {
"1t |
"details": {
"10.26.86.17": {
"individualResponseTimes": [

"00:00:00.006868",
"00:00:00.005933",
"00:00:00.006655",
"00:00:00.006584™",
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by

"00:00:00.006334"
I
"individualStatus": [

"true",

"true",

"true",

"true",

"true"

1,
"responseTime": "00:00:00
"successful": true

"10.26.86.18": {

by

"individualResponseTimes":

"00:00:00.006201",
"00:00:00.006187",
"00:00:00.0059%90",
"00:00:00.006029",
"00:00:00.005917"
I
"individualStatus": [
"true",
"true",
"true",
"true",
"true"
1,
"responseTime": "00:00:00

"successful": true

"10.26.86.19": {

"individualResponseTimes":

"00:00:00.005988",
"00:00:00.006948",
"00:00:00.005981",
"00:00:00.005964",
"00:00:00.005942"
I
"individualStatus": [
"true",
"true",
"true",
"true",
"true"
1,

"responseTime": "00:00:00

.006475",

.006065",

.006165",

1M



"successful": true,
b
"10.26.86.20": {
"individualResponseTimes": [
"00:00:00.005926™,
"00:00:00.006072",
"00:00:00.005675",
"00:00:00.009904",
"00:00:00.006225"
1,
"individualStatus": [
"true",
"true",
"true",
"true",
"true"

I
"responseTime": "00:00:00.006760",

"successful": true
}
by
"successful": true
}
by

"duration": "00:00:00.595982",
"result": "Passed"

}
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