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"method": "AddIdpClusterAdmin",

"params": {
"username": "email=test@example.com",
"acceptEula": true,
"access": ["administrator"]
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"result": {

"clusterAdminID": 13
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"method": "CreateldpConfiguration",
"params": {
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>
<EntityDescriptor

xmlns=\"urn:ocasis:names:tc:SAML:2.0:metadata\"
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"

...</Organization>
</EntityDescriptor>",
"idpName": "https://provider.name.url.com"
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"result": {
"idpConfigInfo": {
"enabled": false,
"idpConfigurationID": "£983c602-12f9-4c67-b214-bf505185cfed",
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>\r\n
<EntityDescriptor
xmlns=\"urn:ocasis:names:tc:SAML:2.0:metadata\"\r\n
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"\r\n
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"\r\n
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"\r\n
. </Organization>\r\n
</EntityDescriptor>",

"idpName": "https://privider.name.url.com",
"serviceProviderCertificate": "----- BEGIN CERTIFICATE----- \n
MIID...S1BHi\n

————— END CERTIFICATE-----\n",

"spMetadataUrl": "https://10.193.100.100/auth/ui/saml2"
}
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"method": "DeleteAuthSession",
"params": {
"sessionID": "a862a8bb-2c5b-4774-a592-2148e2304713"

b
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"id": 1,
"result": {
"session": {
"accessGroupList": [
"administrator"
1,
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1,
"finalTimeout": "2020-04-09T17:51:30z",
"idpConfigVersion": O,
"lastAccessTimeout": "2020-04-06T18:21:332",
"sessionCreationTime": "2020-04-06T17:51:302",
"sessionID": "a862a8bb-2c5b-4774-a592-2148e2304713",
"username": "admin"
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"method": "DeleteAuthSessionsByClusterAdmin",
"params": {

"clusterAdminID": 1
}

eyl

DXy FORERZRICTLET,


https://docs.netapp.com/ja-jp/element-software-123/api/reference_element_api_authsessioninfo.html

{

"sessions": [

{
"accessGroupList": [

"administrator"
1,
"authMethod": "Cluster",
"clusterAdminIDs": [

1
1y
"finalTimeout": "2020-03-14T19:21:24z",
"idpConfigVersion": O,
"lastAccessTimeout": "2020-03-11T19:51:242z2",
"sessionCreationTime": "2020-03-11T19:21:247z",
"sessionID": "bl2bfc64-f233-44df-8b9f-6fb6c01labf7",
"username": "admin"
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"method": "DeleteAuthSessionsByUsername",
"params": {
"authMethod": "Cluster",
"username": "admin"
}
}
Xyl

DAY Y FDRERZRICRLET,

{
"sessions": [
{
"accessGroupList": [
"administrator"
1,
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1,
"finalTimeout": "2020-03-14T19:21:242",
"idpConfigVersion": O,
"lastAccessTimeout": "2020-03-11T19:51:247z",
"sessionCreationTime": "2020-03-11T19:21:24z7z2",
"sessionID": "bl2bfc64-f233-44df-8b9f-6fb6c01labf7",

"username": "admin"

HIREAN—3 Y
12.0

DeleteldpConfiguration

M\[\'\leeteldpConfiguration\] XV v RZFERT2 L. VT REZDHF—R/N—F 1 IdP D
BEOREZHIRTEE T, REBD 1P REZHIFRIT S, SAMLY—EXT7ONAHX
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SAERAEN Y S XA D SHIFRENE T,
INTX—=&

CDAY Y RDATNNTA—=RIFIRDEED TS,

£l Bl ZANDLFET T+ ME WAH
idpConfigurationID  +#— R /xX—F ¢ IdP UUID B L RIRY-4
RTED UUID o
idpName SAML2.0 > >FIL  XF7F mL LWL
BAF DD IdP 7
AN R 7Z5A L T
BIS957-00%
filo
RDE

CDOAY Y RICIZRDEIRSDD FH A

e
ZOXY Y ROBRAERICRLET,

"method": "DeleteldpConfiguration",
"params": {
"idpConfigurationID": "£f983c602-12f9-4c67-b214-bf505185cfed",
"idpName": "https://provider.name.url.com"
}
}
el

CDAY Y FDRERZRICRLET,

"result":{}

HREAN—I3 Y
12.0
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DisableldpAuthentication DB

[ DisableldpAuthentication 1 XV w RZERTZE. VT XX TH—R/NN—F 1 IdP
ZEALIERIOY R— b ZEMICTEET, BT H L. T—RN—FT 1D IdP I
KO TEEECNIEA—HIZV S RRICTIVCRATERLLRBRD, 7O T4 TREBIFEAT
W avIFEMICEZHOIBIENE T, LDAP BIEES LUV S X 4BEEIZ. YR—
RENTWBUIDBISARICTIERTEET,

INTAX—H
DXV Y RICIEATINS X—RIEHD £ Ao

RbD1{BE
ZOXY y RICBRDEREHD £t Ao

ZRA
COXY Y ROBRAERISRLES,

{

"method": "DisablelIdpAuthentication",
"params": {}
}
Xl

DXy ROREFZRICRLET

{

"result": {}

}

HIREAN—3 >
12.0

EnableldpAuthentication DB
[ EnableldpAuthentication 1| XV v RZFRTZ . T RRICH—RN—T 1D IdP
ZER LRSI R— b ZBMCTE XY, IIPERAEZEMICT S . LDAP EEE

BLVI S RXZEEEIF. UR—FEINTVWBRUIDNSISRARIITIELIATEHLR
D, 7OT7« TREEESNTcEy D a v EML /Ui nEz g, Y R—FENTWLS
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UDSTZRRNITIELRTEZDIF. U—FN—=T 4D IdP TEREESNTcI—HTE
I7TY,

INTA—A

CDXYY RDAANTA=ZIERDEED T,

£l =rFA ZANLEY T4 NME WAE
idpConfigurationID  +— R /X—F ¢ IdP UUID L WL\

F|ED UUID . IdP
FENMN 1 DLHAEL
BalE. ZORED
T 7 4L TEMIC
AT S

9, IDpConfiguratio
nH 1 DLHEWE
BlE.
idpConfigurationlD
INTXR—RZIEET
BPHEITHDEE
Ao

Rb1{E
COXYy RICBRDEEHD £ Ao

ZRA
COXY Y ROBRAERISRLES,

"method": "EnableIdpAuthentication",
"params": {
"idpConfigurationID": "f983c602-12f9-4c67-b214-bf505185cfed",

DXV Yy FOREMNZRICILET,

{

"result": {}

}
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FHREAN—T 3V
12.0
GetldpAuthenticationState D C &

[ GetldpAuthenticationState | XV vw RZzfERHT S . H—KR/N—F« IdP ZERHL /-
PREEDIRREICEE T BIBHREIRT CENTEF XY,

INTAX—H
DXV Y RICIEATINS XA —RIEHD £ Ao

RD1{E

CDOXYVy FORDEIIRDEED TY,

%l Bz ZANLEY
B H—RA—F 1 O IdPREELES T —ILE
IZB>TVWBHESHERLE
ER
EKHI

DXy FOERAZRICRLET,

"method": "GetIdpAuthenticationState"

=l
CORY Y ROGERERISRLET,

=
g/

"result": {"enabled": true}

FIREAN—2 3>
12.0
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ListActiveAuthSessions #&8B L T T L

[ ListActiveAuthSessions | XV v REFERALT. 797« 7 RREBEA LY a>%E
IARTC—ERTICTCETET, COXVYRZRUEITENTETZDIE. BIEEET7I7EX

R > -2 TY,
INTX—&
SOXY Y RIZEANNS X—REH D £ Ao

RD1E

COXYV Y RORDEIFRODEED T,

%A EHER

twysay Hirrwsa>vottyviavig
Ko

E3RA

DAYy FDERFZERISRLET,

"method": "ListActiveAuthSessions"

EB
DAY Y ROBERERICRLET,

ZANDLFT

"authSessionlInfo"
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{
"sessions": [
{
"accessGroupList": [
"administrator"
1,
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1y
"finalTimeout": "2020-03-14T19:21:24z",
"idpConfigVersion": O,
"lastAccessTimeout": "2020-03-11T19:51:242z2",
"sessionCreationTime": "2020-03-11T19:21:247z",
"sessionID": "bl2bfc64-f233-44df-8b9f-6fb6c01labf7",
"username": "admin"

MREAN—2 3>

12.0

ListidpConfigurations OflZzXICRLE T

[ ListldpConfigurations | XV w RZ@FHETIE. T—RN—FT1s & IdP DEREZ—E
RRTEET, BEICIELT. TenabledOnly 1 7557 %iEE L THREEBMICAE>TL
2 I1dP REZBIE LD, 1dP XZF7—4& UUID £7:13 IdP &%z EE L TIHED IdP 5%
EDBHREBELIEDTEET,

INTA—H

CDAV Y RDATNNTA=RIFIRDEED TS,

22 B ZANLEY T 7 #I) ~ME AR
enabledOnly ZB%1 #RzZz7«1J/)L2L T—IJL{E mL AYAY-3
ICLET T. REEWE P
REZIRLET,
idpConfigurationID  +#— R /NX—5F ¢ IdP UUID L RINY-4
RTED UUID o
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e2L]] &R ZANILET 77 4L ME WA

idpName BEDIAP & D IdP X F7 L
RTEBRERMELE
ER
RD1#E

COXAVY RORDEIFRODEED T,

£l Bk

idpConfiginfos HP—RN—FT1 D IdP REICRIT
3B

Z R4

CDXYw ROERFIZRICRLETD,

"method": "ListIdpConfigurations",
"params": {}
}
el

DAY Y FDRERZRICRLET,

LWLz

ZANILET
"idpConfigInfo" Ac%!)
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"result": {

"idpConfigInfo": {

"enabled": true,

"idpConfigurationID": "£983c602-12f9-4c67-b214-bf505185cfed",

"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>\r\n

<EntityDescriptor
xmlns=\"urn:ocasis:names:tc:SAML:2.0:metadata\"\r\n

xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"\r\n

xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"\r\n

xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"\r\n

...</Organization>\r\n

</EntityDescriptor>",

"idpName": "https://privider.name.url.com",
"serviceProviderCertificate": "----- BEGIN CERTIFICATE-—---- \n
MI...BHi\n

————— END CERTIFICATE-----\n",

"spMetadataUrl": "https://10.193.100.100/auth/ui/saml2"

}

FREAN—2 3>
12.0

UpdateldpConfiguration

[ UpdateldpConfiguration | XV w RZFERTIE. 75X XDEEFEOEMZT— RN
—7 4 IdP TEHMHTITEJ,

INT A=A

CDAYV Y RDATNNTA—=RIFIRDEED TT,

18
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GenerateNewCertifi
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idpConfigurationID

idpMetadata @ Z &
T

idpName

newldpName D&

RD1{E

GG

true ZISET B E.
LU SAML £ —
CEEBAENER I N
TEHEORTHES
mIENET, XE
| BIFOAERAE Z 32
g3, IdP TY
SAZADY—ERTS
ONAEARXZT—A
MNO—RENh3F
T. V95 XZL IdP
DRI S NT-1558
MELEHNE T, 15
ELBEWSEY
false ICERE L 7=
4. SAML SFEEZ
CFXF—IFEEINE
Ao

H—RN—F 1 IdP
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SAML2.0 > >4 )L
YA VAV DRES
SUREDEEBD
[dP X&2F—4,
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YA D IdP
O/NA A %Z5AIL T
ST 57-HD%
Blo

CDRHZIEET B
. HLIdP &hiE
FHZONET,

COXAYVY RORDEIFRODEED T,

ekl
idpConfigInfo

598

ZANILET
7 —IL1&

UuID

XF7]

XF7

X775

T7 4L ME

L

H—R/N—F 1 IdP BEICET S

1B#Ro

ZANLFEY
"idpConfigInfo"

WA
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KRB
ZOXY Y ROBREERICSRLETS.

{

"method": "UpdateIdpConfiguration",

"params": {
"idpConfigurationID": "£983c602-12£f9-4c67-b214-bf505185cfed",
"generateNewCertificate": true

&R

DAY Y FDRERZRICRLET,

"result": {

"idpConfigInfo": {

"enabled": true,

"idpConfigurationID": "£983c602-12f9-4c67-b214-bf505185cfed",

"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>\r\n

<EntityDescriptor
xmlns=\"urn:oasis:names:tc:SAML:2.0:metadata\"\r\n

xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"\r\n

xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"\r\n

xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"\r\n

...</Organization>\r\n

</EntityDescriptor>",

"idpName": "https://privider.name.url.com",
"serviceProviderCertificate": "----—- BEGIN CERTIFICATE----- \n
MI...BHi\n

————— END CERTIFICATE-----\n",

"spMetadataUrl": "https://10.193.100.100/auth/ui/saml2"

}

HIREAN—Tg Y
12.0
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