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c*FEVLANID* | BEO—-HDILIVT7RY FT7—J0REID,
c*ZAML—=YVLANID* : RbL—=2O—AITVT7Ry 7= DRIE D,
°*Version* ! &/ —RTRITIINTWVWBRY I TTT7DN—=T 32,
L=V R—F* T UE—NLFVT—= 3 VIl / —RTERINSER—
° *Service Tag* : /—RICBIDHETHNc—RDT—EXETES,

Fibre Channel R— Dz R <L E S

FCR—FDR—=ITlE. RT—RR, &HI. RA—F7RLX%AYE. Fibre Channel 7R—
OFFMZTHERTET X,

05 AT INTL S Fibre Channel 7R— MMCET 3 1BHRERTLE T,

FIE
1. [Cluster>*FC Ports] #27 ') w2 L £ 95,
2. ZOR=COBRZTANRIVITBICIE * T2 *Z20)vILET,
3. FF=RERRL £,
°*Node ID* : #FDtYy>aYeERIAMLTVWS ./ —F,
° *Node Name * | ¥ XFLICE > TERINT/ — F,
°*Slot* I T 7ANFvRILR—IHERESNATVEXOY bES,
°*HBAR— b * T 7ANF Y RILKRRAMNZATRTZ (HBA) DYIRR— ko
crwwnn* I J—JLRTA R/ — R4,
° *wwpn* : X—%w k® World Wide Port Name ,
° * Switch WWN* : 7 71 /\ « Fv¥ =)L « XA v F®D World Wide Name ,
° * Port State * 1 7R— b DIRTEDIREE,
*nPortID ! 77 ANFvRILT 7T Iy I LD/ —RKR—KkID,
°*Speed* ! XAV I—bINLT7ANF Yy RILEE, BHREIXIRDEEDTY,
= 4Gbps
= 8Gbps
= 16Gbps

SFHETEER
* "SolidFire XU Element V 7 b T 7D RF a2 X K"
* "vCenter Server [A|} NetApp Element 7545 1 >"

By T -0 EET S

SolidFire A AL —CDRERY bT—0%ERAT 3. ALAOREBRY NT—JICET
BEHBODIVSATUMEDNS T4 wI% 1 DDISRRERTETET, I5REN
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cREBRY NT—OZRELET

* VRFVLAN ZfR&EL X9

Ry RTU—UFEHIBRLEY

R8>y kT —27%EM
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Element V7 bz 7%2ETLTVWBR IS RAICERTETEELSICHD T,
WMERHD

CUTRA/)—RLEDRERY D —=DICEIDY TR IP 7 RLAEHAZHEELE T,

* gNRTD NetApp Element A kL= bS5 T7 4w IDIVRRAVMELTHERTZA ML=y bD
—2 1P (SVIP) PRLZAZRELFT,

(D) commTis. ROREEERTBUENHD FT,

* VRF BB TAV VLAN TiE. SVIP EEICH TRy MIAZSI—DEENTLWBIRELHD T,

* VRF B"B%7% VLAN Tlx. SVIP Y ELCHY TRy MIAZI—2DEENTVWBIREIFHL IL—T 0
VODYR—FENET,

* TTFIEDSVIP TIE. SVIP LAY TRy MIAZI—2NFFEFNTVWBIHBEIFHL, IL—T
YUY R—bENET,

Ry FD—U%ZEBMTRE. &/ —RDAUE—T 4 ADMER TN, TOENENICRESRY T =2
IP7RLZADMBEBLRDET, FILWMRERY FTO—0 %R T 2BICIEET S IP 7RLADEIE. 75X
ARD/ —ROBAUALETHZECHWMETT, RERY FT—OF7RLRF—ETTOEY 3 Z>F 3N, A
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1. [Cluster>*Network*] Z 7 ) w7 L £ 95
2. [Create VLAN] 220 ) w o L£Y,
3. [Create a New VLAN*] 41 7AYJ R I AT, XDT 4 =L RICEZASILET,
°*\VVLAN & *
° *\VLAN &4 *
o *SVIP *
CTRYBRRRY
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4 IPT7RLAGEEROEBIP* 7RLRZ*IP7RLZXTAOYY * TAAILET,
S. IPEED *Size* &, JAVIICEDSZ IPTRLRADBELTAALET,

6. [7Ov o miENM (AddaBlock) 1% 1) w2 LT, Z®VLAN OIEEFHNAZIP 7RLZRTOYvI%B
mL%Ed,

7. [Create VLAN] Z 2 w2 L% 9,

ARy RT— U OFMERTLET

FIE

1. [Cluster>*Network*] Z7 w2 L% 9,

2. HERERLE Y
cID: Y RTLICE > TEIDH TSN VLAN 2y hT—2JD—ED D,
o *ZH1* ¢ VLAN R T —Z|C2A—HHED Y TH—EDLH,.
°*VLAN Tag * : R v b7 — U DIERFFICEID HTS5M 7z VLAN 25,
°*SQVIP* I RERY FT—JICEIDHTONIAML—JREIP 7 RL R,
cr Ry YR I CORERY FT—=0D3RY bR,

=k Ar (REBRY MO —F VT AD—EDIP 7 RL R, VRFZAX—TILICT B4
ENHOET,

° *"WVRF B% * IREIL—T 1 VI B LVEERBEMDE S ERLE T,
° *IPs Used *: fRA8%y kD —O CERHINZREXRY FT—2 IP 7 KL XDEH,

REBIV—T 1« 2T 1 EmXZEBHICLET

REIV—T1>T 183k (VRF) ZBMICTB W TETET, ChICED IL—FT~«
OT—TINDEBDA UV RAIY A2 ) —RRICHFIE. ARICERTZ LN TS
F9o COMBEIZIRML—2RY FT—TTOHERATETEY,

VRF ZBMICTE 5DId. VLAN OEREEFZITTY . IEVRF ICRYHEIE. VLAN ZHIBRL THEIERK T3
WMENRBHD £,
1. [Cluster>*Network*] 7 w2 L% 9,
2. LW VLAN T VRF ZBMICT BICIE. * VLAN OFERL * Z3&IRL £ 95
a. LWL VRF/VLAN ICBEET 31EHRZANILE T, RERY bT—JDBMZEBRLTIIET W,
b. [*VRFZEMICTS*] FxvIRvIREFVIZCLET,
Cr*FAFoarr i F—bhUxzAZANLEFT,
3. [Create VLAN] 2 U w o L9,
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By hT—UZRELET

VLAN &, XY bYRXI,. P7RLZRATAYIDOHY A XD VLAN BEEZEETEE
9o VLAN D VLAN 2T B LV SVIP IIBEETT XA ¥ —bIz1EMIE. FEVRF
VLAN OFBRINT A =R TIEHD FHE Ao

iSCSI. UE—bLTFUVT =32, B EDOMORY bT—01y a3 >DRTHIF. BEICKKTSC
EHBOFET,

VLAN @ IP 7 F L ZSEE DY 1 X2 BE Y BRICIE. ROFIRFEISEEL TSIZTET L,

*IP7RLAZHIFRTESDIE. VLAN OEREFICEID S TONLRIID IP 7 R L REBEDA T,

CHIERIP 7 RLZEBEDOH CICEMENIP PRLZTOYZIFHIBRTEEIH. IPT7RLIZHIRL
TIPTOYIDHA X ZEBITEZLIETEEEA

*USRAZAD/ —RTERSNTVLWSHEIP 7 RLRAEEX I IP 7OV IH5 IP 7 FLXZHIBRL
F58TBL. WEBICKRTZI D HBDFT,

s FAHAPOBEDIP7RLRAZISRANOMD / —RICBEIDYHTITBZZIETTETEFHA.
IP7RLZX7OvZIE. ROFIE=FERL TEMTEET,

1. [Cluster>*Network*] %3&RL £,

2. {R&E 3% VLAN O [Actions] 71 AV #FEIRL X9,

3. @&~ = BRLFT,

4. [Edit VLAN*] 44 7AJ Ry AT, VLAN DFILLWEMZANDLET,

S. Ry U=V DIEEFHR IP 7RLRATOVIZEBIMT3ICIE. [7OvIDEM] Z:&ERLET,
6. 1EEZREI ZFEIRLET,

NSNS a—Fa T OEMBERT—T« ZILAD) Y
VLAN IP 7 RL ZEEDERBICETAMBDO S TILoa—T 1 Y FICD20WTIE. 7Ly S AR—IXDEEA
D)2 UHEBBLTLLIEETL,

* "Element 7S AADVLAN ICA L=/ —RZEMLIEHEICIPICEATRIESHEEL TRELTL

EJC
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VLAN %, Ry hRRT F—hUzA. IPT7RLITOYIRED VRF VLAN B4
ZZETETET,
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. fRE T3 VLAN O [Actions] 7OV Uw o LET,
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* "vCenter Server [a]/F NetApp Element 7> 1 >"
FIPS RSA THED LS TIN>a—T0 20 Z1TVWET
NetApp Element YV 7 b7 Ul ZERL T, X7 LICEITS FIPS RS0 TH#8EEIC
920 AZBERIS—ICEATS7 57— FZ2HERRTEFET,
1. Element Ul ZfEA L T. * Reporting * > * Alerts * Z3ERL £ 9
2. RNV REAEEZRELET,
°FIPS RSATH—HLFEA
°FIPS RSATHEHL TLEEA
S HRINZMBRAAEICOVWTIE. I RFBEEI—RFOBRESBLTIRLTL,

ISR
* USREEEI-R
* "Element APl ZERA L TR ML —CZBELET"
* "SolidFire XU Element V 7 b T 7D RFFa X2 k"
* "vCenter Server [a]/F NetApp Element 7> 1 >"

75 22T HTTPS @ FIPS 140-2 #BMICL TLET L)

EnableFeature API XV v FZfERd 2 . HTTPS@ED FIPS 140-2 BiffE— K ZH
MCTETEFRT,

NetApp Element YV 7 b = 7ZEHE T 3 . ¥ T XX T Federal Information Processing Standard ( FIPS
 EIRIERAIBIZE) 1402 FMEE— RZBMCT R D TEEXET, COE—REZBEMZTS . NetApp
Cryptographic Security Module (NCSM) N7 25« 7127 D . NetApp Element UI$H & TFAPIE DHTTPSHRH
DIBISICFIPS 140-2L NILIREDESLABREINS L SICHED XY,

—EBMICLI-FIPS 140-2 E— REZEMICT B IFTEEH AL FIPS 140-2 E— REER
ICT3E. VS RARDE/ —RR) T—hENTEILITIFRAIHMEITEN. NCSM HELL

(D BMLINTFPS 1402 REE— K TBFL LB LABRINET, TORt. TTAE
TIIBBERC A N —CESGOmADFIHREINE T, COE—RIF. BHITIBSILXHZ
ZALDREBERBETOHA. BEICFHEL. BHICLTLET L,

SHBIC DWW TIE. Element APl DIEHAESBL T ET L,

FIPS Z#BMICT 3 APl ERDH%=XRICRLE T,
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"method": "EnableFeature",
"params": {
"feature" : "fips"

b
nidm: 1

COMEE—RZEMMIITBE. IANTD HTTPS @IS T FIPS 140-2 THEERINICESHMER TN L SIC
BOEI,

EES RN
* SSLEES
* "Element APl Z AL TR ML—CEEELET"

* "SolidFire & U Element V7 b7 T 7D RF a2 XV K"
* "vCenter Server AT NetApp Element 7> 1 >"

SSL EE&

SSLEESIE. RRA M EXF a7 RBELXHILTDA-OICFERTZIESE7ILI)XILT
9, Element Y 7 b T 7 THR—NINBIELEDES . FIPS 140-2 E— RHAEWMA
BERICYR— NSN3 IFZEEDESHHD £,

LLFIC. ElementY 7 bz 7 THR—MINBZIZED SSLEES . FIPS 140-2 E— RO ERIARBEICH
R—rENBSSLEBESZRLET,

* *FIPS 140-2 HMEDICHED F LTI

TLS_DHE_RSA WITH_AES_128 CBC_SHA256 (dh 2048) -A
TLS_DHE_RSA With AES 128 CMG_SHA256 (dh2048) -A
TLS_DHE_RSA WITH_AES_256_CBC_SHA256 (dh 2048) -A
TLS_DHE_RSA With _AES_256_GCM_SH384 (dh2048) -A
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA256 (secp256r1) -A
TLS_ECDHE_RSA_WITH_AES 128 GCM_SHA256 (secp256r1) -A
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (secp256r1) -A
TLS_ECDHE_RSA WITH_AES 256 _GCM_SHA384 (secp256r1) -A

TLS_RSA_WITH_3DES_EDE_CBC_SHA (RSA2048) -C
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TLS_RSA WITH_AES_128 CBC_SHA (RSA2048) -A

TLS_RSA WITH_AES_128 CBC_SHA256 (RSA2048) -A
TLS_RSA With AES 128 GCM _SHA256 (RSA2048) A
TLS_RSA WITH_AES 256 _CBC_SHA (RSA2048) -A

TLS_RSA WITH_AES_ 256 CBC_SHA256 (RSA2048) -A
TLS_RSA With AES_256_GCM_SHA384 (RSA2048) -A
TLS_RSA WITH_Camellia_128 CBC_SHA (RSA2048) -A
TLS_RSA WITH_Camellia _256_CBC_SHA (RSA2048) -A
TLS_RSA_WITH_idea CBC_SHA (RSA2048) -A

TLS_RSA WITH_RC4_128 MD5 (RSA2048) -C

TLS_RSA WITH_RC4_128 SHA (RSA2048) -C

TLS_RSA WITH_SED_CBC_SHA (RSA2048) -A

*FIPS 140-2 BAEICED F LT
TLS_DHE_RSA WITH_AES 128 CBC_SHA256 (dh 2048) -A

TLS _DHE_RSA_With AES 128 CMG_SHA256 (dh2048) -A
TLS_DHE_RSA WITH_AES_256_CBC_SHA256 (dh 2048) -A
TLS_DHE_RSA With AES_256_GCM_SH384 (dh2048) -A
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA256 (sect571r1) -A
TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256 (secp256r1) -A
TLS_ECDHE_RSA_WITH_AES 128 GCM_SHA256 (secp256r1) -A
TLS_ECDHE_RSA With _AES_128_GG_SHA256 (sectr571r1) A
TLS_ECDHE_RSA_WITH_AES 256_CBC_SH384 (sectr571r1) -A
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384 (secp256r1) -A
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (secp256r1) -A
TLS_ECDHE_RSA with _AES_256_GCM_SH384 (sectr571r1) A
TLS RSA WITH 3DES EDE_CBC SHA (RSA2048) -C

TLS RSA WITH_AES 128 CBC_SHA (RSA2048) -A



TLS_RSA_WITH_AES_128 CBC_SHA256 (RSA2048) -A
TLS_RSA With AES 128 GCM _SHA256 (RSA2048) A
TLS_RSA_WITH_AES 256 _CBC_SHA (RSA2048) -A
TLS_RSA_WITH_AES_256_CBC_SHA256 (RSA2048) -A

TLS_RSA With AES 256 _GCM_SHA384 (RSA2048) -A
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‘keyManagementType' T %z 3217 L "RekeySoftwareEncryptionAtRestMasterKey" &£ 97

{
"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {

"keyManagementType": "external",

"keyProviderID": "<ID number>"

3. O Y RIGEH 51E "RekeySoftwareEncryptionAtRestMasterKey' & JE— L “asyncHandle’ £ 9,
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"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:512",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"
br
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",
"keyProviderID": <value>
bo
"operation": "Rekeying Master Key. Master Key management being
transferred from Internal Key Management to External Key Management with
keyProviderID=<value>",

"state": "Ready"
}y
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"

5. AY > R#%#ZFEITL GetSoftwareEncryptionatRestInfo  CTs FILWF—DFHE (80) HEHT
N ezMEBLEY “keyProviderIDo

"id": null,
"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-01-01T22:29:182",
"keyID": "<updated value>",
"keyManagementType": "external",

"keyProviderID": <value>

b

"rekeyMasterKeyAsyncResultID": <value>
"status": "enabled",

"version": 1

by

SRR
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* CreateKeyProviderKmip

* DeleteKeyProviderKmip

* AddKeyServerToProviderKmip D & S ICIEEL £ 9
* RemoveKeyServerFromProviderKmip

» GetKeyProviderKmip

* ListkKeyProvidersKmip

» RekeySoftwareEncryptionAtRestMasterKey

» TestKeyProviderKmip
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