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* "vCenter Server [a]/F NetApp Element 7> 1 >"
FIPS RSA THED LS TIN>a—T0 20 Z1TVWET
NetApp Element YV 7 b7 Ul ZERL T, X7 LICEITS FIPS RS0 TH#8EEIC
920 AZBERIS—ICEATS7 57— FZ2HERRTEFET,
1. Element Ul ZfEA L T. * Reporting * > * Alerts * Z3ERL £ 9
2. RNV REAEEZRELET,
°FIPS RSATH—HLFEA
°FIPS RSATHEHL TLEEA
S HRINZMBRAAEICOVWTIE. I RFBEEI—RFOBRESBLTIRLTL,

ISR
* USREEEI-R
* "Element APl ZERA L TR ML —CZBELET"
* "SolidFire XU Element V 7 b T 7D RFFa X2 k"
* "vCenter Server [a]/F NetApp Element 7> 1 >"

75 22T HTTPS @ FIPS 140-2 #BMICL TLET L)

EnableFeature API XV v FZfERd 2 . HTTPS@ED FIPS 140-2 BiffE— K ZH
MCTETEFRT,

NetApp Element YV 7 b = 7ZEHE T 3 . ¥ T XX T Federal Information Processing Standard ( FIPS
 EIRIERAIBIZE) 1402 FMEE— RZBMCT R D TEEXET, COE—REZBEMZTS . NetApp
Cryptographic Security Module (NCSM) N7 25« 7127 D . NetApp Element UI$H & TFAPIE DHTTPSHRH
DIBISICFIPS 140-2L NILIREDESLABREINS L SICHED XY,

—EBMICLI-FIPS 140-2 E— REZEMICT B IFTEEH AL FIPS 140-2 E— REER
ICT3E. VS RARDE/ —RR) T—hENTEILITIFRAIHMEITEN. NCSM HELL

(D BMLINTFPS 1402 REE— K TBFL LB LABRINET, TORt. TTAE
TIIBBERC A N —CESGOmADFIHREINE T, COE—RIF. BHITIBSILXHZ
ZALDREBERBETOHA. BEICFHEL. BHICLTLET L,

SHBIC DWW TIE. Element APl DIEHAESBL T ET L,

FIPS Z#BMICT 3 APl ERDH%=XRICRLE T,
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"method": "EnableFeature",
"params": {
"feature" : "fips"

b
nidm: 1

COMEE—RZEMMIITBE. IANTD HTTPS @IS T FIPS 140-2 THEERINICESHMER TN L SIC
BOEI,

EES RN
* SSLEES
* "Element APl Z AL TR ML—CEEELET"

* "SolidFire & U Element V7 b7 T 7D RF a2 XV K"
* "vCenter Server AT NetApp Element 7> 1 >"

SSL EE&

SSLEESIE. RRA M EXF a7 RBELXHILTDA-OICFERTZIESE7ILI)XILT
9, Element Y 7 b T 7 THR—NINBIELEDES . FIPS 140-2 E— RHAEWMA
BERICYR— NSN3 IFZEEDESHHD £,

LLFIC. ElementY 7 bz 7 THR—MINBZIZED SSLEES . FIPS 140-2 E— RO ERIARBEICH
R—rENBSSLEBESZRLET,

* *FIPS 140-2 HMEDICHED F LTI

TLS_DHE_RSA WITH_AES_128 CBC_SHA256 (dh 2048) -A
TLS_DHE_RSA With AES 128 CMG_SHA256 (dh2048) -A
TLS_DHE_RSA WITH_AES_256_CBC_SHA256 (dh 2048) -A
TLS_DHE_RSA With _AES_256_GCM_SH384 (dh2048) -A
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA256 (secp256r1) -A
TLS_ECDHE_RSA_WITH_AES 128 GCM_SHA256 (secp256r1) -A
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (secp256r1) -A
TLS_ECDHE_RSA WITH_AES 256 _GCM_SHA384 (secp256r1) -A

TLS_RSA_WITH_3DES_EDE_CBC_SHA (RSA2048) -C
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TLS_RSA WITH_AES_128 CBC_SHA (RSA2048) -A

TLS_RSA WITH_AES_128 CBC_SHA256 (RSA2048) -A
TLS_RSA With AES 128 GCM _SHA256 (RSA2048) A
TLS_RSA WITH_AES 256 _CBC_SHA (RSA2048) -A

TLS_RSA WITH_AES_ 256 CBC_SHA256 (RSA2048) -A
TLS_RSA With AES_256_GCM_SHA384 (RSA2048) -A
TLS_RSA WITH_Camellia_128 CBC_SHA (RSA2048) -A
TLS_RSA WITH_Camellia _256_CBC_SHA (RSA2048) -A
TLS_RSA_WITH_idea CBC_SHA (RSA2048) -A

TLS_RSA WITH_RC4_128 MD5 (RSA2048) -C

TLS_RSA WITH_RC4_128 SHA (RSA2048) -C

TLS_RSA WITH_SED_CBC_SHA (RSA2048) -A

*FIPS 140-2 BAEICED F LT
TLS_DHE_RSA WITH_AES 128 CBC_SHA256 (dh 2048) -A

TLS _DHE_RSA_With AES 128 CMG_SHA256 (dh2048) -A
TLS_DHE_RSA WITH_AES_256_CBC_SHA256 (dh 2048) -A
TLS_DHE_RSA With AES_256_GCM_SH384 (dh2048) -A
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA256 (sect571r1) -A
TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256 (secp256r1) -A
TLS_ECDHE_RSA_WITH_AES 128 GCM_SHA256 (secp256r1) -A
TLS_ECDHE_RSA With _AES_128_GG_SHA256 (sectr571r1) A
TLS_ECDHE_RSA_WITH_AES 256_CBC_SH384 (sectr571r1) -A
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384 (secp256r1) -A
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (secp256r1) -A
TLS_ECDHE_RSA with _AES_256_GCM_SH384 (sectr571r1) A
TLS RSA WITH 3DES EDE_CBC SHA (RSA2048) -C

TLS RSA WITH_AES 128 CBC_SHA (RSA2048) -A



TLS_RSA_WITH_AES_128 CBC_SHA256 (RSA2048) -A
TLS_RSA With AES 128 GCM _SHA256 (RSA2048) A
TLS_RSA_WITH_AES 256 _CBC_SHA (RSA2048) -A
TLS_RSA_WITH_AES_256_CBC_SHA256 (RSA2048) -A

TLS_RSA With AES 256 _GCM_SHA384 (RSA2048) -A
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* R a—LHE<IOBBVWFHLWIZREZT, XYY REFERALTHRET—2DOV I b7 7BSLEE
IS LT 5 A2 DIERK"s 1T BHEIIC. link:../api/
reference_element_api_getsoftwareencryptionatrestinfo.htmlz £/ L
T[ GetSoftwareEncryptionatRestInfo IKREN T 3 Z & ZFESR L “enabled T 72T LY,

* SolidFire7 5 X X e A&+ —H—/\ (EKS) ORICEEEL THFEHEEREHIILELE"ET, XV
K % 3217 L "TestKeyProviderKmip" T, ¥—FONA ENOEHFHEII SN e EZBELE T,

=2}
1. O< > R %317 L "ListkeyProvidersKmip"TH—0O/\ ZID(keyProviderD'Z AE—L £7) »

2. gIOFIETERELIEF—TONAADIDES L LT, /NT X—RIZL % keyProviderID'$§5E “external’ L
‘keyManagementType' T %z 3217 L "RekeySoftwareEncryptionAtRestMasterKey" &£ 97

{
"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {

"keyManagementType": "external",

"keyProviderID": "<ID number>"

3. O Y RIGEH 51E "RekeySoftwareEncryptionAtRestMasterKey' & JE— L “asyncHandle’ £ 9,

4 FiDFIEDEZIEE LTIV > K% "asyncHandle 21T L "GetAsyncResult". SRENDEEx=MHEL £,
OV RIGEDS. VWY R A —F—REDFH LV —BRTEHFINLLIEHA DD ET, FHILLF—
JONAA IDZIE— L TUBROFIETHERALE Y,
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"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:512",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"
br
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",
"keyProviderID": <value>
bo
"operation": "Rekeying Master Key. Master Key management being
transferred from Internal Key Management to External Key Management with
keyProviderID=<value>",

"state": "Ready"
}y
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"

5. AY > R#%#ZFEITL GetSoftwareEncryptionatRestInfo  CTs FILWF—DFHE (80) HEHT
N ezMEBLEY “keyProviderIDo

"id": null,
"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-01-01T22:29:182",
"keyID": "<updated value>",
"keyManagementType": "external",

"keyProviderID": <value>

b

"rekeyMasterKeyAsyncResultID": <value>
"status": "enabled",

"version": 1

by

SRR
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» CreatePublicPrivateKeyPair

» GetClientCertificateSignRequest
NBOBEBEFMEY —NDOEFNLZFHZERT BDICERAEINET,

* CreateKeyServerKmip O & SICEEEL XY
* ModifyKeyServerKmip D& SICIEELFT
* DeleteKeyServerKmip

* GetKeyServerKmip

* ListKeyServerskKmip

» TestKeyServerKmip
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* RemoveKeyServerFromProviderKmip

» GetKeyProviderKmip

* ListkKeyProvidersKmip

» RekeySoftwareEncryptionAtRestMasterKey

» TestKeyProviderKmip
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