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"id": 1,
"result":
{

"kmipKeyProvider": {
"keyProviderName": "ProviderName",
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"kmipCapabilities": "SSL",
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MHREAN—I 3>

1.7

CreateKeyServerKmip D& SICIEEL £

XYy RZzEAT 3. 18 LICENZ A L TKey Management Interoperability
Protocol (KMIP) F—H—/N\%Z{ER TT £9 CreateKeyServerKmipo {ERHICH —
NICERINBZZCEHD FEA. COXY Y RZEFERTZEIIC. T—N\DEFEEL TV
BUEBIEHD EFHA. VFRZEINIcF——N\REDFZE. IRTOH—/N/—F
DRER M FEIEIP 7 KL X% kmipKeyServerHostnames /N5 X — X TIEE T 2N E
BHDET XVY RZEFERTI E. F—TF—NZTXANTEET

TestKeyServerKmipo

INTA—H

CDRXYY RDANNTA=ZIERDEED T,



E2X:T]
kmipCacCertificate

kmipClientCertificate

kmipKeyServerHost
Name D & S ICIERE
LE9

kmipKeyServerNam
e

kmipKeyServerPort
D1DTYT

RD1E

&g

NERF —H—/NDIL
— ~ CA O RRSEEE
BHE, ZHhild. TLS
BIETHERF—H—
VAVISE -2 ee Y W etila
BHE* &Y 578
ICER TN E T, @
ROY—N\HELS
CA%Z{EHET2*—
Y—NNISZREZDG
Bld. IRTOD CA
DIL— FEEREX S
OEEXFSZIEE
LFxd,

SolidFire KMIP 2 5
A7 NTERSIN
% PEM 2%
Base64 T>1J1—R
PKCS#10 X.509 3iF
BAZ.

KMIP & —H—/X\|C
BEEFIF5NTWS
RARBELIZIP

7 RLZ2DEF, F
—H =N\ S52XE
R DIHZE D

BHORINEET
IZIP 7KL X%3E
%?5%Eﬁﬁbi

KMIP F—1%—/XD
%El. CD%ETIFR
TENTOAERT
n. —BETHILE
EHO FE A

KMIP & —H —/\I(C
EEMIFENTVWS
R—rEES (BRI
5696 ) o

COXV Y RORDEIFRODEED T,

A7
X5

X775

XF5DECS

X+

T7 4L ME
TL

N

WA
10N

(=40

[=qn

[=qn

LWLz



e2L]] HomaEA kv

kmipKeyServer EE N —T—N\DFMESZ "KeyServerKmip”
CATOx Ik

ZRA
COXY Y ROBRAERISRLES,

"method": "CreateKeyServerKmip",
"params": {
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"result":
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"kmipKeyServer": {
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"kmipKeyServerHostnames": [
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I
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KeyProviderlD HIBR g 32 —7O/N BH %L =40

442D ID,
RD1#E
COXY vy RICIFEDEIXHD £FEA. TT—DHUHLTD, HIRREIIRIILI-EAREINET,

ZRAI
CDXYy FOERHIZRISRLET

"method": "DeleteKeyProviderKmip",
"params": {
"keyProviderID": "1"
by
"id": 1
}
Rl

DXy ROREFZRICRLET

"id": 1,
"result":

{}

FREAN—2 3>
11.7

DeleteKeyServerKmip

XYy RzFERT . BIFEDOKey Management Interoperability Protocol (KMIP) F—
H—N\ZHIPRTE £ DeleteKeyServerKmip, F—H—/NIE. 7ONAAICEID Y
THNEREDT—NTHD. TOTONAEHDIREFERFOF—2RMHEL TLAE LD
TDO. HIFRTEET,



INTA—H

CDAYV Y RDATNNTA=RIFIRDEED TT,

Rl R E v T FI ~ME AR

KeyServerlD BIFR T % KMIP £— %3 L EYN
H—/D D,

RbE

COXV Y RIZIREDERHD FEA. T7—DRBVEE. BIFREEIIRIILIcEHBEINET,

ZRA

DXy FOERAZRISILET,

"method": "DeleteKeyServerKmip",
"params": {
"keyServerID": 15
by
"id": 1
}

=P

CDAY Y FDRERZRICRLET,

=
g/

"id" : l,
"result":

{}

HREAN—T 3>
11.7

DisableEncryptionAtRest
AVy RZFERTZE. UHEIICAY v REFERALTI S XRISERA LIESLZ iR

EnableEncryptionAtRest CTEXJ 'DisableEncryptionAtResto — DAYV 1w
RIZIEREAT. BEEDEMICHIFICIEZIRLE T, XVY RZFERTZ . R

10



TLER—=D) > LT7OERRVWDODRET LI ZHEEE TE XY GetClusterInfoo

VA LORET—F2OESILELIIFRET—2XDYV I Iz 7ESEOREDAT—F R

ZHEERTBICIE. ZFEAL"V S AFEHRAYV Y FZEELEFT"ET, ZFEATETET
GetSoftwareEncryptionAtRestInfo "V T AANREFET — X DESILIZER T 21FHZEL
BIBHE"S

COXY Y RZ2FRALTRET —2DOV I F VI 7BESCZEMNCTZ R TEEEA. &
(D) #7200V TEIITRESEEENCT HICE. REF—20Y T b PRESEE
THRBAB D H LU S REEERLET. "ET,

INTAX—A
DXV Y RICIEATINS X—RIEHD £ Ao
RO&E

DXy RICIZRDERDD EEA.

ZRA
COXY Y ROBRAERISRLES,

"method": "DisableEncryptionAtRest",
"params": {},
"id": 1
}
=Xl

DXy FOREMNZRICILET,

"id" : 1,
"result" : {}

HIREAN—3g Y
9.6
EES
* "GetClusterinfo ZER L 9"
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EnableEncryptionAtRest

XYy RZzERTIE. 77 AZDHFEREFET — X DAdvanced Encryption Standard (AES
) 256Ew FEES{EZBMICLT. &/ —RDODRSA T TERAINZESLEF—%20 5
ARXATEETESLSICAD X9 EnableEncryptionAtResto, — DIEEEIET 7 4 /L b
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x93, CONEBORITE, BELLTONAZRTIT 1 TEHBRTIN XV RZEAL TRET — 2D
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"method": "EnableEncryptionAtRest",
"params": {1},
"id": 1
}
el

DXV v KD EnableEncryptionAtRest XV v RDIGEFIZRICRLET, LR—bT2ERIIHD FHE
Ao

"id": 1,
"result": {}

GetClusterinfo T S XA DREFET —RXOBESILEZBEMCL TVWBRE. RET—XDOES{EORE (T

encryptionAtRestState | ) & Menabling 1 EHENEINET., FRET —XDOESLLOBMENTET T L. &R
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"id": 1,
"result": {
"clusterInfo": {

"attributes": { },
"encryptionAtRestState": "enabling",

"ensemble": |
"10.10.5.94",
"10.10.5.107",
"10.10.5.108"

1,

"mvip": "192.168.138.209",

"mvipNodeID": 1,

"name": "Marshall",

"repCount": 2,

"svip": "10.10.7.209",
"svipNodeID": 1,
"uniqueID": "91dt"
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EDELEK,
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DAYy FDOERFERISRLET,

"method": "GetClientCertificateSignRequest",
"params": {

b
ATy
}

=

DXy FOREMNZRICILET,

g/

U

"id": 1,
"result":
{
"clientCertificateSignRequest":

"MITIByjCCATMCAQAWGgYkxCzAJBgNVBAYTAIVTMRMwWEQYDVQQOIEWpDYWxpZm9ybm. . . "
}
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"method": "GetKeyProviderKmip",
"params": {

"keyProviderID": 15
by

"id": 1

}
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"id": 1,
"result":
{
"kmipKeyProvider": {
"keyProviderID": 15,

"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": [

1
I
"keyProviderName": "ProviderName"
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XY w REFERAT 5. 187 L 7=Key Management Interoperability Protocol (KMIP)
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COXV Y RORDEIFRODEED T,

£l S maiEA RAS
kmipKeyServer BREINI-F——N\DEFAESE "KeyServerKmip"
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KA
COXVy ROERFZRICRLET,

"method": "GetKeyServerKmip",
"params": {
"keyServerID": 15
by
"id": 1
}

&G
ZOXY v ROBEFERICSRLET.

"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate"

: "MIICPDCCAaUCEDyRMcsf9tAbDpg40ES/E. .. ",

"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"

I
"keyProviderID":1,
"kmipKeyServerName"
"keyServerID":15
"kmipKeyServerPort"

:"keyserverName",

3L,

"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
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{

"method": "getsoftwareencryptionatrestinfo"

}
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"id": 1,
"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-09-20T23:15:562",
"keyID": "4d80a629-allb-40ab-8b30-d66dd5647cEtd",

"keyManagementType": "internal"
by
"state": "enabled",
"version": 1
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"method": "ListKeyProvidersKmip",
"params": {1},

"id": 1

}

=
COXY Y ROBERFERISRLET.

=
g/

"id": 1,
"result":
{
"kmipKeyProviders": [
{
"keyProviderID": 15,

"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": |

1
I
"keyProviderName": "KeyProviderl"
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https://docs.netapp.com/ja-jp/element-software-125/api/reference_element_api_keyserverkmip.html

"method": "ListKeyServersKmip",
"params": {1},

"id": 1

}

=
COXY Y ROBERFERISRLET.

=
g/

"kmipKeyServers": [
{
"kmipKeyServerName": "keyserverName",
"kmipClientCertificate": "dKkkirWmnWXbjoT/UWZYB20oK0z5...",

"keyServerID": 15,
"kmipAssignedProviderIsActive": true,
"kmipKeyServerPort": 5696,
"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpgq4OES/E...",
"kmipKeyServerHostnames": [
"serverl.hostname.com", "server2.hostname.com"

1,
"keyProviderID": 1
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"method": "ModifyKeyServerKmip",
"params": {
"keyServerID": 15

LWz

A7
"KeyServerKmip"

"kmipCaCertificate": "CPDCCAaUCEDyRMcsf9tAbDpg4OES/E...",
"kmipClientCertificate": "kirWmnWXbj9T/UWZYB20K0z5...",
"kmipKeyServerHostnames" : ["serverl.hostname.com",
"server?2.hostname.com"],
"kmipKeyServerName" : "keyserverName",
"kmipKeyServerPort" : 5696
y
"id": 1

}

=

DAYy ROREFZRICRLET,

=
g/
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"id": 1,
"result":
{

"kmipKeyServer": {
"kmipCaCertificate":"CPDCCAaUCEDyRMcsf9tAbDpgdO0ES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"

1,

"keyProviderID":1,
"kmipKeyServerName":"keyserverName",

"keyServerID":1

"kmipKeyServerPort":1,

"kmipClientCertificate" :"kirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true

HREAN—2 3>
11.7
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{

"method": "rekeysoftwareencryptionatrestmasterkey",

"params": {
"keyManagementType": "external",
"keyProviderID": "<ID number>"
}
}
el

DAV Y FDREFZRISRLET

"asyncHandle": 1
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"method": "SignSshKeys",
"params": {
"duration": 2,
"publicKey":<string>
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"id": 1
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"id": null,
"result": {
"signedKeys": {
"keygen status": <keygen status>,
"signed public key": <signed public_ key>
}
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