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"method": "CheckPingOnVlan",
"params": {
"interface": "BondlO0G",
"virtualNetworkTag": 4001,
"sourceAddressV4": "192.168.41.4",
"hosts": "192.168.41.2"
by
"id": 1
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"id": 1,
"result": {
"192.168.41.2": {

"individualResponseCodes":
"Success",
"Success",
"Success",
"Success",
"Success"

1y

"individualResponseTimes":
"00:00:00.000373",
"00:00:00.000098",
"00:00:00.000097",
"00:00:00.000074",
"00:00:00.000075"

1,

"individualStatus": [
true,
true,
true,
true,
true

1,

"interface": "BondlO0G",

[

[

"responseTime": "00:00:00.000143",
"sourceAddressV4": "192.168.41.4",

"successful": true,
"virtualNetworkTag": 4001
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"method": "CheckProposedNodeAdditions",

"params": {
"nodes": [
"192.168.1.11",
"192.168.1.12",
"192.168.1.13",
"192.168.1.14"
]
bo
"id": 1
}
el

DXy ROREFZRICRLET,

"id": 1,

"result": {
"proposedClusterValid": true,
"proposedClusterErrors": [ ]
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{
"method": "CreateClusterSupportBundle",
"params": {

"bundlename": "clusterbundle",
"mvip": "132.119.120.100"

by
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"id":1,
"result":{

"details": {
"bundleName" :"clusterbundle",
"extraArgs":"",
"files": [

"/tmp/supportbundles/clusterbundle.cl-4SD5.tar"

1,

"output":"timeout -s KILL 1790s
/usr/local/bin/sfclustersupportbundle —--quiet --name=\"clusterbundle\"
--target-directory=\"/tmp/solidfire-dtemp.MM7f0m\" --user=\"admin\"
--pass=\"admin\" --mvip=132.119.120.100"

bo
"duration":"00:00:24.938127",
"result":"Passed"
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CreateSupportBundle Z{EF L £

ZHERATR L. /—RDTA LI MIUICHR=—MNYRIL T 7N ZERTEEXY
CreateSupportBundle, ERLL7c/N\> RILIE. tar 77 17JLE LT/ —RIZIHET
9 (gz EfgA 7> a i extraArgs NS A—RTHERATEET) o

INTA—A

CDXYY RDAANTA=ZIERDEED T,

%Hi N T = AT T A MME WAZE
bundleName DB&  HR—rNYRILD XFF "L RINY-3

—RED%HEl. %A%
EELBEWES, T
supportbundle J &
J—=R&ERT 7
B LTERAINE
3_0

11



%8l & maiAA AT T7#I MME AR
extraArgs targz 771l L XF7F| %L LWL
THR—FNVERIL
Z1ER T 3355
l&. T -compress
gz1 ZEALTL
72E 0,
timeoutSec HR—MNYRILR B 1. 500 (AIAY4
2T ERITTS
ML
RbD1E
COXY Y FORDEIFRDEED TT,
EY:] BamaniA A7
B2 HR— N2 RIILOFH. B37%  JSON (F T2 k)
fi :
° bundleName
CreateSupportBundleAPI XY/
w RTIEE L %A, %AiZiE
L-'_E Lz@?b")fc Eé\ r
supportbundle | AMERINE
* extraArgs | CDXY Y RTE
INT51#.
* files : Y XAT LHDMERR L 7= HR
—cNRILT 7LD R
ko
*output I HR—ENYRILZE
L2 U7 hh50avY
RSA > HH,
* timeoutSec : HR— kR
IWZO) T EDERTZEIET S
FTOMEL
curl CERENTEHAR—RNY
FJILD URL,
HAR HR=-MNY RILOERICERS  XF5

12

N7iE, FZXNIEHH @ MM
SS.ssss T,



mR HR— N RILOUEAEIIL  XF5
TR L 7=hvs

E=S0
COXY Y ROBERFERISRLET,

{

"method": "CreateSupportBundle",
"params": {
"extraArgs": "--compress gz"
ty
"id": 1
}
&

DAYy ROBREFZRICRLET,

{

"id": 1,
"result": {
"details": {
"bundleName": "supportbundle",
"extraArgs": "--compress gz'",
"files": [
"supportbundle.nodehostname.tar.gz"
I
"output": "timeout -s KILL 1500s /sf/scripts/sfsupportbundle --quiet

—-—compress gz /tmp/solidfire-dtemp.l1L6bdX/supportbundle<br><br>Moved
'/tmp/solidfire-dtemp.1L6bdX/supportbundle.nodehostname.tar.gz' to
/tmp/supportbundles",

"timeoutSec": 1500,

"url": [

"https://nodelIP:442/config/supportbundles/supportbundle.nodehostname.tar.g

zZ
]
by
"duration": "00:00:43.101627",
"result": "Passed"



HIREAN—3 Y
96

DeleteAllSupportBundles

XY w RZERATRE. APIXY Y RTERINTEIRTOHR— /N> RILZHIBR
CreateSupportBundle  TE XY 'DeleteAllSupportBundleso

INTAX—H

DXV Y RICIEATINS X—RIEHD £ Ao
RO1E

DAY Y RICIZRDEIEH D £H Ao

ZRA
COXYy ROBRAEZRISRLES,

"method": "DeleteAllSupportBundles",
"params": {}

b
gty

=

DAY Y FDORERZRICRLET,

=
g/

"id" : 1,
"result" : {}
}
}

HIREAN—2 3>
9.6
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DisableMaintenanceMode O &S IC7Z2D £ T

XYy REGHETIE. ANL—C/—ROXYTFURE—RERTTEET
DisableMaintenanceModeo X VT TV AE—KRIF. XTFF AT LT/ —FR
DAY SA N> HBEICDIENIC LTIV,

INTAX—H

CDXYY RDAIANTA=ZIERDEED T,

=L s A 217 T 4L ME WA
/=K AVFFYRE—R BHOES AL £
DOIRRT B L
—Y/—RIDDY
2 ko
RDfE

CDOAY Y FORDIBEIFRDEEDTY,

E2Y:] SanEnA RAS
asyncHandle GetAsyncResult XV v RZFERL EB#H
TZ® asyncHandle ZEWf§ L. X
VTFVRE-ROBITHETL
fehE5hZzHTE XTI,

15



currentMode TF /—ROIWEDRTFE— RDIRK
e, BWRME :

| AT F U RSERIN
TLWEtEA

FailedToRecover : /—FK®D X
VTFVRE—RH5D) AN
DICKBL £ LT

Unexpected : /—RH A TS
1O THDCHBHEINEFL
feht. EE—RTLT
RecoveringFromMaintenance
/= RREXTFVRE—R
M5 ANURTY,

HEEXVTFVR . J—RDX
VTFURERMY BTHDEE
BIEEZERBL £,

ReadyForMaintenance : ./ —
RDOXYTFURAZRITTED
RETI,

requestedMode J—RICHLTERINIEXVT
TV RE—RDRRE, BIHRE :

e
DXV Y ROBERFERICRLET,

16

B AT URIFERTN
TWLWEE A

FailedToRecover : /—R®MD X
VTFURE—RDSDU AN
DICEBLE L

Unexpected : /—RKRH A TS
1O THBCHBHEINEL
fehh. EShE—RTLT
RecoveringFromMaintenance
/= RFREXTFRE—R
N5 ANURTT,

A>TV J—RDOX
VTFURZRMET DIHDEE
BfER=RmL £ 9,
ReadyForMaintenance : ./ —
RDOXYTFIRAZRTTES
RETY,

MaintenanceMode ( XF7% )

MaintenanceMode ( XF7% )



"method": "DisableMaintenanceMode",
"params": {
"nodes": [6]
b
"id": 1
}

=
DAV Y FDREFZRISRLET

=
;/

"id": 1,
"result":
{
"requestedMode": "Disabled",

"asyncHandle": 1,
"currentMode": "Enabled"

HIREAN—3 Y
12.2

SRR

"NetApp HCI R AL —I X VTV X E— ROBER"

DisableSsh (X1t

XYy RZEFRHTZ . BE—DXAML—Y/—ROSSHY—EXZENCTEET

DisableSsho DXV W RIE, 95 XALED SSH H—E X XA LT MRREICIEE
ZLFHA

INTX—=3
TDOXY Y RICIBANNTG A —23BD Ao

RD1E

CDOAY Y FORDBEIFRDEEDTY,
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E2X:T] SR

B CD/—RDSSHHY—EXDIF
_&Zo

3k

DXy FOERAZRICRLET,

"method": "DisableSsh",
"params": {

b
nidm i o1

=
DAV FOREFZRISRLET

=
;/

LR

"result" : {"enabled": false}

kv

T=07

EnableMaintenanceMode O &K S5 ICHD X

XYy RZFERT B .

‘EnableMaintenanceMode’ A kL —2 / —RZX>TFF+ >V XA

ICEETEE T XTFURIFUAFICIE. /—ROBERZA ZICLIEDBEFHLT

DITBINEBEOHZDRARAIDNSGTENE T,
INTX—A

CDXYY RDATINTA—=ZIERDODEED T,

e ) 258 2147 57 )L ME
forceWithUnresolve &5 X ZBEATO T—1 7> ELC AW
dFaults YOI ENTNBEE

TH. CD/—FRIC
X L CrasIAgIC X >
FFUAE—RER
MICLET,
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perMinutePrimaryS
wapLimit D& S ICF
T"ENET

BALT Tk

RD1E

B hERAA AT TFI7 4 MME WAZE
BRTFE—RICTE/ BHOES L [EqA
—RIDDYZR b,

—Eic1 20/ —R
DHHYR—ETN
x93,

19BICRTYy g B 7L RIRY-4
2754V RSA

2D, EEELHEW

SE. IRTDTS

AN RZ4 Ah—

BICAT7yTanx

ER

XVTFFVRAE—R XF75| wmL WAy
HEBMICEIC K
B2ETEMCLTS
<HIE%EIEL £
7o REEIXFS (
HH : MM : ss 73
) T74—< v b
INET, EBELR
WEE. RTFE—R
IFBRRBYICERNICT
B2ETEMBEEIC
BOET,

CDOAY Y FORDBEIFRDEEDTY,

2L

asyncHandle

H A 2147

GetAsyncResult XV v RZzfERL B
TZ® asyncHandle ZEWf§ L. X
VTFYRE-ROBITIANTETL
fehES5hZzHTET X,
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currentMode TF /—ROIWEDRTFE— RDIRK
e, BWRME :

CHEI AT T URIFERSN
TLWEtEA

* FailedToRecover : ./ —R®MX
DTFVRAE—RDSDUAN
JICRELE LT

» RecoveringFromMaintenance
= FRREATFTFRE—FR
5 ANUBRTY,

s E{AVTFVR . J—RDX
VTFURERERMY BTHDEE
BIEEZERBL £,

* ReadyForMaintenance . ./ —
RDOXYTFURAZRITTEDS
KETY,

requestedMode J—RICHLTERINIEXVT
T AE— RDRE, BWRE :

CEM AT FURIFEREIN
TWLWEE A

* FailedToRecover . / —FK®D X
DTFVRAE—RDSDU AN
DICKRELF LT

» RecoveringFromMaintenance
/= RREXTFYVRE—R
MHoUANURTY,

CEJ/AYTFIR I/ —FRDX
VTFURZRMET DIHDEE
BfER=zRMmL £,

* ReadyForMaintenance . ./ —
RDOXYTFURAZRITTED
RETYI,

eIl
ZOXY Y ROBREERICRLET,
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MaintenanceMode ( XF7% )

MaintenanceMode ( XF7% )



"method": "EnableMaintenanceMode",
"params": {
"forceWithUnresolvedFaults": False,
"nodes": [6],
"perMinutePrimarySwapLimit" : 40,
"timeout" : "01:00:05"
by
"id": 1
}

=
COXYy ROBERERICSRLES,

=
;/

"id": 1,
"result":
{
"requestedMode": "ReadyForMaintenance",

"asyncHandle": 1,
"currentMode": "Disabled"

HIREAN—3 Y
12.2

sFRTER

"NetApp HCI A AL —I X VTV X E— ROBER"

EnableSsh

XYy REFERATZ . BE—0D ./ — RIZX L TSecure Shell (SSH) H—EXZ=FMIC
TE XY EnableSsho c DAY YW RIZTZ T RAALED SSH 214 L7 FHARAICIZEZE
B9, JO0—NILAE SSH A1 LTI MCEL>TSSH A EMICRD &, HZ/ —FD
SSH HLERICHD £9,

INTX—A

CDXY vy RIZIBATINT A=ZEHD EHE Ao
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RD1E

CDOAY Y FORDBEIFRDEEDTY,

e2L[] H A 247

B3 CD/—RFRDSSHHY—ERDRT T—-UT7>
_gZo

E: T

CDXYy FOERHIZRISRLET

"method": "EnableSsh",
"params": {

b
g g 1

4

=

DAY Y FDRERZRICELET,

g/

"id" : 1,
"result" : {"enabled": true}
1
GetClusterConfig

APIXY w REFERTDIE. /—RDBISRREDBEICERTDIIVSAAKREICETS
IBERZEIS TET £9J GetClusterConfige

INTAX—H
DXV Y RIZIEATINS X—RIEHD £ Ao

RD1{E

CDOAY Y FORDIEIFRDEED T,

22



2L Rt

VS RH /=B U S X2 DBEICER
T30 7 A2EHIER.

ZK B
ZOXY Y ROBRAERICSRLET,

"method": "GetClusterConfig",
"params": {},
"id" 1
}
Ie=s il

DAYy ROREFZRICRLET,

"id": 1,
"result": {
"cluster": {
"cipi"™: "BondlOG",
"cluster": "ClusterName",
"ensemble": [
"1:10.30.65.139",
"2:10.30.65.140",
"3:10.30.65.141"

1,

"fipsDriveConfiguration": true,
"mipi": "BondlG",
"name": "xxx-enld2",

"nodeID": 4,
"pendingNodeID": O,

"role": "Storage",
"sipi": "Bondl0G",
"state": "Active",
"version": "9.1.0"

kv
ISAA
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HIREAN—3 Y
96

GetClusterState

APIXY y REFATRL. /—RHUTRRICEENTVENE SHERRTEEY
GetClusterStateo

INTAX—H
DXV Y RICIEATINS X —RIEHD £ Ao

RD1{E

COXAYVY RORDEIFRODEED T,

%I B hER e A

IS5 2RA 75 22D%&H. XF5

RRE * Available : /—RICTVT XA NXF7F|
EHREINTLEE Ao

* Pending : / — RIIFEDHE]
&0 5 X223 L T Pending
DIRET. BINFIEETT,

* Active : /—FRIFISRXRZDT
DTATRBRAIN=THH. A
DY ZARIZEBIMTEZE Ao

e
ZOXY Y ROBRAERICRLET,

"method": "GetClusterState",
"params": {1},
"id" : 1
}
Xl

DXV Y ROREFZRICRLET,
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"idr ko1,

"result" :
"cluster" : "ClusterlO1l"
"state" : "Active"

HIREAN—3 Y
96

X TE
APIXY w REFERTZE. /—ROIRTOHRTEERZIIETETET GetConfigoe T

DAPIXY v RIZIE. BLUVDOEADAPIXY v K & "GetNetworkConfig' [8] CIRHRAE F
1 "GetClusterConfig' £ 9,

INTX—=2
TDOXY Y RICIBANNTG A =238 D Ao

RD1E

COXV Y RORDEIFRODEED T,

%A B e e AT
WAL VS ABRDHFEDFM. CDAT JSON (FT>xTo k)

IV FOABIFROEEDTY

* VTR L ARL—=Y/—RL
D/ —RICEE[MITSNIX
ML= 5 REDBIEREZ
9T AAER.

* network (§RTDA>HE—7
TAR) :J—RKRDHRYy+rT—
DAVRE—TITAAZEDZY
LU—?E%’S’{thﬁEQE’i
Eo

ZRA
ZOXY Y ROBRAERICSRLET,
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"method": "GetConfig",
"params": {1},
"id" 1

IveXl
CDIEBRIEDEIZWV=H. BED MY ZICEEEH L TWET,

HREAN—I3 Y
9.6

IR
+ GetClusterConfig
* GetNetworkConfig ( GetNetworkConfig )

o =L

ax AE

GetDriveConfig h'EE N X L7

XYy RZFEATZ . BESNBZATZARARZATETAVIRSZATOED RS A
TR BLV/ —RICBHEEBEREINTVWER ARSI ARSA T 7Oy I R4 T
ZHIE TEF XY GetDriveConfigo

INTA—=H

CDXAVY RIZIEFAINT XA=RIEHD FE A

RD1&

CDOXYVy FORDEIFRDEED TY,

%Al B hER e AT
driveConfig J—RICEHINTWBRSA4T RS0
DIER

E3RB

DAYy FDOERFZERISRLET,

26


https://docs.netapp.com/ja-jp/element-software-125/api/reference_element_api_response_example_getconfig.html
https://docs.netapp.com/ja-jp/element-software-125/api/reference_element_api_response_example_getconfig.html
https://docs.netapp.com/ja-jp/element-software-125/api/reference_element_api_response_example_getconfig.html
https://docs.netapp.com/ja-jp/element-software-125/api/reference_element_api_response_example_getconfig.html
https://docs.netapp.com/ja-jp/element-software-125/api/reference_element_api_drive.html
https://docs.netapp.com/ja-jp/element-software-125/api/reference_element_api_drive.html
https://docs.netapp.com/ja-jp/element-software-125/api/reference_element_api_drive.html
https://docs.netapp.com/ja-jp/element-software-125/api/reference_element_api_drive.html
https://docs.netapp.com/ja-jp/element-software-125/api/reference_element_api_drive.html
https://docs.netapp.com/ja-jp/element-software-125/api/reference_element_api_drive.html
https://docs.netapp.com/ja-jp/element-software-125/api/reference_element_api_drive.html
https://docs.netapp.com/ja-jp/element-software-125/api/reference_element_api_drive.html

"method": "GetDriveConfig",
"params": {1},
"id" 1
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a1,

"result": {
"driveConfig": {
"drives": [
{
"canonicalName": "sda",
"connected": true,
"dev": 2052,
"devPath": "/dev/sdimmOp4",
"driveType": "Slice",
"name": "scsi-SATA VRFSD3400GNCVMT205581853-
part4",
"path": "/dev/sda4d",
"pathLink": "/dev/sdimmOp4",
"product": "VRFSD3400GNCVMTKS1",
"scsiCompatId": "scsi-
SATA_VRFSD34OOGNCVMT205581853—part4",
"scsiState": "Running",

"securityAtMaximum": false,
"securityEnabled": false,
"securityFrozen": true,
"securityLocked": false,
"securitySupported": true,

"serial": "205581853",
"size": 299988156416,
"slot": -1,

"uuid": "9d4b198b-5ff9-4f7c-04fc-
3bcde2£38974",

"vendor": "Viking",

"version": "612ABBFO"

I

"numBlockActual": 10,
"numBlockExpected": 10,
"numSliceActual": 1,
"numSliceExpected": 1,
"numTotalActual": 11,
"numTotalExpected": 11
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DXy FOERAZRISTLET,

"method": "GetHardwareConfig",
"params": {},
"id" 1
}
Rl

DAYy ROBREFZRICRLET,

"id": 1,
"result": {
"hardwareConfig": {
"biosRevision": "1.0",
"biosVendor": |
"NetApp",
"SolidFire"
1,
"biosVersion": "1.1.2",
"blockDriveSizeBytes": 300069052416,

AT
JSON (A7 xo 1)
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"blockDrives": [
"/dev/slotO",
"/dev/slotl",
"/dev/slot2",
"/dev/slot3",
"/dev/slot4d",
"/dev/slot5",
"/dev/slote",
"/dev/slot7",
"/dev/slot8",
"/dev/slot9"

1,

"blockServiceFormat":

"bmcFirmwareRevision":

Standard",
"1'6",

"bmcIpmiVersion": "2.0",

"chassisType": "R620"
"cpuCores": 6,
"cpuCoresEnabled": 6,
"cpuModel": "Intel (R)
"cpuThreads": 12,

14

Xeon (R) CPU E5-2640 0 @ 2.50GHz",

"driveSizeBytesInternal": 400088457216,

"fibreChannelFirmwareRevision": "",

"fibreChannelModel":
"fibreChannelPorts":

mwn
’

{}

14

"idracVersion": "1.06.06",

"ignoreFirmware": [],

"memoryGB": 72,

"memoryMhz": 1333,

"networkDriver": [
"bnx2x"

I

"nicPortMap": {
"PortA": "eth2",
"PortB": "eth3",
"PortC": "ethO",
"PortD": "ethl"

by

"nodeType": "SF3010",

"numCpu": 2,

"numDrives": 10,

"numDrivesInternal":

1,

"nvramTempMonitorEnable": false,

"rootDrive": "/dev/sdimmO",

"scsiBusExternalDriver": "mpt3sas",

"scsiBusInternalDriver": "ahci",

"sliceDriveSizeBytes":

299988156416,



MREAN—Ta Y

9.6

"sliceDrives": [

"/dev/sdimmOp4"

"slotOffset": O,
"solidfireDefaults": {

"bufferCacheGB": 12,

"configuredIops": 50000,
"cpuDmalatency": -1,
"driveWriteThroughputMBPerSleep": 10,
"maxDriveWriteThroughputMBPerSec": 175,
"maxIncomingSliceSyncs": 10,
"postCallbackThreadCount": 8,
"sCacheFileCapacity": 100000000,
"sliceFileLogFileCapacity": 5000000000

GetHardwarelnfo
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"method": "GetHardwareInfo",
"params": {
ba

"id" 1

}

&G
COXY Y ROBEFERITRLET,

"id": 1,
"result": {
"hardwareInfo": {
"bus": {
"core DMI:0200": {
"description": "Motherboard",
"physid": "0",
"product": "O0A47AA",
"serial": "..AB123456C12354.",
"version": "CO7"
}
by
"driveHardware": |
{
"canonicalName": "sdh",
"connected": true,
"dev": 2160,
"devPath": "/dev/disk/by-path/pci-0000
0x500056b37789%9abf0-1un-0",
"driveEncryptionCapability": "fips",
"driveType": "Block",
"lifeRemainingPercent": 92,
"lifetimeReadBytes": 175436696911872,
"lifetimeWriteBytes": 81941097349120,

32
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"name": "scsi-SATA INTEL SSDSC2BB3BTWL12345686300AAA",

"path": "/dev/sdh",

"pathLink": "/dev/disk/by-path/pci-0000:41:00.0-sas-

0x500056b37789%9abf0-1un-0",
"powerOnHours": 17246,
"product": "INTEL SSDAA2AA300A4",
"reallocatedSectors": 0,
"reserveCapacityPercent": 100,

"scsiCompatId": "scsi-SATA INTEL SSDSC2BB3BTWL12345686300AAA",

"scsiState": "Running",
"securityAtMaximum": false,
"securityEnabled": false,
"securityFrozen": false,
"securityLocked": false,
"securitySupported": true,

"serial": "AAAA33710886300AAA",
"size": 300069052416,
"slot": 1,

"smartSsdWriteCapable": false,

"yuid": "aeal78b9%9-c336-6bab-a61d-87b615e8120c",
"vendor": "Intel",

"version": "D2010370"

by
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"method": "GetIpmiConfig",
"params": {
"chassisType"; "all"
br
"id" 1
}
Xyl

DAYy ROREFZRICRLET,

{
"id": 1,
"result": {
"nodes": [
{
"nodeID": 1,
"result": {

"ipmiConfig":
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"c220M4": [

{

"sensorName": "FanlA RPM",

"uniqueSensorID": "29.1:0xf"

Yy
{

"sensorName": "FanlB RPM",
"uniqueSensorID": "29.1:0x10"

"sensorName": "Fan2A RPM",
"uniqueSensorID": "29.2:0x11"

"sensorName": "Fan2B RPM",
"uniqueSensorID": "29.2:0x12"

"sensorName": "Fan3A RPM",

"uniqueSensorID": "29.3:0x13"

"sensorName": "Fan3B RPM",
"uniqueSensorID": "29.3:0x14"

"sensorName": "Fan4A RPM",

"uniqueSensorID": "29.4:0x15"

"sensorName": "Fan4B RPM",

"uniqueSensorID": "29.4:0x16"

"sensorName": "FanbA RPM",
"uniqueSensorID": "29.5:0x17"

"sensorName": "Fanb5B RPM",
"uniqueSensorID": "29.5:0x18"

"sensorName": "Fan6A RPM",
"uniqueSensorID": "29.6:0x19"

35



36

1,

"R620":

{

"sensorName": "Fan6B

RPM",

"uniqueSensorID": "29.6:0x1a"

"sensorName": "Exhaust Temp",

"uniqueSensorID": "7.

"sensorName": "Inlet

"uniqueSensorID": "7.

"sensorName": "PS1",

1:0x1"

Temp",
1:0x4"

"uniqueSensorID": "10.1:0x26"

"sensorName": "PS2",

"uniqueSensorID": "10.2:0x2c"

"sensorName": "FanlA

"uniqueSensorID": "7.

"sensorName": "FanlB

"uniqueSensorID": "7.

"sensorName": "Fan2A

"uniqueSensorID": "7.

"sensorName": "FanZ2B

"uniqueSensorID": "7.

"sensorName": "Fan3A

"uniqueSensorID": "7.

"sensorName": "Fan3B

"uniqueSensorID": "7.

RPM",
1:0x30"

RPM",
1:0x31"

RPM",
1:0x32"

RPM",
1:0x33"

RPM",
1:0x34"

RPM",
1:0x35"



"sensorName": "Fan4A RPM",
"uniqueSensorID": "7.1:0x36"

"sensorName": "Fan4B RPM",
"uniqueSensorID": "7.1:0x37"

"sensorName": "FanbA RPM",
"uniqueSensorID": "7.1:0x38"

"sensorName": "Fan5B RPM",
"uniqueSensorID": "7.1:0x39"

"sensorName": "Fan6A RPM",
"uniqueSensorID": "7.1:0x3a"

"sensorName": "Fan6B RPM",
"uniqueSensorID": "7.1:0x3b"

"sensorName": "Fan7A RPM",

"uniqueSensorID": "7.1:0x3c"

"sensorName": "Fan’/7B RPM",
"uniqueSensorID": "7.1:0x3d"

"sensorName": "Exhaust Temp",

"uniqueSensorID": "7.1:0x1"

"sensorName": "Inlet Temp",
"uniqueSensorID": "7.1:0x4"

"sensorName": "PS1",
"uniqueSensorID": "10.1:0x62"

"sensorName": "PS2",
"uniqueSensorID": "10.2:0x63"
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}
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"id": 1,
"result":

{

"ipmiInfo": {

"sensors": [

{

by

"entityID": "7.1 (System Board)",

"sensorID": "O0x72",

"sensorName": "SEL",

"sensorType": "Event Logging Disabled",
"uniqueSensorID": "7.1:0x72"

"assertionsEnabled": [ "General Chassis intrusion" ],
"deassertionsEnabled": [ "General Chassis intrusion" ],
"entityID": "7.1 (System Board)", "sensorID": "0x73",
"sensorName": "Intrusion",

"sensorType": "Physical Security",

"uniqueSensorID": "7.1:0x73"

{THIS ENTIRE SECTION IS REPEATED FOR EACH FAN IN THE SYSTEM

by

"assertionEvents": [],
"assertionsEnabled": [],
"deassertionsEnabled": [],
"entityID": "7.1 (System Board)",
"eventMessageControl": "Per-threshold",
"lowerCritical": "720.000",
"lowerNonCritical"™: "840.000",
"maximumSensorRange": "Unspecified",
"minimumSensorRange": "Unspecified",
"negativeHysteresis": "600.000",
"nominalReading": "10080.000",
"normalMaximum": "23640.000",
"normalMinimum": "16680.000",
"positiveHysteresis": "600.000",
"readableThresholds": "lcr 1lnc",
"sensorID": "0x30",

"sensorName": "FanlA RPM",
"sensorReading": "4440 (+/- 120) RPM",
"sensorType": "Fan",
"settableThresholds": "",

"status": "ok",

"thresholdReadMask": "lcr 1lnc",
"uniqueSensorID": "7.1:0x30"
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40

OF EACH NODE

EACH NODE

{THIS ENTIRE SECTION IS REPEATED FOR THE EXHAUST TEMPERATURE

"assertionEvents": [],
"assertionsEnabled":
"entityID": "7.1
"eventMessageControl":
"lowerCritical":
"lowerNonCritical":
"maximumSensorRange":

"minimumSensorRange":

(1,
(System Board)",

"Per-threshold",

"3.000",
"8.000",

"Unspecified",
"Unspecified",

"negativeHysteresis": "1.000",
"nominalReading": "23.000",
"normalMaximum": "69.000",
"normalMinimum": "11.000",
"positiveHysteresis": "1.000",
"readableThresholds": "lcr lnc unc ucr",
"sensorID": "Ox1",

"sensorName": "Exhaust Temp",

"sensorReading": "44 (+/- 1) degrees C",
"sensorType": "Temperature",
"settableThresholds": "",

"status": "ok",

"uniqueSensorID": "7.1:0x1",
"upperCritical™: "75.000",
"upperNonCritical™: "70.000"

by

{THIS ENTIRE SECTION IS REPEATED FOR THE

(1,

"assertionEvents":
"assertionsEnabled":
"deassertionsEnabled":
"entityID": "7.1
"eventMessageControl":
"lowerCritical":
"lowerNonCritical":
"maximumSensorRange":

"minimumSensorRange":

INLET TEMPERATURE

(1,

(1,

(System Board)",

"Per-threshold",

"-7.000",
"3.000",

"Unspecified",
"Unspecified",

"negativeHysteresis": "1.000",
"nominalReading": "23.000",
"normalMaximum": "69.000",
"normalMinimum": "11.000",
"positiveHysteresis": "1.000",
"readableThresholds": "lcr lnc unc ucr",
"sensorID": "O0x4",

"sensorName": "Inlet Temp",

OF



"sensorReading": "20 (+/- 1) degrees C",

"sensorType": "Temperature",
"settableThresholds": "lcr 1lnc unc ucr",
"status": "ok",

"thresholdReadMask": "lcr lnc unc ucr",
"uniqueSensorID": "7.1:0x4",
"upperCritical": "47.000",
"upperNonCritical™: "42.000"

by
{THIS ENTIRE SECTION IS REPEATED FOR EACH POWER SUPPLY ON EACH

NODE
"assertionEvents": [],
"assertionsEnabled": [],
"entityID": "10.2 (Power Supply)",
"eventMessageControl": "Per-threshold",
"maximumSensorRange": "Unspecified",
"minimumSensorRange": "Unspecified",
"negativeHysteresis": "Unspecified",
"nominalReading": "0.000",
"normalMaximum": "0.000",
"positiveHysteresis": "Unspecified",
"readableThresholds": "No Thresholds",
"sensorID": "Ox6d",
"sensorName": "Voltage 2",
"sensorReading": "118 (+/- 0) Volts",
"sensorType": "Voltage",
"settableThresholds": "No Thresholds", "status": "ok",
"uniqueSensorID": "10.2:0x6d"

by
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"method": "GetNetworkConfig",
"params": {1},
"id" 1
}
el
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/)

il

"method": "GetNetworkInterface",

"params": {
"interface": "BondlG",
"force": true
bo

"id": 1

DXy FOREMNZRICRLET,

44

"id": 1,
"result": {
"nodes": [

{
"nodeID": 1,

"result": {
"interface": {

"address": "10.117.64.32",
"addressve": "::",
"broadcast": "10.117.79.255",
"macAddress": "90:bl:1c:42:e0:
"mtu": 1500,
"name": "BondlG",
"namespace": false,
"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",

"virtualNetworkTag": O

"nodeID": 2,

"result": {
"interface": {
"address": "10.117.64.35",
"addressve": "::",
"broadcast": "10.117.79.255",
"macAddress": "d4:ae:52:7a:ae

"mtu": 1500,

le",

23",



"name": "BondlG",
"namespace": false,
"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",
"virtualNetworkTag": O

"nodeID": 3,

"result": {
"interface": {

"address": "10.117.64.39",
"addressve": "::",
"broadcast": "10.117.79.255",
"macAddress": "c8:1f:66:f0:9d:17",
"mtu": 1500,
"name": "BondlG",
"namespace": false,
"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",

"virtualNetworkTag": O

"nodeID": 4,

"result": {
"interface": {

"address": "10.117.64.107",
"addressve": "::",
"broadcast": "10.117.79.255",
"macAddress": "b8:ca:3a:f5:24:£8",
"mtu": 1500,
"name": "BondlG",
"namespace": false,
"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",

"virtualNetworkTag": O



HREAN—2 3y
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GetNodeActiveTlsCiphers

XYy RiF, B—D/—RFRTERLT. €0/ —RTHREHFTINTULBTLSIESD )
A MZEIFTE LY GetNodeActiveTlsCipherse DXV v RIE, BIE/—REX
fL—2/—RTHERATEEXR,

INTX—R

CDXY W RICIEASING X—213H D £ Ao

RD1&E

COXV Y RORDEIFRODEED T,

%A B hEREE AT
F—REESL J—RORATLSEBSXA—rD XF5|
DA bko /—RTEIZTIT4T
BES T,

Tk, BSHPYR-—FENFET /—FODEMTLS BSXA— D XF7)
)R ko

Z5RA

CDXYw ROEKRFIZRICRLED,

"method": "GetNodeActiveTlsCiphers",
"params": {1},
"id" 1
}
Xl

DXy ROREFZRICTILET,
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Tigl® g i,
"result" : {

"mandatoryCiphers": [
"DHE-RSA-AES256-SHA256",
"DHE-RSA-AES256-GCM-SHA384",
"ECDHE-RSA-AES256-SHA384",
"ECDHE-RSA-AES256-GCM-SHA384™"

I

"supplementalCiphers": [
"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256"

GetNodeFipsDrivesReport

ZERATBEAY Y RTEXT GetNodeFipsDrivesReport. AL—J 0S5 XAANRN
D12D ./ — RDFIPS 140-2 R 51 THESILEEED R T— X XA ZHi8. DXV v FIXE
RDAL—2 )/ —FRICHLTERITIBIRELRHD X,

INTX—&

COAY Y RICBATNS XA—RIEHD £ Ao

RO1{&E

CDOXYV Y FORDEIFRDEED T,
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e2L]] R kv

fipsDrives D/ — RO FIPS 140-2 t4gEHR XF5
— MREEEC ISON A TS T2
b BINARME :

* None : /— K& FIPS IZXth
LTWEtHA.

* Partial : ./ — K& FIPS IZXH
LTWETH. /—FRO—EB
DRSATNFIPS RSA4TT
IEHDEHA

* Ready : ./ — R FIPS ICRG
LTED. /—RHDITRTD
RSATHFIPS RSATTY
(RS THEELRVES

20) .
3Kk
CDOXYy ROERFZRICRLET,
{
"method": "GetNodeFipsDrivesReport",
"params": {1},
"id" 1
}
=Xl

CDAY Y FDRERZRICRLET,

"id": 1,
"result": {
"fipsDrives": "None"

FIREAN—2 3>
115
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GetNodeSSL Certificate

AV REGERT S, BR/ —RTRET VT« JHSSLIIHE LG TE &Y
GetNodeSSILCertificateo

INTA—=R
()  coxvyrEER/—RCHLTFOHTBENGD ET. 6

https://<management node IP>:442/json-rpc/10.0

CDXY Y RIZIBATINT A=ZIEHD EHE Ao

RD1{E

COXV Y RORDEIFRODEED T,

% B e e A
SFRRE PEM TI>d— RENEEBAED XF75)

FEBTFI b,

E3 F 11— R EN-EEBRE DB, JSON (7> xo 1)

ZRA
COXY Y ROBRAERISRLES,

"method" : "GetNodeSSLCertificate",
"params" : {},
"id" o 1

&G

DXy FOREMNZRICILET,

"id": 1,
"result": {
"certificate": "-———- BEGIN CERTIFICATE-—-——-

\nMIIEdzCCAl+gAwWIBAgGIJAMwbIhWY43/zMAOGCSgGSIb3DOEBBQUAMIGDMOswCQYD\NVQQGEwW

49
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JVUzZELMAKGA1UECBMCT1YxFTATBgNVBACUDFZ1Z2FzLCBCYWIJ5ITERMB8G\nA1UEChMYV2hhdC
BIYXBWZW5zIGlulFZ1Z2FzLi4uMSOwKwYJKoZIhvcNAQkBFh53\naGF0aGFwcGVuc0B2ZWdhe3
NOYX1zaW4dudmVnYXMwHhcNMTcwMzA4MjI1MDI2WheN\nMjcwMzA2MjI1MDI2WjCBgzELMAkKGAL
UEBhMCVVMxCzAJBgNVBAGTAkSWMRUWEWYD\nNVQQHFAXWZWdhcywgQmFieSExITAfBgNVBAOTGF
doYXQgSGFwcGVucyBpbiBWZWdh\ncy4uLjEtMCsGCSGSIb3DQEJARYed2hhdGhhcHB1bnNAdmM
VnYXNzdGF5c21uLnZl1\nZ2FzMIIBI jANBgkghkiGO9wOBAQEFAAOCAQ8AMI IBCgKCAQEABU+28f
nLKONWEWMR\n6akeDKuehSpS790dLGigIl18glCV/AUY5ZLjgsTiBvTIVRv44yoCTgNrx36U7FH
PA\nt6P/SilaYrd4ovxl5wDpEM3Qyy5JPB7JelOB6AD7fmiTweP20HRYpZvY+Uz7LYEFC\nmrgp
GZQF31i0SIcBHtLKES5186JVT675dg6yjUGQ0352y1cI9HXHen61b/5yl0DmVNU\nZ0caQwAmIS3J
moyx+z7j/YadWKg+2SqTAX7TbX0F3wHHEXnZ1HNM8fET5N/9A+K61S\n7dg9cyXudafXcgKyl4Ji
NBvgbBjhgJtE76yAy6rTHUOXM3F jdkcb9Y8miNzxF+AC\ng+itawIDAQABo4HrMIHOMBOGALUd
DgQWBBRVVBRPN053534zGRhrnDJyTsdnEbTCB\nuAYDVROJBIGWMIGtgBRVVBRPNo5S34zGRhrn
DJyTsdnEbaGBiaSBhjCBgzELMAKG\nA1UEBhMCVVMxCzAJBgNVBAGTAKSWMRUWEWYDVQQHFAXW
zWdhcywgQmFieSExITAf\nBgNVBAOTGFdoYXQgSGFwcGVucyBpbiBWZWdhecy4uLjEtMCsGCSqG
SIb3DOEJARYe\nd2hhdGhhcHB1bnNAAmVNnYXNzdGF5c21ulnZl1Z2FzggkAzBsiFZzjjf/MwDAYD
VROT\nBAUWAWEB/zANBgkghkiG9wOBAQUFAAOCAQEAhVNDS5s71mQPECWVLfiE/ndtIbnpe\nMg
05geQHCHNN1u5RV9j8aYHp9kW2gCDI5vueztZz2L1tC4D7JyfS3714rRolFpX6N\niebEgAaE5e
WvB6zgiAcMRIKqu3DmJ7y3CFGk9dHO1Q+WYnoO/eIMyO0coT26JB15H\nDEwvdl+DwkxnSlcxlv
ERv51glguabAE3tBrlov8qglG4zMIboo3YEWMFwxLkxAFXR\nHgMoPDym099kvc84B1k7HkDGHp
r4tLfVelDJy2zCWIQ5ddbVpyPW2xuE4p4BGx2B\n7AS0jG+DzUxzwalUIl 6Jzvs3Xg5JIJx8ZAjIDg

10QoQDWNDoTeRBsz80nwiouA==\n----- END CERTIFICATE----- \n",
"details": {
"issuer":
"/C=US/ST=NV/L=Denver/O=NetApp/emailAddress=test@netapptest.org",
"modulus":

"F14FB6F1FI9CB290356116311E9A91EOCABOES8S2A52EFDALID2C68A0235F2A94257F0146396
4B8EAB138C1BD325546FE38CA809380DAF1DFAS3B1473F8B7A3FF4A2D1IA62BE28BF1979C03
A44337432CB924F07B25E94EQ07AO03EDFOA24F078FDB41D162966F63E533ECB6041429ARB82
9199405DE239221C047B4B284E75F3A2554FA8F9760EB28D41903B7E76CA573D1D71DCOFAS
5BFE3CA5D0399535467471A430026212DC99A8CB1FB38FF61AE162AAFB64AA4CO5FB6D7D05
DF01C77D79D99479CCF1F113E4DFFDO3E2BAY952EDD83D7325EEE1IATD77202B2D78262341BE
A6Cl18E1809B44EFACS80CBAAD31EED313378E376471BF58F2688DCF117E002ABESADGB",
"notAfter": "2027-03-06T22:50:262",

"notBefore": "2017-03-08T22:50:262",

"serial": "CC1B221598E37FF3",

"shalFingerprint":
"1D:70:7A:6F:18:8A:CD:29:50:C7:95:B1:DD:5E:63:21:F4:FA:6E:21",

"subject":

"/C=US/ST=NV/L=Denver/O=NetApp/emailAddress=test@netapptest.org"
}



GetNodeSupportedTIisCiphers

AV RiE. B—D/—RTEALT. €0/ —FTHREYR—-FENTVLBTLSES
DA FZEIFTEF XY GetNodeSupportedTlsCiphersoe DXV w RiF. BIE/

—RERXAPL—=2/—RTHEATEE,
INT X=X
COXY Y RITIEATINTG A—2EHD Et Ao

RD1E

COXVY RORDEIFRODEED T,

£l B FhEREA

F—REES1t J—ROMBATLSEEXA—FD
JRA o /—RTEIZTIT17
BEES T,

defaultCipheralCiphers J—=RDF 7 AL ~DEBATLS B

FXA—FrDU R b+, HEES
(=N
ResetNodedJassentalTIsCiphers
API XYy RZEITTH L. D
DX MIETEINE T,

I SupportedCiphers | £ L T SetNodelJassentalTlsCiphers API

2TV XYy REFERALTRETE 358
MTLSBESXA—FDYJ X b,

ZRA
ZOXY Y ROBRAERICRLET,

"method": "GetNodeSupportedTlsCiphers",
"params": {},
"id" : 1
}
Xyl

DAY Y FDRERZRICELET,

217
XF5]

XF7]

XF7]
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"id" : 1,
"result" : {

"defaultSupplementalCiphers": [
"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256"

I

"mandatoryCiphers": [
"DHE-RSA-AES256-SHA256",
"DHE-RSA-AES256-GCM-SHA384",
"ECDHE-RSA-AES256-SHA384",
"ECDHE-RSA-AES256-GCM-SHA384"

I

"supportedSupplementalCiphers": [
"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256",
"DHE-RSA-AES256-SHA",
"ECDHE-RSA-AES256-SHA",
"DHE-RSA-CAMELLIA256-SHA",
"DHE-RSA-AES128-SHA",
"ECDHE-RSA-AES128-SHA",
"DHE-RSA-CAMELLIA128-SHA"

GetPatchinfo

XYy REFERATD Y. ARL—=S/—RICAVAM=ILENTWBElementY 7 k2
ITT7D/INYFICEHTBBEHREZEIF TEF X GetPatchInfoo

INT A=A

DAV Y ROATIINTA=RIIIDEHED T,
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B2 & menEe AT T 7 #I) MME WA
force XYYy REZANL— T—=DUF7Y false (AINY-4

CUOSAZAADITA
TD/—RIZHLT
BEIRICRITLE
To CDIMEBHNE
ICR2DIE. APl %
B—0n/—RTlEH
KOS READIP T
FLRICHERET 515
BDHTY, BWER
i :

®* true

* false

RD1E

COXV Y RORDEIFRODEED T,

21| B35

Ny F D/ —=RICAYAb=ILEnT
WB NNy FOBRESCA TV T
A

BB

DXy FOERAZRICILET,

"method": "GetPatchInfo",
"params": {
"force": false,
by
"id": 1
}
Il

CDAY Y FDRERZRISRLET,

AT
JSON (7> 1)
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"id": 1,
"result": {
"patches": {
"SUST936": {
"date": "Wed 09 Dec 2020 10:41:59 pPM UTC",
"description": "BMC fixes",
"newFiles": [
"None"

1y

"patchedFiles": [
"Patched file 1.bin",
"Patched file 2.dat",
"Patched file 3.tgz"

FIREAN—T 3>
12.3

GetPendingOperation z2 )w 2o L X9
XYy RZEFERATR . /—RTHREETHONEBZRETE XY

GetPendingOperation, c DXV v RiE, WIEBDTET ZzHEITSEMICHEFERATET X
ERS

INTAX—H
DXV Y RICIEATINS X—RIEHD £ Ao

RD1{E

COXYVY RORDEIFRODEED T,
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e2L]] Rt kv
RE B E T=07Y

* true : LIBIFIBERITH T,
* LWWE

RIBIZ T TICTEY LE LT

121F RTPELBRTAHOUEDE  XF7)
Ao

e
ZOXY Y ROBRAERICRLET,

"method": "GetPendingOperation",
"params": {},
"id" 1
}
Rl

DXy ROREHZRICRLET,

"id" : 1,
"result" : {
"pendingOperation” : {
"pending" : "true",
"operation" : "TestDrivesInternal",

FREAN— 3 Y
9.6

GetSshinfo DJEICZ ) w oL X
XYy REFEHRTZIE. B—D./—RODSSHY—EXDAT—XRAZBETEEXT



GetSshInfoo
INTAX—H
DAYV Y RIZIEATING A—=RIEHD £FH A

RD1E

COAY Y FORDIBEIFRDEEDTY,

%Hi B hEREE AT

BR ZD/—RDSSHHY—ERODRFT T—U7Y
_QZO

KRB

DXy FOERAZRICTLET,

"method" : "GetSshInfo",
"params" : {1},
"id" : 1
}
Xl

DAY Y FDRERZRICELET,

"id": 1,
"result": {
"enabled": false

}

ListDriveHardware MDE&

XYy RZfERTHE. /—FICERESNTVWEIRNTORSATZ )X LTE
‘ListDriveHardware' &§o COXY v RZELD ./ — R TEALILBEIE. FS1T7D
N=RIz7BEHRIEBEEINE T, VTRAEIZXZ—/—F MVIP TEALHZGIE. &
RTD/—=RFDITRTDO RS TICETBBERIREINE T
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INTA—H

XV v RIGED "securitySupported” : true 1Tid. FZ 1 THESILICRIEL TWS & ZRL
C) TWBDITTIFAL, BICEFa2 )T DRAT—RAZRETERLVWSEKRTY, ETFILE
SN T-NE] TEHZ/—REAATTIE. FSAT0EFa) 7o ¥eEzEBMCT2IATUR

MERBLET,

CDXY Y RDNTA—=RIFRDEED T,

%A B hERAE 2A TI7 4 MME AR
[-force] DXV REIAN T—UF7> AL WAV

TO/—RIZHLT

EITTBICIE. true

ICEREL £,
Rb1E

COAY Y FORDIBEIFRDEE DT,

% B hEREE

driveHardware DB J—RORSATN—RIT7E
R

KRB

DXy FOERAZRICRLET,

{

"method": "ListDriveHardware",
"params": {1},
"id" : 1
}
Xl

DAYy ROREFZRICRLET,

A
JSON #7227 kDER%
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TielWg i,
"result": {
"driveHardware": |
{
"canonicalName": "sda",
"connected": true,
"dev": 2048,
"devPath": "/dev/slotO",
"driveEncryptionCapability": "fips",
"driveType": "Slice",
"lifeRemainingPercent": 98,
"lifetimeReadBytes": O,
"lifetimeWriteBytes": 14012129542144,
"name": "scsi-SATA SAMSUNG MZ7GE24S1MONWAG501251",
"path": "/dev/sda",
"pathLink": "/dev/slotQO",
"powerOnHours": 15489,
"product": "SAMSUNG MZ7GE240HMGR-00003",
"reallocatedSectors": 0,
"reserveCapacityPercent": 100,
"scsiCompatId": "scsi-SATA SAMSUNG MZT7GE24S1IMONWAG501251",
"scsiState": "Running",
"securityAtMaximum": false,
"securityEnabled": true,
"securityFrozen": false,
"securityLocked": false,
"securitySupported": true,

"serial": "SIMONWAG501251",

"size"™: 240057409536,

"slot": O,

"uncorrectableErrors": 0,

"uuid": "789%9aa05d-e49b-ff4f-£821-f60eed8e43bd",
"vendor": "Samsung",

"version": "EXT1303Q"

HIREAN—3 Y
96
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EnableEncryptionAtRest

ListNetworkinterfaces

XV RZEFERTZE. /—ROBERY NI —0A4 0 2—T 14 RICET 3B HRED X
FTEF XY ListNetworkInterfaceso c DAPI XYV v R LD/ —KRIZxX LT
FRITBZEHDODHDTYT, LD/ —RICFTIZ7ERATBICIE. 2—FID &/NXXT—FRIC
KBEREEDMETT, 7o/e L. XV RIEDH L T force /N X— X DfED true IZ5XTE
SNTVWBGERIFE. COAYYREIVSARZICHLTERTEE T, COINTA—F%
SRR LTERTRE. IRTOA VU E—T 1 ADBRREINET,

INTA—=H
COXRY Y ROAANSTA—RIFRDEHEDTT,

2L R v 77 # )L ME WA
[-force] BRRME T=0T7Y NP (AIAY4

*true VT RAA
RDTRTDF
vy D=0 14Y
A—T 1 XIC
B9 2 1BHmHIK
INE9J,

* false : 1B¥RIEME
HIRETNFELE
Ao

RDfE
ZOXYy RORDEIFRDOEEDTY,

2L e 217
A

AR —TT1R L=/ —ROKRY TJ—  Networklnterface OEE7 L 1

g4 —T 1R (force=D3%
BIIA ML= XZLE) O
EBEBIHRDY X b trueo

e
ZOXY Y ROBRAERICRLET,
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{
"method":
"params":
"id" 1
}

{1,

HEH
DRV Y ROBERERISRLET,

"id": 1,
"result": {
"nodes": [

{

"ListNetworkInterfaces",

"nodeID": 1,
"result": {
"interfaces": [

{

by

60

"address": "10.117.80.32",
"addressvoe": "::",
"broadcast": "10.117.95.255",
"macAddress": "90:bl:1c:42:e0:
"mtu": 9000,

"name": "BondlO0G",
"namespace": false,

"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",

"virtualNetworkTag": O

"address": "10.117.64.32",
"addressve": "::",
"broadcast": "10.117.79.255",
"macAddress": "90:bl:1c:42:e0:
"mtu": 1500,

"name": "BondlG",

"namespace": false,

"netmask": "255.255.240.0",
"status": "UpAndRunning",
"type": "BondMaster",

"virtualNetworkTag": O

1an,

1en,



"address": "0.0.0.0",

"addressve": "::",

"broadcast": "0.0.0.0",
"macAddress": "90:bl:1c:42:e0:1a",
"mtu": 9000,

"name": "ethO",

"namespace": false,

"netmask": "0.0.0.0",

"status": "UpAndRunning",

"type": "BondSlave",

"virtualNetworkTag": O

"address": "127.0.0.1",
"addressvoe": "::",

"broadcast": "0.0.0.0",
"macAddress": "00:00:00:00:00:00",
"mtu": O,

"name": "lo",

"namespace": false,

"netmask": "0.0.0.0",

"status": "UpAndRunning",

"type": "Loopback",

"virtualNetworkTag": 0

MHEAN—2 3>

9.6

ListNetworkinterfaceStats

XYy RzERATZI . /—REDERY S T—DA42VR—T 214 RZDOWVWT, HED
NI=NTy MPRPERBD IS —REDHTEHRZ ) X FTZ ListNetworkinterfaceStats’
£, COAPI XYy RIF. BLD/—RIZNLTHERTZEZHOHDTY, BLD./
—RIZCT7IERTBICIE. I—FID E/NAT—RICKBEBADNETY, =7L. XV
w RIEUH L T force /NS X—XDIED true ICTRESNTUVBREEIE. COXYV Y R%E
SRR LTERTEX T, NIX—RZIVSARICH LTERTR . IARTOD
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AEB—TTAADRY b D=8 RTRINET,
INT X —&

COXAY Y RIZIEATIINTGA=RITHD £ A,

ROE

COXV Y RORDEIFRODEED T,

%HI B REHEA
networkinterfaceStats D& S5 IC%H X L=/ —ROFXRY T —
F 3 TJAIR—=T A4 RCDOVWT, ]

BEINTNT Y MR ED R Y
RO—OI5—RBEDRY KT —
THEHBERD ) X ko

EKHI
ZOXY Y ROBREERICRLET,

{

"method": "ListNetworkInterfaceStats",
"params": {1},
"id" 1
}
el

DXy FORERZRICTLET,
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"networkInterfaceStats": [

{

"rxErrors": 1,
"rxPackets": 1,
"txErrors": 1,

"rxDropped": 1,
"txCarrierErrors": 1,
"rxOverErrors": 1,
"rxMissedErrors": 1,
"txPackets": 1,
"name": "if name",
"rxLengthErrors": 1,
"collisions": 1,
"rxFifoErrors": 1,
"txBytes": 1,
"rxBytes": 1,

"rxFrameErrors": 1,
"rxCrcErrors": 1,
"txFifoErrors": 1

HIREAN—3 >
12.3

ListTests D & S ICIEE

XYy RzERATR . /—RTERITARLBTAMZ)AMTELY ListTestso
INTA—A

CDAVY RICIEASINS X— 3B D £ Ao

RD1E

COAY Y FORDEIFRDEE DT,

%l e 2147
TR J—RTHRITITEETRAMDIR  XFFDET!

bo



KRG
COXVy ROERFZRICRLET,

"method": "ListTests",
"params": {1},
"id" : 1
}
a3

DXy FOREMZRICTLET,

"id": 1,

"result": {

"tests": [
"TestConnectEnsemble",
"TestConnectMvip",
"TestConnectSvip",
"TestDrives",
"TestHardwareConfig",
"TestLocateCluster",
"TestPing",
"TestLocalConnectivity",
"TestRemoteConnectivity",
"TestNetworkConfig"

FREAN— 3>
9.6

ListUtilities Z{ERAL 9
XYy RZEEHTDR L., /—RTETHELUIEZ ) X M TEEXJ ListUtilitieso

INT A=A

CDXYy RIZIBATINT A=ZIEHD EFHE Ao
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RD1E

CDOAY Y FORDBEIFRDEEDTY,

.80 SmareA

A—F 4 YFa J—RTHERTTETS1—7T+
74D Xk,

E: T

CDXYy FOERHIZRISRLET

"method": "ListUtilities",
"params": {},
"id" : 1
}
el

CDAY Y FDRERZRICRLET,

"id": 1,
"result": {
"utilities": [

"ResetDrives",

"ResetNode",
"RestartNetworking",
"RestartServices",
"CreateSupportBundle",
"DeleteAllSupportBundles",
"CreateClusterSupportBundle"

HIREAN—3 >
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RemoveNodeSSLCertificate

XYy RZFEATZ . B/ —FHAOI—OSSLIRE L HEREZHIR TS
RemoveNodeSSLCertificate, :EPAZE CMERZHIFRT D . URIIEE/ —FTT
T AL~ DAFAZ L MERZ AT AL DICRESNT T,

INTA—H

() coxvyRBER/—RICHLTFOHTUERBD ET. fl:
https://<management node IP>:442/json-rpc/10.0

SORY Y RIZIBANINS X—RI3HD € Ao
RD1E
TOXYy RICIBRDEIHD Ao

KRB
CDOXVy ROERFZRICSRLET,

"method" : "RemoveNodeSSLCertificate",
"params" : {1},
"id" : 3

=5
COXY v ROGERERICRLET,

=
;/

"id" : 3,
"result" : {}

ResetDrives D Y > R TY
XYW RZEFERTZE. RS2 7O7 07« FICHIEREL. RSA JICIRERNS

NTVWBRIARTOT—XEHIFRTEF XY ResetDriveso €DHE. FZ1 7 2BEFZD ./
—RTBMALED, 7y FJL—RLE/—RTERALIEDTEEY,
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CDAYV Y RDATNNTA=RIFIRDEED TT,

Al S Eha v 77 4L ME WA
N ) Uty b937N1 XF5 NP =40

2% (K17 1D
TlEmL) OJX
ko

[-force] true ICERET D L. T—UT7Y %
N2 @b IR AV S
TNnX9,.

Rbh1E

COAY Y FORDIBEIFRDEEDTY,

L R

Bl Uty FLTWB RS TOR
it

ERA)

DXy FOERAZRISTLET,

"method": "ResetDrives",

"params": {
"drives" : "slot3",
"force" : true

bo

"id" 1

}
el

DXy FOREMZRICILET,

[Zqn

A7
JSON #7721 b DEF!
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"id": 1,

"result": {

"details": {
"drives": [
{

"drive": "slot3",

"returnCode": 0,

"stderr": " * Unlocking /dev/slot9 .[ ok ]\ * Setting master
password /dev/slot9 .[ ok ]\ * Secure erasing /dev/slot9 (hdparm)
[Eries=0/1] ittt ettt et eeeeeenn [ ok 1",

"stdout": ""

}
]

}o
"duration": "00:00:28.501269",
"result": "Passed"

}

FIREAN—T 3>
9.6

ResetNode t—E X DHEE

XYy RZFERATI . /—RZIHEEROKREIC Y hTE XY ResetNodeo
COAVYY REFUHRTE, IRTDT—2 Nvor—2 (VI ND2T7T7vFTL—
RiaY) ( BRE. $LUOT T 71D/ —REh5HIBREINE S, =1L, /—FROD*
w D —UKEIF. COMBORITHOIMIFEINE T, /7 XFICBMLTVWS ./ —FR
IETHBHEROSREICUEY FEhEH A

INTX—A

ResetNode API [&. [ Available | ISREED ./ — R TOAERTEE T, 75 XAXT lNActive | IREED ./ — R
X 'Pending | SREED ./ — R TIFEATET £t Ao

AR
COAXVYYRIF, /J—REDIRTOBEET—XZ207)7LFET,

CDRXYY RDANNTA=ZIERDEED T,
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[-force]
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RD1{E
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5 1) E— b Element
VIETTT7AX—
O URL #i5FEL
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true ICERET D
=Rty k&
nx9,

1ty MLIE%SETT
ERSYROIOE:S N
HLET, FMIE.
HEICHL
TNetApptHR— bk
DoREINET,

DXy RICIZRDERRDD EEA.

ZRA

CDXYy FOERHIZZRISRLET

"method":
"params":
"build" :
"force" :
" i d A : 1
}
Ie=xtl

"ResetNode",

true

by

CDAY Y FDRERZRICRLET,

"id": null,

"result": {

"rtfiInfo": {

"build":

"generation":

"file:///sf/rtfi/image/filesystem.squashfs",

"9",

A7
URL

T=U7>

JSON (#7¥x¥
k)

T7 4L ME
TL

"file:///sf/rtfi/image/filesystem.squashfs",

WA
AIAY

[=qn

(RYAY-4



70

"options": {

by

"statusUrlAll":
"statusUrlCurrent":

mww
14

"sf auto": "0",
"sf bond mode":

"edebug":

"ActivePassive",

"sf check hardware": "Q0",

"sf disable otpw": "0",

"sf fa host": "",

"sf hostname": "SF-FAl8",

"sf inplace": "1",

"sf inplace die action": "kexec",
"sf inplace safe": "0",

"sf keep cluster config": "0",

"sf keep data": "O0",

"sf keep hostname": "0",

"sf keep network config": "0",

"sf keep paths": "\"/var/log/hardware.xml\"",
"sf max archives": "5",

"sf nvram size": ""

"sf oldroot™: "",

"sf postinst erase root drive": "O",
"sf root drive": "",

"sf rtfi cleanup state™: "",

"sf secure erase": "1",

"sf secure erase retries": "5",

"sf slice size": "",

"sf ssh key": "1",

"sf ssh root": "1",

"sf start rtfi": "1",

"sf status httpserver": "1",

"sf status httpserver stop delay": "5m",

"sf status inject failure": "",
"sf status json": "O0",
"sf support host":
"sf test hardware":
"O"

4

"sf upgrade firmware":

non,
"sf upgrade":
o,
"sf upload logs url": ""

"http://192.168.130

"sfsupport.solidfire.com",

"http://192.168.130.20/status/all.json",

.20/status/current

.Json"
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ResetNodeJassentalTIisCiphers

AVy RZERTZE. EMTLSESDOURI M ETT7AILMIRTCENTEET
ResetNodeSupplementalTlsCipherse c DIANY FIFEE/ —RTHERATETEXT,

INTA—A

() coxvyrEER/—RCHLTFUHTBENGD ET. 6
https://<management node IP>:442/json-rpc/10.0

CDAY Y RIZIEANING A—=2EH D FHE Ao

RD1&E
COXYy RIZBRDEEHD €A

BB
ZOXY Y ROBREZERICRLET,

"method": "ResetNodeSupplementalTlsCiphers",
"params": {1},
"id" 1
}
el

CDXY Yy ROREFZRICRLET,

"id" : 1,
"result" : {}
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RestartNetworking
XYy RZERATIE. /—FORY NT—IH—EXZHBESHTETEY

RestartNetworkingo
AR

CDOXYYRIF /—ROITRTORY b T—IH—EXZBEHLFT. COdH. Ry bT—IFEH—
BRICKRbNE T,

INTA—H

CDAYV Y RDATNNTA—=RIFIRDEED TS,

% & ERAR 2AF TI7 4 ME WAZE
[-force] true ICERET D L. T—U7Y AN [EqA
J—RDxy kT —
JEEY —EXHE
EHmThxd,
RD1#E

CDXYw RIZIERDEIEHD £H A

ZRA
COXY Yy ROBRAERISRLES,

"method": "RestartNetworking",
"params": {
"force" : true
o
"id" 1
}
eyl

DXy FORERZRICTLET,

{ "id"™ : 1,
"result" : {}
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RestartServices @

XYY REFEHRTIE. /—FOT—EXZ#BEEHITEF X T RestartServicese
INTX—A

AR

CDOXYw RERITITD . —BHIC/ —ROY—E XD FERS

CDXYY RDAANTA=ZIERDEED T,
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H—EX BEHITIH—EX XFF HL WINY-4
%o

Tooay H—ERICHLTE XFF HmL WIAY-3

753703y (
start . stop .
restart) o

RD1E

CDOAY Y FORDBEIFRDEEDTY,

Al S A 2147
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NH2HBEIFEOHENTHIZENE
ER

HARS /= REAOY—EROBEHICE XF5
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KRG
COXVy ROERFZRICRLET,

"method": "RestartServices",
"params": {
"force" : true
"action" : restart,
}
}
Xyl

DAY Y FDRERZRICRLET,

"id": 1,
"result": {
"details": "solidfire stop/waiting\nsolidfire start/running, process
7284\n",
"duration": "00:00:02.541594",
"result": "Passed"

HFIEAN—U 3 Y

9.6

SetClusterConfig D& &

XYy RZEFEHTD L. /—ROPBEEMITONIITRAREDBEICHERT IREZHK

ETETXY setClusterConfige /—RDIEDI ST ARA >V RA—T 114 AREZ R
TYBICIE. APIXY v R%ZETTL "GetClusterConfig' £ 9

INTA—H

CDRXYY RDAINTA—=ZIIRDODEED T,
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25| B

U524 J—RBY 522 L DBEIHER
¥ BREER.

e

CDXYw ROERFIZRICRLETD,

"method": "SetClusterConfig",
"params": {
"cluster": {
"name": "myhost",
"mipi": "BondlOG"
by
"id" 1
}
}
Xl

DXV Y ROREFZRICRLET,

A7
TVIRA
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"idr ko1,

"result" : {
"cluster" : {

"cipi"™ : "BondlO0G",

"cluster" : "QoS",

"ensemble" : |
"1:10.10.5.42",
"2:10.10.5.43",
"3:10.10.5.44",
"4:10.10.5.46",
"5:10.10.5.47"

I

"hostname" : "myhost",

"mipi" : "BondlOG",

"nodeID" : 1,

"sipi" : "Bondl0G",

"state" : "Active"

FREAN—2 3>
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SetConfig

XYy RZERTRE. /—RDXYNT—J IS ARDBRZHRETETET
SetConfigo DXV w RIZIF. XV w R "SetNetworkConfig' XV v R D#A TR
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"method": "SetConfig",

"params": {
"cluster": {
"name": "MyHostname"
by
"network": {
"Bond1l0G": {
"bond-mode": "ALB"
}
}
}
}
el

CDXY vy RH5DEEIF GetConfig XYy RORDEEEIL TY, SetConfig ZzEHAT 2. 7TV b+
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* SetClusterConfig D&
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- @
SetNetworkConfig D54
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KRB

CDXYw ROERFIZRICRLED,

"method": "SetNetworkConfig",
"params": {
"network": {
"Bondl0G": {
"bond-mode": "ALB"
by
"Bondl1lG": {

"netmask": "255.255.224.0"
by
"ethO0": {
"method": "bond"
by
"lo": |
"method": "loopback"
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e
* GetNetworkConfig ( GetNetworkConfig )
* GetNetworkConfig ( GetNetworkConfig )

SetNodeSSL Certificate

AV REGAT S, G2/ — RBIC1I—YOSSLIRE t ERERETCEET
SetNodeSSLCertificateo

()  APEEALES. BB/ —REUT— T ELBENBD ET,

INTA—A

() coxvyrEER/—RCHLTFUHTBENBD ET. 6
https://<management node IP>:442/json-rpc/10.0
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23V DIERE, *
p= Pl NS E
X1cld P 5 A XGEA
ECRET 25%5E
FERREICIE
serverAuth @
ExtendedKeyUsage
LERFAZENTL
5%Eﬁ%0i?o
C DILFRMEREIC &

D, —R&RIRA L
—TAVITIRT L
TSSO TIS—
PRETSZZeHL
ARAEEEATER
To IRERFHRVIG
B APl [FEXNREE
?% CLTHEELE

PEM TI>d—k
INfTFRAN—
o3 yo)*ﬂ@?%@o

COXY Y RIZIFRDEIRRH D FE A

ZRA

CDXYw ROEKRFIZRICRLETD,

"method"

"params"

"SetNodeSSLCertificate",

{

A7
X5

X5

FTI7 4L ME

L

"privateKey": "--—-—-- BEGIN RSA PRIVATE KEY-—----

\nMIIEowIBAAKCAQEAB8U+28fnLKONWEWMR6akeDKuehSpS790dLGigI18glCV/AUY5\nZLjgsT
JBVTJIVRv44yoCTgNrx36U7FHP4t6P/Si0aYrdovxl5wDpEM3Qyy5JPB7Je\nl10B6AD7 fmiTweP
20HRYpZvY+Uz 7LYEFCmrgpGZQF3i0SIcBHELKES186JVT6795dg\n6yjUGQ0352y1c9HXHen61b
/Jy10DmVNUZO0caQwAmIS3Jmoyx+zj/YadWKg+2SqTA\nX7bX0F3wHHEfXnZ1HNM8fET5N/ 9A+K6
157dg9cyXudafXcgKyl4JiNBvgbBjhgJtE\n76yAy6rTHUOxM3jjdkcb9Y8miNzxF+ACg+itaw
IDAQABAOIBAHI1J1IZr6/sltgVW\nO0gVC/49dyNu+KWVSg92ti9rFe7hBPueh9gklh78hP9Q11
tLkir3YK4GFsTFUMux\n7z1NRCxA/ALrmLSkAJW2kRXDEV12bwZgOua9NefGw9208D20ZvbuOx
k7Put2p6se\nfgNzSjf2SI5DIX3UMe5dDNS5FByu52CJIo9mI4Ul 6ngbWln2wcdnsxJg0aAEkzB7w
ng\nt+Am5/VulLI6rGiG6oHEWOoGSuHllesIyXXa2hgkU+1+iF2iGRMTiXac4C8d11NU\nWGIR

WA
10N

[=qW
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CXFJAmsAQ+hQOm7pmt sKdEqumj /PIoGXf0BoFVEWaIJIMEgnfulZp8IelJQXn\nSFJbk2ECgYEA
+d500U04thZXyl1WHUZgomaxyzOruAlT53UeH69HiFTrLjviwuaigj\nlHzPlhmsohxexwz1ldzAp
gog/NOM+2bAc0rn0dgvtV4doet1DZKRgrNCf/cuN2QX\njaCJClCWau3sEHCckLOhWeY4HaPS
oWgOGKLmKkKDChB4nWUYg3gSWQkCgYEA9ZUN\NHW8GPS+yjixeKXmkKOOx/vvxzR+J5HH5znal
Hss48THyhzXpLr+v30Hy2h0yAlBS\nny5JabwsombOmVedNxVtVawg2E9vVvTalUC+TNmFBBuL
RPfjcnjDerrSuQ51YY+M\nCOMJItXGfhp//GO0bzwsRzZxOBsUJbl5tppazIls9IMCgYATricpkKjM
0x1Z1jdvXsos\nPilnbho4gLngrzuUuxKXEPENnzBxUOqCpwQgdzZLYYw788TCVVIVXLEYem2s0
7dDA\NDTo+WrzQNkvC6IgqtXHIRggegIoGlVbgQsbsYmDhdaQ+os4+A0eQXw3vgAhd/gNJ\njQ
ATtw3ylt7FYkKkRH26ACWQKBgQC74Zmf4JuRLACSWSZEFxpcmMvtnlvdutqUH4kXA\nzPssy6t+QE
LalfFbAXkZ5PglITK752aiaX6KQNG6gqRsA3VS1J6drD9/2A0f0QUL7\n+30kGzmmoXf497)31S
akwg0ZbQONGXNxEsCAUr0BYAobPp9/fB4PbtUs99fvtocFr\njS562Q0KBRgCb+JMDP5q7 jpUusp]j
Oobd/ZS+MsomE+gFAMBJI71KFQ7KuoNezNFO+ZE\n3rnR8AGAM4AVMzgqRahs2PWNe2H14J4hKu96
gNpNHbsWINjXdALOP70gQIrhGLVdhX\nInDXvTgXMdMoet4BKnftel rXFKHgGgXJoczgq4dJWzGS
IHNgvkrH60\n----- END RSA PRIVATE KEY----- \n",

"certificate": "-—-—-- BEGIN CERTIFICATE-----
\nMIIEdzCCAl+gAWIBAgIJAMwbIhWY43/zMAOGCSgGSIb3DQEBBQUAMIGDMQOsWCQYD\nNVQQGEwW
JVUzZELMAKGAIUECBMCT1YXFTATBgNVBACUDFZ1Z2FzLCBCYWJIS5ITEhMB8G\nA1UEChMYV2hhdC
BIYXBWZW5zIGlulFz1Z2FzLi4uMSOwKwYJKoZIhvcNAQkBFh53\naGF0aGFwcGVuc0B2zWdhe3
NOYX1zaW4dudmVnYXMwHhcNMTcwMzA4Mj I1IMDI2WheN\nMjcwMzA2M]I1MDI2WjCBgzELMAKGAL
UEBhMCVVMxCzAJBgNVBAGTAKSWMRUWEWYD\NVQOHFAXWZWdhcywgQmFieSExITAfBgNVBAOTGF
doYXQgSGFwcGVucyBpbiBWZWdh\ncy4uLjEtMCsGCSgGSIb3DQEJARYed2hhdGhhcHB1bnNAdm
VnYXNzdGF5¢c21uLnZl\nZ2FzMIIBI JANBgkghkiGOwOBAQEFAAOCAQS8AMI IBCgKCAQEAB8U+28f
NnLKQNWEWMR\n6akeDKuehSpS790dLGigI18glCV/AUY5ZLjgsTjBvTIVRv44yoCTgNrx36U7FH
P4A\nt6P/SilaYrd4ovx15wDpEM3Qyy5JPRB7Jel0B6AD7 fmiTweP20HRYpZvY+Uz7LYEFC\nmrgp
GZQF310SIcBHtLKE5186JVT6j5dg6yjUGQ0352y1c9HXHcn61b/jyl10DmVNU\NZOcaQwAmIS3J
moyx+z7j/YadWKg+2SqTAX 7bX0F3wHHEXnZ1HnNM8 fET5N/ 9A+K61S\n7dg9cyXudafXcgKyl4Ji
NBvgbBjhgJtE76yAy6rTHUOxM3jjdkcb9Y8miNzxF+AC\ng+itawIDAQABo4HrMIHOMBOGA1Ud
DgQWBBRVVBRPN05534zGRhrnDJyTsdnEbTCB\nuAYDVROjBIGWMIGtgBRVVBRPno5S34zGRhrn
DJyTsdnEbaGBiaSBhjCBgzELMAKG\nA1UEBhMCVVMxCzAJBgNVBAGTAKSWMRUWEWYDVQQHFAXW
ZWdhcywgQmFi1eSEXITAf\nBgNVBAOTGFdoYXQgSGFwcGVucyBpbiBWZWdhcy4uLjELtMCsGCSgG
SIb3DQEJARYe\nd2hhdGhhcHB1bnNAAmVNnYXNzdGF5¢c21ulnZlZ2FzggkAzBsiFZjjf/MwDAYD
VROT\nBAUWAWEB/zANBgkghkiG9wOBAQUFAAOCAQEAhVNDS5s7 ImQPECWVLfiE/ndtIbnpe\nMg
05geQHCHNN1u5RVI9j8aYHp9kW2gCDI5vueZtZ2L1tC4D7JyfS3714rRol1FpX6N\niebEgAaESe
WvB6zgiAcCMRIKqu3DmJ7y3CFGk9dHO1Q+WYnoO/eIMy0coT26JB15H\nDEwvdl+DwkxnSlcxlv
ERv51glguabAE3tBrlov8glG4zMIboo3YEWMFwxLkxAFXR\nHgMoPDym099kvc84B1k7HkDGHpP
r4tLfVelDJy2zCWIQ5ddbVpyPW2xuE4p4BGx2B\n7AS0)G+DzUxzwalUl6Jzvs3Xq5Jx8ZAjJIDg

10Q0QDWNDoTeRBsz80nwiouA==\n----- END CERTIFICATE----- \n"
by
"id" o 2
}
ee=xtll

(-
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"id" : 2,
"result" : {}

SetNodeJassentalTisCiphers

XYy REFERATZ L. BITLSESD X M ZIEECTEEXT
SetNodeSupplementalTlsCiphersoe c DAV Y RIFEBE/ —RTHEHATET XY,

INTA—=R
(D) coxvyrEER/—FcHLTRUHTRENGD ET. 6

https://<management node IP>:442/json-rpc/10.0

CDXYY RDATINTA=ZIERDEED T,

E2Y:) LTS AL T4 NME WA
TlE. BEHIYER— EBINOBEX1M—F XF75 7wl (LY
fENhEd D% HEl. OpenSSL

DEIRANTHE WV E
3_0 %‘%2’(— I‘@
BRITIEAXF /N
XFIFXBETNEE
Fuoo

RD1E

CDOAY Y FORDBEIFRDEEDTY,

28 W 817

F—SmSH /—ROYATLS BERA— hD X33
DZbo /J=RTEICTIT47
HHESTY,

TlF. BSHPYR-—bEINFET /—FODEMTLS BSXA— D X575
)X ko

ZRA
COXYy ROBRAERISRLES,
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"method": "SetNodeSupplementalTlsCiphers",

"params": {
"supplementalCiphers": [
"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256"

b
saghvg A

&1
DXy ROREFZRICRLET,

"id" : 1,
"result" : {

"mandatoryCiphers": [
"DHE-RSA-AES256-SHA256",
"DHE-RSA-AES256-GCM-SHA384",
"ECDHE-RSA-AES256-SHA384™",
"ECDHE-RSA-AES256-GCM-SHA384"

1,

"supplementalCiphers": [
"DHE-RSA-AES128-SHA256",
"DHE-RSA-AES128-GCM-SHA256",
"ECDHE-RSA-AES128-SHA256",
"ECDHE-RSA-AES128-GCM-SHA256"

Ty R

XYy RZEFERTDIE. V2AAADO ./ —RzBEFHFLIES vy MO TEET
Shutdowno CDXYVw REFEHETZIE. BE—D/—F, D/ —FK. £IFI>X
RAHADIARTD/ —RES vy FETOTEXT,
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INTA—H

CDAYV Y RDATNNTA=RIFIRDEED TT,

2L HmanPA 217

J—F BESHEIEI vy BHOES
MOV TB/—F
DIDDIX b,

A TIRBZICHLTR XFF)
1T9 2038, B3h%
fig :

* restart . 75 X
XEBEFHLE
ER

* halt : BR%ER
elIcATICLE
ER

RD1{E

DXy FICIZRDERDD EEA.

ZRA

DAYy FDOERFZRISRLET,

"method": "Shutdown",
"params": |
"nodes": [
2,
3,
4
1y
"option": "halt"
br
"id": 1

=

DAYy ROREFZRICRLET,
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FI7 4 ME
7L
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WA
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(RYAY-4
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"id" : 1,
"result" : {
"failed": [],
"successful": |
6
[

HREAN—2 3 Y
9.6

TestConnectEnsemble D KD ICZD F L7

XYW RZEFERTIE IBELIET—AIR—XT7 oY T DEGE= R CEET
TestConnectEnsemble, T 7 A I M TlE. /—RHEEMITENTWVWE IS ZAXDT

HUTNEFERLET, . BHEiZzTANIB3ROT7 YU TILZEET S LD
TTE9,

INTA—H

CDAYV Y RDATNNTA—=RIFIRDEED TT,

E=Xe] T 2A7 77 AL ~ME 7R
TIHYITIIL EHRTZNBET Y XFF L LWLX

NI WASE XA
2IP7RLADA
IR TRYI-ItU X
ko

RD1E

CDOAY Y FORDBEIFRDEEDTY,
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2L

P
So
%{

B3 kv

B0 WIN3ATo I bMIXRDEEH JSON (AT k)
D
*nodes: (F7¥xo k) ¥X
fLBT7OHYTIL/—RE
TAMERD) R
* duration:(XF¥)T X bDE
TICE L7,
* result:(XFF) TR F2ED
&R
KA
DXy ROERFZRICRLET,
{
"method": "TestConnectEnsemble",
"params": {1},
"id": 1
}
eyl
DXV Y ROREFZRICRLET,
{
"idr: l,
"result": {
"details":
"nodes": {
"1:10.10.20.70": "Passed",
"2:10.10.20.71": "Passed",
"3:10.10.20.72": "Passed",
"4:10.10.20.73": "Passed",
"5:10.10.20.74": "Passed"
}
b
"duration": "00:00:00:756072",
"result": "Passed"
}
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TestConnectMvip D& SICAAILET

XYy RZERTR L ARL—DO0FRENDERERZTANTEEXT
TestConnectMvipo 7 A R TIE. MVIPIZXI LT ping Z3EITL. > 7FIL7E API XY

wRZEERITLTERZRELEX T,
INTX—A

CDXYY RDAIINTA=ZIERDODEED T,

e2E]] e E v 77 4L ME WA
MVIP COEZELTHD XF5 ZL LW

MVIP QBB =
TANTBZENT
IEd, ¥4—4v bk
S5 A RNDIE%
TARTBEETIE
CDEZEIEET B4
BigHbEtA

RD1E

COAY Y FORDIBEIFRDEEDTY,
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2L
S

90

T2 NLIBICBE Y 3158 (JSON
FISTUR) o

* connected : 7 X FTTMVIPIC
BEHTEihesSh (7—-U7

*mvip - T A MRHROMVIP (X

* pingBytes : pingT X M D5
8 (56X kX1, 500/\1 k
(AT o )

° 56 :56/\1 k®DpingT X ~
DFER (USONA TP o

* individualRespons

eTimes : FE7 Y >7T
L/ — KD 5DIER
DU X~ (XF5E
1))

" individualStatus -

g7oHYTIL/—R
M5 Dping AT —3R R
DU (T—=U7F7>
fesl) o

* responseTime:

Bping S E R (X F71)

* successful . pingT

A DL I E S
MermLEs (I—-U
7)o

° 1500 : 1500/\-1 bk MDping
TR hDFER (JSONA T
IV

* individualRespons

eTimes | FE7>H>7
L/ — D5 DL
D)X~ (XF5E
$20))

* individualStatus -

g7oHYTIL/—R
M5 DpingAT—HR X
DU (T=UT>
fo5l) o

* responseTime:¥

Hping & BB (X F5)

" successful . pingT

A RDEIHL T E DS
7.3\ (7‘\_U7\/) o

XA S
JSON (A7 xo 1)



Z5RH

COXYy ROERGIERICRLET, ° duration:7T X FDEITIC
g ~ WB1ERI(LEF)

"method": "TestConnectMvip",
"params": {
"mvip" : "172.27.62.50"

s
"id":1

&G
ZOXY v ROBEFERICSRLET.

"id": 1,
"result": {
"details": {
"connected": true,
"mvip": "172.27.62.50",
"pingBytes": {
"1500M™: {
"individualResponseTimes": [
"00:00:00.000250",
"00:00:00.000206",
"00:00:00.000200",
"00:00:00.000199",
"00:00:00.000199"
1y
"individualStatus": |
true,
true,
true,
true,
true
1y
"responseTime": "00:00:00.000211",
"successful": true
b
"56": |
"individualResponseTimes": [
"00:00:00.000217",
"00:00:00.000122",

91



"00:00:00.000117",
"00:00:00.000119",
"00:00:00.000121"
1y
"individualStatus": [
true,
true,
true,
true,
true
I
"responseTime": "00:00:00.000139",
"successful": true

}
b
"duration": "00:00:00.271244",
"result": "Passed"

HREAN—I3 Y
9.6

TestConnectSvip DL SICASTTLET

Xy REFEETEE. ANL—UOSREADA ML —UEHETF X M TEET

TestConnectSvipe 7 A RTIE. ICMP /N4y hZfERL T SVIP IZX L T ping 3%
1TL. ML 7EBEIXISCSI 1 ZoT—R e LTHERLE T,

INTA—A

CDXYY RDAANTA=ZIIRDEED T,

%A B hERAR A T7 4 ME WAZE
svip COEEELTHD XF3 AL WAV

SVIP D EB#E %
FTANTBZENT
FEI, =T v b
95 A ZN\DEG
TARTBEEIE
CDEZIEET 3%
BlIHb It A
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CDOAY Y FORDBEIFRDEEDTY,
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e2L]] R kv

B3] T X MLIBICET BB (JSON X7
FTIOTIHR) o

* connected : X K TSVIPIC
BEHTEihesh (7—-U7
)

* svip ! TXMRRKRDOSVIP (X
F3))

* pingBytes : pingT X M D5
# (56/\-1 k £9000/\ k)
CwPEXAS)

° 56 :56/\1 k®DpingT X ~
DFER (USONA TP o
k)

* individualRespons
eTimes : EF7>H > T
L/ —RH 5 DIER
Ao R~ (XFFE
)

" individualStatus -
g7oHYTIL/—R
M5 Dping AT —3R R
DU (T—=U7F7>
fesl) o

* responseTime:

Bping S E R (X F71)

* successful . pingT
A LB LIeHE S
hrerLET (T—V
7)o

° 9000 : 9000/\- bk Mping
TR hDFER (JSONA T
JTUbk)

* individualRespons
eTimes | FE7>H>7
L/ — RH 5 DIER
FEI?)U) )R~ (XF5ES
5l

" individualStatus .
7Y TIL/—R
M5 DpingAT—HR X
DIVRKN (FT=DT>
fcd) o

* responseTime:¥

Hping & BB (X F5)

* successful . pingT
A RDEIHL T E DS
hrERLET (T—U
7)o



Z5RH

COXY Y ROBRAERICRL Y,  durationT R hDRATIC

BT BFRE (SLFF)
{
"method": "TestConnectSvip",
"params": {
"svip" : "172.27.62.50"
by
"id" 1
}
&R

DAY Y FDRERZRICRLET,

"id": 1,
"result": {
"details": {
"connected": true,
"pingBytes": {
"56": |
"individualResponseTimes": |
"00:00:00.000152",
"00:00:00.000132",
"00:00:00.000119",
"00:00:00.000114",
"00:00:00.000112"
I
"individualStatus": [
true,
true,
true,
true,
true
1,
"responseTime": "00:00:00.000126",
"successful": true
br
"9000": {
"individualResponseTimes": [
"00:00:00.000295",
"00:00:00.000257",
"00:00:00.000172",

96



"00:00:00.000172",
"00:00:00.000267"
I
"individualStatus": |
true,
true,
true,
true,
true
I
"responseTime": "00:00:00.000233",
"successful": true

b

"svip": "172.27.62.50"
b
"duration": "00:00:00.421907",
"result": "Passed"

HREAN— 3
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TAMNRZAT

XYy REFERATZE. /—ROIRTORSATICHLT/N—RI T 7H&RIEEEEITT
T X TestDriveso cDAV Y RIFE. RZATDN—RIOzT7EEZEREL. FOKR
BT A NDBERTHRELE S,

INTX—R

XY wRlE. 725 XZAD TActivel] THW./ —RICHL TOAEHATETE T TestDriveso

() coFzaticEmiosrrpET,

CDRXYY RDANNTA=ZIERDEED T,

&Hi B hEAE 2417 FIAI MME WAE
[-force] true ICERESTDE. T—UT7Y AL =40
J—RORES1TH
TAREINFE,
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%3 72 b ORITEEE B 10 LR
SEMTEEL X
ER

RO1E

COXAVY RORDEIFRODEED T,

%l B maiAA AT

=S TAMUBORINE/-IZKEKICEE JSON (72 k)
ERE 8

KRB

DAYy FDERFZERISRLET,

"method": "TestDrives",

"params": {
"force": true,
"minutes" : 10
br

"id" 1

}
eyl

COXVYRIF /—FRHADERSATIZOVWTOT A MEREZBORZIBRLF T,

HIREAN—3 Y
9.6

TestHardwareConfig

XYy REFERATD E. /—RTN—RIJTT7T7XAMZETTEXY
TestHardwareConfigo TA AT a illid. N\— RO 7B T 7—LT7T7T
N=23 DR IRTORSATHEET S CDREBINEENE T,

INTX—R

()  coFabid N—FEYIFEEOREEBRL LILOTESD A,
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CDXYYRDAINTA—=ZIIRDEED T,

2L HmiA v
Biw N—FOTT7HEET T-U7>

A=) —=2RF
v aTRIBLE
T BIRIE :

*true I Frvud
adhiTX b+
BRI7I7MIL%
HIBRL. TR b
ZHEETLE
3_0

*false | v v
asnktrTX bk
%%%Wﬁbi

[-force] J—=REUty T T—UTY
BICIE. CDXY Yy
R (C force /NT X—
R BDBIUNEDLDH
DFET,

RD1{E

COAY Y FORDIBEIFRDEEDTY,

T RemieA
St N=R T 7D,
SR

DXy FOERMZRISTLET,

"method": "TestHardwareConfig",
"params": {

"force": true

y
"id" 1

FI7 4 ME WAZE

IELL AL LWLz

7L =@
A

JSON (#7<xo k)

99



ZH5
CDILERIEDEINZ WO, BRED MY IICEEEH L TWET,

g/

4

FIREAN— 3>
9.6

sHRTER

TestHardwareConfig

TestLocateCluster D&

XYy RZEFEHTDR L. /— RPNV SRAEABETIEESNIEISRAIZHRETETSR L
ZIRREETE XY TestLocateClustero HMIMERTI T AZDMER SN & = FESR
x93, HAOERICIZ. 9FRE2T7oY>TILAO/ —RHR I MENET,

INTX—=2
TDOXY Y RICIBANNTG A—23BD Ao

RD1E

COAY Y FORDBEIFRDEEDTY,

AT} B AR

S¢4m T R MR D RIN & 7o 1B B
ERYE S

KRG

DXy FOERAZRICILET,

"method": "TestLocateCluster",
"params": {1},
"id" : 1

ZH5
DAYy ROREFZRICRLET,

=
g/

100
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https://docs.netapp.com/ja-jp/element-software-125/api/reference_element_api_response_example_testhardwareconfig.html

"id": 1,
"result": {

"details": {
"complete": true,
"ensemble": {

"nodes": [

{
"IP": "10.10.5.94",
"nodeID": 1

"Ip": "10.10.5.107",
"nodeID": 2

"Ip": "10.10.5.108",
"nodeID": 3

by

"version": "5.749"
b
"duration": "0.0384478sec",
"result": "Passed"

FIREAN—2 3>
9.6

TestLocalConnectivity D & S ICRTR TN

AVY RZEFERTBZE. 7IOTATRBISAZADE ./ —RDY ZXZIP (CIP) ICping
HIX{ETEF XY TestLocalConnectivitye

INTX—=2
TDOXY Y RITIBANNTG A —23B D Et Ao

RD1E

COAY Y FORDIBEIFRDEEDTY,
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2L Rt

S¢4m O—AINDTIT4TRITAAR
RADOE ./ —RICNT S, EcD
ping & KFfEo

KA

DAYy FOERFZRISRLET,

"method": "TestLocalConnectivity",
"params": {},
"id": 1
}
el

DAYy FOERFIZRISRLET,

"id": null,
"result": {
"details": {
"10.26.86.17": {
individualResponseTimes: [
"00:00:00.006868",
"00:00:00.005933",
"00:00:00.006655",
"00:00:00.006584",
"00:00:00.006334"
I
individualStatus: [
true,
true,
true,
true,
true

1,

kv
JSON (#T72xo k)

responseTime: "00:00:00.006475",

successful: true
br
"10.26.86.18": {
individualResponseTimes: [
"00:00:00.006201",
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"00:00:00.006187",
"00:00:00.005990",
"00:00:00.006029",
"00:00:00.005917"7],
individualStatus: [
true,
true,
true,
true,
true
I
"responseTime": "00:00:00.006065",
"successful": true
br
"10.26.86.19": {
individualResponseTimes: [
"00:00:00.005988",
"00:00:00.006948™",
"00:00:00.005981",
"00:00:00.005964",
"00:00:00.005942"

1,

individualStatus: [
"true",
"true",

true,

true,

true

I

responseTime: "00:00:00.006165",

successful: true,

br
"10.26.86.20": {
individualResponseTimes: [

"00:00:00.005926",
"00:00:00.006072",
"00:00:00.005675",
"00:00:00.009904",
"00:00:00.006225"

"individualStatus": [
true,
true,
true,
true,

true
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1y
responseTime: "00:00:00.006760",
successful: true

by
"duration": "00:00:00.595982",
"result": "Passed"

FIREAN— 3 Y
9.6

TestNetworkConfig (7 X k)

XYy REFERATZ . RELERXY N IT—IOREN AT LATHEHEAINTWVWS R Y
T—UREE—HBTBEZTANTEET TestNetworkConfige

INTX—&

SetNetworkConfig XV v RZFEHAL T/ — RZHRET DHEIF. Ul £7ld TUI TREIRIES N TSI
F 9, TestNetworkConfig APl 7 X kTld. BRIEEOOY v IICKRIMEINI-REEFERALET T, L zid 2
BYRY FNT—UBEENRELBE. COAPI XYy REFEAL T/ —RHPBERICRESN Y hD—
JBETHEBL TVWAEZERTEIET, BEICIS—HEVI Y. BLUOREORENMERARTHBZ
MREESNE T,

CDTRAME BELITERBEAOICKRRITAELSICKATNTVET, T5—HRWVEE. COTX MIH
HERLEFEFA. ROIGBEFEEBELTLIEEU,

CDAY Y RIZIEANINT A—=2EH D FHE Ao

RD1E

COXYV Y RORDEIFRODEED T,

%A B hEREE AT
B3 FREINTVBRREDRY FTJ— JSON (7o k)

IVREZRITRORY bT—0HK
ETHRIELIEETICROD o
Z—hHEENET,

ZRA
COXY Y ROBRAERISRLES,
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"method": "TestNetworkConfig",
"params": {1},
"id" : 1

&1
IS—AREINAENS1ERIE. BEIFREINEE Ao

Wigw g 1,

"result": {

"details": {

"network": {...}

b

"duration": "00:00:00.144514",
"result": "Passed"

MTUDA—E DA,

Vig®w g A,
"result":
{
"details"
{
"error":
{
"message" : "Network configuration mismatch on BondlO0G:
Incorrect MTU expectedMTU=[1500] actualMTU=[9600]", name:
"xAssertionFailure"
}

Yy
"duration": "0.125213sec",

"result": "Failed"
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e 3
B#EIL— D RDOD SV,

"id": 1,
"result":

{

"details" :

{

"error":

{

"message" : "Network configuration mismatch on BondlG: Routing
table missing route=[192.168.137.2 via 192.168.159.254 dev BondlG]", name:
"xAssertionFailure"

}

bo
"duration" : "0.128547sec",
"result" : "Failed"

FIREAN— 3>
9.6
SRR

SetNetworkConfig Di5&

TestPing T

XYy RZFERTZ . 1IGE10GOMADA >R —T 14 X T, ICMP/NT vy k%={ER
LTOSRAEAADIARTD/ —RADRY N T—I#FKiZzT AN TEF XY TestPingo
TRARTIE. XYy b T—OFREDOMTUREICEDWVWT. FENT v MIETIEMTUY 1 X
ZEALEXI, TestPing'id. —FRFAIAVLANAY VX —T =1 XA%Z{ERR L £ Ao
INTAX—H

DXV Y RODAANSX—RIERDEEDTT,
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NTY bFAX

pingTimeoutMsec

BitrR1E

e

ping 7 X hZ#E&D iR

TR EEE L &
EE

A7
B

ping #E1T9 3 7T/\ XFF
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ping DIXETTE %85 XF5
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VR—TITA4 R, B
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S
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ZIPIEEIND
ICMP /N4y k Tk
59 3/1\1 hEzis
/'_:Ebij_o *“/ I"j
—JRETIEEIN
TW3®RAMTU &£
DINS\WMBZIEET
BZRELRBHD XY,
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sourceAddressV4  |CMP ping /X7 v & XFF) wL LWL X
TERY 2XETT
IPv4 7 KL Zo

sourceAddressV6 ICMP ping /X% b XF5 L LWz
THERET 3XETT
IPv6 7 KL R,

totalTimeoutSec ping DXDEITE R B 9] ARV
739570 %
BT ITBFETIC
ping B> X7 LA
ZH T 2REZEW
BATEELET,

virtualNetworkTag  ping /X7 v b DIX{E B L WYAY-4
BFlcfER 9 % VLAN
ID o

R DB

COAY Y FORDBEIFRDEEDTY,

e2L]] oA "7
B2 J—RHABETETLZEIPOYREL JSON (X7 K)

& ping & DHREHER.

ZRA
COXY Y ROBRAERISRLES,

"method": "TestPing",

"params": {
"interface": "BondlG",
"hosts": "192.168.0.1"

by

"id" 1

}
el

CDAY Y FDRERZRICRLET,
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"id": 1,
"result": {
"details": {
"192.168.0.1": {
"individualResponseCodes": [
"Success",
"Success",
"Success",
"Success",
"Success"
1y
"individualResponseTimes": [
"00:00:00.000304",
"00:00:00.000123",
"00:00:00.000116",
"00:00:00.000113",
"00:00:00.000111"
I
"individualStatus": |
true,
true,
true,
true,
true
1,
"interface": "BondlG",
"responseTime": "00:00:00.000154",
"sourceAddressv4": "192.168.0.5",
"successful": true
}
by
"duration": "00:00:00.001747",
"result": "Passed"

HREAN—I3 Y
5.0

TestRemoteConnectivity
XYy REFATZ . VE—FISREDE/ —RIH L TpingZERITL. VE—K
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oY VTINT—ER—ZADEGZHEZRTET XY TestRemoteConnectivityo D
XYy R TERABRRZE/BICIE. I9FREANRTIITENTWVWBIRELRDHD £7,
)E— b T —ER—AFEFICEKBRLIHERIE. SXTLDSDIREICFHANI I TN
x9,

INTX—H

CDAVY RIZIFATINT X—=RIEHD £ Ao

RBDh1E

COAY Y FORDIBEIFRDEEDTY,

%A B mEiAR 2AF

B2 &/ —RICWTZME4LD ping [5E JSON (TP k)
H%FEﬁo

ERB

DXy FOERAZRICRLET,

"method": "TestRemoteConnectivity",
"params": {
"force": "true"
}or
"id": 1
}
el

CDAY Y FDRERZRICRLET,

"id": null,
"result": {
"details": {
"1ve |
"details": {
"10.26.86.17": {
"individualResponseTimes": [

"00:00:00.006868",
"00:00:00.005933",
"00:00:00.006655",
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"00:00:00.006584",
"00:00:00.006334"
I
"individualStatus": [
"true",
"true",
"true",
"true",
"true"
1,
"responseTime": "00:00:00.006475",
"successful": true
by
"10.26.86.18": {
"individualResponseTimes": [
"00:00:00.006201",
"00:00:00.006187",
"00:00:00.005990",
"00:00:00.006029",
"00:00:00.005917"
1,
"individualStatus": [
"true",
"true",
"true",
"true",
"true"
I
"responseTime": "00:00:00.006065",
"successful": true
bo
"10.26.86.19": {
"individualResponseTimes": [
"00:00:00.005988",
"00:00:00.006948",
"00:00:00.005981",
"00:00:00.005964",
"00:00:00.005942"
1,
"individualStatus": [
"true",
"true",
"true",
"true",

"true"

1M



"responseTime": "00:00:00.006165",
"successful": true,
by
"10.26.86.20": {
"individualResponseTimes": [
"00:00:00.005926",
"00:00:00.006072",
"00:00:00.005675™,
"00:00:00.009904",
"00:00:00.006225"
I
"individualStatus": [
"true",
"true",
"true",
"true",
"true"
1y
"responseTime": "00:00:00.006760",
"successful": true
}
by
"successful": true
}
by
"duration": "00:00:00.595982",
"result": "Passed"

}
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