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"method": "AddIdpClusterAdmin",
"params": {
"username": "email=testW@example.com",

"acceptEula": true,

"access": ["administrator"]

DXy ROREFZRICTILET,

"result": {
"clusterAdminID": 13
}
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"method": "CreateldpConfiguration",
"params": {
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>
<EntityDescriptor

xmlns=\"urn:o0asis:names:tc:SAML:2.0:metadata\"
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"

xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"
...</Organization>
</EntityDescriptor>",

"idpName": "https://provider.name.url.com"
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"result": {
"idpConfigInfo": {
"enabled": false,
"idpConfigurationID": "£983c602-12f9-4c67-b214-bf505185cfed",
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>\r\n
<EntityDescriptor
xmlns=\"urn:ocasis:names:tc:SAML:2.0:metadata\"\r\n
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"\r\n
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"\r\n
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"\r\n
</Organization>\r\n
</EntityDescriptor>",

"idpName": "https://privider.name.url.com",
"serviceProviderCertificate": "----- BEGIN CERTIFICATE-—---- \n
MIID...S1BHi\n

————— END CERTIFICATE-----\n",

"spMetadataUrl": "https://10.193.100.100/auth/ui/saml2"

}
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{
"method": "DeleteAuthSession",
"params": {
"sessionID": "a862a8bb-2c5b-4774-a592-2148e2304713"
}o
"id": 1
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"id": 1,

"result": {
"session": {
"accessGroupList": [
"administrator"
1,
"authMethod": "Cluster",
"clusterAdminIDs": [

1
1,
"finalTimeout": "2020-04-09T17:51:302z2",
"idpConfigVersion": O,

"lastAccessTimeout": "2020-04-06T18:21:332",
"sessionCreationTime": "2020-04-06T17:51:30z2",
"sessionID": "a862a8bb-2c5b-4774-a592-2148e2304713",
"username": "admin"
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"method": "DeleteAuthSessionsByClusterAdmin",
"params": {
"clusterAdminID": 1

CDAY Y FDRERZRICRLET,

{
"sessions": |
{
"accessGroupList": [
"administrator"
1y
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1,
"finalTimeout": "2020-03-14T19:21:24z7",
"idpConfigVersion": O,

A7

"authSessionInfo"

"lastAccessTimeout": "2020-03-11T19:51:24272",
"sessionCreationTime": "2020-03-11T19:21:242z",

"sessionID": "bl2bfc64-£233-44df-8b9f-6fb6cO0llabf7"

"username": "admin"
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"method": "DeleteAuthSessionsByUsername",
"params": {
"authMethod": "Cluster",
"username": "admin"
}
}
Xyl

DAY Y FDRERZRICRLET,

{
"sessions": [
{
"accessGroupList": [
"administrator"
1,
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1,
"finalTimeout": "2020-03-14T19:21:242",
"idpConfigVersion": O,
"lastAccessTimeout": "2020-03-11T19:51:247z",
"sessionCreationTime": "2020-03-11T19:21:24z7z2",
"sessionID": "bl2bfc64-f233-44df-8b9f-6fb6c01labf7",
"username": "admin"
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"method": "DeleteldpConfiguration",
"params": {

"idpConfigurationID": "£f983c602-12f9-4c67-b214-bf505185cfed",
"idpName": "https://provider.name.url.com"

=

CDAY Y FDRERZRICRLET,

=
g/

"result":{}

HREAN—I3 Y
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DisableldpAuthentication DB

XYy RZFERTRE. VTARXTH—RN—TaIdPZEH T BERED T R— b= EXY
ICCEF X9 DisableldpAuthenticationo, EMICT D E. T—R/N—FT D IdP |
FOTRHASINIEA—HITITRARICTIVCRATERLLABD, 7O 71 TR EAAE
WS I UITEMNICE IS NE T, LDAP BIEEES LUV S AAEBEEIX. HR—
FENTWVWBUIDL I TRRICTIERATEFT,

INTX—=2
CDOXY Y RITIBANNTG XA —23B Dt Ao

RD1E
COXYy RICBRDERSHD £ Ao

e
ZOXY Y ROBRAERICRLET,

{

"method": "DisableIdpAuthentication",
"params": {}
}
eyl

DXy FOREMNZRICILET,

{

"result": {}

}

HREAN—I3 Y
12.0

EnableldpAuthentication DB
XYy RZFERATZE. VTRARXATH—RN—TaIdPZER L 75RO R— =B
ICT BN TEFXY EnableIdpAuthentication, IdP EREEZBINICT B &

LDAP BEBEH LUV T X FXBEEIZ. Y R—FrINTWVWB UIDSISTRRICTIER
TERLED, 7UOTF0 TREBIASNI=E Yy a3 VD EML /UIFESNET, HR—Fb
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SNTVWBUIDSTSREICTIELATESZDIF. U—FNX—=FT 4D IdP TEEEE N
feA—=H71EIFTY,

INTA—A

CDXYY RDAANTA=ZIERDEED T,

£l SmanfA BAT T4 NME WAE
idpConfigurationID  +— R /X—F ¢ IdP UUID L WL\

F|ED UUID . IdP
FENMN 1 DLHAEL
BalE. ZORED
T 7 4L TEMIC
AT S

9, IDpConfiguratio
nH 1 DLHEWE
BlE.
idpConfigurationlD
INTXR—RZIEET
BPHEITHDEE
Ao

Rb1{E
COXYy RICBRDEEHD £ Ao

ZRA
COXY Y ROBRAERISRLES,

"method": "EnableIdpAuthentication",
"params": {
"idpConfigurationID": "f983c602-12f9-4c67-b214-bf505185cfed",

DXV Yy FOREMNZRICILET,

{

"result": {}

}

14



HIREAN—3 Y
12.0

GetldpAuthenticationState D C &

AV RZFERTZE. Y—RFN—T 1 IdPZER T 2R EDIREICET 515 Z IS T

T X9 GetIdpAuthenticationStateo
INT A=A
CDXAYVY RIZIFATINT X=RIEHD £ A

R DB

COAY Y FORDBEIFRDEEDTY,

%Hi B hEREE

a%h H—RN—FT 1 D IdP SREHERD
ICE>TWVWBHhESHhZERLE
ER

KRB

CDAY Y FOERFZRISRLET,

"method": "GetIdpAuthenticationState"

=51
ZOXY y ROGERERICRLES,

=
;/

"result": {"enabled": true}
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ListActiveAuthSessions #&2B L TS L)
XYy REGEHATIE., POT1 IBRBEEA LY aVETATYINTEET

ListActiveAuthSessionse cDXYV W RZMFVPHI I ENTETEZDIE. BIEET Y
t 2EEEFOII—Y -7 T,

INTAX—H
DXV Y RICIEATINS X—RIEHD £ Ao

RD1&E

COAY Y FORDEIFRDEEDTY,

E2X:T] B EEA 2AF

tyray BRIty ayotysavE  "authSessioninfo”
o

3k

CDAY Y FOERFZRISRLET,

"method": "ListActiveAuthSessions"

=5
COXY y ROGERERICRLES,

g/

4

16


https://docs.netapp.com/ja-jp/element-software-125/api/reference_element_api_authsessioninfo.html

{
"sessions": [
{
"accessGroupList": [
"administrator"
1,
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1y
"finalTimeout": "2020-03-14T19:21:24z",
"idpConfigVersion": O,
"lastAccessTimeout": "2020-03-11T19:51:242z2",
"sessionCreationTime": "2020-03-11T19:21:247z",
"sessionID": "bl2bfc64-f233-44df-8b9f-6fb6c01labf7",
"username": "admin"

FIREAN—T 3>
12.0

ListidpConfigurations OflZzXICRLE T

XYy REFATZE. T—RN—F A IdPOEREZ ) A MTEZXT
ListIdpConfigurations. BEICGLT. 7737 %EE L TREEMLIIPERTE = HY
BT BD. IdPAXRZT—RDUUID X 7=IXIdP&%3ERE L "enabledOnly’ THRIEDIIPERE D
BHRZBETTEY,

INTA—A

CDXYY RDAINTA=ZIERDEED T,

E2Y:] SmmEnPA 21T T 74 NME WAZE
enabledOnly #B%) &Rz 7s)ILZL T—-UTF7Y> BL LWL X
ICLET T. REBE 1P

REZBRLFT,
idpConfigurationID  +#— R /X—F ¢ IdP UUID 5L RIRY-4

RED UUID .
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e2L]] R A7

TI7 4 ME WAZE
idpName B¥ED IdP ZD IdP X F7) L WYAY-3
RTEBRERMELE
ER
RD1#E
COXAVY RORDEIFRODEED T,
%Al B hEREE AT
idpConfiginfos H—RN—=F 1D IdP REICET  "idpConfiginfo"7 L1
315,

ZRA

CDXYw ROEKRFIZRICRLETD,

"method": "ListIdpConfigurations",
"params": {}
}
el

DAY Y FDRERZRICRLET,


https://docs.netapp.com/ja-jp/element-software-125/api/reference_element_api_idpconfiginfo.html

"result": {
"idpConfigInfo": {
"enabled": true,

"idpConfigurationID": "£983c602-12f9-4c67-b214-bf505185cfed",
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>\r\n
<EntityDescriptor

xmlns=\"urn:ocasis:names:tc:SAML:2.0:metadata\"\r\n
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"\r\n
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"\r\n
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"\r\n
...</Organization>\r\n
</EntityDescriptor>",

"idpName": "https://privider.name.url.com",
"serviceProviderCertificate": "----- BEGIN CERTIFICATE-—---- \n
MI...BHi\n

————— END CERTIFICATE-----\n",

"spMetadataUrl": "https://10.193.100.100/auth/ui/saml2"

}

FREAN—2 3>
12.0

UpdateldpConfiguration

XYy RZERTIE. VT RAZDY—RN—TaIdPZERBL TERGFEOREZEHTE
F 9 UpdateIdpConfiguratione

INTAX—A
DXV Y ROAHINSX—ZIERDEED T,
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https://docs.netapp.com/ja-jp/element-software-125/api/reference_element_api_idpconfiginfo.html

KRB
ZOXY Y ROBREERICSRLETS.

{

"method": "UpdateIdpConfiguration",

"params": {
"idpConfigurationID": "£983c602-12£f9-4c67-b214-bf505185cfed",
"generateNewCertificate": true

&R

DAY Y FDRERZRICRLET,

"result": {

"idpConfigInfo": {

"enabled": true,

"idpConfigurationID": "£983c602-12f9-4c67-b214-bf505185cfed",

"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>\r\n

<EntityDescriptor
xmlns=\"urn:oasis:names:tc:SAML:2.0:metadata\"\r\n

xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"\r\n

xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"\r\n

xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"\r\n

...</Organization>\r\n

</EntityDescriptor>",

"idpName": "https://privider.name.url.com",
"serviceProviderCertificate": "----—- BEGIN CERTIFICATE----- \n
MI...BHi\n

————— END CERTIFICATE-----\n",

"spMetadataUrl": "https://10.193.100.100/auth/ui/saml2"

}

HIREAN—Tg Y
12.0
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