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* "ElementAPITA L —J% BB 3"
* "SolidFires K UElementY 7 b 7O RF a2 X2 K"
* "vCenter Server FANetApp Element> <45+ >"

FIPSKRSA THBED STV a—FTa >
NaMmHmmmv7h¢IJLﬂ%ﬁﬁ?%t\FPSF747%%uﬁ T3V XT LA
NDY S ARZBEXIITS—ICETRBROT7S— 2RI TETXT,
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2 MDESBUSREA—EFEEXIELET,
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* FIPSOOAYTS5A4 7V RER
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FHIEROESR
* USRE—FEEI-F
* "ElementAPITA L —C%EIET 3"
* "SolidFire &K U'ElementY 7 b T 7D RFa X2 k"
* "vCenter Server FANetApp Element >4 1 >"

ZETBEZHILT S

275 2 —"THTTPSICFIPS 1402 &I T 3

EnableFeature APl XY v RZ{ER L T. HTTPS @ED FIPS 140-2 E{fFE— REZ B
ICTBZENTEET,

NetApp ElementY 7 kU 72 FR T3 L. U5 AZ—TEFIGIRUWIBIZZE (FIPS) 140-2 BIEE— REZ B

ICTB2ENTEET, COE—RZBMITSE. NetApplESitttxal) T4 EZa—JL (NCSM) B 7 &

T4 712D, NetApp Element Ul & & T API AD HTTPS EHD TN TDEEIC FIPS 140-2 LAJL 1 38%E
ES{EhERINE T,

FIPS 140-2 E—RZBMICTD . EMC TR LIITETEHA. FIPS 140-2 E— RHEM
ICB>TWBHE. 75ZAZ—ROE/ —RHEEEHL. NCSMAEL KBHICHBo>TNT
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T FIPS ZBMICTBHDAPI U T FDBHITY,

"method": "EnableFeature",
"params": {
"feature" : "fips"
by
"id": 1

COEBEE—RZEBMICTDE. TARNTOD HTTPS IBEET FIPS 140-2 FZFROEENEHAINE T,

FHIEROER
* SSLEES
* "ElementAPITR FL—C % EIET 3"
* "SolidFire &K U'Elementy 7 b T 7D RFa X2 k"
* "vCenter Server FANetApp Element >4 1 >"

SSLIE=

SSLEESIE. RRA MDA LREREEERILT D -OICERTZIESLT7ILIVILTY,
Element ¥V 7 b T 7HHR— M IESICIE. BEDES Y. FIPS 140-2 E— RAE
MEISEICHR— SN IFZEDESHHD X7,

KDV X ME. Element V7 F U 7 THR— MEINTUVBIEED Secure Socket Layer (SSL) BES &« FIPS
140-2 E— RHBEIRGRICHR—bEIN3 SSLESZRLTVWET,

* FIPS 140-2 &3

TLS_DHE_RSA WITH_AES_128 CBC_SHA256 (dh 2048) - A
TLS_DHE_RSA WITH_AES_128 GCM_SHA256 (dh 2048) - A
TLS_DHE_RSA WITH_AES_256_CBC_SHA256 (dh 2048) - A
TLS_DHE_RSA WITH_AES_256_GCM_SHA384 (dh 2048) - A
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA256 (secp256r1) - A
TLS_ECDHE_RSA_WITH_AES_ 128 GCM_SHA256 (secp256r1) - A
TLS_ECDHE_RSA WITH_AES_ 256 CBC_SHA384 (secp256r1) - A
TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 (secp256r1) - A
TLS_RSA_WITH_3DES_EDE_CBC_SHA (RSA 2048) - C

TLS_RSA_WITH_AES_128 CBC_SHA (RSA 2048) - A
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TLS_RSA_WITH_AES_128 CBC_SHA256 (RSA 2048) - A
TLS_RSA WITH_AES_128 GCM_SHA256 (RSA 2048) - A
TLS_RSA WITH_AES_ 256 CBC_SHA (RSA 2048) - A

TLS_RSA WITH_AES 256 _CBC_SHA256 (RSA 2048) - A
TLS_RSA WITH_AES 256 _GCM_SHA384 (RSA 2048) - A
TLS_RSA WITH_CAMELLIA_128_CBC_SHA (RSA 2048) - A
TLS_RSA_WITH_CAMELLIA 256_CBC_SHA (RSA 2048) - A
TLS_RSA_WITH_IDEA_CBC_SHA (RSA 2048) - A
TLS_RSA_WITH_RC4_128 MD5 (RSA 2048) - C
TLS_RSA_WITH_RC4_128 SHA (RSA 2048) - C
TLS_RSA_WITH_SEED_CBC_SHA (RSA 2048) - A

FIPS 140-251/

TLS_DHE_RSA WITH_AES_128 CBC_SHA256 (dh 2048) - A
TLS_DHE_RSA WITH_AES_128 GCM_SHA256 (dh 2048) - A
TLS_DHE_RSA WITH_AES 256_CBC_SHA256 (dh 2048) - A
TLS_DHE_RSA WITH_AES 256_GCM_SHA384 (dh 2048) - A
TLS_ECDHE_RSA_WITH_AES 128 _CBC_SHA256 (sect571r1) - A
TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256 (secp256r1) - A
TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256 (secp256r1) - A
TLS_ECDHE_RSA_ WITH_AES_128 GCM_SHA256 (sect571r1) - A
TLS_ECDHE_RSA_WITH_AES 256_CBC_SHA384 (sect571r1) - A
TLS_ECDHE_RSA_ WITH_AES 256_CBC_SHA384 (secp256r1) - A
TLS_ECDHE_RSA WITH_AES 256 _GCM_SHA384 (secp256r1) - A
TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 (sect571r1) - A
TLS_RSA WITH_3DES_EDE_CBC_SHA (RSA 2048) - C

TLS_RSA WITH_AES_128 CBC_SHA (RSA2048) - A

TLS_RSA WITH_AES_ 128 CBC_SHA256 (RSA 2048) - A

TLS_RSA_WITH_AES_128_GCM_SHA256 (RSA 2048) - A



TLS_RSA_WITH_AES_256_CBC_SHA (RSA 2048) - A
TLS_RSA_WITH_AES_256_CBC_SHA256 (RSA 2048) - A

TLS_RSA_WITH_AES_256_GCM_SHA384 (RSA 2048) - A
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{
"method": "rekeysoftwareencryptionatrestmasterkey",
"params": {

"keyManagementType": "external",

"keyProviderID": "<ID number>"
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"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:512",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"
br
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",
"keyProviderID": <value>
bo
"operation": "Rekeying Master Key. Master Key management being
transferred from Internal Key Management to External Key Management with
keyProviderID=<value>",

"state": "Ready"
}y
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"

5. 5817 "GetSoftwareEncryptionatRestinfo # L W\ — DFFfliZ HEEE T 2 I< > K, “keyProviderlD ' E#H &
nFxlio

"id": null,
"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-01-01T22:29:182",
"keyID": "<updated value>",
"keyManagementType": "external",

"keyProviderID": <value>

b

"rekeyMasterKeyAsyncResultID": <value>
"status": "enabled",

"version": 1

by
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