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"method": "AddIdpClusterAdmin",
"params": {
"username": "email=test@example.com",

"acceptEula": true,
"access": ["administrator"]
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"result": {
"clusterAdminID": 13
}

IN—2 3 VAR DFHEEE
12.0

IdpConfiguration D £}

fE Y % Z & A TE £ “CreatelpdConfiguration'V 2 XX —DH— K /N\—7F« ID 7O
INA A — (IdP) ZfEF L TEREED e DB B EREAREER T 275, IdP BIEIC
& SAML ' —EX 7ONA A —FERRENMUE TS, COMPAZIEBVEICIH U TERS
N COAPIHUHLICE>TRENF T,

INTA—A

CDXY Y RIZIFRDANNG A—=2HBDET,

Name HER 2AF T7 A4 NME WAE

idpX &2 T —4 R1ET 3 IdP X &5 string TL (=W
_ao

idp% SAML 2.0 &> 4JL  string L 20

YA F D IdP 7
ONA A —%=#59
BI=OHIERTND
%ﬁrjo

RD1E

CDOAY Y FORDBEIFRDEEDTY,

Name Bl 2A S

idpConfiginfo H—RN—F4DID ZO/N1 X — "idpConfiginfo"
(IdP) 1B ICBI§ 3 158K

1) T X

CDOXYYRDVIIZAMMIRDBFDESICHED ET,


https://docs.netapp.com/ja-jp/element-software-128/api/reference_element_api_idpconfiginfo.html

"method": "CreateldpConfiguration",

"params": {
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>
<EntityDescriptor

xmlns=\"urn:oasis:names:tc:SAML:2.0:metadata\"
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"
...</Organization>
</EntityDescriptor>",
"idpName": "https://provider.name.url.com"
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"result": {
"idpConfigInfo": {
"enabled": false,

"idpConfigurationID": "£983c602-12f9-4c67-b214-bf505185cfed",
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>\r\n
<EntityDescriptor

xmlns=\"urn:ocasis:names:tc:SAML:2.0:metadata\"\r\n
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"\r\n
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"\r\n
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"\r\n
</Organization>\r\n
</EntityDescriptor>",

"idpName": "https://privider.name.url.com",
"serviceProviderCertificate": "----—- BEGIN CERTIFICATE----- \n
MIID...S1BHi\n

————— END CERTIFICATE-----\n",

"spMetadataUrl": "https://10.193.100.100/auth/ui/saml2"

}
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"method": "DeleteAuthSession",
"params": {

"sessionID": "a862a8bb-2c5b-4774-a592-2148e2304713"
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"id": 1,
"result": {
"session": {
"accessGroupList": [
"administrator"

1,
"authMethod": "Cluster",
"clusterAdminIDs": [

1

1,

"finalTimeout": "2020-04-09T17:51:30z",
"idpConfigVersion": O,

"lastAccessTimeout": "2020-04-06T18:21:332",
"sessionCreationTime": "2020-04-06T17:51:30z2",
"sessionID": "a862a8bb-2c5b-4774-a592-2148e2304713",
"username": "admin"
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"method": "DeleteAuthSessionsByClusterAdmin",
"params": {
"clusterAdminID": 1
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"sessions": |
{
"accessGroupList": [
"administrator"
1y
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1,
"finalTimeout": "2020-03-14T19:21:24z7",
"idpConfigVersion": O,
"lastAccessTimeout": "2020-03-11T19:51:24272",
"sessionCreationTime": "2020-03-11T19:21:242z",

"sessionID": "bl2bfc64-£233-44df-8b9f-6fb6cO0llabf7"

"username": "admin"
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"method": "DeleteAuthSessionsByUsername",
"params": {
"authMethod": "Cluster",
"username": "admin"
}
}
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{
"sessions": [
{
"accessGroupList": [
"administrator"
1,
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1,
"finalTimeout": "2020-03-14T19:21:242",
"idpConfigVersion": O,
"lastAccessTimeout": "2020-03-11T19:51:247z",
"sessionCreationTime": "2020-03-11T19:21:24z7z2",
"sessionID": "bl2bfc64-f233-44df-8b9f-6fb6c01labf7",

"username": "admin"
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"result": {}
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"result": {}

}
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"method": "GetIdpAuthenticationState"
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"result": {"enabled": true}
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{

"sessions": [
{
"accessGroupList": [
"administrator"
1,
"authMethod": "Cluster",
"clusterAdminIDs": [
1
1y
"finalTimeout": "2020-03-14T19:21:24z",
"idpConfigVersion": O,
"lastAccessTimeout": "2020-03-11T19:51:242z2",
"sessionCreationTime": "2020-03-11T19:21:247z",
"sessionID": "bl2bfc64-f233-44df-8b9f-6fb6c01labf7",
"username": "admin"

N—3 3 VU BEOFEE
12.0

ListldpConfigurations

fEAT 3 Z A TEET ListldpConfigurations ' — K /N\—F « D IdP OB E —ER R
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i 1dP %,

INTAX—HA
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7 LT, BEEMIC
o TW3 IdP R
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"method": "ListIdpConfigurations",
"params": {}
}
el
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LWz
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"idpConfigInfo &g
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"result": {

"idpConfigInfo": {
"enabled": true,
"idpConfigurationID": "£983c602-12f9-4c67-b214-bf505185cfed",
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>\r\n
<EntityDescriptor

xmlns=\"urn:ocasis:names:tc:SAML:2.0:metadata\"\r\n
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"\r\n
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"\r\n
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"\r\n
...</Organization>\r\n
</EntityDescriptor>",

"idpName": "https://privider.name.url.com",
"serviceProviderCertificate": "----- BEGIN CERTIFICATE-—---- \n
MI...BHi\n

————— END CERTIFICATE-----\n",

"spMetadataUrl": "https://10.193.100.100/auth/ui/saml2"

}

N—2 3 VLR DFtRE
12.0

IdpConfiguration DE

fEAY 3 &N TEF 9 "UpdateldpConfiguration™ 5 2 X2 —DH — R /)X—F « IdP %1F
AL TEFEOERZEHNT 35 %,

INTAX—H
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1) T X )
CDOXVYYRDYIIRAMIXRDHIDELSICHED £T,

{

"method": "UpdateIdpConfiguration",
"params": {
"idpConfigurationID": "£983c602-12£f9-4c67-b214-bf505185cfed",
"generateNewCertificate": true
}
}
Ieas il

CDAY Y RIF. ROFIDESRIEEZRBLET,

"result": {
"idpConfigInfo": {
"enabled": true,

"idpConfigurationID": "£983c602-12f9-4c67-b214-bf505185cfed",
"idpMetadata": "<?xml version=\"1.0\" encoding=\"UTF-8\"?>\r\n
<EntityDescriptor

xmlns=\"urn:oasis:names:tc:SAML:2.0:metadata\"\r\n
xmlns:ds=\"http://www.w3.0rg/2000/09/xmldsig#\"\r\n
xmlns:shibmd=\"urn:mace:shibboleth:metadata:1.0\"\r\n
xmlns:xml=\"http://www.w3.0rg/XML/1998/namespace\"\r\n
...</Organization>\r\n
</EntityDescriptor>",

"idpName": "https://privider.name.url.com",
"serviceProviderCertificate": "----—- BEGIN CERTIFICATE----- \n
MI...BHi\n

————— END CERTIFICATE-----\n",

"spMetadataUrl": "https://10.193.100.100/auth/ui/saml2"

}
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