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—EBMLIFIPS 140-2 E— R ZHEMICT B LIFTE XA, FIPS140-2 E— FZBM

CTBYL. ISRARDE ) — AU T— FENTEILTFR PAEITEN, NCSM AEL <
(D AMEInTFPS 1402 REE— K THIEL TW B LARBINE T, 2OLD. 7524

TREBEHL R b L— SBGEOmANRISNET, COT— R, RHETEEIHEX D

ZALDRERRIFETDH. BEICFHE L. BMICLTLRZEL,

SHEIC DWW TIE. Element APl OIEHREZ BB LT EETU,

-0

FIPS ZERMICT 3 API EXRDBIZRISTRLE T,

"method": "EnableFeature",
"params": {
"feature" : "fips"
by
"id": 1

COFEE—RZBMICTDE. IARTO HTTPS 1BIE T FIPS 140-2 CHRRINBSHIMERAIND L SIC

BOEI,

FHHICOVWTIE. Ch5Z BTV
* SSLEES
* "Element APl ZER L TR ML —CZBELFT"
* "SolidFire XU Element V 7 b T 7D RFa X2 k"
* "vCenter Server [a]/F NetApp Element 7> 1 >"

SSL EE&

SSLEES . "R MDA EX a2 T7H@EEEZHIL T 2-OICERTZIESIL7ILIUXLT
9, ElementY 7 b T 7 THR—NINBZIELEDES . FIPS 140-2 E— RHAEWMA

BRICYR— b ENBIFFEDESHDHD X9,

TFIC. ElementY 7 b7 THR—FEINBIZED SSLEES . FIPS 140-2 E— RHABMABEICH

R—hrEN3SSLEEEZRLET,
* *FIPS 140-2 HMEDICHED F LT ™
TLS_DHE_RSA WITH_AES_128 CBC_SHA256 (dh2048) -A
TLS_DHE_RSA With AES 128 CMG_SHA256 (dh2048) -A
TLS_DHE_RSA WITH_AES_256_CBC_SHA256 (dh2048) -A

TLS_DHE_RSA_With AES 256 _GCM_SH384 (dh2048) -A
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TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256 (secp256r1) A
TLS_ECDHE_RSA_With AES_128 CMG_SHA256 (secp256r1) A
TLS_ECDHE_RSA WITH_AES 256 CBC_SH384 (secp256r1) -A
TLS_ECDHE_RSA With AES_256_GCM_SH384 (secp256r1) -A
TLS_RSA WITH_3DES_EDE_CBC_SHA (RSA2048) -C
TLS_RSA WITH_AES 128 CBC_SHA (RSA2048) -A

TLS_RSA WITH_AES_128 CBC_SHA256 (RSA2048) -A
TLS_RSA With _AES_128_GCM _SHA256 (RSA2048) A
TLS_RSA_WITH_AES 256_CBC_SHA (RSA2048) -A

TLS_RSA WITH_AES 256 _CBC_SHA256 (RSA2048) -A
TLS_RSA With _AES_256_GCM_SHA384 (RSA2048) -A
TLS_RSA WITH_Camellia _128_CBC_SHA (RSA2048) -A
TLS_RSA_WITH_Camellia _256_CBC_SHA (RSA2048) -A
TLS_RSA WITH_idea_CBC_SHA (RSA2048) -A
TLS_RSA WITH _RC4 128 MD5 (RSA2048) -C

TLS_RSA WITH_RC4_128 SHA (RSA2048) -C

TLS_RSA WITH_SED_CBC_SHA (RSA2048) -A

*FIPS 140-2 BAERICED LT

TLS_DHE_RSA WITH_AES_128 CBC_SHA256 (dh2048) -A
TLS_DHE_RSA With AES 128 CMG_SHA256 (dh2048) -A
TLS_DHE_RSA WITH_AES_256_CBC_SHA256 (dh2048) -A
TLS_DHE_RSA With _AES_256_GCM_SH384 (dh2048) -A
TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256 (sectr571r1) A
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 (secp256r1) A
TLS_ECDHE_RSA With _AES_128_CMG_SHA256 (secp256r1) A
TLS_ECDHE_RSA_With AES 128 GG_SHA256 (sectr571r1) A

TLS _ECDHE_RSA_WITH_AES 256_CBC_SH384 (sectr571r1) -A



TLS_ECDHE_RSA_WITH_AES 256_CBC_SH384 (secp256r1) -A
TLS_ECDHE_RSA With _AES_256_GCM_SH384 (secp256r1) -A
TLS_ECDHE_RSA_ with _AES_256_GCM_SH384 (sectr571r1) A
TLS_RSA WITH_3DES_EDE_CBC_SHA (RSA2048) -C
TLS_RSA WITH_AES_128 CBC_SHA (RSA2048) -A

TLS_RSA WITH_AES_128 CBC_SHA256 (RSA2048) -A
TLS_RSA_With AES 128 GCM _SHA256 (RSA2048) A
TLS_RSA_WITH_AES 256_CBC_SHA (RSA2048) -A

TLS_RSA WITH_AES 256 _CBC_SHA256 (RSA2048) -A

TLS_RSA With AES 256_GCM_SHA384 (RSA2048) -A

M OWTIE. 2B BT TL

U5 XZTHTTPS @ FIPS 140-2 #BMICLTL T L

SNEBF —EIE DR

SNERF —EE DR

NEEF—EIE (EKM) & 75 REZADAEF—F—/N (EKS) CEHLT. 2274
SEEF— (AK) BEZERLFT, AKIZ. BEBSIER>07 (SED) oOv ok
0w IBBRICERINE T "RFET—XDES{E" VS RAXATZEMCLTHETE

Jo EKSZEAT R LT, AKDEZEREMRCHRENAREICED FT, 77X
OASIS TEZINTAZZE O ~ O)LTH 3 Key Management Interoperability Protocol  (
KMIP) ZERLT. EKS tBELFT,

"NEHEERETEY N Ty TR

CMREIYRA—F—TODV I bz 7REStOF—%2ZELEFT"
"V AR X IFENREREEF—& ) ANULFET"

s "NERF—EIEAPI O R"

M- HOWTIE. CBEBECELRETL

* "CreateCluster APl : RZET—42DYV I b Iz 7St EBMICTEZIENTEET"
* "SolidFire KLU Element V 7 F Iz 7D RFa X R
* "EID/N— 3 > D NetApp SolidFire Haad & U Element ®@ICREIT A RFa X2 k"
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4. #R1TL F 9 "GetAsyncResult" BIDFIE®D I asyncHandle | {E%ZFERLTIY Y RERITL. REDE
FEERELET, AYYRREDLS. AVWIRAEZ—F—REHIFLLF—BHRTEF N cHh LMD
F9. HLLWF—TONAA IDZIAE—L TUROFIETFERL £,
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"id": null,
"result": {
"createTime": "2021-01-01T22:29:182",
"lastUpdateTime": "2021-01-01T22:45:512",
"result": {
"keyToDecommission": {
"keyID": "<value>",
"keyManagementType": "internal"
br
"newKey": {
"keyID": "<value>",
"keyManagementType": "external",
"keyProviderID": <value>
bo
"operation": "Rekeying Master Key. Master Key management being
transferred from Internal Key Management to External Key Management with
keyProviderID=<value>",

"state": "Ready"
}y
"resultType": "RekeySoftwareEncryptionAtRestMasterKey",
"status": "complete"

5. T GetSoftwareEncryptionatRestinfo | <> F%#EfTL T. T keyProviderD | & D L WLW\F— DM
NEHFINezHELET,

"id": null,
"result": {
"masterKeyInfo": {
"keyCreatedTime": "2021-01-01T22:29:182",
"keyID": "<updated value>",
"keyManagementType": "external",

"keyProviderID": <value>

b

"rekeyMasterKeyAsyncResultID": <value>
"status": "enabled",

"version": 1

by
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* "SolidFire 8LV Element V 7 h I 7D RF 2 X K"
* "MAEID/N—2 3 > D NetApp SolidFire H@m$H5 & U Element H@ICFAT S FFa X > K"

VO AR RIISEN BT —Z2 VAN LET

BaIcL>2TE. A—HFONAZRBY T3TIS—IWRETZIeHhHDXxT, T5—
NREETIE. VFREEE (VFRAFEEI—-—REEINDG) BHERSINET, CC
Tld. BHOHREEDOEWV 2 DD —XICDWTEHBLE T,

[ KmipServerFault | 75 X2 TS—HEERT. VSXEZHNRSATOOvI=BERETEEEA,

CHUE. 73 RZDYNEI T — bFICF—H—NICT 7 EATELVD. BERF—ZFERATIRVGSICHESE
LET,

1. S ZZBEED— ROV ANUFBICRWEST ZYHTZES) o

XEF—=BZRSATHEEL LTIY—I N, [Available | KEICR>TWVWB 7o,
sliceServiceUnhealthy TS5 —HhRREINBBEHNH D 9,

JUT7STBFIE:

1. RS 7ZBEEBMLET,
2. 3 ~ 4 531%IC 'IseServiceUnhealthy DFEEH T ) 7ENTWVWE e 2R L FT

ZBRLTIKLETVWI I 2LEEI-F" Z28RL TSV,

NEBEX—EIEAPI OTY VR
EKM DBEIB Y EBREICERTETEZ3IRTOAPID!) AT,

U7 A ENBOBEFREY — /N\BEOEREREZRILT 3 7cOICERATNE T,

» CreatePublicPrivateKeyPair

» GetClientCertificateSignRequest
NBOBEEFET —NDOEFNLZFHZERT BDICERAEINET,

* CreateKeyServerKmip O & SICIEEL T
* ModifyKeyServerKmip D& SICIEELFT
* DeleteKeyServerKmip

* GetKeyServerKmip

* ListKeyServerskKmip

» TestKeyServerKmip
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* RemoveKeyServerFromProviderKmip

» GetKeyProviderKmip

* ListkKeyProvidersKmip

» RekeySoftwareEncryptionAtRestMasterKey

» TestKeyProviderKmip
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