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"method": "AddKeyServerToProviderKmip",
"params": |
"keyProviderID": 1,
"keyServerID": 15
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"id": 1
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"id": 1,
"result":
{}

}
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"method": "CreateKeyProviderKmip",
"params": {
"keyProviderName": "ProviderName",
by
"id": 1
}
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"id": 1,
"result":

{

"kmipKeyProvider": {

"keyProviderName": "ProviderName",
"keyProviderIsActive": true,
"kmipCapabilities": "SSL",
"keyServerIDs": |

15

1,
"keyProviderID": 1
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"kmipClientCertificate": "dKkkirWmnWXbj9T/UWZYB20oK0z5...",
"kmipKeyServerHostnames" ["serverl.hostname.com",
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4

"kmipKeyServerName" "keyserverName",
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"id": 1,
"result":

{

"kmipKeyServer": {

"kmipCaCertificate" :"MIICPDCCAaUCEDyRMcsf9tAbDpg40ES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"
I
"keyProviderID":1,
"kmipKeyServerName":"keyserverName",
"keyServerID":1
"kmipKeyServerPort":1,
"kmipClientCertificate" :"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
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"method": "CreatePublicPrivateKeyPair",
"params": {
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"id": 1,
"result":

{}
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"id": 1,
"result":

{}
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"id": 1,
"result":

{}
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"method": "DisableEncryptionAtRest",
"params": {1},
"id": 1
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"id" : 1,
"result" : {}
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Vv ReERALTRET —ZOBESLZENICT S X THRTEIREA.

I D isableEncryptionAtRest | X

ETILESH -NEJ THH3/—REATTIE&. T EnableEncryptionAtRest | XV v RIE
@ U LAY T Encryption not allowed.Cluster detected non-encryptable node. ] & W\ 5 5 THRE

LE9,

C) BES{tEEBNEIZEMCTETZDIE. VS REDEERRETHEEHL TLWBIHBEDHTT,
MEIZIGL T, BEICISLC THESILEBNXISEMICTAIECHNTTF XD,

@ CO7OtRIZIEREATH D . BEIELHIEMICEIEICSESZIRL £, GetClusterinfo' XV
YREFERTZ ' TOCANRT LIS e 2RI 2-OICO AT LER=) VI TEEY

INTA—H

CDAYV Y RDATNNTA=BIFIRDEED TS,

Al atEA ZAAILET 77 4L ME WA
KeyProviderlD RT3 KMIP +— ¥ NP LW R

JONA4EZDID,

RDfE
DXV RICIKEDEIZHD & Ao

e
ZOXY Y ROBRAERICRLET,

"method": "EnableEncryptionAtRest",
"params": {},
"id": 1
}
Xl

DXV v KD EnableEncryptionAtRest XV v RDIGEFIERICREL X9,
Ao
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"id": 1,
"result": {}

GetClusterinfo T S XX DRET —XZDOBSILEZEBMCL TVWSE. RET—XOBESI{LORE (T

encryptionAtRestState | ) (& lenabling 1 EHAINE T, RET—RXOESLOBEMEHITET TS L. &

IN3IREEIT Tenabled | ICEDLD X T,

"id": 1,
"result": {
"clusterInfo": {

"attributes": { },
"encryptionAtRestState": "enabling",

"ensemble": |
"10.10.5.94",
"10.10.5.107",
"10.10.5.108"

I

"mvip": "192.168.138.209",

"mvipNodeID": 1,

"name": "Marshall",

"repCount": 2,

"svip": "10.10.7.209",
"svipNodeID": 1,
"uniqueID": "91dt"

MREEAN—I 3>

9.6
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* "GetClusterinfo ZER L £ 9"
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GetClientCertificateSignRequest

[ GetClientCertificateSignRequest 1 XV v RZFHT 3 . FIAEEXREKRZERT
TEJ, iEAAEBLEKIE. FBEBICL > TEBHRTIN. V7 XEDU A7 MiERAE
ZERTETET, BRMNTHAAEEIE. AL —ERCOBEICH T EEMERTHILYT
BIHICWETT,

INTAX—A
DXV Y RICIEATINS XA —RIEHD £ Ao

RD1{E

COXYVY RORDEIFRODEED T,

$aHl BT ZANLEY
clientCertificateSignRequest PEM F2= Base64 T> 11— R pra==2l!
PKCS#10 X.509 7 5 77> hEERR
EDELEK,
Z KA

DXy FOERAZRISILET,

"method": "GetClientCertificateSignRequest",
"params": {
by

"id": 1

}

eyl

DXy FORERZRICTLET,

"id": 1,
"result":
{
"clientCertificateSignRequest":
"MIIByjCCATMCAQAWGYkxCzAJBgNVBAYTAlVTMRMWEQYDVQQIEWPDYWxpZm9ybm. . . "
}
}
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GetKeyProviderKmip

GetKeyProviderKmip XV v FZ{EH 9 % &. 187E L 7= Key Management Interoperability
Protocol (KMIP) F—ONAAICEAT 3 BEHRZEIETETEI,

INTA—H

CDXY Y RDAINTA—=ZRIERDEED T,

2T A ZANDLFET 77 4L ME WA
KeyProviderlD 1G9 % KMIP +— ¥ N 0
TaONAE4 4TI
2bDID,
RD1E

CDOAY Y FORDBIFRDEEDTY,

%Al Bz ZANILET

kmipKeyProvider DWIFNHTY BRINf-F—FONIADEEME "KeyProviderkKmip”
ATV b,

ZRA
COXY Y ROBRAERISRLES,

"method": "GetKeyProviderKmip",
"params": {
"keyProviderID": 15
by
"id": 1
}

=

DAYy ROREFZRISRLET

;/

4
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"id": 1,
"result":
{
"kmipKeyProvider": {
"keyProviderID": 15,

"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": [

1
I
"keyProviderName": "ProviderName"

HREAN—T 3>
11.7

GetKeyServerKmip

GetKeyServerKmip XV v RZ RT3 &. 57 L /= Key Management Interoperability
Protocol (KMIP) F—H—/NICEAT 3 IBHREBETET X9,

INTA—H

CDAYV Y RDATNNTA—=RIFIRDEED TT,

Rl B ZANLEY T 7 #I) ~ME AR

KeyServerlD BRZIRY KMIP F+  E# B L (=AW
_-U-_/\UD |D o

RbE

COAY Y FORDEIFRDEEDTY,

e2E]l B ZANLEY
kmipKeyServer BEREINI=F——N\DFMAESE "KeyServerKmip"

CHATIxTV b
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KA
COXVy ROERFZRICRLET,

"method": "GetKeyServerKmip",
"params": {
"keyServerID": 15
by
"id": 1
}

=P
ZOXY v ROBEFERICSRLET.

g/

U

"id": 1,
"result":
{
"kmipKeyServer": {

"kmipCaCertificate"

: "MIICPDCCAaUCEDyRMcsf9tAbDpg40ES/E. .. ",

"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"

I
"keyProviderID":1,
"kmipKeyServerName"
"keyServerID":15
"kmipKeyServerPort"

:"keyserverName",

3L,

"kmipClientCertificate":"dKkkirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true

HIREAN—g Y
1.7

GetSoftwareEncryptionAtRestInfo

GetSoftwareEncryptionAtRestinfo XV v RZFERT 2 . 75 REDMMRET—XDES
BICERT3Y I b7 ORET—RXZ2BS{ETET XTI,
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TDOXY Y RICIBANNTG A—23BD Ao

RD1E

COXYV Y RORDEIFRODEED T,

INTAX—R 5rEH ZANILET
masterKeylnfo DJEIZEIR IREDY 7 U = 7fR7FE  EncryptionKeylnfo
LEY T—AES{EY R —F

—ICBAY 31EH.

rekeyMasterKeyAsyncRes IRFE F /- I3BFHDF—Z EBH

ultiD BAE (FET3558)
DOIEFEHER ID (F72H!
BREINTULARWES
) o T GetAsyncResult |
DOEAICIF LWL X
2—F—|Z7 31ER
& mVLWF—ICEAT 3B
wAMmEn T
keyToDecommission 1 7
1—ILEREENF T,

REE BEOVI LI TR XFF
FT— 2 DEESLIRE,
BWREE T1xx—7
L1 Fld T1x—7
JL1 T9Y,

A D RET—2DY T bYT  BE
TRESNEMCRD T
VIR T3 N—Y 3
~ES,
el
ZOXY Y FOBRAZERISRLE T,
{

"method": "getsoftwareencryptionatrestinfo"

}

=l
ZDORY Y ROGERERISRLET,

g/

U
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"id": 1,

"result": {

"masterKeyInfo": {
"keyCreatedTime": "2021-09-20T23:15:562",
"keyID": "4d80a629-allb-40ab-8b30-d66dd5647cEtd",
"keyManagementType": "internal"

by

"state": "enabled",

"version": 1

HREAN— Y

12.3

HMICOWTIE. CB6H BTV

* "SolidFire 8LV Element V7 bz 7D RFa X R"

* "BEID/N— 3 > D NetApp SolidFire HEaH KV Element HRICBIT A RF a2 X~

ListKeyProvidersKmip

ListKeyProviderskmip XV w FZz{EHT 5 . BIED T NTD Key Management
Interoperability Protocol (KMIP) F—2ONA 4D X M EEETETET, BMD/N
TRX—RZIBEIT S LT VRNZ T IIWNR)VITTEEXT,

INTX—2R

CDXYY RDAINTA=ZIIRDEED T,
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"method": "ListKeyProvidersKmip",
"params": {1},

"id": 1

}

=
COXY Y ROBERFERISRLET.

g/

U

"id": 1,
"result":
{
"kmipKeyProviders": [
{
"keyProviderID": 15,

"kmipCapabilities": "SSL",
"keyProviderIsActive": true,
"keyServerIDs": |

1
I
"keyProviderName": "KeyProviderl"
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"method": "ListKeyServersKmip",
"params": {1},

"id": 1

}

=
COXY Y ROBERFERISRLET.

=
g/

"kmipKeyServers": [
{
"kmipKeyServerName": "keyserverName",
"kmipClientCertificate": "dKkkirWmnWXbjoT/UWZYB20oK0z5...",

"keyServerID": 15,
"kmipAssignedProviderIsActive": true,
"kmipKeyServerPort": 5696,
"kmipCaCertificate": "MIICPDCCAaUCEDyRMcsf9tAbDpgq4OES/E...",
"kmipKeyServerHostnames": [
"serverl.hostname.com", "server2.hostname.com"

1,
"keyProviderID": 1

MHREAN—I 3>
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kmipKeyServer TEIN-F—H—N0EFEEES  "KeyServerKmip"
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KRG
COXVy ROERFZRICRLET,

"method": "ModifyKeyServerKmip",
"params": {
"keyServerID": 15

"kmipCaCertificate": "CPDCCRAaUCEDyRMcsf9tAbDpgdOES/E. ..
"kmipClientCertificate": "kirWmnWXbj9T/UWZYB20K0z5...",
"kmipKeyServerHostnames" : ["serverl.hostname.com",
"server?2.hostname.com"],
"kmipKeyServerName" : "keyserverName",
"kmipKeyServerPort" : 5696
y
"id": 1

}

=

DAYy ROREFZRICRLET,

g/

4
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"id": 1,
"result":
{

"kmipKeyServer": {
"kmipCaCertificate":"CPDCCAaUCEDyRMcsf9tAbDpgdO0ES/E...",
"kmipKeyServerHostnames": [

"serverl.hostname.com", "server2.hostname.com"

1,

"keyProviderID":1,
"kmipKeyServerName":"keyserverName",

"keyServerID":1

"kmipKeyServerPort":1,

"kmipClientCertificate" :"kirWmnWXbj9T/UWZYB20K0z5...",
"kmipAssignedProviderIsActive":true
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RekeySoftwareEncryptionAtRestMasterKey
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{

"method": "rekeysoftwareencryptionatrestmasterkey",

"params": {
"keyManagementType": "external",
"keyProviderID": "<ID number>"
}
}
el

DAV Y FDREFZRISRLET

"asyncHandle": 1

HIREAN—3 Y
12.3
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RemoveKeyServerFromProviderKmip
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"method": "RemoveKeyServerFromProviderKmip",
"params": {
"keyServerID": 1
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"method": "SignSshKeys",
"params": {
"duration": 2,
"publicKey":<string>
bo
"id": 1
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"id": null,
"result": {
"signedKeys": {
"keygen status": <keygen status>,
"signed public key": <signed public_ key>
}
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