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i) Guest File Restore
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&+ Attach Virtual Disk

| = Detach Virtual Disk !
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[ n m [x)
: Search a backup
2. Select scopo —
Search for Backups Q Y
3. Select location
4. Summary Available backups (This kst shows primary backups. You can modify the filter 1o display primary and secondary backups. )
Name Backup Time Mounted Policy ViMware Snapshot
SnapCenter_10-18-_.  10/18/2019 11:0.0 Mo Hourty Yes -
SnapCenter_10-18- . 10/1872019 10:0:0 No Hourly Yes
SnapCenter_10-18- 1011872018 9:0:0 AM  No Hourly Yes
SnapCenter_10-18- 10/1872019 8:0.0 AM | No Hourty Yes
SnapCenter_10-18- 101872019 T:0:0 AM  No Hourly Yes
SnapCenter_10-18- 11872019 6:0.0 AM | No Hourly Yes
SnapCenter_10-18- 10/18/2019 5000 AM  No Hourly Yes
SnapCenter_10-18- 10/18/2019 4000 AM | No Hourly Yas
SnapCenter_10-18- 10/18/2010 3:000 AM  No Houriy Yes
SnapCenter_10-18- 10/18/2019 22000 AM  No Hourly Yes
SnapCenter_10-18- 10/18/2019 1:38:3 Mo Hourly Yes
SnapCenter_10-18-.. 10/18/20191.303... No Hourty Yes -
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Il Restore

+" 1. Select backup

2. Select scope

J. Select location

4. Summary

Restore scope Entire virtual machine -
Restored VM name WannaCry-2016-1

ESXi host name 172.21.211.10 -
Restart VM 74

4 [T 1ZI7Vw I LT En/OEXzMBLET,

|Bani-<_\ |_N§‘ |_ﬁr15.-'.i" ] [_Canceli

|r“ Restore

+ 1. Select backup
+" 2. Select scope

+" 3. Select location

Virtual machine to be restored
Backup name
Restart virtual machine

ESXi host to be used to mount the backup

WannaCry-2016-1
SnapCenter_10-18-2019_01.30.35.0093
Yes

172.21.211.10

": Thig virtual machine will be powered down during the process.
.

| Back | [ Next | [ Finish | | Cancet |

S VM EZDT7AIMNIRRTEINET,
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Restore Volume

Volume 'cifs_volume' will be restored using the Snapshot copy 'before_attack_cifs' ?

All changes made after this Snapshot copy was created will be lost.

Restore volume from this Snapshot copy.

ox
3. JURKTRRICCIFS HBEZKRTRT S
2| 4 0=I Drive Tools  fpolicy_share (\\192.168.204.101) (Z?)
Home Share View Manage
= v /4 == > ThisPC » fpolicy_share (\\192.168.204.101) (Z:)
Name B Date medified Type Size
7 Quick access
Documents 10/16/2019 3:53 AM  File folder
[ Desktop 4 _
Test Data 10/14/2019 9:36 AM  File folder
" Rowilands " ‘? Ransomware.WannaCry 10/14/2019 1:29 AM  Compressed (zipp... 3,400 KB
5] Documents  #  [3] seftwarelmage-1 10/14/2019 1:45AM  Disc Image File 1,048,576 KB
=] Pictures * Softwarelmage-2 10/14/2019 1:47 AM  Disc Image File 1,048,576 KB
B This PC lél Softwarelmage-3 10/14/2019 1:48 AM  Disc Image File 1,048,576 KB
o u Softwarelmage-4 10/14/2019 1:45 AM  Disc Image File 1,048,576 KB
r.'_‘ Network @ Softwarelmage-5 10/14/2019 1:50 AM  Disc Image File 1,048,576 KB
[ ] WorkDoc-1.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB
[:] WorkDoc-2.pdf 10/14/2018 1:33 AM  PDF File 5,120 KB
D WorkDoc-3.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB
D WorkDoc-4.pdf 10/14/2019 1:33 AM  PDF File 5,120 KB
[ ] workDoc-5.pdf 10/14/2019 1:33 AM  PDF File 5120KB
[ ] WorkDoc-6.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB
[ ] WorkDoc-7.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB
[ ] WorkDoc-8.pdf 10/14/2019 1:33 AM  PDF File 5120 KB
D WorkDoc-9.pdf 10/14/2019 1:39 AM  PDF File 5,120 KB
[] WorkDoc-10.pdf 10/14/2019 1:39 AM  PDF File 5,120KB

7—2Z2 : WannaCry (VMDD T 71 )L AT L%ZBES{L L. FPolicy TRETNTWLWEAIvEYTTh
fc CIFS £BZzHiEStLL S LET

Bk

* FPolicy Z 3% *

CIFS £7Z FPolicy #58%E 93 ICI3. ONTAP /S XX TROITY REEFLE T,
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vserver fpolicy policy event create -vserver infra svm -event-name
Ransomware event -protocol cifs -file-operations create, rename,write, open
vserver fpolicy policy create -vserver infra svm -policy-name

Ransomware policy -events Ransomware event -engine native

vserver fpolicy policy scope create -vserver infra svm -policy-name
Ransomware policy -shares-to-include fpolicy share -file-extensions-to
—-include WNCRY, Locky,ad4c

vserver fpolicy enable -vserver infra svm -policy-name Ransomware policy
-sequence-number 1

C DR —TIlE. ILERFH WNCRY ¢ Locky . B&UWaddc DT 71 )L, 7 71 )URIEDIERR. BEIE
B, EFAAH. FLIFAC A TEEE A,

WEHO T 7MINDRAT—RAREZRTLET, Z77T7IIIEEBSLEINTEST. 2U—2EBIIATLICHD F
S

WannaCry-2016-1 Enforce US Keyboard Layout | View Fullscreen | Send Ciri+Alt+Delete

DriveTools  fpolicy_share (\\192,168.204.101) (Z:)
Recycle Bin Share View ome Share View Manage

» ThisPC » Documents » fpolicy_share (\\192.168.204,101) (Z)

' # Quick access # Quick access "
A - 14/201 ocuments
B Deskisp | WorkDoc-1.pdf 3 Desktop s

WorkDoc-2.pdf 101472 A Test Data
¥ Downloads 3 l".‘urkDuc-S.;df 10014, ¥ Dimeloads Ransomware.WannaCry
2| Documents WorkDoc-4.pdf 11301 A & Documents Softwarelmage-1
| Pictures ¢ | WorkDoc-S.pdf 14/2 o=| Pictures Softwarelmage-2
| WorkDoc-6.pdf I3 This PC :
WorkDoc-7.pdf 14/2 A Softwarelmage-4
¥ Network WorkDoc-8.pdf gomigtagy @ Network Softwarelmage-5

— Softwarelmage-3
= This PC

WorkDoc-9.pdf 10/14/2 | WorkDoc-1.pdf
WorkDoc-10.pdf 412019 1:39/ WorkDoc-2.pdf
WorkDoc-11.pdf 4/2019 A WorkDoc-3.pdf
| WorkDoc-12.pdf 14/2 A WorkDoc-4.pdf
WorkDoc-13.pdf 4/201 A WorkDoc-5.pdf
| WorkDoc-14.pdf 14 40 A WorkDoc-6,pdf
WorkDec-15.pdf 01472 404 WorkDoc-7.pdf
WorkDoc-16.pdf 0n4/2 A WorkDoc-8.pdf
WorkDoc-17.pdf 1014 40/ WorkDoc-0,pdf
WorkDoc-18.pdf 4/2019 1:40 A WorkDoc-10.pdf
WorkDoc-19.pdf
| WorkDoc-20.pdf
WorkDec-21.pdf

VM ED 7 71 IILHBEES{LEINE T, WannaCry YILT T 7 CIFSEBERAD 7 71 IILDOBES{b 2 KA F T
M. FPolicy (7 71 IIADZEEZHRT XTI,
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WannaCry-2016-1 Enforce US Keyboard Layout Send Cirl+Alt+Delete

Share Share View

4 & » ThisPC » Documents « fpolicy_share (\\192.168.204.101) (Z) » Decuments

o Quick access
B Desktop B Desktop
& Downloads & Downloads

2] Decuments ¢ WorkDoc-2.pdf WNCRY 4/20191:39 4 = Documents | WorkDoc-2.pdf

o Quick access
@Please Read_Me®@

&= Pictures | WorkDoc-3.pdf WNCRY 4, 1:39 4 = Pictures WorkDoc-3.pdf
£ This PC WorkDoc-4pdf WNCRY 1 ' ThispC WorkDoc-4.pdf
- i i

WorkDoc-5.pdf WNCRY 4 1:35 4 WorkDoc-3.pdf

¥ Network WorkDoc-6.pdf WNCRY 42019 1:394 g Network WorkDoc-6.pdf
WorkDoc-7.pdf WNCRY /2019 1:39 4 WorkDoc-7.pdf

WorkDoc-8.pdf WNCRY 4/2019 1:394 WorkDoc-8.pdf

WorkDoc-9.pdf WNCRY 4/2019 1:39 4 WorkDoc-9.pdf

X WorkDoc-10.pdf

WorkDoc-11.pdf
WorkDoc-12.pdf
WorkDoc-13.pdf
WorkDoc-14.pdf
WorkDoc-15.pdf

Ooops, your files have been encrypted!

What Happened to My Computer?
'Your important files are encrypted.

I Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to WorkDoc-16,pdf
recover your files, but do not waste your time. Nobody can recover your files without | WorkDoc-17.pdf
M our decryption service. WorkDoc-18.pdf

WorkDoc-19.pdf

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

\ ou can decrypt some Dl'vm.lr ﬁ]es for free. Try now by clicking <Decrypt>.
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Snapshot AE—M X T a—)Lik. BEEEIRRSR (RPO) % EMRITALSICKETET £, Snapshot K
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