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Deploy OVF Template Review details <

Verify the template details.
1 Select an OVF template

Publisher Sectigo Public Code Signing_CA R36 (Trusted certificate)
2 Select a name and folder

Product Keystone-Collector
3 Select a compute resource Version 3.12.31910

Vendor NetApp
o el Download size 1.7 GB

Size on disk 3.9 GB (thin provisioned)

19.5 GB (thick provisioned)

CANCEL BACK NEXT

8. *OVF > FL—bDFT 7O * T4 —RD AF7v T 5T, VM ZREFT2EFREIEELE T,
9. XFv 7 6T. VMAMERT 3Ly hT—UEBIRLET,

10. 279777V 7L— hOARZIA X T BEEI—F— TAYY FOMBFY hT—2 FRLRE
NRT—REEELET,

BIEE/NRT— Ri&. vCentre [ICA[FHR THREFES . VMware vSphere > 2 7 LD HIHA
TOVCAERETR1HODT— X Ty TERBRE LTERTZ2HENHDET, V

() T ITOmmERRC. COEBE XU REEETIRENBD FT. IPvA TR
LAOY Ty b YZXVIF CIDRREBTHEEI BHENHD XTI, L xE. ¥TxRv b
Y A7 255.255.255.0 DHEIHME 24 ZERAL £9,

M. *OVF T 7L —bOF7O1*" 04— RD_XT7v 7 87T #E_T. BHEESRL. OVAT7O1D
INTAXA—=ZDELLERETNTVWA 2R LET,

VM BT FL— 5T 7O . EBEAA VICHE TS5 VMAD SSHE vy 3 >#2E. —BEBMA
BTBEEOERBREEALTOY 1> L. VM DB OEFBHIATETTCWVWBR 2 EELET,

IERS X T L&Y

OVA %@ U TRER & ifzKeystone Collector t—/N\—DHJEA#ER Z 1T 5 ICIE. VMware vSphere & X 7 LA TR
DOFIEZHRTLE T,



Li

BAMNTET L5, Keystone Collector BI2X—FJ)L A—H— A >Z—T A X (TUl) 21—

@ TA4UT4ZFEALT. BRSLUVERTITAETAZRITTETEY, Enter F—PXREIF
—REDTFIFARF—FR—FR A bO-IZFERLT. 7723 %EFERL. COTUIR%E
BEITETET,

. Keystone Collector  —/N\—AD SSH v 3>V ZHRET T, ERdTdL. BEENIT—RFEEH TS

FOITROONE T, BBICKCTEBENRT—FOEHZTETLET,

TULICT7 72X T BICIE FILWARD—RZEALTOJA Y LET, OJ1>FTBHL. TUI HRERE
nx9,

HB3ZWE UTOAT Y RZETLTEH TR ITZIECHTEFEXY, keystone-collector-tui CLI
v

PREIZIHLC T, TUIL D *BE] > [y F7 =212 0> 3 T7OF > OFlZRELE T,

W > ATL 223> Ty PATLDERRAME. B BEUNTP H—N—ZEBHL X9,

XTFIVZA>ALIZ—DEH AT a > EFEALT. KeystonedL IV X—%FHL£9, FHE.
Keystone Collector B2 TUl 1— 7« U T ZHEBL TEEZEAL X7,

nux> X 7 L |CKeystone Collectorz 1 > X k—J)L§ 3

RPM F 7zI& Debian /N —>%Z{EHA L T. Keystone Collector ¥/ 7 k7 £ 77 % Linux
H—N—ICAVRAF=ILTELXY, Linux T4 AMNJE2—>3 IR ETAIYR M—
ILFIBICHEWVE T,
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RPMOfER

1.
2

Keystone Collectorty —/N\—(|ZSSHTH#EHi L. root &,

Keystone nfAEBSZ 1 Y R— b LE T,

# rpm --import https://keystone.netapp.com/repol/RPM-GPG-NetApp-Keystone-
20251020

RPM 7—#& X — X TKeystone Billing Platform 7 « > H—7F) > bz F v LT IELWAREE
BREN VR— SN TVWBR e ZHRLE T,

# rpm -ga gpg-pubkey --gf '%{Description}'|gpg --show-keys --fingerprint 1E
L WERUIRD K SICHD £,

9297 0DB6 0867 22E7 7646 E400 4493 5CBB C9E9 FEDC

A >O— K keystonerepo.rpm 7 71 .
curl -0 https://keystone.netapp.com/repol/keystonerepo.rpm

7AILOEEEZHERELET,
rpm --checksig -v keystonerepo.rpm ZYID T 7 A ILDEBBLRAIFKRD L SICHED T,
Header V4 RSA/SHAS512 Signature, key ID c9e9fedc: OK

YUMY 7 b7 URS ) T7AILZA VA M=ILLET,

# yum install keystonerepo.rpm

Keystone U R RN VA M=)LENicH. YUM Ny T —2 37— v —%Z AL T keystone-
collector N\ —S %A A M—ILLEFET,

# yum install keystone-collector

Red Hat Enterprise Linux 9 D& 1&. XD AV > K% 31T L T keystone-collector /N7 —J % A >
A l\ —'}l/ Lx i 3_0

# yum install keystone-collector-rhel9

DebianD{EF

1.

Keystone Collectortf —/\—|CSSHTH#ESi L. root &,

“sudo su

A >O— K keystone-sw-repo.deb 77 JL:
‘curl -0 https://keystone.netapp.com/downloads/keystone-sw-repo.deb

KeystoneV 7 b7 VRIS M) T7AI)LEA VA M—ILLET,
# dpkg -i keystone-sw-repo.deb

INVTr— DA RNEEHLED,
# apt-get update

Keystone DRI UMM VX —=)LENT5. keystone-collector /N7 —S% A4 VA M—=)LLE

ER
# apt-get install keystone-collector
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https://keystone.netapp.com/repo1/keystonerepo.rpm
https://keystone.netapp.com/repo1/keystonerepo.rpm
https://keystone.netapp.com/downloads/keystone-sw-repo.deb
https://keystone.netapp.com/downloads/keystone-sw-repo.deb
https://keystone.netapp.com/downloads/keystone-sw-repo.deb
https://keystone.netapp.com/downloads/keystone-sw-repo.deb
https://keystone.netapp.com/downloads/keystone-sw-repo.deb

AVAR=ILHET T3 L. Keystone Collector BEEEX—ZFJ)L A—HF— AV EZ—T 1R
TUN =T« U T ZEBALT. BRBLUVERT7 IV T ET s ZRITTEXY, Enter ¥—

() »EEF—BrocEFEaF—A£—F IV FO-LEBALT. A7 3 VEBRL. <0
TUIAZRBENITE X9, B3 "Keystone Collector 18§ 2" LTV AT LDESEZEIRT
Z"BEHRICOVTIL,

KeystoneY 7 k7 = 77 D BENHEEE

KeystoneJ7/R k) (X, KeystoneV 7 b U = 7 DEEM = BEIMICIRIET 3 & S ICHER
SNTWBEH., B TERDOY I 8Dz T7DHDTA MIAVAM=ILENET,

Keystone YUMU RIS RO SA4 7> FREIE. keystonerepo.rpm #HlcPcF v I/ ZFAT

3 ("gpgcheck=1) BNCDURI FIEBL TR I VO—RSINLEIRTOY 7 b Tz 7ICEASINE T,
Keystone J R R UMNSATYO—RLIERPM D55, BRREICKBLIEBDIEA VI M—ILENEE
Ao " DIEEEIZ. Keystone Collector D X ¥ a— LS NI-BEIFEHERETHERA SN, BWTERDOY I +D
ITT7DHEDYAMMIAVAR=ILENBLSICEDET,

Keystone Collector Z1&p{ 9 3

Keystone Collector X b L —PIRIBEDFEARRAT — X ZINETET DL DICT BICIE.
WS DD DR AV ERT IIREBENHD £, CHlF. REARIAVR—RVEET
7471l AML—CRIBICEAERITZ 1EBRODYIT1ET A T,

* Keystone Collector |Zid. BB LVERT V71 ET 1 21T 378 DKeystone
Collector B —IFJ)L A—H— A VX —T A X (TU) A—FT1 U T4 DHBEEIATL
¥9, Enter F—XHF—REDIEFIFLF—FA—RFR 2> bO—-ILEZFERLT. 77
@ vavERIRL. COTUIREBEITEET,

* Keystone Collector |&. 1 >R —Fw M7 VA TERVEBBEITICEBRTEEX I, Ch
F A= 14k £E TFAR=—F T—F EHBEENFT, FHICOVTIE. UATFZ
BRLTLLIEIV, "TT1R— FE— R DKeystone" o

Fl&
1. Keystone Collector B2 TUl 2—F s U T EE#HL £,

S keystone-collector-tui

2. [#8mX] > [KS-Collector] IC#5&) L TKeystone Collector iEEE%=H . BHICEATE A > av%E
®*RLEY,

3. MEBLA T avaBHLET,
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<strong> ONTAP D15 & </strong>

° * ONTAP DERRRDINE* DA T a3tk D, ONTAPOERRRT — X DUEHLBIMIC
D F£9, Active IQ Unified Manager (Unified Manager) 4 —/\—H%—EX 7H o> ~ DA
ZEBML XY,

°*ONTAPN T #—I VR T—RDWNE: CDOAT>avIicED. ONTAPO/NT #—I VR T—

ZDOUWENBMICHED EFT, CAUET T AL FTIFERICHE->TVWET, SLAOBMTERIET
NT =XV AERHPURERIZEIE. COF T a>EBMLET, Unified Manager 7 —%4
N—R A= ThHOVrDOFERZANLE S, T—ER—XA—HF—DERICDOVTIE.
THBBLTLETV, "Unified Manager 11— —%{Epd 3" o

AT —ZDHIER: DA T 3 VIFBEEDOREDBAT —ZZHIFRL. 77 4L b TEMICE
DTWVWET, COFTZarhBMIIBE>TVBHZRICA NI Y IDSIRASN S T —XDFFH
IC2VWTIE. UTFZERLTLEEET W, "BAT—2DINEZFIET 3",

<strong> StorageGRID M35 & </strong>

° * StorageGRID OFEARRDOINE*: COA T avIicED. /— ROFEARTEOFMOINENE
TR DET, StorageGRID./ —R ZRL R IA—H—DFMl%EEML X7,

*BAT—RZDHIER: COF TS a VIZBEDHEDBAT —2ZHIKRL. T7 4L b TEMICK
STWET. COA T2 arhBEMIB>TVBRHEICA M) v IDSIHEASTNSE T —XDFH
ICDWTIE. UTFZBRLTLEET W, "BEAT—2DINEZFIRET 5",

4. > X5 I\ T KS-Collector Zi{cE) 71+ —ILRZYIDEZ £ 7,
S [MREFEIZEVUYILE

ER
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NetApp Keystone Collector - Configure - KS Collector

Start KS-Collector with System
Collect ONTAP usage

Collect StorageGRID usage
sgadminnode.address
collector-user

Collect ONTAP Performance Data

sla-reporter

Remove Private Data
Standard
info
Tunables
Clear Config
Back

6. TUI DX VEEICED. H—EX X7—X X [5HRZHEZL T. Keystone Collector NIEEWIRETH S
CCEMESRELET, YATLTIE. Y—EXD 2 IEE REICHB D REINBIETT

Overall: Healthy
UM: Running

chronyd: Running
ks-collector: Running

7. 7R— LEE T [Exit to Shell] 7 7> 3 > %#EIRL T. Keystone Collector B TUI Z#&T L £,

Keystone Collector T HTTP 7OFX > %19 3

AL IB—=VYIT LD TIE A=y FEDBEICHTTP 7OF P OFERAZ T R—FLTVWET, Ch
IETUI TRETE XY,

FE

1. I TICEAL AN TLWBIEEIE. Keystone Collector B2 TUl 1—F 0 U T« ZBEHL F T,

$ keystone-collector-tui

2. HTTP 7OF Y 714 —ILRZFVICL T, FBEEMFMEARZEIE. HTTP 7OF> H—N—, R—Fr, &K
UERBIROFMZEMLEX I,

3. IRFEIZVUY I LF
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NetApp Keystone (Collector - Configure - Network

HTTP Proxy

Proxy Auth

BAT—XDREZFIRY S

Keystone Collector I&. 7R 01) 72 3 etz RTI D OICBERBESNIER. AT—XX. H&
UNT =V RERZWNELE T, Py FO—RENEOAVTUYDSHREBREYAITEHL T, &
TNBBHRESSICHRT 2 AT aohHbEFd, CNISEKRBOHAEICIIRELEFEA. 2120, 1BH%E
FRT DL, A a—LBBREI—F—DEEIZHNTEZ2—MOERNUUD ICBEZHRI SNZH. LR
— MBEROFEVWR T IICHE T I8N HD £,

BEDBERET —XDINE#FHIPRY % Z £id. Keystone Collector TUI EE CTHEMRIEER A >3 > Td, D
723> 1 F54R—F T—R2OHBRI 3. T7 I TEMCHE>TUVET,
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NetApp Keystone Collector - Configure - KS Collector

Start KS-Collector with System
Collect ONTAP usage
123323423 .1723

collector

[X]
[X]

Collect StorageGRID usage

Collect ONTAP Performance Data

Remove Private Data

Standard
info
Tunables

~ Config

ONTAP & StorageGRIDOMA TT A R— rF—RT7 7 X% HIR T IEICHRSNZEBRICDOVLWTIE. )
TEBRLTLLETV, EAT—FZADT7 7 IFRICEDEIRENIZIEEDY XA K,

HREZLI)IL— FCAZEFET D
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WINHTHBEZRERLTLETL,
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$ keystone-collector-tui
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*H AR LIL— NEEBHZED/NZX % #IR*T. - Unset -

Enter¥—ZL F9, sEAZENRZBRTZHDRA 70T Ry I ZARRRINE T,
T77A4INORTL TZ0HNSIL— MEBAEZEIRT 5D EEGNRZANLET,
Enter¥—Z# L F 9, *FHBEEICED £7,

10. *REZBIRLF . REMNBEBRINE T,

© © N O

@ CASERRZIFUTICOE—ENE T /opt/netapp/ks-collector/ca.pem Keystone
Collector % —/N— k.

NetApp Keystone Collector - Configure - Advanced

[ 1 Darksite Mode
[X] TLS Verify on Connections to Internet
[X] Enable custom root certificate
Select custom root certificate path:
- Unset |

[X] Finished Initial OVA Install
[X] Collector Auto-Update

Override Collector Images

Save

Back

INT A=A —E XL RILDOIER

Keystone Collector BI 2 TUl 1—F 4 U T ZFEALT. NT7+—<I VX H—EX LANJL (PSL) Z1ERLTE
9, TU ZFERLTPSLEERTDE. FNTF—IVAT—EX LANJLIZRESNTWSET 7 HILME
HEHFMNISEIRINS =%, Active IQ Unified Managerz{ER L T PSL ZER T 3BICC NS DIEZ FET
RELICBAICRETZIAEMDHZ TS —DrREMIEREINE T,

PSLOFHEICDOWTId. UTFZBRL TSIV, "N T #—I Y ZAT—EZLAJL",
H—EXLARNILOFMICOVTIE. UTZEBRL TV, "KeystoneDF—E XL AL,

FE
1. Keystone Collector B2 TUl 2—F s U T %L F 9,

$ keystone-collector-tui
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2. AIQUM BEiEZRBE< ICIE.  TConfigure>AlQUM) (ZEENL 7,

3 AIQUM N7 4= YR FOT77AIOER 77> a>EBMLET,

4. Active 1Q Unified Managertt —/N\—t d1—H%— 7AHU Y FOFEMZ AL EFT, CNS5DFFEMIE PSL DE
BRICHRETHD. RESNEFHA

NetApp Keystone Collector — Configure — AIQUM

[ 1 Enable Embedded UM
P4BMCreate AIQUM Performance Profiles

AIQUM Address:

AIQUM Username:

AIQUM Password:

Select Keystone version

Select Keystone Service Levels

Save
Back

Provide the details of the AIQUM server and user account.
These details are required to create the Performance Service Levels
in the specified AIQUM server and will not be stored.

5. * Keystone/N\—2 3 V& BEIR*DIFEIF. -unset-o,
6. Enter¥—%# L £9, Keystone DIN—2 3V EERTZ7HDAAT7OY Ry I ADBRRINET,
7. STaaS %5858 L TKeystone STaaS MDKeystone/N\— 3 > %#FEE L. Enter ¥—% L £ 95,
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NetApp Keystone Collector - Configure - AIQUM

Select Keystone version

AIQUM Ad| KFS
AIQUM Us| SYEEN
AIQUM Pa

Select K

Select K

Save
Back

Provide the details of the AIQUM server and user account.
These details are required to create the Performance Service Levels
in the specified AIQUM server and will not be stored.

Keystonett 7R 73> H—EX N=3 1 DOKFS A 7o 3 0 a@ifARRACEX
@ T Keystoneh 7RO 73> H—ERE BENT+—<Y VX H—EX LN, H

—E XM, RLRA)ICHE L TKeystone STaaS CIFBARD £, HHICDOWVT

&, "Keystonetr 7R T3> H—EX | /N=23 > 1",

8. I5TE SN fKeystone/N\— 3 > D * Keystoneth —E X LARJLDZFEIR* +F> 3 VAL, HR—k3INTL
2 IR TDKeystone/N T A —I VA H—EX LRILDBRREINET, VUAMDSRERNT+—I VR
H—EX LRILEBEMILET,
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NetApp Keystone Collector — Configure — AIQUM

[ 1 Enable Embedded UM
[X] Create AIQUM Performance Profiles
AIQUM Address:
AIQUM Username:
AIQUM Password:
Select Keystone version
Select Keystone Service Levels Extreme

Performance
Standard
Value

Save
Back

Provide the details of the AIQUM server and user account.
These details are required to create the Performance Service Levels
in the specified AIQUM server and will not be stored.

()  #HMONTI—TYRH—ER LALERBISERLT PSL AR TS T,

“MREFEERL. Enterzf LE T, NTF+—IV XA P—EX LRNILHBMERENE T,

STaaS D5 &L Premium-KS-STaaS. KFS D55 Extreme KFS 72 . 1ERx S 17z PSL I, Active 1Q
Unified Manager® /N7 #—< YA H—E X LRI R—ISTHERETETF T, ERINT PSLHBG %S
ELTVWAWGEIE. Z—XEBTIIICPSLEZZEETEE T, sFMlICOVWTIE. "N T+—<T > H
—EX LARILDOER EiRE"


https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html
https://docs.netapp.com/us-en/active-iq-unified-manager/storage-mgmt/task_create_and_edit_psls.html

Performance Service Levels @

View and manage the Performance Service Levels that you can assign to workloads.

= Filter
+ Add
Name A | Type Expected IOPS/TB = Peak IOPS/TB Absolute Minim...  Expected Latency  Capacity
Extreme - KFS User-defined 6144 12288 1000 1
Used: 0 bytes
=] Extreme - KS-STaaS  User-defined 6144 12288 1000 1
Used: 0 bytes
Overview
Description  Extreme - KS-STaaS
Added Date 1 Aug 2024, 18:08
Last Modified Date 1 Aug 2024, 18:08
(-] Premium...S-STaaS  User-defined 2048 4096 500 2

Used: 0 bytes
Overview
Description ~ Premium - KS-STaaS

Added Date 1 Aug 2024, 18:08
Last Modified Date 1 Aug 2024, 18:08

Workloads

Available: 263.85 TiB

Available: 283.85 TiB

Available: 283.85 TiB

BIRLIENT A=YV H—E R LARILD PSL A\ $EE ST 7-Active IQ Unified Manger H—
N—ICTTICHEETZ5EI1FE. BEEFR TS CIFTEFEFEA. €5LLD8THE. TF7—

AyE-—IUNKRREINF
ER

NetApp Keystone Collector — Configure — AIQUM

Warning

AIQUM Ad| Failed to create Performance Service Level for:
AIQUM Us| Extreme. Error: <Response [400]>

AIQUM Pa

Select K

Select K

<
Back

Provide the details of the AIQUM server and user account.

These details are required to create the Performance Service Levels

in the specified AIQUM server and will not be stored.
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Keystone ITOM Collector D1 > X b —LEH

ITOM Collector Z-1 > A b —JLF B3I PRTLICKERY 7 U 7h#ERINT
B, BDELGFRFGZINRNTHELLTWVWSR I ZEEL TSV,
ITOM JL 2 %— #%—/\— VM DOHIREH:
*HR—FINTVWEARL—T o VT P RT L
° Debian 12L4p#
° Windows Server 20164
° Ubuntu 20.04 LTSI
° Red Hat Enterprise Linux (RHEL) 8.x
° Red Hat Enterprise Linux 9.0 LAp%
° Amazon Linux 2023L4p%

@ WIRINZIARL—F 1 >4 > XF LlE. Debian 12. Windows Server 2016. F7=1&
FNLPEON— 32T,

)Y —AEH: BEEANRDNetApp/ — ROBICEDIC VMUY —IBHIIRODEHED T,
°2~10./—FK:4CPU. 8GBRAM. 40GB 7+ X7

°12~20/—R:8CPU. 16 GBRAM. 40GB 7+ X ¥

* BREY: BEENRTNA XICHEARDERT7HT R SNMP ASRESNTVWAZ ExERLET,
ITOM JL 48— H—/\— VM iZ. NetAppZ T XZ—H LV T RE— A1 vF (KL 35H8) LD
SNMP F 5w FRARELUY Syslog H—/N—C LTHERTI2HEDLHD £,

Xy hD—0EH
ITOM Collector D%y T —0BHEZRORICKILET,

Y —2 TATa4Fx—Yary FOk3L A=k &P
ITOMOL U &2 — NetApp ONTAPZ < HTTPS. SNMP TCP 443, UDP 161 ONTAPO> kO—
ASEE P ZDEER
NetApp ONTAPZ <5 ITOMOL U X — SNMP. Syslog UDP 162. UDP 514 O> rO—35H'5
AZBELV/—FE DSNMP kv
®IP & Syslog
ITOMadL o %2 — U5 2AB—1vF SNMP UDP 161 21y FDER
J528—RAyF ITOMILZZ—  SNMP. Syslog UDP 162. UDP 514 XA v FH5
DSNMP 5 v 7
Z Syslog
ITOMOL 44—  StorageGRID./— K HTTPS. SNMP TCP 443, UDP 161 StorageGRID
DIP DSNMPE:1R
StorageGRID./ —F ITOMOL % — SNMP. Syslog UDP 162. UDP 514 StorageGRIDH*5

DIP DSNMP k5w
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ITOMOL o % — Keystoned L #— SSH. HTTPS. SN TCP 22, TCP 443 Keystone Collector

MP . UDP 161 DEREVE—ME
IE
ITOMOL o % — O—7JLDNS DNS UDP 53 INT VDo FIE~
S A N— ~RDNSH —
Ex
ITOMaL o %— R LIENTPH—/\ NTP UDP 123 EEEE

Linux> X 7 Ll_Keystone ITOM Collectorz -1 > X k—J)L 9 3

ARL=CBEROXAN) v T—2%URE&E T 3 ITOM Collector 1 > X k=)L BIC
. WSOHODFIEZETLEFT, BEHFICIKEHL T Windows ¥ X7 L F7=ld Linux X
TLICAVAM=ILTEEXI,

@ Keystonetf7R— kb F—LI&. ITOM Collector &y b7y T T 70 IL2A D> O—R$ 378
DEW) VO ERBHLEI IO, CDUUIF 2 BRETEMERMNTINE T,

Windows X 7 LIZITOM Collectorz 1 > X k—J)LF B, "Windows 27 LIZITOM Collectorz -1 > A
—)L@'%" o

Linux U —=N—ICYV T bz T7EA VA M=ILTBICIE. XOFIBICREWVE T,

FaY BaE0iC
* Linux T >YRX =)L XU T +TBoune Y TIILHMERTETZ e #EELET,

* 1> X k=)L vim-common'ITOM Collector v b7 v 7 7 A ILICKHEZR xxd /N1 F D ZEIE S 5/\y
7_90

* FE32(C “sudo package'ITOM Collector ZFE)L— b A—H— L TERITIBZIFEDHBEIETI VA =)L E
nxd,

Flig
1. ITOM OL 92—ty b7y T7AI)L% Linux Y —/N\—IC& o >O—RLET,
2. H—N—LETH—ZIFIZRHE. XOOAIYVRERTLTHEREZZTEL. N1 F)ERTEREICLET,

# chmod +x <installer file name>.bin

B XOAVTYRZE[IFTLT. ITOM AL IEZ—DEYy TPy T J71IL%2EEIL £,

#./<installer file name>.bin

4 vy b7y T T7A0INERTITRE. ROTFOAY T EHARREINE T,
a. TYRI—%—ERAFFHESN (EULA) ICRELE T,
b. 1> b—ILOaA—H—FEEANILEFT,
CAVAM—IBTALYNIEBELET.
d ALIVZ—0H 1 X% BERLET,
e ZEHIZ5EIE. TOFOFMZAILET,

B7OYTIMMIFLT, TIAIIN MDA T 3 UHRTINE T, JFBEFEDSLGWVERD, 77 1)L
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N AT VEBIRIZCZBEDLET, 774 MDA T3 0% EIRT BICIE. Enter F
— L TLIETV, 41X M=ILATET TS L. ITOM Collector BIEEICA VR b=ILEni=C &
HEHERITDIAvE—IUHARRINET,

cITOMOL 242 —Dty b 7w T 71)LIE. ‘letc/sudoers H—E ZDBEIEENE XE &
STENMEBLET,

@ * Linux Y —/\—I(Z ITOM Collector 1 > X b—JL§ B . JL— ~&BR% L T ITOM Collector
ERITITBEODITOM EWST I bOI—HF—DERREINE T, floI—H—%F
IRLUED, root ELLTRITLIED TR EHTETEITHA Linux 1A=L RO Tk
ICK > TER SN ITOM A—H—ZFEIT353 2z HEHL £,

RDOFIRE

AR R=ILDEII LS. KeystonethR— b F—AISEKL T, ITOM HR—k R—ZJ)L%Z&L T ITOM
Collector D1 > R b—)LHRIN LT & ZHERR L TS 723 W\ #REER. Keystone7/R— b F—LAld. 7/
ZADRERERDERERE . ITOM Collector %) E— M TR L. BRHART LI-oEREXELET, &
RIPBINEIRIC DUV TIE. keystone.services@netapp.com £ TERBVLEHLE LT L,

Windows > X 7 Li|CKeystone ITOM Collector # 1 > X k—J)L 3§ %

ITOM Collector &y b7y T 7 )L24A o >0O—K L. InstallShield 7« %f— K% 3£
TLT. HNELEHEREBRZ AL T, Windows & X5 LI ITOM Collector -1 > X
I\—)Lbijo

@ Keystonetf 7R— &k F— LIk, ITOM Collector v b7y 7 77 I)LER 70— RT3
OFP) VI ERBLETH. COUTIE2 RBETEMERAITINE S,

BHICIHLCTLNUX Y RATLICA VA R=ILTEZX T, Linux> X7 LICITOM Collectorz 1 Y X b—JLF 3
(Cl&. "Linux> 25 LICITOM Collectors 1 > XA =)L T 3",

Windows H—/N\—(C ITOM OAL IR — VY IOz T7EA VA M—=ILTBICIE. ROFIBICHEWVWE T,

Fa 9 Ba0lc
Windows H—N\—DO—AJ)L EFXxa) 7o R I—REOO—AIL R —/2A—H—1EFDEID HT
T. ITOM Collector —EXIC H—EReLTAOJA Y HFRAIINTWVWER 2R LE T,
Fli&
1L ITOM L 242—0ty b7 v 774 )L% Windows H—/N\—ICA D >O—RLET,
2 vy b7y T7A0IL%EBEVWT, InstallShield Vs HF—REEEHL X,

3. Iy RA—H—fEAFHHEZEN (EULA) ICRIEL £9, InstallShield 7« ' — RIZHBHR/NA U ZHE
L. BEtSEROANERDE T,

4. ITOM Collector #1793 7H 7> FOEBERBHREANLEF T,

° ITOM Collector HMtiD Windows ' —/N\—%EB L TLWARWEEIE. O—AIL X7 LZHEHALE
ER

° ITOM Collector BAEI L K X+ DD Windows H—/N\N—%ZEH L TULWIESIE. O—HI/LEEEME
REEDORXTAY 7HOY bEERLET,

° ITOM Collector B’EIL K X1 VICE I AWMt Windows H—/N—ZEH L TWLWBIBSIE. O—HILE
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BET7HObZzERAL. O—HIILEEBEDERBHRTRI YV —RIZEHRELEXJ, ITOM Collector
CELHAWRYY — AR DFEIORIEZ TR T B30I, /INAT— RAHARTINICER S B WK D ICETE
TBRIEHLTEET,
5. AL UAX—DHY A ZXEBIRLET, T7AINMEIEY RV T T7AILICEDHERY 1 XTY, a4k
BHHARRWVED, HEY A X TEDHTLLIEET L,
6. 1A M—=IL%ZEBIRT BICIE. (AN EZBIRLET, BIFO 7AW A—%2FBIZ3cdH. BlOTH LY
—ZFBERTZCHTEE T, AT—FRXRYITRCA VA M=ILDETIRENRTEIN. TDEIC
[InstallShield 7« ' — KRN RTLELR] X1 707 Ry I IABRRTINET,

RDFIRE

AR R=ILHEII LS. KeystonethR— b F—LAISEKL T, ITOM H7R—k R—&)L%Z@EL T ITOM
Collector D1 > X =LA RIN LT & ZRERR L T 728V 1REER. Keystonet7/R— b F—LAlE. T/
ZADRERERDERERE . ITOM Collector % 1) E— M TR L. BRHART LI-oEREZXELEFT, CF
R EBMEIRICD UL TIE. keystone.services@netapp.com £ THEREWVEDELTZET L,

KeystoneDAutoSupportz 1&m{ 9 3

AutoSupport7TL X b XA Z X L%ZEAT 5HE. Keystone [FAutoSupport7 L X k
) T—RICEDVWTHERARRZAELF T, BRELBNELANILZREIRT SICIE.
ONTAPY Z ZAZHBXEINZBHD Y R—F /N> RILICKeystone T — X Z#HAHAT
& D ICAutoSupportZz 5RE T DMENH D £,

RAUHE
KeystoneT —3X % 58 3 & 5 ICAutoSupportZ F&E T B HIIC. RORITEFEL TSI,
* AutoSupportT L X kU AP 3>k, ONTAPCLI ZfEHL TREL 9, AutoSupportthr—EX &

2T7L (V524%) BEEO-IILOBEICOVTIE. UTEEBRBLTLLIEEV, "AutoSupport DEIE - 1]
B"ZLT"U S RAEEE LSYMEESE",

* KeystoneDIEFER T —RUNEZERICITS ICIE. TR T LEEBRHE LUEBDAUtoSupport/\> KL
ICEBHE T, AutoSupportth 7 X7 ADFHHICDOWTIZ. UATFTZBBL T LTV, "AutoSupportty 7
ATLEIE",

FlE

1. SRFLEBEI—H—r LT, SSH %#{#EMA L TKeystone ONTAPY S X&Z—|CO4 1> L ¥ 9, I
DWTIE. "SSHZFERB LTI ZREAANDT I R",

2 OJONBEELFI,

° ONTAP 9.16.1 AP TIix. XDOIAX Y R#EITLTAXOIJORNBEZZEELE T,

autosupport trigger modify -node * -autosupport-message
management.log -basic-additional

wafl, performance, snapshot,object store server,san,raid, snapmirror
-troubleshooting-additional wafl

72 XA H'MetroClustert DIHFE. KDIAX > FZRITLET,
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autosupport trigger modify -node * -autosupport-message
management.log -basic-additional

wafl, performance, snapshot,object store server,san,raid, snapmirror,met
rocluster -troubleshooting-additional wafl

° LBETDONTAPN—2 3 > DBEIF. ROAXY Y RE=RIFTLTAXOIORBZZEELE T,

autosupport trigger modify -node * -autosupport-message
management.log -basic-additional

wafl, performance, snapshot,platform,object store server, san,raid, snapm
irror -troubleshooting-additional wafl

75 A H'MetroClustertB DiHFS. KDIAX > FZEERTL T,

autosupport trigger modify -node * -autosupport-message management.log
-basic-additional

wafl, performance, snapshot,platform, object store server, san,raid, snapmirr
or,metrocluster -troubleshooting-additional wafl

CSEXROTDAREEETBICIE. ROATYREERTLET,

autosupport trigger modify -autosupport-message weekly
-troubleshooting-additional wafl -node *

COIOAY Y RDFEMICDOWLWTIL. "system node autosupport trigger modify" o

BReT7yIIL—F
Keystone Collector DL 4% B9 3

HTTP U IR b Y R— b I 23FEEDERS AT L%ZFERL T, Keystone Collector
DREEMZEFRTETET. ANLRAZEHRTSZZET. KeystoneXA Y2 a/R—RTT7—24&
EREATEDZLSICHDET,

T 7 #JL b TlE. KeystoneNJL X H—E X, localhost AAD IP h5 DESiEZIFANEE A Keystone
ANJLRIT Y RRA > b /uber/health. Keystone Collectortf —/N\—DIARTDA VR —T T —XADR—
FCUYRYLET 7777, VT V%RRITITHE. TVRKRAY MDD SIEE L LT, Keystone Collector & X
TLDRT—RRA%ZRY JSON HAZBEL HTTP BRZXT—R X I—RMREINEFT, JSONKEKII.
‘is_healthy BT —IJLMETHD. AVR—2Y FTEDOFEFMBRXT—42 X1 X ;& "component_details’ @
M. RiCHlZzRLET,
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$ curl http://127.0.0.1:7777/uber/health
{"is healthy": true, "component details": {"vicmet": "Running", "ks-
collector": "Running", "ks-billing": "Running", "chronyd": "Running"}}

RDRAT—HRZX A= FHBRENE T,

* 200 BERXARDINRNTOIAVR—R VY MHEBTH B EZRLET
*503: 1 DU LEQAVR—RY FHEBTHRVWCEZTRLET

*403 NIRRT —RAZBELTWVWA HTTP 25147V D BFRISNcry D —2 CIDR®D X +
TH allow JZAMIBENTVWRVWIEZRLET,. COXT—HADBFE. BRERIGRINEE
Ao allow V) A MF. *v b7 —2 CIDR ARZFERLT. £DxRy bT—2 F/\1 XHKeystoneNJL X
SRATLEBETEZHZFHHELET, COITS—HEELIHEIE. * Keystone Collector EIE TUI > 18
B>ANILR EBEZRY DI DSEBERI AT L% 5Fr] U X MIEMLTL SV,

Linux 1—H—0D% 3. ROBFOMEISEREL TS ZTE L,

RIREDEREA: Keystone Collector (&, FREHRY A7 LD—EE LTEZHOI>T7F+ERTL

¥ 9, Red Hat Enterprise Linux 8.x % —/\—h KEEBE#RS X7 LE (DISA) DtEFa )7
@ 1 BMIREA 1 R (STIG) R o —T{bINTWBIHE. fapolicyd (Z 7L 72X R

= TF—EV)ICEATRBAMOBENRICRELF T, CORMEIFRDLSICEEHINT

WE9"/\7 1907870", [E]EHER: Red Hat Enterprise THER S5 £ T. NetApp Z DA% O]

B B7HIC. fapolicyd HFBE—RICBITLE T,

T/ etc/fapolicyd/fapolicyd.conf DEZRET D ‘permissive = 1o

YRATLOVERTT B

Keystone Collector > 27 L OJZRRL T AT LBHRZER LD, #hooOdzFERALTRZTILY
A—Ta4 VI %ERTLIEDTEEY, Keystone Collector E7R R kD journald A > AT L%EFHAL. X
T L OJFZED journalctl ¥ A7 I A—T 4 ) T4 ZBLTHERTETXT, OJEZARBZICIE. XOEE
BHY—EXZFETETXT,

*ksdAL U ZR—

* ks-N\JLR

* ks-BEEH
XA DT —RUNET —E X _ks-collector_IF. JSONFERTOJZEML FTo ‘run-id A7 a—J)LEni

BT —HNED 3 TICEEMIT N B, UTFIE. BENGERRRET —FINEDORILIEY 3 TOHT
ER
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{"level":"info","time":"2022-10-31T05:20:01.8312","caller":"1light-
collector/main.go:31","msg":"initialising light collector with run-id
cdflm0f74cgphgfon8cg”, "run-id" :"cdf1lm0f74cgphgfon8cg"}
{"level”":"info","time":"2022-10-
31T05:20:04.62472","caller":"ontap/service.go:215", "msg":"223 volumes
collected for cluster a2049dd4-bfcf-11ec-8500-00505695ce60", "run-
id":"cdflmOf74cgphgfon8cg™}

{"level”":"info","time":"2022-10-
31T05:20:18.8212","caller":"ontap/service.go:215", "msg":"697 volumes
collected for cluster 909cbacc-bfcf-11ec-8500-00505695ce60", "run-
id":"cdf1lmO0f74cgphgfon8cg”}

{"level":"info","time":"2022-10-
31T05:20:41.598Z","caller":"ontap/service.go:215", "msg":"7 volumes
collected for cluster f£7b9%a30c-55dc-11ed-9¢c88-005056b3d66£f", "run-
id":"cdf1lmO0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-
31T05:20:48.247z","caller":"ontap/service.go:215", "msg":"24 volumes
collected for cluster a%e2dcff-ab21-11ec-8428-00a098ad3ba2", "run-
id":"cdf1lmO0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-
31T05:20:48.7862","caller":"worker/collector.go:75","msg":"4 clusters
collected", "run-id":"cdf1lm0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-
31T05:20:48.839Z","caller":"reception/reception.go:75", "msg":"Sending file
65a71542-cb4d-bdb2-eS%a7-a826bedfdcb7 1667193648.tar.gz type=ontap to
reception”, "run-id":"cdf1lm0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-
31T05:20:48.8407","caller":"reception/reception.go:76","msg":"File bytes
123425", "run-1id" :"cdf1lm0f74cgphgfon8cg"}

{"level”":"info","time":"2022-10-
31T05:20:51.32472","caller":"reception/reception.go:99", "msg": "uploaded

usage file to reception with status 201 Created", "run-
id":"cdf1lmO0f74cgphgfon8cg”}

UFE #F2a>ONT =XV T—2REDHIN LT3 TORATY,
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{"level":"info","time":"2022-10-
31T05:20:51.32472","caller":"sql/service.go:28", "msg"
service at 10.128.114.214"}

{"level":"info","time":"2022-10-
31T05:20:51.32472","caller":"sqgl/service.go:55", "msg"
connection at server 10.128.114.214"}

{"level”:"info","time":"2022-10-
31T05:20:51.32472","caller":"sql/service.go:39", "msg"
config object"}

{"level":"info","time":"2022-10-

31T05:20:51.324%Z","caller":"sla reporting/service.go:

ng SLA service"}

{"level”":"info","time":"2022-10-

31T05:20:51.324%Z","caller":"sla reporting/service.go:

service successfully initialised"}

{"level":"info","time":"2022-10-

31T05:20:51.3247","caller":"worker/collector.go:217",
data would be collected for timerange: 2022-10-31T10:

31T10:29:52"}

{"level":"info","time":"2022-10-

31T05:21:31.385Z","caller":"worker/collector.go:244",

:"initialising MySqgl

:"Opening MySgl db

:"Creating MySqgl db

69", "msg":"initialisi

71", "msg" :"SLA

"msg":"Performance
24:52~2022-10-

"msg":"New file

generated: 65a71542-cb4d-bdb2-e%a7-a826bedfdcb’7 1667193651.tar.gz"}

{"level":"info","time":"2022-10-

31T05:21:31.385%Z","caller":"reception/reception.go:75", "msg":"Sending file
65a71542-cb4d-bdb2-e%a7-a826bedfdcb7 1667193651.tar.gz type=ontap-perf to

reception”, "run-id":"cdf1lmO0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-

31T05:21:31.38672","caller":"reception/reception.go:76","msg":"File bytes

17767","run-id" : "cdf1lm0f74cgphgfon8cg"}

{"level":"info", "time":"2022-10-

31T05:21:33.0252","caller":"reception/reception.go:99", "msg": "uploaded

usage file to reception with status 201 Created", "run-

id":"cdf1lmO0f74cgphgfon8cg"}

{"level":"info","time":"2022-10-31T05:21:33.0252Z","caller":"light-
collector/main.go:88", "msg":"exiting", "run-id" :"cdf1lm0f74cgphgfon8cg™}
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sudo yum clean metadata && sudo yum install keystone-collector
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<strong> Keystone Collector VM D SUVE SN /cT L X ) 7—4&: 5F#lld C 5 S</strong>

KDY R BE. Keystone AT LTIRESINITLARN) T—2ORRMNEY > TILTT,
* VT LIER
CARL—=T a4 VI AT LA
CARL—=T A VY VAT LON=T 3V
cARL—T AT VRTLID
° VAT LRA M
c YRTLDT I AP RLZR
* AT LUY —ZDERRR
° T LEEREE
° CPUOT#
© YRT L& (19, 593, 1593)
° BFtAEV
e ZBEXE
° fEFRIREEA X EY
c HEXEV
e Nw T XED
cFywaXED
B RV
o R R
cFyviadhfcRTv T
CTARIITFAINT AT L%
cTARI AR
° FEREAT 1 RY
° T4 AU HAAIEE
° T4 AUERR
CTFTARIIIVERATE
A VAN EINTNY =
c ALY X2—1Em
cH—Eez207
° Keystoner—EZXHW 5D —EXOY



754 ~X—kE— RDKeystone

KeystonelCDWTER (F5AMR—FE—FRK)

Keystone |&. EDRRABH X2 T BEHZR/ILDIC. I—T 1~ LHE
I3 T53AR—b FTTOMXY N E—RFRERELEFT, COE—RiF. BHEHIRD
HBEMTHAETTEI,

NetApp &, 1> 2—%y MEGEDFIRTNTVE D, 12—y MEGEHNRBVWRIE (4—7 1 heH
BNET) AEIFICHREZT A XENfcKeystone STaaS DIFHAREAZIRMLET, B, EXallF

A AV TSAT VR, FLITERLOEHICEDABLOBEIFIRINTVD. REVRERLIIDRES
NERKETY,

NetApp KeystonelC& 2T 4—7 4 FEITOY—ERZRHEITZ VWS Zrid. ThE5DREBEOFHINEE
B9 BHETKeystone DERIMBA L= H TRV Ty H—ERZRBEIZICZERLET. Ch
ICIFUATAZENF T,

* O—7AJLER: Keystone (DB SNIIRIBA T L TR TE 270, Ey 7y T 70ERICA VAR
— Xy MEFCPARMEEEZHEE LEE A

C FAITSAVIBEANILRAF T VY EBEMEERERAT-IRTOR ML —UBEIBEEEIT. 751 > TIRE
TEXT,

*tFa)To O TFTA47 >R Keystone 1F. BEREBSL. BE247 7t GEH. FHREERER
EAH=U B bDEFXF2 )T AV TSATVADBHNEAICL > THSNDZI I EEREL F
ER

* ANITFEHR— b NetApp 1&. 7 AT MIEID HTHSNTEEEDKeystoneF 72X IR—2 v —H
SRENZ TN a—FTa>J%ZBHL. 24 KB 365 HO/O—NIL B R— b ZRELET,

@ Keystone Collector (&, FEHHIBRL TEHETEEXT, CNiE. 2 E—RCHFEINET,
FEMIC DLW TIL. "Keystone CollectoriC D W TEIR",

77414 RX— ~E— FDKeystone Collector

Keystone Collector (&, XA bL—2 SR FLDSERRRAT —XZEHNICINEL. ZDX NI Y IZA TS
AUERARALR—2—0—HIl 770 ARTICIVAR—rTRREEBVET, EHINT 741
LiE. BEtERE L —> TF A MEROmA TER SN, REEF v 7 RICDI—F—DFEITNetAppl
XL X9, RET D L. NetApp DKeystonefRE 75w b 74— LD INSDT 71 I)LEZFREEL THUIEE L.
BEFLUVY TRV T a VBB ATLICKRE L TCRAEREZ1ELE T,
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Keystone Billing Platform

_ Subscription

‘ " Manager
Customer Premises (Dark site) @
Colloctor > Reporier Bing Engine
\

~

:1\
v \ 1 6 < » () AcTiveia
Unified \\ Dashboards
Manager
N’
'’

\ - @ . o
| ! ah ' dh
File Store
sgl;Tge ONTAP Customer sends the Data Lake Database

DevOps/SRE
(admin node) telemetry data
manually to NetApp

1 — /N\—_EDKeystone Collector F—E Xd. FRARRT—2ZEHRNICINEL. COBERZWIEL. T—N
—ETO—ANCERRREZ 7ML EZER T BREZE>TVET AL T—ERFIXTLDANILZ F
Ty I ERTL. BENMEAITZIANR EZRVVYT SATLEAVRA—TTARTBLSICERFTNhTY
9, INBDLAR—MIA—HY—DA T4V TTILVATE D, KRALABEICHRD. BAEDO LS TIL
Sa—Ta4VIIRIIBE T,

Customer Premises (Dark Site)

Customer Ops Customer Health
Workstation SSHISCP (TCP/22) Monitoring System
HTTP (TCPI7777)
Optional
Keystone Collector Server
HTTPS (TCP/443)
Keystone Collector Keystone Health -
v Service Service B
Unified
Manager
A 4 Y
Storage
ONTAP GRID
(admin node)

45



754 R— kE— R TDKeystone Collectord -1 > X kb — )L D%

AVEA—RY MITIELRATEBRVRIE (=7 1k X T734R—FE—R &
HIEEN F ) ICKeystone Collector 1 > X b —IJL T BHIIC. S XTLICKRERY T+
DIT7HRARINTED. RERIRZGZIRNTHLL VWA zREEELTLET
\J\o

VMware vSphere DE {4

s ARL—T 4 >Y > X T Li: VMware vCenter Server & & Uf ESXi 8.0 LA
°17:1CPU

* XEVU:2GB

* 74 AU AE: 20 GB vDisk

LinuxDZEH
CFARL—=T o 2T DRT L (WIFNHZER):
° Red Hat Enterprise Linux (RHEL) 8.6 £7l&#NLUED 8.x 1) —X
° Red Hat Enterprise Linux 9.0 {fED/N—> 3 >
> Debian 12
°17:2CPU
* XE:4GB
* 71 AUEE: 50 GB vDisk
° W L H2CGBDESIAE /var/lib/
o DR ¥ HA48CGBDEZTAE /opt/netapp
[ LCY— /\“—Luﬁ(@ﬂ— RN=TFT 4 N T—2HA VA M=LENTWVWBIBRERHDEXT, VRIS KUDS
FAFRESIZE. CNoDONY T—VRBEREFGEE LTEIBNICA YA —ILEh&ET,
« RHEL 8.6+ (8.x)
° Python3 >=v3.6.8. Python3 <=v3.9.13
Ry Ry
° VX
° yum-utils
° python3-dnf-7Z> 74 > DON—>3>Ov Yy
* RHEL 9.0LAB%
° python3 >=v3.9.0. python3 <=v3.9.13
Ry R Y
° VXX

o yum-utils
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° python3-dnf-7Z>J 14 >DN—>3>Ov Y
» Debian v12

° python3 >=v3.9.0. python3 <=v3.12.0

c Ry FR Y

° SOSL7R—h

Y hT—OEH
Keystone Collector D%y kT — OV BHIRDEED TTY,
* APl 77— b T A BBENBMICR > TWBH—/N\— LIZHE SNz, Active IQ Unified Manager (Unified
Manager) 9.10 LAP%,

* Unified Manager —/\—|&. R— k 443 (HTTPS) L ®MKeystone Collector f —/N\—H5 77X TE3
MENBHD £,

* Unified Manager t —/\—_E®Keystone Collector ICXf L T. 7TV —> 3> A—H—1EREZF O —
EXT7HOY M EHRETIHELHD £7,

* HNERT VR -y MERIBBEDD A

* #H. Keystone Collector '5 7 71 )ILZ LU XR— kL. NetAppHHR— bk F—LALICEFXA—ILTEE
LEd, Y R— b F—LADERAEDFEMICOVTIE. UTEBRBLTLLIEEIL, "KeystoneDHRK—
N EEIT B

Keystone Collectorz 75 A X—hrE—RFTA VA +—ILT 3

A=Y MITIERATELRWVRIE (X—7 U1~ L T73A4R—FE—R &
HIEEN D) ICKeystone Collector Z1 > X b—JLF BIClE. WS DD DFIEZEITL X
To CDRATDA VA M=)LIF. BE2BYA MIRETTY,

BEHIZIS LT Keystone Collector % VMware vSphere & X 7 AT 7041 § %D\ Linux ¥ XTLICA VR
F=ILTBEHTEET, BIRLIEA T VICRHRTZ1 A F—=ILFIBICREVE T,

VMware vSphere (Z7 70O

ROFIRZERTLET,

1. OVAT VL — b 770 EZUTHSHT>O— R LTSV "NetApp Keystone™ = T R—4%)L"

2. OVA7 71 L ZfER L TKeystone ALV Z—Z BT 2 FIBICOVWTIE. £ a>ZzBRLTKES
LW "OVAT> 7L —btOF70O1",

LinuxiC1A > XA r—JL T3

Keystone Collector ¥V 7 b T 7. Linux 74 ARV E2—> 3 VICEDVWTIRE Iz deb 7214 .rpm
7740 Z@ERAL T Linux H—N—ICA VA M=ILENET,

Linux U —N—ICV T bD 72 AV A M—=ILTBICIE. ROFIBICHEWVFE T,

1. Keystone Collector 1 > X k=)L 7 7 JL% Linux H—N\—|CH4 T >O—REIFEmELEFT,
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keystone-collector-<version>.noarch.rpm
2 H—=N—LETHE—ZFI)IZRAIT. ROATXVRFZRITLTA YA M—ILZRABLET,
° Debian/\v 7 — 2 %z {ER
dpkg -i keystone-collector <version> all.deb
° RPM7 71 JLODER
yum install keystone-collector-<version>.noarch.rpm

e

rpm -1 keystone-collector-<version>.noarch.rpm

B AN YNYT—=SDA VR =L EBRENIZEE,

Keystone Collectors 751/ X—rE— R TRET S

W< OO DIEBRAZ X V%5 T LT, Keystone Collector b’ > X —%w M7 XT
SRVERIBE (A= Y1k £E 7534 R—=F E=—F CBEINB) TERKIET—X
ZIETETBRLSICLET, ChlF. RELRIAVEAR—V b7 T71071tL. XL
—CEREBICEEMITA1EREDDT7 VT4 ET 1 TY, HENTTIDE. Keystone
Collector |FActive IQ Unified ManageriC & > TEBIEIND IARTDONTAPY S XA X —%
BERLEY,

Keystone Collector IZId. BRE S VERT U 71 ET 1 2179 %78 DKeystone Collector

@ BEA—ZFI A—HY— A2 —T A X (TU) =T VT4 HBEEINTLET, Enter
F—REHNF—RBEDTEIERF—AR—F I A—-IEZFEALT. 7723 E&RL.
CHOTUIRZBEITETEY,

F&E
1. Keystone Collector B3 TUl 2—F« UTF s B L X9,

keystone-collector-tui

2. *[1BRR] > FFHERE ICBEML X T,
3 A —UHA RE—RF T3 VEYIDBEZET,
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NetApp Keystone Collector - Configure - Advanced

RS BDarksite Mode

[ 1 Enable custom root certificate

[X] Collector Auto-Update
Override Collector Images
Save
Back

CMREFEERLEFY,
. Keystone Collector Z#&mX 9 % ICI&. 1A% > KS-Collector (CHEEL £ 7,
PATLTKS ALV Z—%Z&E#H 714 —ILRZYDERXF T,

* ONTAPEFIRRDUNEE* 7+ —IL R ZYIDE X £, Active IQ Unified Manager (Unified Manager) 1 —
N=dA—H—ThHU > rOFEAZEMLET,

8. A7 ar: TRV T avilT —SBERIENMBERISEIE. BEIEHETSVOfHE 7« —ILkZ
TUIDEZE I,

9. ALY IRV avoEEIcESWT. MERY1 71 #28HLET,

N~ o o

C) SRET BHEIIC. NetApph'S5DH TR I T2 3 VICEEMITENTWBERY 1 T2 R
LTLIEE W,

NetApp Keystone Collector - Configure - KS Collector

Start KS-Collector with System
Collect ONTAP usage

[X] Using Tiering Rate plans

Dark

Usage Type

Encryption Key Manager
Tunables

Save

Clear Config

Back

10. *REZFIRLEJ,
11. Keystone Collector ¥ —RT7Z 4T B II&.  TH#AL > KS-Collector) (CBEL £7,
12. *BEbF—< % —J v —*ICRBEIL T, Enter ¥F—ZL £T,
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- NetApp Keystone Collector - Configure - KS Collector

[X] Start KS-Collector with System
[X] Collect ONTAP usage

[ ] Using Tiering Rate plans
Dark

provisioned_vl

| Encryption Key Manager |
Tunables

Save

Clear Config

Back

1. *AL IR —F—RTDER*%ZEIRL. EnterzBL X,

NetApp Keystone Collector - Configure - KS Collector - Key Manager

Generate Collector Keypair

Back

14. TUL O X1 VEERICED. H—EX XT7—2 X 15z AL T. Keystone Collector WNIEERIKETH S
CCZHRLET, DATLTIE. T—EXN 2@ EE REICHBDZEHNREINBIET TS, K 10
PREFEL. COHBNEBAL THLEMNBRIT—2 AN EETHEWVGEIE. USIDOERFIEZFESE L.
NetApptR— b F—LISERL T 2T,

Overall: Healthy

UM-Dark: Running

ks-billing: Running
ks-collector—-dark: Running
Recent collector data: Healthy
ONTAP REST response time: Healthy
DB Disk space: Healthy

DB Disk space 30d: Healthy

DB API responses: Healthy

DB Concurrent flushes: Healthy
DB Slow insert rate: Healthy




15.
16.

17.

R— LEE T Exit to Shell 7 7> 3 >%#IRL T. Keystone Collector EIE TUI Z# T L X9,
RN FHERZERELE T,

~/collector-public.pem

CDT7ANERNMILIEEFXA—IZ. BEKBIEUSPS ¥ LDIFEF ng-keystone-secure-site-
upload@netapp.com IC. B2% USPS H - kDIFE1E ng-keystone-secure-site-usps-
upload@netapp.com ICZEE L TL T L

FRARKRELR—bZ2IIRR—FT3

BARICBXERRIBIEL R— L ZNetApplCXET2HEDNHD ET, COLR—MIFHTERTETE

ERS

ERRRLR— b ZERTBICIE. ROFIBICREVE T,

1.
2

Keystone Collector TUI 7R— AEE T FRAKRDO IV AKR— bk ICBBIL £ T,

774N ZNEL. 2% IE USPS Y1 kDiFEF ng-keystone-secure-site-upload@netapp.com IC. &
27 USPS H -1 kD5 E1E ng-keystone-secure-site-usps-upload@netapp.com ICXEL £ 95

Keystone Collector (&7 1) 7 7 7ML EINIT7 7AMILDOEAZERT 37H. ChHDT 71
IEFETNetApplIXKETRIVELBD £T, JUT T 7AILLAE—MCIE. BEBEHIIRIETE 2 XOFHEN
FENEXT,

node_serial,derived_service_level,usage_tib,start,duration_seconds
123456781,extreme, 25.0,2024-05-27T00:00:00, 86400
123456782,premium,10.0,2024-05-27T00:00:00, 86400
123456783,standard, 15.0,2024-05-27T00:00:00, 86400

<Signature>
31b3d8eb338ee319efl

ONTAPO 7 v FJ L —Fk

Keystone Collector (&, TUI Z/N"L TONTAP D7 v o L—RZzHR—FLET,

ONTAPEZ 7w I L—Rd3ICIE. XOFIEICREWNE T,

1.
2

X>VTF X >0ONTAP7 Y 59 L—K Web H—/\— ICHEHL X T,

ONTAP7w /I L —R A4 X— 7 74 )% loptinetapp/ontap-upgrade/ (CJE— L. Start Webserver
ZEIRL T Web H—NZEEHL £,
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NetApp Keystone Collector - Maintenance - ONTAP Upgrade

1. Copy ONTAP upgrade image to /opt/netapp/ontap-upgrade/
2. Start web server using button below

3. Upgrade ONTAP

4, Press ctrl+c to stop web Server

Start Webserver

Back

3. A## “http://<collector-ip>:8000' 7 v U L — RDHR— MMIlE Web 7505 EFERLET,

Keystone Collector = Bitc&1 9 %

TUI %Z38 L TKeystone Collector Y —EXZ B TEX I, TUITX>TFHYX>OLIR—H—EXD
BES ICBHLET. CNICED. IRTOIALIVEZ— H—EXDBEFHIN, TUI R—LBEHNSEFDX
T—RAZERTEZLSICBDFT,

NetApp Keystone Collector - Maintenance

shell

Restart Collector Services

ONTAP Upgrade Webserver
Back

754 RX— kE— K TKeystone CollectorOEL %R T S

HTTP U IR b Y R— I 23FEEDERS AT L%ZFERL T, Keystone Collector
DREEMZEHRTETET,

T 7 #I)L L TlE. KeystoneNJL X H—E X (&, localhost AAD IP h' 5 DESiE=Z T AN T H A, Keystone
ANJLRIT Y RRA > b /uber/health. Keystone Collectortf —/N\—DIARTDA VR —T T —ADR—
FCTUYRYLET 7777, VTV %ZRITTHE. TVRRAY D SIEE L LT, Keystone Collector & X
TLDRAT—RR%ZRT JSON HAOZEL HTTPERXT—X X A—RHPREINFE T, JSONAKIKIL.
‘is_healthy BMIE T —JLETHD. AVR—R2 T EDFMBRRAT—2 X1 X ~E ‘component_details’ @
Mo RiICHIZRLE T,

$ curl http://127.0.0.1:7777/uber/health
{"is healthy": true, "component details": {"vicmet": "Running", "ks-

collector": "Running", "ks-billing": "Running", "chronyd": "Running"}}

RDRAT—RZX I—RHIERENZFT,

* 200 BERRNROIANTOAVR—R VM ERETHBZ xR LET
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*503: 1 DU LEDOAVR—RRY MAEETHEWCEEZRLET

*403: N RTF—RRAEBELTWBHTTP S5 4 7> b sy kT —2 CIDRDY X k
THD allow ) AMIEENTVWERVWIEETRLET, COXT—RIADGE. BREBERIOESINEE
Ao

allow ') Z M. %Y FT7—2 CIDR AR EZFERAL T, DXy FT—2 F/\1 XH'KeystoneNJL X & X
TLZRAETEZHWZHIELEFT. 403 T7—HRELKHZEIE. * Keystone Collector EIE TUI > 1K
SAIR EZR) DI BRI AT L% allow ') X MMIEMLE T,

NetApp Keystone Collector - Configure — Health Check

/24
/24

Back

Use CIDR notation to list the external networks allowed to guery
the health monitoring endoint. An empty list denotes that ne external addr
are allowed to query the health, while /8 allows gqueries from netwo

YR—MNYRIILZER L TIET S

Keystone Collector ICEA T 2% S I a—T1 >0 3 3IIE. NetAppR— MZEWEHE T, tar
T71IVDIRBEKEIT SN TEET, CDT 71l Keystone Collector BEIE TUI 2 —F 1 ) T+
ZBLUTERTEET,

tar 7 7AW EERT BIIE ROFIBICREWVWE T,

1. ST a—TFTa>T>HR—F NRILOER ICBELE T,
2 N RIIWNERETDHFAZERL. HR—-—F NV RILOER] 22V v o LFET,

NetApp Keystone Collector - Troubleshooting -

/home/esis

[ ] Upload to Keystone Support

Generate Support Bundle

Back

CO7OLRICED. ‘tar LEEDBFAICHZ /N T —Jid. BBO S TN a—FT1 2T D=
ICNetAppE HBTE X9,

T774I0 %A T>O—RL7=5. Keystone ServiceNow 7 R—k F4o v MIRATEEXET, F7v bD
ETIOVWTE. UTFZBBL TSV, "T—EZRU T FDER"
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