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= vSphere Client Q

=) netapp i ACTIONS
(@) Namespaces
e Res:
Name v A—.
netapp 7 SERVICES WV LAUNCH STANDALONE CLIENT v
] Virtual Machine Kubernetes Container
16 Virtual Machines 4 Kubernetes Clusters O Instances
GO TO SERVICE CREATE VM GO TO SERVICE CREATE CLUSTER GO TO SERVICE CREATE NEW INSTANCE
Virtual Machine Image Network Volume
=+ Network Services
172 VM Images 16 Volumes
co To seRvice 6o To seavice GOTOSERVICE  NEW VOLUME
(@) netapp : ACTIONS
Summary Monitor Configure Permissions Zones Compute Storage Network Resources
—
netapp > Kubernetes service > create-cluster

New Kubernetes Cluster

| v (@ 1. Configuration Type How would you like to configure your Kubernetes cluster?

Create the cluster with a pre-defined default configuration or a custom configuration
Cluster Type (3) © Cluster API (O) TanzuKubernetesCluster API

Configuration Type (O) Default Configuration @) Custom Configuration
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(@) netapp ! ACTIONS

Summary Monitor Configure Permissions Zones Compute Storage Network Resources
netapp > Kubernetes service > create-cluster
Cluster Name demo-vks-cluster
Cluster Class builtin-generic-v3.6.0 v
Kubernetes Release v1.35.5--vmware.1-vkr.1 v
VM Class
Name N g CPUs T ¥ ‘ ce . h Memory Y ‘ hiamery N 5 ¢ PCl Devices Y
request/limit request/limit
O best-effort- 2 VvCPUs No Reservation 2GiB No Reservation 0
xsmall
O best-effort- 2 vCPUs No Reservation 4 GiB No Reservation o]
small
[« ] best-effort- 2 vCPUs No Reservation 8 GiB No Reservation 0
medium
O best-effort- 4 vCPUs No Reservation 16 GiB No Reservation 0
large
O best-effort- 4 vCPUs No Reservation 32 GiB No Reservation 0
xlarge
VM Classes per page 5 ~ 1-50f8VMClasses ti7z2 >
Storage Class nfs v
v 3. Control plane Define the topology of the cluster controller
Replicas (3) 1 v
OS Image @ Photon 5 - Kubernetes Service Content Library v
(P o©verrides

Configure overrides for the control plane

NEXT




Add Nodepool

1 Configuration

Configuration

Set the configuration for this nodepool.

Name @ kubernetes-cluster-pqSk-np-psps
2 Review and Confirm
Class () node-pool v
Zone (1) use2-mgmt (Aulnmatlc
Replicas () () Use Cluster Autoscaler (D)
3 - |+
0S Image (3) Photon 5 - Kubernetes Service Cor v
Labels (1) Photon 5 - Kubernetes Service Content Library
Ubuntu 22.04 - Kubernetes Service Content Library
Ubuntu 24.04 - Kubernetes Service Content Library
(@ netapp : ACTIONS
Summary Monitor Configure Permissions Compute Storage Network Resources
netapp > Kubernetes service > create-cluster
&
New Kubernetes Cluster
. & Cluster Type Cluster API
> ® 1. Configuration Type yp
Configuration Type Custom Configuration
Cluster Name kubernetes-cluster-zjfg
Cluster Class builtin-generic-v3.6.0
> ©@ 2. General Settings Kubernetes Release v1.35.5---vmware.1-vkr.1
VM Class best-effort-medium
Storage Class nfs
Replicas 1
> @ 3. Controlplane OS Image Photon 5 - Kubernetes Service Content
Library
> ©® 4. Node pools kubernetes-cluster-zjfg-np-9krt
I v 5. Review and Confirm Review all the details before you deploy this cluster
Review the configuration and the YAML file generated. Then, click FINISH to start deploying this cluster.
v




(=) netapp ! ACTIONS

Summary Monitor Configure Permissions Zones Compute Storage Network Resources

netapp > Kubernetes service (C SERVICES v  LAUNCH STANDALONE CLIENT

vSphere Kubernetes Service

The vSphere Kubernetes Service enables you to create, configure, and manage Kubernetes clusters

| + create | Q, Filter

Name Status Cluster Class Kubernetes Release Age
» © demo-vks-cluster ) Available builtin-generic-v3.6.0 v1.35.5---vmware.1-vkr.1 21 minutes
» Q vks04 (&) Available builtin-generic-v3.6.0 v1.35.5---vmware.1-vkr.1 4 days
» © vks02 () Available builtin-generic-v3.6.0 v1.35.5---vmware.1-vkr.1 27 days
» © vks03 (&) Available builtin-generic-v3.6.0 v1.35.5---vmware.1-vkr.1 27 days
» © vksO1 ) Available builtin-generic-v3.6.0 v1.35.5---vmware.1-vkr.1 34 days
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FPLUVTILFNRA—=TFT 1 )T 4D X =)L E N7 Ubuntu 24.04 X— XD Docker 1 X—T %
ER S 2 HEETRLTUVWET,

#san-dockerfile.txt
FROM ubuntu:24.04
# Prevent interactive prompts during package installation
ENV DEBIAN FRONTEND=noninteractive
# Install required system packages for iSCSI and Multipathing
RUN apt-get update && \

apt-get install -y --no-install-recommends \

nvme-cli \

kmod \

linux-tools-common \

open-iscsi \

lsscsi \

sg3-utils \

multipath-tools \

scsitools \

chrony \

networkd-dispatcher &&\

apt-get clean && \

rm -rf /var/lib/apt/lists/*
# Set 1SCSI session scanning to manual as required by Trident
RUN sed -i 's/”\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf
# Configure device-mapper-multipath with Trident recommendations
RUN printf "defaults {\n user friendly names yes\n
find multipaths no\n}\n" > /etc/multipath.conf
RUN mkdir -p /etc/networkd-dispatcher/off.d /etc/networkd-
dispatcher/routable.d/
CMD ["bash"]



WUTDAZETDockerf X—S%#EJRLET ©

docker build -f san-dockerfile.txt -t ubuntu-2404:san

Docker L X FUDFIATEAWESIZ. XOOTYYREEFTLTO—AHILLS A M) EEFHL.
FlICARXR=2% Ty a LTLIEEL

docker run -d -p 5000:5000 --restart=always --name registry
registry:2

AAX=DIIRTZ [T TTY2aLET,

docker tag ubuntu-2404:san localhost:5000/ubuntu-2404:san
docker push localhost:5000/ubuntu-2404:san

AX=URET 7 ILEERL (Cubuntu2404vkri35-san.yml & L TRTFE) « A X—CH#BRBLE
ER

#ubuntu2404vkrl35-san.yml
apiVersion: imageconfiguration.vmware.com/vlalphal
kind: Image
metadata:
name: ubuntu-2404-amd64-v1.35.5---vmware.l-vkr.1
spec:
osSpec:
name: ubuntu
version: "24.04"
image: "localhost:5000/ubuntu-2404:san"
kubernetesSpec:
image:
projects.packages.broadcom.com/vsphere/iaas/kubernetes-
release/1.35.5/kubernetes-distribution-image:v1.35.5 vmware.l-vkr.1
diskSize: 20Gi
repositorySpec:
debs:
- name: noble
url: http://archive.ubuntu.com/ubuntu
suites:
- noble
components:
- main
- restricted

- universe



- multiverse
- name: noble-security
url: http://security.ubuntu.com/ubuntu
suites:

- noble-security

components:
- main
- restricted
- universe
- multiverse
packages:
present: # Packages to install

- name: open-iscsi
- name: lsscsi
- name: sg3-utils
- name: multipath-tools
- name: scsitools
- name: nvme-cli
services:

- name: multipath-tools.service
status: enabled

- name: open-iscsi.service

status: enabled
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updating VKR metadata
1e does not match the OVA destination

VCF CLIZEB L TOVATZ7 71 IILZ1ERL £ T,

vcf kr bake -f <path/to/ubuntu2404vkrl35-san.yml> --log-level DEBUG
--log-format plain
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$ Shortcuts

& Inventory

[ Content Libraries

I 080 Supervisor Management
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(=) netapp i ACTIONS

Summary  Monito Configure  Permissions ~ Zones  Compute  Storage  Network  Resources

corekubermetes  ~ Kubernetes clusters

Pods

Quick Filter v

Available Worker Count

Virtual Machines
(@) netapp :  ACTIONS
Summary Monitor Configure Permissions Zones Compute Storage Network Resources
netapp > Kubernetes service 7 SERVICES “  LAUNCH STANDALONE CLIENT

vSphere Kubernetes Service

The vSphere Kubernetes Service enables you to create, configure, and manage Kubernetes clusters

| + CREATE \ Q, Filter
Name Status Cluster Class Kubernetes Release Age

» © vks02 ) Available builtin-generic-v3.6.0 v1.35.5---vmware.1- 2 hours
vkr.1

» © vks03 ©) Available builtin-generic-v3.6.0 v1.35.5---vmware.1- 2 hours
vkr.1

» © vksO1 © Available builtin-generic-v3.6.0 v1.35.5---vmware.1- 6 days
vkr1




(@) netapp i ACTIONS

Summary Monitor Configure Permissions Zones Compute Storage Network Resources
netapp > Kubernetes service » vksO1 (3 SERVICES v  LAUNCH STANDALONE CLIENT Vv

vksO1 VIEW YAML DOWNLOAD KUBECONFIG FILE

summary Monitor

Status ) Available

Cluster Class builtin-generic-v3.6.0
Kubernetes Release v1.35.5---vmware.1-vkr.1
VM Class best-effort-medium
Storage Class nfs

Node Volumes { ATTACH VOLUME |

3. BEAHBRRA DS, kubeconfig 7 71 ILEFHAL TS AZ—ICERL. CLLASEELEY,

:~$ kubectl get nodes
NAME STATUS ROLES AGE VERSION

vks@l-dhwbg-rpxst Ready control-plane 6d20h  v1.35.5+vmware.

vks®1-vks@l-np-pt27-76Usx-cdd5q-g5qnw  Ready <none> 3ht5m  v1.35.5+vmware.
vks®l-vks@l-np-pt27-76Usx-cdd5q-1tj5s Ready <none> 6d26h  v1.35.5+vmware.
vks®1-vks®@l-np-pt27-T6Usx-cdd5q-npxmj  Ready <none> 6d26h  v1.35.5+vmware.
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‘trident  ABIZERICHERPodEF a2 ) T4 IRNILHBMTVWTWVWSE Z EZESEL TH S, Tride
ntZFEFTT VAR =ILLTLEETLY,

2. $RTD Trident Ry RNISREZ—NTHRITENTVWEZ 2R L TLEE L,

Vv =R

kubectl get pods -n trident

vksbastion@vks: $ kubectl get pods -n trident

NAME READY  STATUS RESTARTS AGE
trident-controller-67f7cd9b+8-4b289 6/6 Running 3d21h
trident-node-linux-U46c86 2/2 Running 3d21h
trident-node-1linux-bh29q 2/2 Running 11d

trident-node-linux—fcvjw 2/2 Running (3d26h ago) 3d26h
trident-node-linux-gkhls 2/2 Running 3d26h
trident-operator-5cbf7f857-h5hx8 1/1 Running 3d26h
vksbastion@vks: $ |

Trident R RH' "PodSecurity 7 R w3 > TS5 —TREILARWESE. 1> X ~—ILHI

@ ICRY ROEF a2 ) T4 IRILD trident F— L XR—RITEH SN TULARVRTEEMD
HDFEFT, --overwrite ZFEHAL THERAL. Ry RHEHITZICZzERLTLED
LYo

kubectl label namespace trident pod-

security.kubernetes.io/enforce=privileged --overwrite

ARL=SNw oI RERBRADStorageClassikE7 7 1 L= #fH T 3

1. RELEBEFOFMERANL—INTX—2%ZF&ZLT. ONTAP @ Trident \w 7 TV RZREL T,
2. Kubernetes T. NetApp A RL—SNY I IV RICRYEVITTBRRNL—J OS5 REEELET, T
DU T RIE N7 =X VREFERL TV =g RO —BEDINTAXA—2ZEELET,

TJ—270—ROEHICIHLC T, UTFTOZOMIILICHEEGT D Trident NI IV REAML—D U5 %
EELET:

> NAS (ontap-nas K51 /\)

> NAS Economy (ontap-nas-economy K < - /\)

° iSCSI. FC. ¥7I&NVMeZO k JJLADSAN (ontap-san K =1 /\)
° iSCSI A8 SAN Economy (ontap-san-economy K < - /\)

NAS

TridentBackendConfig & StorageClassZ ER; L T. ONTAP NASTNFSR— XDk X kL —
TOES 3 0% BMILET, /Ny I Iy RIBRLICIE. Kubernetes Secret ICIRESNTL
ZEGFBHMMAEENTHED. ONTAPSVM BB LIF 28BL X7,
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A—H—%HENRT— hmﬁ%@%btﬂvﬁlzh/ LY RENYIIVREBET 71
DY > 7L (tbe-nas.yaml & L TRE)

# tbc-nas.yaml
apiVersion: vl
kind: Secret
metadata:
name: tbc-nas-secret
namespace: trident
type: Opaque
data:
username: "<base64-encoded cluster admin username>"
password: "<base64-encoded cluster admin password>"
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: <ONTAP management LIEF>
backendName: tbc-nas
svm: <your SVM name>
storagePrefix: <your prefix for all volume names created using
this backend configuration>
defaults:
nameTemplate: "{{ .config.StoragePrefix }} {{
.volume.Namespace }} {{ .volume.RequestName }}"
credentials:

name: tbc-nas-secret

U547 NEREE mb\uﬁ%ﬁﬁﬁiél\\/OI/F/ JLYRENYIIYRIEBR7 71ILDY
> 7L (tbe-nas.yaml' & L TIRTE)

# tbc-nas.yaml
apiVersion: vl
kind: Secret
metadata:
name: ontap-nas—-secret
namespace: trident
type: Opaque
stringData:
clientPrivateKey: <client private key value>



apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: <ONTAP management LIF>
backendName: tbc-nas
svm: <your SVM name>
storagePrefix: <your prefix for all volume names created using
this backend configuration>
credentials:
name: ontap-nas-secret

clientCertificate: <client certificate>

StorageClass®E# ( 'sc-nas.yaml' & L TRTE)

‘mountOptions’ (. NFS7R 2 —LDEBMY TV A T3 >oHIBETZA T aV/INTA—FT
Jo ‘nconnect S 3 ERFERATR L. B—ONFSY T Y MMIX L THEBOTCPES % (5 THEIL
TEZH. BRIL—TFYybDT—I0—RDONT#—I >R A LIEZENTEET, 774
JLMEIF1ITIH. ONTAPS XA T ACTHA SNEIRAMEE THERC T EHNTEET,

ONTAPI|Z. nconnectXdinZ 51 7> b EOBE—DONFSY I Y MM LT, BRI16EDEREZTR— ML X
9, Tridentid¥ o> b7 7> 3> % EEKubernetes7—H—/ — RISET O, 7—H—/—RKDNFST >
A7 FEONTAPOBA THR—FEINTWVWBELZERL TSIV, ROFITIE. 40DFHZERL
ER

# sc-nas.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nas
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"
allowVolumeExpansion: true
mountOptions:

- nconnect=4
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gtrees ZEA L7 NFS R—XDAFEMNAE I ML — 7OEY 3=V 2BMICT 57-HIC. ONTAP
NAS Economy R - /N\—F® TridentBackendConfig & StorageClass Z1EFL £, /\v I T K&K
ICId. Kubernetes Secret ICfRTFESNTEREEIBHRNAZ ENTH D BHEFKD ONTAP SVM L B LIF Z
BRLET,

A—H—RZENRT—RBEEFERALIENYII VRS =LY N ENYI IV REBET 71ILDT Y
7JL (tbc-nas-economy.yaml ¥ L THREFE)

# tbc-nas-economy.yaml
apiVersion: vl
kind: Secret
metadata:
name: tbc-nas-economy-secret
namespace: trident
type: Opaque
data:
username: "<base64-encoded cluster admin username>"
password: "<base64-encoded cluster admin password>"
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-nas-economy
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas—economy
managementLIF: <ONTAP management LIEF>
backendName: tbc-nas-eco
svm: <your SVM name>
storagePrefix: <your prefix for all volume names created using this

backend configuration>

defaults:
nameTemplate: "{{ .config.StoragePrefix }} {{ .volume.Namespace
1Y _{{ .volume.RequestName }}"
credentials:

name: tbc-nas-economy-secret

StorageClass©E# ( 'sc-nas-economy.yaml’ & L TIRTF)

# sc-nas—-economy.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: sc-nas-—-economy

19
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provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-nas—-economy"
media: "ssd"
provisioningType: "thin"

allowVolumeExpansion: true
mountOptions:
- nconnect=4

iSCSI% 1E A L 7=ONTAP SANHE ?DTridentBackendConfig & StorageClass%* {Ef L T. iSCSIR—XX DT O
WY AML=2 O3y I ZBMILET, Ny I I FERKTIdontap-san K 51 /\N—ZfEH
L. Kubernetes SecretiCfRF SN TV S ENRIBEHRZEHE T, BEELIIFE. “sanType /NS X —&—
T 7 AL bTiSCSIZA R AJLICERD £T,

A—H—ENAT—REBAEFRITZINYIIVRI—IL Y RENYIIVRBET7 71l (RF
% ! tbc-iscsi.yaml)

# tbc-iscsi.yaml
apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-iscsi-secret
namespace: trident
type: Opaque
data:
username: "<baseb4-encoded cluster admin username>"
password: "<base64-encoded cluster admin password>"
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: ontap-iscsi
namespace: trident
spec:
version: 1
storageDriverName: ontap-san
managementLIF: <ONTAP management LIE>
backendName: ontap-iscsi
svm: <your SVM name>
credentials:

name: backend-tbc-ontap-iscsi-secret

IS4 Ty NERBESRIIEFERITBZINYIIVRS =Ly hENYIIY RERT7 71 (tbe-
iscsi.yaml' & L TIRTE)



# tbc-iscsi.yaml
apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-iscsi-secret
namespace: trident
type: Opaque
stringData:
clientPrivateKey: <client private key>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: ontap-iscsi
namespace: trident
spec:
version: 1
storageDriverName: ontap-san
managementLIF: <ONTAP management LIF>
backendName: ontap-iscsi
svm: <your SVM name>
credentials:
name: backend-tbc-ontap-iscsi-secret
clientCertificate: <client certificate>

StorageClassTEZ ( “sc-iscsi.yaml & L TIRTF)

# sc-iscsi.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-iscsi
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-san"
media: "ssd"
provisioningType: "thin"
fsType: ext4d
snapshots: "true"

allowVolumeExpansion: true

NVMe R—Z2D 7Oy Y A ML= 7OEY 3= J%BMICT 372HIC. ONTAP SAN with NVMe A
@ TridentBackendConfig & StorageClass Z{ER L &9, /Ny I I R TIE. ontap-san R Z 1 /\%
fEF L. Kubernetes Secret IS NI-EREEIBHRA T ENE T sanType /NT A —Z|E nvme IZFRTE



TRRENDHDET,

A—H—ZENRT—RBIAEFEAITDZINVIIVRS =LY R ENYIIVREBET 71l (RE
% tbc-nvme.yaml)

# tbc-nvme.yaml
apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-nvme-secret
namespace: trident
type: Opaque
data:
username: "<base64-encoded cluster admin username>"
password: "<base64-encoded cluster admin password>"
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: ontap-nvme
namespace: trident
spec:
version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: <ONTAP management LIEF>
backendName: ontap-nvme
svm: <your SVM name>
credentials:
name: backend-tbc-ontap-nvme-secret

U547 MNEBESREFER TNV IIVRI—TILy hENYII Y RER 7 71l (tbe-
nvme.yaml' & L TIR7F)

# tbc-nvme.yaml

apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-ontap-nvme-secret
namespace: trident

type: Opaque

stringData:
clientPrivateKey: <client private key>

apiVersion: trident.netapp.io/vl



kind: TridentBackendConfig
metadata:
name: ontap-nvme
namespace: trident
spec:
version: 1
storageDriverName: ontap-san

sanType: nvme

managementLIF: <ONTAP management LIF>

backendName: ontap-nvme
svm: <your SVM name>
credentials:

name: backend-tbc-ontap-nvme-secret
clientCertificate: <client certificate>

StorageClass®E# ( sc-nvme.yaml' & L TIRF)

# sc-nvme.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nvme
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-san"
media: "ssd"
provisioningType: "thin"
fsType: extd
snapshots: "true"
allowVolumeExpansion: true

SANRZANELUNASEZANTHR—FENTVWETIELXE—RERY 2—LE—RICETZERH.
BELUVYAMLT 7 AIILDEMY > FILIZDWTIE, Tridentd RF a2 X b %

*"NASKRSANZERLIEY > FIL"
*"SANRSAN=EFERLIEY > FIL"

VolumeSnapshotClass 52E& 7 7 1 L Z{ER § %

=07

= N

LTLIET L,

VolumeSnapshotClass DEZEZIER L £9. COEBRICKD. KR 2a—LICHTZXFy a3y bR

— ZDRIENTIREICRD X7,

VolumeSnapshotClassE# ( “snapshot-class.yaml’ & L THR7F)
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# snapshot-class.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:
name: trident-snapshotclass
driver: csi.trident.netapp.io

deletionPolicy: Retain

BT 7N 205 XAF—IERALEY

BIDFIETIER L7=#RK 7 7 1 )L % "kubectl' % {#FH L TvSphere Kubernetes ServiceZ 5 X Z|Z@AL £,
CHUICED. VT RARZ—ITRHEBRO—IL Y M NYIIVREH. ANL—U035R0 BLURFTY T3
v IS IHMERENE T,

FIIE
1. &E L7700 k)L T I TridentBackendConfig & StorageClass 7 7 1 JLZ @A L £ 9,

kubectl apply -f tbc-nas.yaml -n trident
kubectl apply -f sc-nas.yaml

kubectl apply -f tbc-nas-economy.yaml -n trident
kubectl apply -f sc-nas-economy.yaml

kubectl apply -f tbc-iscsi.yaml -n trident
kubectl apply -f sc-iscsi.yaml

kubectl apply -f tbc-nvme.yaml -n trident
kubectl apply -f sc-nvme.yaml

kubectl apply -f snapshot-class.yaml

2. )Y —ZPERBICERINI-C e ZRLTIEEL,

TridentBackendConfigZ4 7> = & + Z R

kubectl get tbc -n trident

StorageClass# 72tV b= HERL £ !

kubectl get storageclass

VolumeSnapshotClass% FE:3 :
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kubectl get volumesnapshotclass

T7AILED Trident A AL —J 0S5 RERFY T3y bhISREZRET D
vSphere Kubernetes Service? 5 X 2 —T. TridentdStorageClass$ & UfVolumeSnapshotClass% 5 7 # )L k
ELTHRELET,
FlE
1. &7 # )L kDTrident StorageClassZ 5&XE L £ 9

Trident-backed StorageClass* 7 S XX —DT 7 #ILhE L TRET D . AML—=J0 S XBEESN
TULALSEICPersistentVolumeClaims ' BEIMICZENEFERL X,

TI7AIL M LTEREINTULS StorageClass BM DT THBI I 2B L TS T L, Bl
StorageClass M I TICT 7 # L MZREINTWVWBRIEEIF. €07/ T—> 3> % false ICREL T
T

CLIn5

kubectl patch storageclass <storage class name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

2. 7 #JL k®DTrident VolumeSnapshotClassZ % E L £

TridentZ B ¥ 9 % VolumeSnapshotClassZ 7 S XA Z—DT 7 #IL FE LTERET S L T Kieh 2
—LICHLTRFYy T3y fR=XDBEDBICHED EFT, CHICED. RFvy T3y ISP
BESTNTULALWSEEIC. VolumeSnapshotsh'EEIFYICTrident CSIR S A N—%FERAT 3L SICHRD F
ED

T4 LTEREINTLS VolumeSnapshotClass BN DT THB e #ERL TLET W, D
VolumeSnapshotClass B9 TICT 7 4 )L MIRESNTVBRIHEEIE. TDFER%E false ICREL TL 2
L,
CLID5 ©

kubectl patch volumesnapshotclass <snapshot class name> --type=merge -p

'{"metadata": {"annotations": {"snapshot.storage.kubernetes.io/is-default-

class":"true"}}}'!

J—J0—ROXML—C%EKRT BICIE. Kubernetes Persistent Volume Claims Z{ERA L £ 9,
Tridentid. /Nw I I RDNetAppA FL—I W EMEBRAR) a—LZBFNICTOES 3 ZVJLE

9o VKSUYSXATPVCEERALTY7—270—REZ7FO14§3FNDOVWTIE. "kiEA L —2%FERLT
J—J0—REFTOC4T2"E#BBLTLLIEE L,
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AT FT7 TV —>3 2% NetApp kit R b L—2TTFFO1 93

NetApp ONTAP k#t X kL —2%fEH L T, vSphere Kubernetes Service 7 5 XX —|C
AVFHeEnf7 7 r—>a>z77O004LF 7. ROFITIE. NAS (ontap-nas)
F7-1% SANISCSI (ontap-san) X kL —TDWFND % FER L T PostgreSQL 7 —4 AN
— A7 7AO1493HEZR"LET,

LFOYAMLEEETIE. ¥=7 £ X RN TPOSTGRES_USER / POSTGRES PASSWORD% E##:&E L £
o KBRIFETIE. T—EIXR—IERHBRA C DERBRZ BIET 5 /=D I"Kubernetes SecretsZ 3 % C
CEBEOHLED,

NASXZ kL — (ontap-nas K 51 /\) %Zf#F L TPostgreSQLZ 7 O3 %

ontap-nas R A /NICK > TFOES I Z VT INTNFSKEGER) a—LENYIIVRET
3PostgreSQLOAYTF+ 7 TV —2a >z 7 TOAMTEE T, RDOAFIFE. PersistentVolumeClaim
(PVC) CPostgreSQLO T 7OA XY hE1ERRT B HEETRLTULWETD,

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: postgres-pvc
spec:
storageClassName: sc-nas # Specify the StorageClass for dynamic
provisioning
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 10Gi
apiVersion: apps/vl
kind: Deployment
metadata:
name: postgres
spec:
replicas: 1
selector:
matchLabels:
app: postgres
template:
metadata:
labels:
app: postgres
spec:
securityContext:
fsGroup: 999 # Ensures proper permissions for the mounted

volume (PostgreSQL default user is 999)
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containers:
- name: postgres
image: postgres:15
securityContext:
allowPrivilegeEscalation: false
runAsNonRoot: true
runAsUser: 999 # PostgreSQL default user ID
capabilities:
drop:
- ALL
seccompProfile:
type: RuntimeDefault
env:
- name: POSTGRES DB
value: "postgres"
- name: POSTGRES USER
value: "<username>"
- name: POSTGRES PASSWORD
value: "<password>"
— name: PGDATA
value: "/var/lib/postgresqgl/data/pgdata"
ports:
- containerPort: 5432
volumeMounts:
- mountPath: /var/lib/postgresqgl/data
name: postgres-storage
subPath: postgres-data # Ensures data is
subdirectory to avoid permission issues
resources:
requests:
memory: "512Mi"

cpu: "250m"
limits:

memory: "1Gi"

cpu: "500m"

volumes:
- name: postgres-storage
persistentVolumeClaim:
claimName: postgres-pvc
apiVersion: vl
kind: Service
metadata:
name: postgres-service
spec:
type: ClusterIP

stored in a
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ports:

- port: 5432
targetPort: 5432
selector:

app: postgres

SANX kL —< (ontap-san iSCSIK S -1/\) %fEH L TPostgreSQL%* > 7O1 9 %

LUTFOYAMLZERL T, ontap-san RS A NIk > TFOEY 3= 05 ENTziSCSIkEIRY 2 —L%EN
WO TV REFBPostgreSQLAY T+ 7 U r—>a> =7 7O40LFXY, Recreate’ 7 7O X2 b
BEETlE. FILWERY RO\ INBZFICRY FARLICKRT I3 EPMRIESNE T, TN

I&. ReadWriteOnce iSCSIZFR) 2 —LICKETHD . Ry ROBEREIROT—XBIEZHIELE T, C
DOERIE. Ry ROBIREBERZ £-WET—ROKEMEZ T R— N L. TridenthR) 2 —LDXF v
Toayv b NwIOT7vTELVUINTIRIECEBRENRSHD £7,

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: postgres-block-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Gi
storageClassName: sc-iscsi # Must map to an ontap-san driver
apiVersion: apps/vl
kind: Deployment
metadata:
name: postgres-block-app
spec:
replicas: 1
strategy:
type: Recreate
selector:
matchLabels:
app: postgres
template:
metadata:
labels:
app: postgres
spec:
# 1. POD LEVEL SECURITY CONTEXT
securityContext:
runAsNonRoot: true

runAsUser: 999 # Official Postgres image default user ID



runAsGroup: 999 # Official Postgres image default group ID

fsGroup: 999
seccompProfile:
type: RuntimeDefault
containers:
- name: postgres
image: postgres:15
# 2. CONTAINER LEVEL SECURITY CONTEXT
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
env:
- name: POSTGRES DB
value: "postgres"
- name: POSTGRES USER

value: "<username>"
- name: POSTGRES PASSWORD
value: "<password>"

- name: PGDATA
value: /var/lib/postgresql/data/pgdata

ports:

- containerPort: 5432
name: postgres

volumeMounts:

- mountPath: /var/lib/postgresqgl/data
name: postgres-block-storage
subPath: postgres-data

resources:

requests:

memory: "512Mi"

cpu: "250m"
limits:

memory: "1Gi"

cpu: "500m"

volumes:
- name: postgres-block-storage
persistentVolumeClaim:
claimName: postgres-block-pvc

apiVersion: vl

kind:

Service

metadata:

name: postgres-service

spec:
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type: ClusterIP
ports:
- port: 5432
targetPort: 5432
selector:

app: postgres

F—HAR—ADTTOAM KXY N %ZIEET S

TIVr—2areET7O0 LR Ry FRRITREICE > TWVWE . BLUVT—EXN—IDEREICEE
LTWBIZRELTLLZE W, UTFOAR Y FZFEAL T, Ry Bl PVC. BLUY—EXDIRREZ HER
LET. Ry RHBEBLTVWE . BLUPVCHBEYIRR) 2 —LICNAY RENTVWB ez L TS
2T L%

kubectl get all -n <namespace>
kubectl get pvc -n <namespace>

vksbastion@vks:~$ kubectl get all -n postgres
NAME READY  STATUS RESTARTS  AGE
pod/postgres-block-app-7c9859c558-bxhbg  1/1 Running © 26h

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
service/postgres-service ClusterIP 10.100.154.170 <none> 5432/TCP 25h

NAME READY  UP-TO-DATE  AVAILABLE AGE
deployment.apps/postgres-block-app  1/1 1 1 25h

NAME DESIRED CURRENT READY AGE
replicaset.apps/postgres—block-app-7c9859c558 1 1 1 25h
vksbastion@vks:~$ kubectl get pvc -n postgres
STATUS  VOLUME CAPACITY  ACCESS MODES STORAGECLASS  VOLUMEATTRIBUTESCLASS AGE
ck-pvc  Bound pvc-b992a5cf-1127-Ub6c-a775-80ab6Uelb536  20Gi RWO sc-iscsi <unset> 25h

FEATZ7OMIJLICIECT. Ny IIYRXML—=2UFRY 2— LA, gtree. £7IFLUNT S, ONTAP & X
FLTZOES 3=V ENiRA ML =% 29 31C1d. PersistentVolume (PV) ZE2ik L THRERR Y 2
—LZ%EREL. #N% ONTAPCLI OY Y RTEAL TR ML —COFMAEREBELET, XOOAYY R%EFE
BLTPV L. AR 2 —LBERIFLET .

kubectl describe pv/<pv-name>
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Access Modes:
VolumeMode:
Capacity:

Driver:
FSType:

VolumeHandle:

ReadOnly:

VolumeAttributes:

=== nenew lerms and Lonaitions.

T «s$ kubectl describe pv/pvc-U4782b05U-5aff-U9ae-bcl0-08cdfd30db77
pvc-U4782b054U-5aff-U9ae-bcl0-08cdfd30db77
<none>
pv.kubernetes.io/provisioned-by: csi.trident.netapp.io
volume.kubernetes.io/provisioner-deletinn-secret-name:
volume.kubernetes.io/provisioner-deletion-secret-namespace:
[external-provisinner.vnlume.kubernetes.io/Finalizer kubernetes.io/pv—protection external-attacher/csi-trident-ne

sc-nas
Bound
default/postgres-pvc
Delete

RWO

Filesystem

10Gi

<none>

CSI (a Container Storage Interface (CSI) volume source)
csi.trident.netapp.io

pvc-U782b05U-5aff-U9ae-bclO-08cdfd30db77
false
backendUUID=8d6b9527-91dc-U8U7-b5cc-6aa7307cflba
internalName:trident_pvc_u782b05d_SaFF_H939_bcﬂ0_085dfd39db7?
name=pvc-4782b054-5aff-U9ae-bcl0-08cdfd30db77
protocol=file
storage.kubernetes.io/csiProvisionerIdentity=1787189141467-7183~-csi.trident.netapp.io
<none>

1. 5T ILDORER

stion@
Name :
Labels:
Annotations:

Finalizers:
tapp-iol
StorageClass:
Status:
Claim:

Reclaim Policy:

Access Modes:
VolumeMode:
Capacity:
Node Affinity:
Message:
Source:
Type:
Driver:
FSType:

VolumeHandle:

ReadOnly:

$ kubectl describe pv/pvc-b992a5cf-1127-Ub6c-a775-80abélelb536
pvc-b992a5cf-1127-Ub6c-a775-80ab6Uelb536
<none>
pv.kubernetes.io/provisioned-by: csi.trident.netapp.io
volume.Kkubernetes.io/provisioner-deletion-secret-name:
volume.kubernetes.io/provisioner-deletion-secret-namespace:
[external-provisioner.volume.kubernetes.io/finalizer kubernetes.io/pv-protection external-attacher/csi-trident-ne

sc-iscsi

Bound
postgres/postgres-block-pvc
Delete

RWO

Filesystem

20Gi

<none>

CSI (a Container Storage Interface (CSI) volume source)
csi.trident.netapp.io

exty

pvc-b992a5cf-1127-Ub6c-aT775-80ab6Uelb536

VolumeAttributes:

internalName=trident Oab6lelb536
name=pvc-b992a5cf-
protocol=block

storage.kubernetes.io/csiProvisionerIdentity=1786638282639-3882-csi.trident.netapp.io

HANSAEBAR) 2a—L%ZzAE—L. ZOOATY REEITLTONTAPCLI S X ML= OFFMZEEIG L

9,

NASR 2 —LODEHEE :

volume show

-vserver <vserver> -volume <internal-volume-name>
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NSOL-NetApp-A70-T19U05::> volume show -vserver vks -volume trident_pvc_uU782b054_5aff_uU9ae_bcUO_08cdfd30db77

Vserver Name: vks
Volume Name: trident_pvc_U782b054_5aff_u9ae_bcU0®_08cdfd30db77
Aggregate Name: NSOL_NetApp_A70_T19U05a_NVME_SSD_1
List of Aggregates for FlexGroup Constituents: NSOL_NetApp_A70_T19U05a_
NVME_SSD_1
Encryption Type: volume
List of Nodes Hosting the Volume: NSOL-NetApp-A70-T19U65a
Volume Size: 10GB
Volume Data Set ID: 2179
Volume Master Data Set ID: 2155359667
Volume State: online
Volume Style: flex
Extended Volume Style: flexvol
FlexCache Endpoint Type: none
Is Cluster-Mode Volume: true
Is Constituent Volume: false
Number of Constituent Volumes: -
Export Policy: default
User ID: ©
Group ID: ©
Security Style: unix
UNIX Permissions: ———IrwXIwxrwx
Junction Path: /trident_pvc_u4782b054_5aff_U9ae_bcUO_08cdfd30db77
Junction Path Source: RW_volume

SAN LUN D35&1d. O IAY > FEFE{TLTONTAPCLI h'5 LUN OFZEIE L E7 -

lun show -—-vserver <vserver> -volume <internal-volume-name>

NSOL-NetApp-A70-T19U05::> lun show -vserver vks -volume trident_pvc_b992a5cf_1127_uUb
6c_a775_80ab6Uelb536
Path

/vol/trident_pvc_b992a5cf_1127_Ub6c_a775_80ab6Ueldb536/1un®
online mapped linux

NSOL-NetApp-A70-T19U05: : >

NAS % 7=IZNAS EconomyX kL — 25 X T "nconnect Y7 > b Ao a v aRFERLEEE. 79—H—/—
RONSR ML= —N—=ADT7 I T« TRTCPIEGH =R TET XY,

F9. Trident N\wI IV RERE—EBERXRTLTNYIIY REERESEL. ENEEMRL T vserver Q&7 —
R LIFZEELE Y,

kubectl get tbc -n trident
kubectl describe tbc <backend-name> -n trident

KIZONTAP 5 XAZ—IcOJ14> L. EEBOEIDST—R LIF ZBIHRITUTOOTVREZETLET

network connections active show -local-address <data-1lif> -local-port 2049
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NSOL-NetApp—A70-T19U05: :> network connections active show -local-address 192.168.164.214 -local-port 2049
Vserver Interface Remote
Name:Local Port Host:Port Protocol/Service

Node: NSOL-NetApp-A70-T19U05b
1if_VKS_U608:2049 : : L4l TCP/nfs

1if_VKS_U608: . . .54 TCP/nfs

1if_VKS_u608: : . .54 TCP/nfs

1if_VKS_U608: : . .54: TCP/nfs

1if_VKS_U608: ; : .54 TCP/nfs
5 entries were displayed.

2. YU T ILDRR

Ry REAERITREICE ST D. T—EAR—RUEHE L TTF—2IREZHRALF T,
FIE

1. PostgreSQL #—EXDR— b EZO—HAII I VICERELFT -

kubectl port-forward svc/postgres-service 5432:5432 -n <namespace>

2. QDA —ZFID5. psql ZEFERALTTF—ERN—RICEHRLET :

psgl "postgresqgl://<username>:<password>@127.0.0.1:5432/postgres"

3 F—AR—ZLTF—TNEERL. T—IITF—REANLET,

CREATE DATABASE employee;

FLOWT—ER—=XICYIDEZXS (psqXFZATVR)

\c employee

T EERL. TZMALT. RZIJTULET,

CREATE TABLE employees (
id SERIAL PRIMARY KEY,
first name VARCHAR(50) NOT NULL,
last name VARCHAR (50) NOT NULL,
email VARCHAR (100) UNIQUE NOT NULL,
department VARCHAR(50),
hire date DATE DEFAULT CURRENT DATE,
salary NUMERIC (10, 2)

);

INSERT INTO employees (first name, last name, email, department, salary)
VALUES ('John', 'Doe', 'john.doe@example.com', 'Engineering', 85000.00);
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SELECT * FROM employees;

ETZ4TE

MTDEFATIE. vSphere Kubernetes 27 5 X% —A®D Trident D > X k—JL ¥, Trident Z & L 1okt
A ML —=2%(ER 7= PostgreSQL T —42AR—22DFT FOAICDWVWTEHHEEL £ 95

vSphere Kubernetes Service 7 5 XA Z—LETOU—o0—R%Z770O4 9% (TridentZz {#H L 7=ONTAPX#t X
kL—2)

T — H{RE

NetApp Consolez £ L 7=. vSphere Kubernetes Service7 S XX —|_HT5 A>T
PIVr—2a3>ONyIF7yvTEDINT

vSphere Kubernetes Service (VKS) S5 XAZ—D A>T+ 7 F1) 4 r—= 3% NetApp
ConsolezZfEFL TN\ I 7 v THELXVOVRANTLET, COFIETIE. ONTAP S34 7
CSIVRANL=CENYOT T R—=ry R LTERL. NetApp Console®Backup
and Recovery ServiceZi L TNY I 7y T ) A N T7REZERE S UVUBIEBT I HE

ICDWTERBAL £ 9,

NetApp Console (. AV FLZABLV I T T RRIBEEEICHIEZA ML —J8 72 —EXD—TER
FIRELET, Eecnica>rbtO—Il. EHOBHRL. BLUTLELEEBXERELE

9, "console.netapp.com" DA—H—A VR —T T —ANBTIELATEZT—2H—E X EEEEEH L <
Dhd D £9, NetApp Console DFEMHIC DUV TIE. "NetApp Console D RF a2 X > " ZBBLTLETU,

.l 0)‘{27 >3 /‘Ctat\ Kubernetes'7 J0—R (,E'JZ!SE’JL_LIVSphere Kubernetes Serwceﬁ ZAZ—EtnaYv
Backup and Recovery"ﬂ' tX’a’:ﬁFﬁ?‘% & B—p1r a2 — 7I4Zb‘bKuberneteSJ TVr—>3 R

. B, (B L. RER) D —ICEERTIZEHTEET, TEBRHA RICDWVWTIE. "NetApp Backup
and Recovery RF a2 X > hEBBLTLETV

Ny OT7yFTe)ANIDT—o 70—

1. Console T—C Y b H B EHERLTLLIES
VKSZY Z ZAAH L TWVWBRIBIC. VYV —ILI—Sz 2 MATF O SNTVWA T e Z2RLTLLE
TV AVY—ILI—SzY DAY= ILOFMIC DV TIE. "NetApp Console Setup FFF 2 X > k"
EFBRBLTIETU,

v Bl &R

NetApp Console T. XU —>> 3w MIRTEKSIC DeployAgent)] Z21) w2 L. VKS V5%
MBFEBLTCVWBIREBICI—C Y b 2T 7010 L £ T,

COBITIF. > TFL XX >0VA ZfER Z3&FRL. OVAURLZIE—LT. €® URL %Z vCenter T
FRLTIAYY—-ILI—Yz> b7 7O/ LE T,

URLICZ—J Y hDIPY RLRZEAL TERL TSIV, FHAFIEICOVWTIE, "FFaX>
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FEBBLTLEIV, I—Jx Y MERINZE. UTORIU =223y MIRTESIC
NetApp Console THEERTE X,

Deploy an on-premises agent

Select how to deploy: ® withova O Manual install

Choose a simplified vCenter deployment or manually install for other environments. Learn more [7
1 | Download the OVA or copy the OVA URL.
1 Download the OVA (@ Copy the OVA URL
2 | Import the OVA to vCenter either as a binary or using URL.
3 | Deploy the OVA.

4 | After a successful deployment register your agent.
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Organization ~ Project ~

nimolab VMware

Agents

Q Search agents

o bxpazureconn

@ Proxmox-Agent

On-Premises | - |

O bluexpOPconn

On-Premises | - |

(O BXPCONnOnprem

On-Premises | - |

O- ocp-console-agent

On-Premises | - |

Azure | southcentralus

s 0 0 0

Manage agents

Go to Local Ul ~

® Connected

Go to Local Ul »

Connected

Go to Local Ul A~

Disconnected

Go to Local Ul A~

Disconnected

Go to Local Ul A

Disconnected

2. ONTAP 7 5 XX —7% NetApp Console |[ZBIML TNy I 7y T VAN BT S

J—J0—R%ERETBICIE. FTT1< ONTAP U 5 X2 —7% NetApp Console (&A1 L. Backup and
Recovery T —EXZBMICTIHBENHD £9, FIBICDWTIE. "NetApp Backup and Recovery®D+z

77w T BRLTLIEE L,
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3. NetApp Console T vSphere Kubernetes 7 5 X X —%t&H 9 3

v & KRR

CDOFEZERITT BICIE. vSphere KubernetesZ 5 X2 —hHRTENTHO. B LEEICConsoleT—
TSIV EATIAAMTNTVRIRELHD £, ROFIBIZHE > T NetApp Console TvSphere
Kubernetes?7 5 X 2 —%&H L £ 9,

a. NetApp Console T. I >~ k1) > Kubernetes %33R L. vSphere Kubernetes 7 5 X X —D5¥

Mz ABDLET

b. vSphere Kubernetes 7 5 A2 —HELBESNTVWAD LR LERERICT O SNiEI—J Y &

RLFT,

C. I¥MtEN/-0< > K% IJE— L TTrident Protect®-f > X k—JL L. vSphere Kubernetes? 5 X%
—AEHEINIOUDBRITLED,

d. Trident Protect 1 > X b —JLAEEICET L75. Discover 27 1) o L% 9, NetApp
Console [&. T— 1> %/ L T vSphere Kubernetes 7 S XA —E ZFDITARTDI Y — %%
HL. UICRRLET,

Discover resources

Workioad type

Kubernetes

Kubernetes

Cluster details

Cluster Name

vksO4

Agent

Proxmox-Agent X~

Generate installation commands

Before executing commands on your Kubernetes dluster, review the prerequisites. Leam

Installation type
@© Connected® (O Air-gapped @

1] Create a trident-protect namespace :

¥ Expand all

more [}

2| Create a Kubernetes Secret : Use the provided client_id and client_secret to create the occmauthcreds secret

ate secret generic occmauthcreds \
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1| Create a trident-protect namespace :

Kubectl create namespace trident-protect ()]

2 | Create a Kubernetes Secret : Use the provided client_id and dient_secret to create the occmauthareds secret

kubectl create secret generic ocemauthcreds ()]

--nanes trident-protect
-11 al=client_id=P28jqkcEVZeeg-fIECFCRnd 2rOLE:

--fron-literal=client_secret=5-XbWBMoCnQKb7InlSIdAT

--fron

WAk 1pnTgel TeDUSS8ArZWYIuup70uNdgyBlbz

3 | Add/update helm repo :

heln repo --force-update netapp-trident-protect https://netapp.github.io/trident-protect-helm-chart ()

4 | Install or Upgrade Trident Protect and Trident Protect Connector

heln upgrade --install trident-

nt-protect/trident-

.B8-console

--nanespace trident-protect

--set vksBd

--set 966e65b1-c36a-441b -99db28¢33151

-set otect.cbs.accountID=account-BEOEAUDL

-set protect.cbs.agentID=kglib3JQQR7e@Nx idFglwHiXockAbBp7clients

occmauthereds

ttps://18.192.113.198

protect. chs.proxySec

protect. chs. prexyHos

vksbastion@vks: $ kubectl get pods -n trident-protect
NAME READY  STATUS RESTARTS
trident-protect-connector-86bf87f7d7-7611f 1/1 Running 0

trident-protect-controller-manager-8567cf76b9-1xxqz 1/l Running 0
vksbastion@vks:

Applications Namespaces Virtual machines

Clusters (4)

Name % | Kubernetes Version % |  Kubemetes distribution = 3| Trident protect version % | Applications $ | Namespaces S
demo-vks 0 Applications o
Pending (0 out of 0 protected)
vks-demo01 0 Applications o
Pending (0 out of 0 protected)
vks03-old 0 Applications -
kubernetes 26.08.0-console 17
Deleting (0 out of 0 protected)
vks04 0 Applications
kubernetes 26.08.0-console 16
® Connected (0 out of 0 protected)

- ONTAP S3Z Ny O 7y TR—7y hE LTRET S

CDEITIE. Ny IT7yTHRELTONTAPS3A TSV C A ML =% FERLE Y, AWS S3. Azure
Blob. Google Cloud Storage. % 7z|&StorageGRIDZ /NI 7y 2=y b LTHERITZIEHTE
£7,

SEHIC DUV TIE. "NetApp Console D RF 2 XY " ZBBLTLEETL,

ONTAP S3% NetApp ConsoleD /N I 7w T2 =4y b L TGEMY 3ICiE. ONTAPY S X Z—H'60K
DIEBHBBEICHED XT,
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S3 Endpoint:
Access Key:
Secret Key:
Bucket Name:

NSDEZEIET BICIE. System Manager Z{EF L T ONTAP 7 5 A X TRDFIEZERITLE T,

a Ny ITYITT—AEREFETDHIC. ONTAPY S X AICSIHISDSVMEIERK L £, ZDSVM
DSITYRRAYFURLEXELTEWVWTLET LY,

b. SVWMDS3HET. I—H—%EML. BREBELT7IVEAMERZZNDYTET, COAI—HF—DT7oER
F—o—0ULy rE—FZEITEWVWTLLIEETL,

Trident Protect Tld. S32A—H—IZ27% < ¥H PutObject. GetObject.

@ ListBucket. $& U DeleteObject DMERHNNETY, N5 DIERDERIG
B\ AppVaultd Ny I 7y TE LV A T7EE TV RIBEEIT S —TERBL £,
SMAIC DWW TIE, "Trident Protect AppVault RF 2 X > "2 BB LTI L,

v & KRR
I S3A—H—%{EHL. 7VERF—> =Ly rF—ELATIOO—-RLET

vverview
Volumes

S3 All settings
LUNs

NVMe namespaces 0 Enabled

SMB shares
Buckets
Server 2 it
Qtrees FQDN
Quotas vks-s3.nsol.netapp.com
Tiers TS TLS port
Enabled 443
Clients HTTP HTTP port
Enabled 80
Network i
Certificate
System-generated certificate
Events & jobs v
Protection v
Hosts ~ Users Groups Policies
Cluster ~
+ Add
Overview
Hardware User name Access keys Key expiration
Settings
root
Storage VMs
Disks tp-user XBJDW6011UWGECLOIGIU4 Valid forever

DOSV96012XODDOFIYDW7 26 Oct 2026 2:29:12 PM

.......

A. SITEDSVMIZNT v b ZVEF L £9 - NetApp Console TONTAP S3A Yo b A ML —
CENYITT =7y b LTEMTBRICERTEINTY FEZXELTEEET,
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Add bucket

Name

‘ tp-bucket ‘

Storage VM

vks V‘

[ L
Enable ListBucket access for all users on the storage VM

“vks".
Enabling this will allow users to access the bucket.

«” More options Cancel

SITVRARAV I 7O9ERF— =Ly bFx— N7y bEZFERALT. ONTAPS3A IS ¥
FRAML—=FNW O 7w FR—4y k& LT NetApp Console [ZIBANL £9,

[m_~]

= Organization Project
= FINetApp  console iy s
Backup and Recovery
Backup targets
v Register cloud provider credentials and manage object storage used as offsite backup destinations.
i e s s
Inventory
ONTAP S3 2 O«is 0 -
Backup targets Type Total buckets Total capacity Total locations
Policies



Discover backup target

Discover ONTAP S3

Add credentials to discover the backup target

Credentials name

vks-tp-user-creds

Gateway node FQDN

vks-s3.nsol.netapp.com

Port

443

Access key

DOSV96012XODDOFSYDWT

Secret key

- NetApp Console T. A>T+ 7—o0O0—FBEOT7 IV r—>a3>%zEmL. Ny o7y T2ERAL TR
ELXT

Kubernetes 7 7 1) 7 —> 3 V2 EE S OMRET BICIE. N o7y TEXVCUANDD
C) A=—N—BEE. FBEINvIT7YTELOCVANVONY 7y TEBEO-ILHINE

T, Kubernetes7 U —> a3 >%xEBrd3ICid. NvIF7yvFELTVANIDR—

N—BEE, FRENYIT7YTELICYANVDETEEEO-ILIBETT,

v flzE xR
CDFIETIE. REINER vSphere Kubernetes 7 S XX —KHNO AV T+ 7 TUr—>a A
IC. NetApp Console T7 U — a3 EERLE T, R—LAR—AZFEHT S . vSphere
Kubernetes 7 5 A XA —AHDEZ—LZAR—RICHBZIRTOAVTFT7 IV r—2a % RiE&€T 278
DT TVr—oaVEERTEET,

Ffes 77V 7= aVICEEMITZRER) S —HBRBETI, FHLWMRER) S —Z1EKLT 5. B
FOLDEEATEZEHTEET,
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Inventory > Kubernetes Kubemetes

Kubernetes

Review protection status, create and manage policies, and recover data for one or more namespaces.

& 4 @ 0 ® 33 gl 0 & Oxs

Clusters Applications Namespaces Protected application Protected Capacity

Clusters Namespaces Virtual machines

Name | Protectionstatus = | Protection health =| Cluster =| Policy = | Namespaces | Status = | Protected capacity |

a

No Data

TIVr—2a>0FMEANIL. TTVT5—2a3 > 0% E%2EE&LET, ZOHITIE. vSphere
Kubernetes? 5 XA X —DERIZEBAD TR TOAVTF 7 TV r— a3 i LTr7FUsr—oaon
ERCNET, EER 200 wode. 77V5—2a3 i@ FN38ZEEMAI—-7D)YV—2X
D—EBHIRREINET, Al 272Uy LTHEITLETD,

Create application © #eeicstion Desits () Protection Settings

You can create an application to Protect your KUbemetes resources.

B Aplication Details

Application name Cluster Filters
postgres vks04 v ® Namespace O Virtual machine
= Define Criteria
Namespaces Resource types Labe! selectors Optional @
postgres X - Include All X - + Add cluster-scoped resources
Namespace-Scoped Cluster-Scoped
Resources (9) Q
Name 1| Cluster | Namespace =3 Type =3 | labels $
defautt postgres ServiceAccount
kube-root-ca.crt postgres ConfigMap
postgres postgres Deployment

RIS TTVT—2a > DREREZITOBED DD . HLWMRER) O —%FRT 2D BIFD
HDEFEATHEDTETET, CORITIE. 7TV —> 3 VRICH LWMRERYD > —HERR S I,
TV avICEBEMITIONET, TRUS—) ZEBEAL. HLWRUS—%EB) 20Uy s
L&,

Create application @ Asplication Details © Protection Sertings

Protection Settings
Select a backup and recovery policy to protect your data or create a new policy.

¥ Expandall
Policy v
Prescripts and postscripts v
Advanced settings e



RUS—IZ&F%EMT. Ny ITvTT7—F%T7I0F v EFIRLTLLIES VW, COHFITIE. T4 RIDHS
FITPT IV RAML=ADBREDEIRSNTVWE T, 7TAYUVRANL—JTRFYy T3y FHEL
BEINZEEZFHHIZO0—HILAFTYToay bR a—IlEZE&RZLEFT, XIZ. TP IR
fL—=SONy o7y THREEBRICEBRLEST. Ny o7y T2—4y hEFERL (ZOFHITIE
ONTAPS3) . XF vy hT—4ANQA Tz A ML —=JICOAE—CNZE1 IV %5
BEEXT D a—I)LERELT. RIFIC—DHERELEF T, XX TV a—ILIERXF+vyFoavhk
AT a—I)LlFIILTWVWB ). VY —RFRERFyv T a3y bHEEINER TR, X
2T 2a—=LIE->TA TPz A ML =2ICa—CNE T, BEICGLT. BABRTEHCEE
HITREREZE IR CHTEET, Hif793IC1E MERY 22V v o LTLETW, 75— 3
UHEHE TN, RERD —HENICEEMITENE T,

Create policy
Create backup and recovery policy to protect your data

¥ Expand all

Details ~

Workioad type Policy name Agent

Kubemetes - policyt

Backup architecture

Select data flow

Disk to object storage -

Disk to object storage Disk to object storage information

® |ts keeping 2 data copies: on local ONTAP devices and the other in the objectStore in an offsite location.

Backup =
e ® This approach ensures that even if one backup fails, the other copies remain safe.
ONTAP Object Store ® Disk to ObjectStore backup strategy involves transferring backups from the primary ONTAP system to an objectStore in an offsite
Primary location.

Local snapshot setting

Addschedule |~ [ A

Two default schedules are recommended. You can use these recommendations or create different schedules.

Schedule summary Snapshot frequency Snapshot retention @

Take a snapshot every Snapshots to keep

1 hour - 3 |

Hourly

Run every 1 hour at 01:00, 02:00, ... | keep 3 copies

) Take a snapshot daily at ©  Snapshots to keep
Daily

12:00 AM 4 3 ‘
Run daily at 12:00 AM | keep 3 copies

Kubemetes application resources

Provider

aws - o e n Q

AWS Azure GCP StorageGRID ONTAP 53

ONTAP S3 credentials

£19u05-tp-user-creds

Backup target

tp-bucket
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Object store settings ~
You can't add additional schedules to backup schedules created based on local settings. However, you can delete an existing schedule if needed.

Backup

Houly X  Daily X -

Retention copies

Hourly Daily
5 4 :
Provider

aws " o o n (V]

AWS Azurz GCP StorageGRID ONTAP S3
ONTAP S3 credentials Backup target (]
+19005-tp-user-creds - tp-bucket -
Inventory > Kubernetes Kubemetes
Kubernetes
Review protection status, create and manage policies, and recover data for one of more namespaces,
4 g 1 ® 33 g 1 72.37 mis
Clusters Applications Namespaces Protected application Protected Capacity
Applications Clusters Namespaces Virtual machines
Application (1) Q Ciosis nppcation
Name 4| Protectionstatus ¥ | Protectionhealth T 3 | Cluster T3 | Poliy T3 | Namespaces 3| status = 3| Protected capacity % |
postgres ® Protected Healthy vksO4 policy! postgres (% ® Ready 7237 MiB
1-10f1 1

6. Ny ITYTIHhET IV r—a3 %ERTTD

@ Kubernetes 7 1) r—< 3 > %1855t 9 % 1ZI&. Backup and Recovery®d X —/N\—EIBE&E O —
JL. F7-lEBackup and RecoveryDETTEIREEO—ILHHBRETT,

v iz /R
o TN —=arHEEILTBICIE. O—HIRFyTFoavb, TSIV RIARL—=I NV I T
v, ElEEAVA ) R=y DS DONY I T Y FRE, FAREERETRT Y fonwdnh
HERTETET,

c VTV —2a eaDOmERICERTS D, HOBIERICETIZICHTEE I,
cETICEHB VY —REERTETET,
c/R LT TN Tr—2a Y )V —RIERTBA ML - IS REERTEET,
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Inventory > Kubernetes

4

1

Kubernetes

Review protection status, create and manage policies, and recover data for one or more namespaces.

33 @

72.37 wis

Kubemetes

Clusters Applications Namespaces Protected application g Protected Capacty
Applications Clusters Namespaces Virtual machines
— a
Name 4| Protectionstatus ¥ 3| Protectionhealth T 3 | Cluster T3 | Poliy T3 | Namespaces 3| status T 3| Protected capacity
postgres ® protected ) Healthy viesD4 policy1 postgres ® Reacy 7237 MiB G
1-10f1 «
Edit
View and Restore
Backup now
View job
View protection details
B postgres @ vks04 ® 1 (©) Healthy
Application Cluster Namespaces Protection health
@ Policy
li
Disk to object storage ik
Backup Schedules
Frequency |  NextRun |  Location
% Backup ﬁ
Hourly 11:00 PM @ (3]
ONTAP Obiject Store
Primary
Daily 1200 AM @ ] @
Restore points (2)
Name Size % | Restore point 4+ | Location | Status |
backup-c7830433-60eb-4795-945b-... 7248 MiB 31 Aug 2026, 10:12:49 PM © 9 Q@ ® Success
custom-9d82a-20260901020035 7237 MiB 31 Aug 2026, 10:00:35 PM

© 9 Q@ ® Success

1-20f2
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@ Genersi seings

Snapshot name E Size

(2) Resource selection

custom-9d82a-20260901020035 72 37 Mig
i

nimolab

@ Destination settings

E Aug 31, 2026, 22:00:35
Snapshot date

Restore from: O local () Secondary (8 Object store
Cluster
vks04 X v
Restore to : QO Original namespaces (8 New namespaces
Namespace (1)
Source namespaces Destination namespaces
postgres postgres2
Destination Application
Application name
postgres
[C] Do not create an application for restored resources
.{_,_r_} Restore all resources » ) ‘ - Saiect i
] o~ !:::iad ”I ose o ;‘“" 2 ’_“‘"": y::f::‘ able ‘:E'“w'j' ’:‘mm o 'a"""::‘" ::‘""9 = Restoring all resources lets you filter specific items for recovery, tailoring the process to your needs.
F individual tems. This opion is ok the defaut, 5o make sre it aligns with your recovery goals before r passcunlsebid e i ioppsl el )
r proceeding. overy strategy
Namespace-Scoped Cluster-Scoped
Resources (10)
Name 1| Group =% | Version =2| kind =3 | Namespace =35 | Labels
application-1562a055-d024-40fa- o ;
32b5-216931692325-5n31 coordination.k8s.io vl Lease postgres
default v ServiceAccount postgres
kube-root-ca.crt v CorfigMap postgres
postgres apps v Deployment postgres
postgres-6fcc5345¢8 apps v Replicaset postgres pod-templa
postgres-6fcc5345¢8-8n9cq v Pod postgres Bod ngn
postgres-pvc v PersistentVolumeCiaim postgres
postgres-service v Service postgres
.-



Destination settings

~
(@® Restore using default storage class (O Map Storage Classes to Destination
10 sc-nas
Number of source storageclasses Default Destination storageciass
Restore scripts v
Resource transformations v

B 3 TDETIRIZ. NetApp Console DE=ZXR—t V> 3> THRETEET, BExdlaIbwT
9% . vSphere Kubernetes 7 5 XX —TETEINIc)Y —XAZHRTE 9,

Kubernetes

Review protection status, create and manage policies, and recover Gata for one of More namespaces.

4 2 @ 34 g 1 @ 7248w

Clusters Applications Namespaces Protected application Protected Capacity
Applications Clusters Namespaces Virtual machines
Applications (2) Q Create application
Name 4| Protectionstatus T & Protectionhealth = 3 | Cluster T3 | Poliy = 3| Namespaces S| status = 5| Protected capacity =+ |
postgres ® Protected Healthy vksO4 policyl postgres (% ® Ready 7248 MiB
postgres ® Unprotected vksO4 postgres2 (% © Restoring
1-20f2 1
Edit
View and Restore
Delete
Restore job ety >
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Job Name: postgres-restore
Job Id: 87032123-5ac4-464c-a9b5-c0a2daac32dd

© © &)

vks04 postgres Aug 312026, 10:27:17 pm Aug 312026, 10:28:55 pm Success
Cluster Application Start time End time Job status

Application restore
© Create Restore Start Event
Status: Completed

© Create Secret
Status: Completed

€ Create App Vault
Status: Completed

© Wait For App Vault
Status: Completed

@ Create Destination Namespace
Status: Completed

© Wait For Destination Namespace Create
Status: Completed

) Lay Down Backup Restore CR
Status: Completed

@ Wait For Backup Restore CR

Status: Completed

© Set App State
Status: Completed

Expand all
BackupRestore (postgres2/bkp-res-poklebu5ah) (v) Success
Inventory > Kubernetes Kubemetes
Kubernetes
Review protection status, create and manage policies, and recover Gata for one or more namespaces.
e 4 2 © 34 g 1 o 72.48us
Clusters Applications Namespaces Protected application Protected Capacity
Applications Clusters Namespaces Virtual machines
Applications (2) Q Creste mpplication
Name 1| Protectionstatus ¥ 3 | Protectionhealth ¥ 3 | Cluster 3| Poliy T3 | Namespaces 3| status = 3| Protected capacity |
postgres ® protected Healthy vksO4 policyl postgres (2 ® Ready T248 MiB
postgres ® Unprotected visO4 postgres2 (% ® Ready
1-20f2 1

vSphere Kubernetes Service 7 5 X XD 5+ 7 1) /r—< 3 > % Trident Protect
ZEAL TNV I TV TITELVIVRNTTS

vSphere Kubernetes Service (VKS) 3 XX—KWNOIAVT+F7F)or—>3ay

% . Trident Protect DX+ w > awv heNv o7y TREBLTNYIT Yy TELY
JART7LET, COFIEICIE. ONTAPS3 ATV C R ML—J%ERALE
AppVault DYEFL. Kubernetes VY —XA TV MekEiR) a—L%xZSCT L) r—
2aVTF—AEX v TF v $357HD Trident Protect DFRE. B XUVRBICH LT —
XDURARTHEENT T,
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VKSY S RARNTEITIINZ AT FT7TIVr—avid. 7—h—/— ROLRIZERICHE WL TKubernetes
J—J0—ReLTBEBINET, 7V —>2a>DART—R KGR 2a—LOBA%RET DD
BETY, €59BET. ENSQEONIEDODKIELIED LTZHZETH. EIHTERLSICADET,

VKST7 U4 —> 3> kg a—LAild. "Trident CSI"#{EH L TVKSY 5 X4 — A TNF-ONTAPX k
L=k 2 TNy I 7y ITEE T, COFIETIX. "Trident Protect"Z2ERBLTCT7 U r— 3> X Fwy
ToavbhEEBRLET, XF v a3y bOXET—RIFONTAPA TSz PR ML —JICRESN. R
Ja—LRAFy T3y bT—REAML—NYIIVRICEDET, £l N IT7VvTDT—4H
ISJONTAPA Iz R A ML —=JICOAE—CNFET, BEBICHLT. RFyvTFoayv bEENvIT7v S
M5BT TEFET,

Trident Protectid. KubernetesZ7 S XX D7 S ) r—>a>OR Ty Foavb, Nwo7vr Ex. &
LUTAHZXEUAN)ZOTEEIC L F T, Trident Protect CIRETE 57— ICIE. 77U —> 3 VICEE
FiFr5nf-Kubernetes )Y —XA T U b, ENSDKEAR) a—LHEENE T,

UFiF. Cotroa>ofITEREINTVWSEREIYR—XY bON=232TY

* VMware Cloud Foundation (VCF) 9.1 & vSphere Kubernetes —E X
* "Trident 26.06"

» "Trident Protect 26.06"

* "ONTAP 9.16'

vSphere Kubernetes 7 5 X2 —|C Trident Protect z-f > XA b—J)L§ 3

V¥ Trident Protect® 1 > X k—JL

Helm Z € L T. vSphere Kubernetes Service 7 2 XX | Trident Protect zf Y A h—JLLEX T, Dt
2323 > DOFITIE. Trident Protect CLI Td 3 “tridentctl-protect Z{#EH L £ 9, "Trident Protect CLI K& 2
A2 " OFIBICE>TA A R=)LLTL SV, Trident Protect DZ DDA > X b —JLAEICDWT
I&. "Trident Protect R 2 X > h"EBBLTLETL,

F9'. ‘trident-protect AFIZEEZEHR L TINILZFIF £ T, Trident Protect I345ET —o O— R ZE1T
g 378, “enforce=privileged FRILHMNETT, TNH7ELE. Kubernetes Pod ¥ 271 7 RKIy
>3 >Y kO—5—7h Trident Protect Pod OfE#i# 70wy LE 9,

kubectl create namespace trident-protect
kubectl label namespace trident-protect pod-
security.kubernetes.io/enforce=privileged

IZ. Helm RS M) #EM L. Trident Protectx &BIZERICT > XA R—JLLE T,

helm repo add netapp-trident-protect https://netapp.github.io/trident-
protect-helm-chart

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2606.0 --namespace
trident-protect

@ Trident Protect 7R K "PodSecurity’ 7 R w23 > I 5 —TEELAWES., 12X b—
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https://docs.netapp.com/us-en/trident/
https://docs.netapp.com/us-en/trident/trident-protect/learn-about-trident-protect.html
https://docs.netapp.com/us-en/trident/trident-get-started/quickstart.html
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-installation.html
https://docs.netapp.com/us-en/ontap/
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-cli.html
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-cli.html
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-cli.html
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-cli.html
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-cli.html
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-cli.html
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-cli.html
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-cli.html
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-cli.html
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-cli.html
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-cli.html
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-cli.html
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-cli.html
https://docs.netapp.com/us-en/trident/trident-protect/learn-about-trident-protect.html
https://docs.netapp.com/us-en/trident/trident-protect/learn-about-trident-protect.html
https://docs.netapp.com/us-en/trident/trident-protect/learn-about-trident-protect.html
https://docs.netapp.com/us-en/trident/trident-protect/learn-about-trident-protect.html
https://docs.netapp.com/us-en/trident/trident-protect/learn-about-trident-protect.html
https://docs.netapp.com/us-en/trident/trident-protect/learn-about-trident-protect.html
https://docs.netapp.com/us-en/trident/trident-protect/learn-about-trident-protect.html
https://docs.netapp.com/us-en/trident/trident-protect/learn-about-trident-protect.html
https://docs.netapp.com/us-en/trident/trident-protect/learn-about-trident-protect.html
https://docs.netapp.com/us-en/trident/trident-protect/learn-about-trident-protect.html
https://docs.netapp.com/us-en/trident/trident-protect/learn-about-trident-protect.html
https://docs.netapp.com/us-en/trident/trident-protect/learn-about-trident-protect.html
https://docs.netapp.com/us-en/trident/trident-protect/learn-about-trident-protect.html

ILEIICR Y ROt F 2 T4 SARILH trident-protect T — L ZAR—XITEHINTLAEL
AIBEMENH D £9, -overwrite' ZFERE L THEREL. Ry RHEHFHTEI e zRERLTL
230,

kubectl label namespace trident-protect pod-

security.kubernetes.io/enforce=privileged --overwrite

kubectl get pods -n trident-protect

vksbastion@vks: $ kubectl get pods -n trident-protect

NAME READY STATUS RESTARTS AGE
autosupportbundle-elcb1693-66U40-Ufcd-bddf-bUl3ffUlf37c—znvsw 1/1 Running 0 16h
trident—protect—controller—‘manager—5-F6Ll4F{59L1F—c18cp 1/1 Running 0 3h50m
vksbastion@vks: $

vksbastion@vks: $ tridentctl-protect version -n trident-protect
26.06.0
vksbastion@vks: $ |

ATV MR ML—HADApp VaultzERL S %

v
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AppVaultZz ER% 9 %

FrVr—2a>OR+yrFoay heNy o7y FEVERT BHiIC. Trident Protect TH 7Pz X b
L—S%iERTBBENBDET, THUE. AppVault CR ZIERR T3 TITVE T, BEEDHH
AppVault CR Z1ERE LU TE £,

AppVault# 7> 2 b, A L= NNy DKubernetes A XX L)Y —ZXFRIFTI, AppVault CRIC
& N o 7wvF, Aty T3y b, UXST7E. SnapMirrorL 7 r— 3 > E DIRERIETN
T b EERTIOICBRERRENZTENTUVET,

UTFDOFIETIE. ONTAP S3 AICERE M7= AppVault CR ZERL L £ 9. ONTAP /5 XXM SVM (C S3
FITST ORI NTH—=N—=%ERLET, AT I NI NTH—=N—=IINTy b ZERRLE T, .SVM
ICS3A—H—%ERLET, 7VEXF—> =L v bF—EREBBAAICERE L TLETL,

+ 752 © Trident Protect Tl&. S3 A—H—HD74R< ¥H PutObject. GetObject. ListBucket. H&
U "DeleteObject DIERZIFOMENH D £, CNOSDIERMRVIGE. AppVault D/NNY I 7 v THE K
OURXNTFREFTIVERERTI S —TERBRLE T, sFMHICDLWTIE. "Trident Protect AppVault = 2 X
VRHEBBLTLIESIL, VKS VS XAX—T. ONTAPS3 J LT v I8N e DS —UL v h&EE
FLE9d. .ONTAP S3 D AppVault 7 77 FEERRL £,

ONTAP S3 @7 @ Trident Protect AppVault D&E

UFDOIY=ZT7 A MI. ABRIBETHEE R DEERLEZBEMICLIZHTTPSZFERL TV
¥9, ONTAPS3T YV RRA YV EHI T ARA—ICE > TI TIEBEINTULBLARECAICE -
TERLINRAEE2FEAL TVLWSIFE. BIOREREIIAETY, BCELIIHEE

@ 7= IZREBCASERRZ 2 FAHT 3 EEIF. NZ 7T A MIRINTWVWARELSIC. “rootCA 7«
—ILREFEALTHREZLIL— FCASEHEZIEEL TLETV, REESINIIEEATRIET X
FEDOHTTPERENNRELRISSIZ. SOt avoRBICHZITHRERNY 7> ~cEEHE
LTLIEELY,


https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
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https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions

# alias tp='tridentctl-protect'

# cat appvault-secret.yaml

apiVersion: vl

data:
accessKeyID: <baseb6t4 encoded access key>
secretAccessKey: <base64 encoded secret access key>

Alternatively,

accessKeyID:

#

# stringData:
# "<access key of S3>"
#

secretAccessKey:
kind: Secret

metadata:
name: ontap-s3-appvault-secretl
namespace: trident-protect
type: Opaque

# cat appvault.yaml

apiVersion: protect.trident.netapp.io/vl

kind: AppVault
metadata:

name: ontap-s3-appvaultl

namespace: trident-protect

spec:
providerConfig:

azure:

accountName: ""

bucketName:

endpoint: ""

gcp:
bucketName:

mww

projectID:
s3:

bucketName: trident-protect
endpoint: <1if for S3 access>
secure: "true"

skipCertValidation: "false"

remove the data section above and use:

"<secret access key of S3>"

# If your ONTAP S3 endpoint uses a certificate signed by a public

CA
# already trusted by the cluster,
is needed.

# If it uses a self-signed or internal CA certificate,

# root CA certificate:
# rootCA:
providerCredentials:

<root CA certificate>

no additional certificate config

provide the

51



accessKeyID:
valueFromSecret:
key: accessKeyID
name: ontap-s3-appvault-secretl
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: ontap-s3-appvault-secretl
providerType: OntapS3

# kubectl create -f appvault-secret.yaml -n trident-protect

# kubectl create -f appvault.yaml -n trident-protect

SRERNY 7> (HTTP. SEBBEMEAL)

BET—ADNGFEITIRESNIIRRIETOIH. UTD s3REZFEAL TLILV, XEFRIETIES
NSDRE=FEALBVTLE L,

s3:
bucketName: trident-protect
endpoint: <1if for S3 access>
secure: "false"

skipCertValidation: "true"

vksbastion@vks: $ kubectl get appvault -n trident-protect
NAME STATE ERROR  MESSAGE AGE
ontap-s3-appvaultl Available 3d1dh

vks—appvault Available 5d15h
vksbastion@vks: $‘

Trident Protect 77 7 & —> 3 > DERL

¥V Trident Protect 7 1) 4 —< 3 > DERK

CDOBITIE. postgresZRIZERICT VX h=ILEINTWB Y > FIlpostgres7 TUr— 3 > D57 —R1RE
ICDWTEBBL £ 9o 1V A M—ILDEFMICDWVWTIE. "NetApp A FL—J%FHLTVKS 7—20—FR
T 7O495"ZBRLTIIEEI L,

> 7 JLPostgreSQL PVCIEFRWO 7/ Z R E— REER L $9, 77 RE— RIFPVCY=
T XA MATEATHICIEET ZHELHD T, TridentidX L — Z7ORILICEDVWT

(D)  77t2E—FEZEBMICERL ¥ A. RWXIENASERBYL T 3PVCTHH— FEINT
D, SANZEB Y T BPVCHBMBEEITS C X CRWXEHHR— R TEH T, FHMICD
WTld. "Trident Protect R+ a2 X > " E#BBL TSIV,

CDBITIE. postgres BEIZERICIE 1 DDT7 SV r— 3 >h %D Trident Protect Application M {ERLEF
ICEBIZERDIRTO)Y —IDEENE T,
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# alias tp='tridentctl-protect'
# tp create app postgres-app --namespaces postgres -n postgres --dry-run

> postgres—-app.yaml

# cat postgres-app.yaml
apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: postgres-app
spec:
includedNamespaces:
- namespace: postgres
resourceFilter: {}

# kubectl create -f postgres-app.yaml -n postgres

vksbastion@vks: $ kubectl get application -n postgres

NAME PROTECTION STATE AGE
postgres-app None 3d13h

Ny T T7y TefeplLTT7 7T 2 RET 3

YN\ T7 v TaERT S
FOFIVRNY I Ty TH=VERT B

LARTERL L 7= postgres-app DNy I 7w THER L £ TD/Nw 7w FIZIF. postgres ZEIZEBAD
IRTDOIY—R%Z2EHET, NvIT7 Vv TERIFT S appvault BEIBEL TSI L,

# cat postgres-backup-on-demand.yaml
apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
name: postgres-backup-on-demand
spec:
appVaultRef: ontap-s3-appvaultl
applicationRef: postgres-app
cleanupSnapshot: true
replicateSnapshot: false

kubectl create -f postgres-backup-on-demand.yaml -n postgres

53



vksbastion@vks: $ kubectl create —f postgres—backup-on-demand.yaml -n postgres
backup.protect.trident.netapp.io/postgres—-backup-on-demand created

vksbastion@vks: - $ kubectl get backups -n postgres

NAME APP RECLAIM POLICY  STATE ERROR  AGE
postgres—-backup-on-demand postgres-app Retain Running 12s
vksbastion@vks: 2Mo- = $ kubectl get backups -n postgres -w

NAME APP RECLAIM POLICY  STATE ERROR  AGE
postgres-backup-on-demand postgres-app Retain Running 29S
postgres—-backup-on-demand postgres-app Retain Running 82s
postgres-backup-on-demand postgres-app Retain Running 82s
postgres-backup—-on-demand postgres-app Retain Running 82s
postgres-backup-on-demand postgres-app Retain Running 83s
postgres-backup-on-demand postgres-app R R Running 83s
postgres-backup-on-demand postgres-app Retain Running 83s
postgres-backup-on-demand postgres-app R R Completed 83s

vksbastion@vks:~

/ tp$ kubectl get application -n postgres
NAME PROTECTION STATE  AGE
postgres-app Partial 3d13h

2T a—LICEDWTNY I 7y T={ERT D

NYITYTDRTT 2=kl L. RIFIBINVIT Y TORECHZIEEL X,

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:

name: backup-schedulel

namespace: postgres
spec:

appVaultRef: ontap-s3-appvaultl

applicationRef: postgres-app

backupRetention: "1"

dayOfMonth: ""

dayOfiWeek: ""

enabled: true

granularity: Hourly

hour: ""
minute: "45"
recurrenceRule: ""
replicationRetention: "O"
runImmediately: false

snapshotRetention: "O0"



vksbastion@vks: $ kubectl create -f postgres-backup-schedulel.yaml -n postgres
schedule.protect.trident.netapp.io/backup-schedulel created

vksbastion@vks:~/demo- tp$ kubectl get schedule -n postgres
NAME ENABLED GRANULARITY STATE ERROR AGE
backup-schedulel true Hourly 10m

INY I Tw THhEDIETT

YNNI T7yTIHhEETTS
TFXVr—>a xR LC4AIERICETT S

ZDHITIE. /\w T 7w 7 postgres-backup-on-demand (Z | postgres-app /Ny 7 7w IHhEEFNTUVE
To

FFIVr—2a HIBRY BE1IC. BRICERTZ2FED/NY I 7w FH "Completed IKRETH B Z & = HE
L TLIET WV, EITRERIFERLIENYIT Y FIE. 7V T5—=2a3 VDETICIIFERTET £t A

kubectl get backup -n postgres

INY DTy TIRED "Completed TH D C & s L 78, postgres 77 T r—> 3 > %ZHIBRL. PVC
EpodA 72 ¥ bHEAIZER Mpostgres) NHHIBRETNTWAZ EZRERL TLETL,

vksbastion@vks: $ Kubectl get all -n postgres
NAME READY  STATUS RESTARTS  AGE
pod/postgres—-6fcc55U5c8-6gwoh v/l Running © 3d13h

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
service/postgres-service ClusterIP 10.101.183.142 <none> 5432/TCP 3d13h

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/postgres 1/1 1 1 3d13h

NAME DESIRED CURRENT READY AGE
replicaset.apps/postgres—-6fcc5545c8 1l 1 1 3d13h
vksbastion@vks: $ kubectl delete deployment/postgres -n postgres
deployment.apps "postgres" deleted from postgres namespace

vksbastion@vks: $ kubectl get all -n postgres

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
service/postgres-service ClusterIP 10.101.183.142 <none> 5432/TCP 3d13h

vksbastion@vks: $ Kubectl get pvc -n postgres

NAME STATUS VOLUME CAPACITY  ACCESS MODES STORAGECLASS V
OLUMEATTRIBUTESCLASS AGE

postgres-pvc Bound pvc-U43f275d5-6063-U4751-98d5-3a36b07d0Ob+0O 16Gi1i RWO sc-nas <
unset> 3d14h

vksbastion@vks: : ;/tp$ Kubectl get all,pvc -n postgres
No resources found in postgres namespace.

Ko NwPOT7wTInPlace VA T7A T b=ERLET,
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apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
annotations:
protect.trident.netapp.io/max-parallel-restore-jobs: "25"
name: postgres-—-app-restore
namespace: postgres
spec:
appArchivePath: postgres-app 314bbaf6-2ce3-4065-b3cl-
ab85c7bb7c7c/backups/postgres-backup-on-demand 63efc9d1-92d7-45ce-84fe-
846ce7db7b29
appVaultRef: ontap-s3-appvaultl
cleanUpAdditionalExecHooks: true
cleanUpArchivedExecHooks: false
resourceFilter: {}

runArchivedExecHooks: true

vksbastion@vks: $ kubectl create -f postgres-app-bir.yaml -n postgres

backupinplacerestore.protect.trident.netapp.io/postgres—app-restore created

PostgreSQL7 74— 3> D7 7OA XY by H—E X[ Pod. BLUPVCHETEINTWE Z L= HE
L TLIET L,

vksbastion@vks: $ kubectl get all,pvc -n postgres
NAME READY STATUS RESTARTS AGE
pod/postgres—6fcc5545c8-9pv2m  1/1 Running © 2mls

NAME NYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
service/postgres-service ClusterIP 18.1687.38.167 <none> 5432/TCP 2mls

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/postgres 1/1 il 1 2mls

NAME DESIRED CURRENT READY  AGE
replicaset.apps/postgres—6fcc55U5c8 il 1 al 2mls

NAME STATUS VOLUME CAPACITY ACCESS MO

DES  STORAGECLASS  VOLUMEATTRIBUTESCLASS  AGE

persistentvolumeclaim/postgres—-pvc Bound pvc-191af706-6Uac-Uf09-921a-ff9bf6d86a68 16Gi RWO
sc-nas <unset> 2mé6s

TIVT— 3 RORBZERICETT S

X9, 7TV EERITZIHLVARIZEEEZERLET. CDOFITIE. postgres2 Z{ERA L £ 9, postgres-
app Tl ATV a—JLICE>TER SN 1 BRREICC DNy I 7y THRIBRREICAED FLTze DN
w7y TEBLT. 77U —> 3> &H L VLWARIZEM postgres2 IC18TT L TS 7EE LY,

vksbastion@vks: ‘p$ kubectl get backup -n postgres
NAME APP RECLAIM POLICY  STATE ERROR  AGE

hourly-cbd11-20266831164500 postgres-app Retain Completed 14m
postgres-backup-on-demand postgres-app Retain Completed 51m




store —--appvault ontap-s3-appvaultl --path postg

reate backupr

314bbaf6-2ce3-4065-b3cl-ab85c7bb7c7c/backups/hourly-cbdll-

3b9 --namespace-mapping

J) O L

20260831124500 2b57bda9-5cb0-4c8f-ae7a-20£9%4c

~23c3
postgres:postc -n postgres?2 --dry-run>postgres-app-postgres2-br.yaml

@ NV O Ty TONIAZEIF T BICIE. ROAY Y REFEAL £ kubectl get backups

<backup-name> -n postgres -o jsonpath='{.status.appArchivePath}'s

vksbastion@vks: $ kubectl get backups -n postgres

NAME APP RECLAIM POLICY  STATE ERROR  AGE
hourly-cbd11-20260831124500 postgres-app Retain Completed 13m
postgres-backup-on-demand postgres-app Retain Completed 170m
vksbastion@vks: $ tp get backups -n postgres -o yaml | grep hourly-cbd11-20260831124500

name: | = =
appArchivePath: postgres-app_31lU4bbaf6-2ce3-4065-b3cl-ab85c7bb7c7c/backups/hour cbd11-202608:

7bda9-5cb0-Uc8f-ae7a-20+9Uc23c3b9
vksbastion@vks: $

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:

annotations:

protect.trident.netapp.io/max-parallel-restore-jobs: "25"

name: postgres-app-z2woek

namespace: postgres?2
spec:

appArchivePath: postgres-app 314bbaf6-2ce3-4065-b3cl-
ab85c7bb7c7c/backups/hourly-cbdl11-20260831124500 2b57bda9-5cb0-4c8f-
ae7a-20£94c23c3b9

appVaultRef: ontap-s3-appvaultl

cleanUpAdditionalExecHooks: true

cleanUpArchivedExecHooks: false

namespaceMapping:

- destination: postgres?2

source: postgres

resourceFilter: {}

runArchivedExecHooks: true

skipApplicationCreation: false

tgres-app-postgres2-br.yaml -n postgres?2

0

# kubectl create -f pos

vksbastion@vks: $ tp create backuprestore --appvault ontap-s3-appvaultl --path postgres-app_31ubb
af6-2ce3-U065-b3cl-ab85c7bb7c7c/backups/hourly-cbd11-20260831124500_2b57bda9-5cb0-Uc8f-ae7a-20F9Uc23c3b9 —-na
mespace-mapping postgres:postgres2 -n postgres2 --dry-run>postgres-app-postgres2-br.yaml

vksbastion@vks:
vksbastion@vks: $ kubectl create -f postgres-—app-postgres2-br.yaml -n postgres2
backuprestore.protect.trident.netapp.io/postgres—-app-btguyt created

L ULWEEIZER] postgres2 I postgres 7 FUr—> 3> A7V b2 PVC HMERSNTWVWE Z E = HE
AL TLIETL,
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vksbastion@vks: $ kubectl get all,pvc -n postgres2
NAME READY  STATUS RESTARTS  AGE
pod/postgres-6fcc5545c8-858dt 1/1 Running © 72s

NAME IYPE CLUSTER-IP EXTERNAL-IP  PORT(S) AGE
service/postgres-service ClusterIP 10.109.5.180 <none> 5432/TCP 72s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/postgres /L il il 72s

NAME DESIRED CURRENT  READY  AGE
replicaset.apps/postgres—6fcc55U45c8 il il 1 72s

NAME STATUS  VOLUME CAPACITY  ACCESS MO

DES STORAGECLASS  VOLUMEATTRIBUTESCLASS AGE

persistentvolumeclaim/postgres—pvc Bound pvc—-5893851c-c152-U439f-all7-clae3581cc6+ 10Gi RWO
sc-nas <unset> 78s

vksbastion@vks: $

AFTwFoay b eFERLTTY U Z2RET S

VXFyvTFoay hE{ERT S
FAVTFIVRRAFTYTFay hOER 77V DRF v T gy bEEML. ATy Foay hDOXET—
APMRESND AppVault ZIEEL X T, RUa—LRXFyToay bF—42BEEA TSI I ML —
JIcaE—snd. ARL—SNw IV RICED T,

apiVersion: protect.trident.netapp.io/vl

kind: Snapshot

metadata:
name: postgres-app-snapshot-ondemand
namespace: postgres

spec:
appVaultRef: ontap-s3-appvaultl
applicationRef: postgres-app
cleanupSnapshot: false
completionTimeout: Os
volumeSnapshotsCreatedTimeout: Os

volumeSnapshotsReadyToUseTimeout: Os

snapshot.protect.trident.netapp.io/postgres—app-snapshot-ondemand

created
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vksbastion@vks: $ kubectl create —-f postgres—app-snapshot-ondemand.yaml
snapshot.protect.trident.netapp.io/postgres—-app-snapshot-ondemand created
vksbastion@vks:

vksbastion@vks: $ kubectl get snapshots -n postgres

NAME APP RECLAIM POLICY STATE ERROR AGE
postgres—-app-snapshot-ondemand postgres-app Delete Completed 20s
vksbastion@vks:

2FvToay brDRTa—IILE2ERTD AT YT av bR a—IIL2ERLET, FIFTDIX
FTwTiay hONECHEIEELE D,

# tp create schedule snapshot-schedulel --app postgres-app --appvault
ontap-s3-appvaultl --granularity Hourly --minute 55 —--snapshot-retention
1 -n postgres —--dry-run>postgres—-app-snapshot-schedulel.yaml

# cat postgres-app-snapshot-schedulel.yaml
apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:

name: snapshot-schedulel

namespace: postgres
spec:

appVaultRef: ontap-s3-appvaultl

applicationRef: postgres-app

backupRetention: "0O"

dayOfMonth: ""

dayOfWeek: ""

enabled: true

granularity: Hourly

hour: ""
minute: "55"
recurrenceRule: ""
replicationRetention: "O"
runImmediately: false

snapshotRetention: "1"

# kubectl create -f postgres-app-snapshot-schedulel.yaml

schedule.protect.trident.netapp.io/snapshot-schedulel created
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vksbastion@vks:

vksbastion@vks:
NAME
backup-schedulel
snapshot-schedulel
vksbastion@vks:~
NAME

true
true

postgres-app-snapshot-ondemand

hourly-f1dd9-260260831135500
hourly-f1dd9-20260831135500
hourly-f1dd9-20266831135500
hourly-f1dd9-20260831135500
hourly-f1dd9-260260831135500
hourly-f1dd9-20260831135500
hourly-f1dd9-20260831135500
hourly-f1dd9-20260831135500
hourly-f1dd9-20260831135500
hourly-f1dd9-260260831135500
hourly-f1dd9-20260831135500
hourly-f1dd9-202660831135500
hourly-f1dd9-20260831135500
hourly-f1dd9-260260831135500
"Cvksbastion@vks:

NAME
hourly-f1dd9-202660831135500

postgres-app-snapshot-ondemand

ENABLED

GRANULARITY
Hourly
Hourly

APP

postgres-app
postgres-app
postgres-app
postgres-app
postgres-app
postgres-app
postgres-app
postgres-app
postgres-app
postgres-app
postgres-app
postgres-app
postgres-app
postgres-app
postgres-app

Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete
Delete

ERROR

$ kubectl create -f postgres—app-snapshot-schedulel.yaml -n postgres
schedule.protect.trident.netapp.io/snapshot-schedulel created
$ kubectl get schedule -n postgres

STATE AGE

3h37m
10s

'p$ kubectl get snapshots -n postgres -w
RECLAIM POLICY

STATE
Completed

Running
Running
Running
Running

$ kubectl get snapshots -n postgres

APP
postgres-app
postgres-app

RECLAIM POLICY

Delete
Delete

STATE
Completed
Completed

AFTvToay hHSETTS

VXFyFoay hh5iETTS
ATy TFo gy b SELCEFIZERICT TUr— 3> %187 %
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TICIEFERATEEFE A

kubectl get snapshot -n postgres

ATy 73w bOKRED Completed TH 2 C & = MRS L 71, postgres i ZEfEh S postgres D 7 7
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vksbastion@vks:
NAME
deployment.apps/postgres

NAME
service/postgres-service

NAME
VOLUMEATTRIBUTESCLASS

persistentvolumeclaim/postgres-pvc
3h1l4m
s/tp$ kubectl delete deployment/postgres -n postgres

<unset>
vksbastion@vks:
deployment.apps "postgres" deleted from postgres namespace

nksbastlonﬁvks

7k PVCEHIBRL £9,

$ kubectl get deployment,svc,pvc -n postgres
READY  UP-TO-DATE  AVAILABLE AGE

1/1 i il, 3h1dm
TYPE CLUSTER-IP
ClusterIP 10.107.38.167

EXTERNAL-IP
<none>

PORT(S) AGE

5U32/TCP 3h1l4m
STATUS VOLUME
Bound pvc-191af706-6U4ac-U4f09-921a-ff9bf6d86a68 10Gi

$ kubectl delete service/postgres-service -n postgres

e "postgres-service" deleted from postgres namespace

tion@vks:

$ kubectl delete pvc/postgres-pvc -n postgres

persistentvolumeclaim "postgres-pvc" deleted from postgres namespace

vksbastion@vks:

$ kubectl get deployment,svc,pvc -n postgres

No resources found in postgres namespace.

vksbastion@vks:

2Ty Foay b5y o3y bnPlace ) A NT7A TS

CAPACITY

ACCESS MODES STORAGECLASS

RWO sc-nas
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apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: postgres-restore-from-snapshot
namespace: postgres
spec:
appArchivePath: postgres-app 314bbaf6-2ce3-4065-b3cl-
ab85c7bb7c7¢c/snapshots/20260831135500 hourly-f1dd9-
20260831135500 36c2bd2a-9405-4424-88a7-75e6bbc5b315
appVaultRef: ontap-s3-appvaultl
cleanUpAdditionalExecHooks: true
cleanUpArchivedExecHooks: false
resourceFilter: {}

runArchivedExecHooks: true

snapshotinplacerestore.protect.trident.netapp.io/postgres-restore-from-

snapshot created

TIVr—23>0OF TP U b PVCHpostgresBBIZEMICIER SN TWA 2R L TS T,

vksbastion@vks: $ kubectl get all,pvc -n postgres
NAME READY STATUS RESTARTS AGE
pod/postgres-6fcc5545c8-wrppb  1/1 Running © u3s

NAME TYPE CLUSTER-IP EXTERNAL-IP  PORT(S) AGE
service/postgres-service ClusterIP 10.101.142.54 <none> 5432/TCP U43s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/postgres 1/1 1 1 u3s

NAME DESIRED  CURRENT  READY  AGE
replicaset.apps/postgres-6fcc5545c8 1 il 1 43s

NAME STATUS  VOLUME CAPACITY  ACCESS MODES STORAGECLASS
VOLUMEATTRIBUTESCLASS AGE

persistentvolumeclaim/postgres-pvc Bound pvc-40f55cd3-ba5c-40b6-9Uba-52ale6767b33 10Gi RWO sc-nas
<unset> 49s

vksbastion@vks: $

ATy T ay b SRORRMZERICT 7V r—>a BT 3

Ny 07y Th o185t L Tcpostgres2BBIZERARD 7 TV r—> 3 > ZHIBRL £,
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vksbastion@vks: $ kubectl get all,pvc -n postgres2
NAME READY  STATUS RESTARTS  AGE
pod/postgres-6fcc5545c8-858dt  1/1 Running © 65m

NAME
service/postgres-service

TYPE CLUSTER-IP
ClusterIP 10.109.5.180

EXTERNAL-IP
<none>

PORT(S) AGE
5U32/TCP 65m

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/postgres 1/1 i}, il 65m

NAME DESIRED CURRENT  READY  AGE
replicaset.apps/postgres-6fcc55U45c8 1 1 1 65m

NAME
VOLUMEATTRIBUTESCLASS AGE
persistentvolumeclaim/postgres-pvc
<unset> 65m
vksbastion@vks:
deployment.apps
vksbastion@vks:

STATUS VOLUME CAPACITY  ACCESS MODES

Bound pvc-5893851c-c152-439f-all7-clae3581lcc6f 10Gi RWO

$ kubectl delete deployment/postgres -n postgres2
"postgres" deleted from postgres2 namespace

$ Kubectl delete service/postgres-service -n postgres2
service "postgres-service" deleted from postgres2 namespace

vksbastion@vks: $ kubectl delete pvc/postgres-pvc -n postgres2
per51stentvolumecla1m "postgres-pvc" deleted from postgres2 namespace
vksbastion@vks: $ kubectl get all,pvc -n postgres2

No resources found in pcstgres2 namespace.

vksbastion@vks:

2T Ty bhhBERFy Ty METRA T b EERL. BRIZERBYYE YT ZIEE

apiVersion: io/vl
kind:

metadata:

protect.trident.netapp.
SnapshotRestore
name: postgres-sr
namespace: postgres2
spec:
appArchivePath: postgres-app 314bbaf6-2ce3-4065-b3cl-
ab85c7bb7c7c/snapshots/20260831135500 hourly-f1dd9-
20260831135500 36c2bd2a-9405-4424-88a7-75e6bbc5b315
appVaultRef: ontap-s3-appvaultl
cleanUpAdditionalExecHooks: true
cleanUpArchivedExecHooks: false
namespaceMapping:
- destination: postgres2
source: postgres
resourceFilter: {}
runArchivedExecHooks: true

skipApplicationCreation: false

snapshotrestore.protect.trident.netapp.io/postgres-sr created

vksbastion@vks:~/de
NAME STATE
postgres-sr Completed

$ kubectl get snapshotrestore
ERROR AGE
uys
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STORAGECLASS

sc-nas

L&,

-n postgres2




IV r—2a>0ATT U b EPVCHpostgres2ZRIZERICETTINTWR Z % HE

$ kubectl get all,pvc -n postgres2
READY STATUS RESTARTS AGE
pod/postgres-6fcc5545c8-ql8hy  1/1 Running © 3m29s

NAME TYPE G TER-IP EXTERNAL-IP PORT(S) AGE
service/postgres—service ClusterIP 10.107.103.215 <none> 5432/TCP 3m29s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/postgres 1/1 1 1 3m29s

NAME DESIRED CURRENT READY AGE
replicaset.apps/postgres-6fcc5545c8 il il al 3m29s

NAME STATUS VOLUME CAPACITY ACCESS
VOLUMEATTRIBUTESCLASS AGE

persistentvolumeclaim/postgres-pvc Bound pvc-1ledl1614-U4706-Ubc7-ab77-da57b3baf75U 10Gi RWO
<unset> 3m33s

vksbastion@vks: $

LTS,

MODES STORAGECLASS

sc—-nas
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