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Fully integrated data protection for ONTAP anywhere
@ Cloud Backup dramatically reduces the complexity of backing up critical structured

. and unstrucutred data across your ONTAP hybrid cloud environments to cost-
= effective object storage. All you need to do Is select the source, the target and the
® protection policy and you're protected =
17178 B¢ e
® To start your Backup & Restore experience, please deploy our connector
- Add a Connector
]
[
¢
-
"] Simple & intuitive Hybrid Multicloud Unmatched Efficiency
No backup or cloud expertise required. Simply click Backup from On-premises or Cloud Volumes Combines incremental, block-level operatio

= the button above and follow the instructions ONTAP to AWS, Azure, GCP or StorageGRID storage efficiencies to reduce time and c{l —

1. 259 R ZONAE— (ZDIHEIZ Amazon Web Services) Z3&EIRL £9,

Add Connector X

Provider

Choose the cloud provider where you want to run the Connector:

[ 1 aws £
H ~——T
Microsoft Azure Amazon Web Services Google Cloud Platform

1.AWS 7H DT> ~TERC 1R, 588E. &Y vy T —7 OFIEHRESN TV SR HEIF. Chb
DFIEZZF Y TLTLEETV, 3 TRWSEEIF. HTIBRIICCNSZRET 2HEN DD F
T CCHHB. BIDOEISa Y TERLULIAWSRY S —DERZEIGETSZCHTE XY, BlueXP
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Add Connector - AWS

Deploying a Connector

The Connector is a crucial component for the day-to-day use of Cloud Manager.
It's used to connect Cloud Manager's services to your hybrid-cloud environments.

The Connector can then manage the resources and processes within your public cloud environment.

Before you begin the deployment process, ensure that you have completed the required preparations. This guide

will enable you to focus on the minimum requirements for Connector installation.

Permissions Authentication Networking

Set up an IAM role with the Choose between two AWS Obtain details about the VPC and

required permissions authentication methods: AWS keys subnet in which the Connector will
or assuming an IAM role reside

Skip to Deployment

Previous Continue

1702 RF—* =Ly b F—%2FEALTAWS 7HU Y FRIEZASILEF T,



Add Connector - AWS More Information X

o AWS Credentials @ Details @ Network @ Security Group @ Review

AWS Authentication

Region

us-east-1 | US East (N. Virginia)

Select the Authentication Method: O Assume Role @ AWS Keys

AWS Access Key AWS Secret Key

AKIABIRXAGZVGVFSHMO3 | e .{

Want to launch an instance without AWS Credentials? ~

Previous “ .

2. AR A VARV REEI M. Bl OTFICH B [O—ILDOER] Z:FBRL T,

Add Connector - AWS More Information b4

@ AWS Credentials e Details ® Network @ Security Group @ Review

Details

Connector Instance Name
Connector Role

SnapCentersvs
@ Create Role O Select an existing Role

Role Mame

@ Add Tags to Connector Instance Cloud-Manager-Operator-VZzSSP9-SnapCenter

) AWS Managed Encryption

Next
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1. Ax082 7O ZRAQEYR VPC, TRy by LUV SSHF— X7 Z2FHALTRY FT7—0 %

B LET,

Add BlueXP Connector - AWS

More Information b4

@ AWS Credentials @ Details o Network @ Security Group @ Review

Network

Connectivity

VPC

vpc-0b522d5e982a50ceb - 172.30.15.0/25

Subnet

172.30.15.0/25 | priv-subnet-01

Key Pair (i ]

sufi_new

Public IP
Use subnet settings (Disable)
Motice: Ensure that the subnet has internet connectivity

through a NAT device or proxy server so that the Connector
can communicate with AWS services.

Proxy Configuration (Optional)

HTTP Proxy

Define Credentials for this Proxy ~

Upload a root certificate ~

Previous “ .

2. A2 EFalT4 JIL—TZRELET,



Add BlueXP Connector - AWS More Information

@ AWS Credentials @ Details @ Netwark o Security Group @ Review

Security Group

The security group must allow inbound HTTP, HTTPS and SSH access.

Assign a security group: O Create a new security group @ Select an existing security group

1 Security Group Q
Security Group Name 4|  Description
@ default default VPC security group

Hew

3 BER-JEHRL. TEM1 27Uy o LTaARI2DERZRBLET. BE. 7 7O1N%TT
TRHETICWI09DHDDET, TTIBL. ARTXAVIAZVZMNAWS EC2 4w a7 R—RIC
RREINET,
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Add BlueXP Connector - AWS

@ AWS Credentials

BlueXP Connector Name
AWS Access Key

Region

VPC

Subnet

Key Pair

Public IP

Proxy

Security Group

@ Details @ Network @ Security Group e Review

Review

Code for Terraform Automation

aws-snapctr-us-east
AKIAX4H43ZT561WWR3TI

us-east-1

vpc-0b522d5e982a50ceb - 172.30.15.0/25
172.30.15.0/25 | priv-subnet-01

sufi_new

Use subnet settings (Disable)

None

default

Previous “

BlueXP CAWS )Y —ZADT7 I ADT-0ODRIIEHR=EEERT S
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1. £9'. AWSEC2 O>VY—IJLH 5. Ildentity and Access Management (IAM) X=1—® O—JL. O

—LDOERR TO—ILZER L. O—JLERT—2 70—%2BKB L9,

tdentity and Acoess £
Management (IAM)

e @

[}

2. fEETEBRIVT AT 1 DERR=—IJT, *AWS 7HT Y b *BIDAWS 7HD > MEERL.
BlueXPO>V —ILHhSEUSTE 3BlueXP7 o> b ID ZBED T F T,

IAM > Roles > Create role

Select trusted entity

3. 1EPRR) S —%& fsx TTaIRU>T L. ¥ERRUS— ZO0—JLICEBMLE T,

Roles

Bk T ; Tilslid resses

Select trusted entity e

Trusted entity type

AWS service © AWs account Web identity
Allow AWS services like ECZ Allow entities in olher AWS ac

SAML 2.0 federation Custom trust policy

An AWS account

Allow entities in other AWS accounts belonging to you or a 3rd party to perform actions in this account.

This account (541606183547)
© Another AWS account
Account D
Identifer of the ac

952013314444

Account D is 2 12-digit number.

Options
Require external ID (Best practice when a third party will assume this role)
Require MFA

i

Laat el T

Cancel

13



IAM > Roles > Create role

Add permissions e

Select trusted entity

Add permissions Permissions policies (Sele: T Create policy
4 matches <1 > @
‘s X | Clearfilters
= Policy name (7 =  Type v | Description
W AmazonFSxReadOnlyAccess AWS ma. Provides read only access to Amazon FSx.
W AmazonFsxFullAccess AWS ma. Provides full access to Amazon FSx and access to related AWS services
Wil AmazonFsxConsoleReadOnlyAccess AWS ma. Provides read only access to Amazon FSx and access to related AWS services via the AWS Management Console.

Wil AmazonFSxConsoleFullAccess AWS ma. Provides full access to Amazon FSx and access to related AWS services via the AWS Management Gonsole

b Set permissions boundary - optional into
Seta 1o controt this role can have. This is not a commen setting, but you can use it to delegate permission management to others.

-] - |

4 *O—)LOFER— T, O—JLICRRIZMIT. FHBEZEML T, *O—ILOfERZ27) v I LE
ER

IAM > Roles > Createrole

; Name, review, and create

Select trusted entity

Role details

Add permissions

Role name

Name, review, and create

Description

Add a short exp)

Grant permission for BlueXP access to FSxN in AWS.

b

Edit

3> “Statement”: [

B 1

5 “Effect”: "Allow",

6 “Action” sts:AssumeRole”,
7 "Principal

8 "AWS": "052013314444"
9 1

10 “Condition": {}

11

120

5

5. BlueXPO> YV —IJLICED., AV —IOELRBICHZRETAA>%E V) YOI LT 7HOY &R
IR R—CERE. BEREROEM ZE V) vy L TERBHRERT—770—%BBLET,

kspace
NetA Account Worksp:
tAPP  BlueXP Automatio Databa:
& {:c} Credentials Account credentials  User credentials
o
BlueXP and the Connector Use account-level credentials to deploy
v and manage resources in your cloud environment.
5 Credentials
«
- shantanucreds
® == Type: Assume Role | BlueXP
210811600188 nkarthik_Kafka_nfs_role_FSxN

me Role

S Account ID

6. BEIRIFRDIEFRTE LT Amazon Web Services - BlueXP Z&RL £,



FINetApp  Bluexp Account Connector

acao-aws-

& @ Add Credentials X

Choose Credentials Location

v
]
u as @
o Microsoft Azure Amazon Web Services
® - -
Choose how to associate the credentials
L
=
«©J
Connector BlueXP

T (=)

7. FEEDFIE 1 TYERL L 7= AWS IAM O—JLH S ES T = %@t]7%4 O—JL ARN Z A L T AWS 5R3E
EREEHZELE T, BlueXP 7HT>YRIDe XT7Tv 1 TAWS IAM O—I)L% RS % 7= ICER
TNEJ,

Account Workspace
I NetApp  BlueXP Automation-te. Datab
& @ Add Credentials © credentialsType @) Define Credentials () Review X
o

Define Amazon Web Services Credentials

v Learn more about AWS authentication methods
@
® When creating the IAM role, select Another AWS account and enter the account ID for
BlueXP: 952013314444
®
LS Credentials Name © Role ARN (1]
foxn_bluexp | | emawsiam:sare9s183547:10ler... |
External ID Optional @

| have verified that the |AM policy associated with this IAM role adheres to the
BlueXP 1AM palicy requirements,

freiots “ Q
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Automation-te.. Database-2 acao-aws-conn...

M NetApp  BlueXP 7 Account v Workspace Connector ‘ QZ) 5 @ 0

& # Add Credentials @ credentials Type @ Define Credentials @ ien X
°
Review
v
Credentials Type AWS
o ype
® Credentials Name fsxn_bluexp

Credential Storage Cloud Manager

Role ARN amn:aws:iam:541696183547:role/fsxn_bluexp

“ O

SnapCenterf—EXDtw b 7w

16



AR ADTFO40 S, BERBHRIEMINES. ROFIETSnapCenterty —EXZRETED LS
ICRD F7,

1. My Working Environment »*5 Add working Environment #2 1) w2 LT, AWS ([CF7O01Th
fcFSx ZHH L E Y,

FiNetApp BluexP ’ Q BluexP Search ; Account - ke co"m‘"r v L & @ 0

Automation-team Database-2 aws-snapctr-us-...

& © canvas My Working Environments My Opportunities EH Go to Tabular View

+ Add Working Environment

S Enabe services @ Working Environments

Amazon 53

3
Buckets aws

1. 35Fr & L T*Amazon Web Services*#&R L £ 7,

M NetApp  BlueXP

& Add Working Environment Choose a Location X
L]
L J
r aus ) =
(]
Microsoft Azure Amazon Web Services Google Cloud Platform On-Premises
]

1. * Amazon FSx ONTAP* DO#&IC$H B BEF0iRE #2 Vv o LEd,.

17



M NetApp BluexP \': Q Bluexp search ) . Workspaom: Somecor = e B 0 0

Database-2 aws-snapctr-us-.

& Add Working Environment Choose a Lacation X
©
ws @ a =
L J
Microsoft Azure Amazon Web Services Google Cloud Platform On-Premises
L]
Select Type
®
Cloud Volumes ONTAP B i
o iscover Existing new

Cloud Volumes ONTAP HA

High Availability

Amazon FSx for ONTAP
High Availability

B =T

1. GO IS 3> TER LT- BRIEHRS 78R L T, BlueXPIC FSx ONTAPE B4 2 - OHICHER
HERZME5LE T, BEREHRZEML TLAWSGEIX. BlueXPIYY—ILOELRBICH S BE X
Za—hBEMTEET,

MINetApp  BlueXP (CQmmpsarn ) i

& Add an Existing FSx for ONTAP FSx for ONTAP Authentication X
©

v Select the credentials that provides BlueXP with the permissions that it

needs to manage FSx for ONTAP,

Credentials Name

® DemoFSkNCMCredentials

To add a new set of credential. go to the Credentials Page.

“ Q

2. Amazon FSx ONTAPA T Z7O4/ TN TWE AWS ) —o 3 V% EIR L. Oracle T—AR—XA & KRR
FLTWBFSx V5 RAZ—%FRL T [EMZ2) v I LEY,



& Add an Existing FSx for ONTAP

Select FSx for ONTAP

0
v Choose an AWS region and then select the working environment that you want to add
Region
o g
us-east-1| US East (N. Virginia)
]
7 FSx for ONTAP instance
L4

Subnet ID

Management Address

O fx0t fe

net- management.fs-
02ad7bf3476b741df

P
0b522d5e982a... 0415fa70T3ff5... 02ad7bf3476b74 1df fsxus-east...

]
1. & I N7=Amazon FSx ONTAP > XX > AWMEEBRIBICRTINE T,

M NetApp  BlueXP L ~ Workspace

Database 2

Q Bluexp search )

Automation-team

Single Availability Zone. @

Connector r
2

- @ Canvas

My Working Environments My Opportunities

+ Add Working Environment

Enable Services )

b

fo 01

FSx for ONTAP Amazon 53
3 250 Gi2

Volumes | Capacity  aws ts aws

" 0 0

‘aws-snapctr-us-.

HH Go to Tabular View

Working Environments

7 FSx for ONTAP (High-Availability)
25068 Provisioned Capacity

1. fsxadmin 7H U > FDBERIBHREFERLTFSX VS X2 —ICOQJ 1> TEEXT,
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M NetApp  BlueXP Account ~

Automation-team

- @ fsx_01 Overview  Volumes
L]
. h‘:),
: &
®
One last step and you are ready to start

Provide GNTAP Cluster Password

ONTAP Cluster Password

1. Amazon FSx ONTAPICAJ A > LTcb. T—ER—IADA L —JBFR (T—ER—RR) 2— L7
)z L F I,

NI NetApp  BlueXP o Workspace Connector  V

Database-2 aws-snapetr-us

& fsx_01 Overview  Volumes c o

. Melirnes Subminary 3 250 cis 26.03 cis 0 cis

Volumes Provisioned Capacity SSD Used Capacity Pool Used
(]
® =
H=)
3 Volumes Q = Add Volume
<
5 onoiion T B oo A
INFO capACITY INFO CcAPACITY
Disk Type ssD Provisioned 100 GiB Disk Type 35D Provisioned 100GiB
SVUM Name sum_ora SSD Used 579G SUM Name sim_ora SSD Used 11468
Tiering Policy  Snapshot Only CapacityPosl 0GB Tiering Policy  Snapshot Only CapacityPool 0GB
Used Used
& i S
INFO CAPACITY
Disk Type 5D Provisioned soGie
SVM Name sum_ora 55D Used 19.1 GiB
Tiering Policy Snapshot Only Capacity Pool 0Gis
Used

1. AV —ILOEAIOYA RN—T, RET7AIA>DLICYNIX=BEL. RE>T7TUTr—>3>
BEOUwILT. PFVTr—o 3 >0R8R—SERSEY, *7IUr—oa> ot =o ) vy
LEY,



- Hack BTOVEY Wl ' A
o
. Cloud Backup for Applications =
L

Integrated Data Protection for ONTAP primary
e -
": E ¥ ey e :

o

)
&)

Streamiined dots managament

Sanve time & resources Protect data in minutes

1. 7F)5—>23> Y —X X147 LT Cloud Native Z:&RL £,

FINCtAPp  BlueXP Account ~ Workspace Connector

Automation-team Dat

“

&
Select Application Source Type
©
Select the application source type thatyou want to manage.
L
® —
_—

® Hybrid Cloud Native

Applications hosted within your Applications that are hosted and run in
L organization's infrastructure. the cloud using AWS, Azure, GCP, etc.,

1. 7F)5r—>3> 242 LT Oracle Z3#IRL £9,

21



P NetApp BlueXP C —— ) Workspace Connector

Database-2 aws-snapctr-us-

Discover Applications

Select Application Type

® ORACLE EITFANA )

H Oracle SAP HANA

1. AWSEC2Oracle 7 7U/r—>3 Y RAMDEFEMEASILET, IVRATYIDTSTA40D1 Y
AR=ILET—EAR—ZADBEHETIICIE. FAMDA VI M—=ILRA T*2 L T*SSH O{FERA*%1#

RLET, RIS, TSSHMEF—DEM =27V v I LEI.

I NetApp  BluexP

& @ Backup and recovery Volumes ~ Restore  Applications  Virtual Machines ~ Kubemetes Job Monitoring
©
Add Host
L
Provide the following details to add host and discover applications

o

Host Installation Type O Manual @ @® UsingSSH @
@
-2

Host FQDN or IP Connector o

‘ 172.30.15.58 ‘ aws-snapctr-us-east -

Username(Sudo) @

‘ eco-user | @ add sst private Key Optional @
SSH Port Plug-in Port
‘ 22 ‘ ‘ 8145

2. F—HANR—REC2 KRR LD ec2-user SSH F—%#BED{FIFT. TH&EE) =20 U v o LTHAT
ER

22
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~ Account v Workspace v/ Comnector v
M NetA
ELAPD:  BiupXe Automation-te. Database- a 5

b Add SSH Private Key

Validate SSH connectivity to host

SSH Private Key

[ ENDRSAPRWATEKEY— |
Validate

3. KT BICIE. MERZERIELTUVWET] cWS 7OV FEHARTINET,

M NetApp  BlueXP

& @ Backup and recovery Volumes  Restore  Applications  Virtual Machines  Kubemetes  Job Monitoring

Validating fingerprint

Algorithm

Fingerprint NoYTitbmizd

By proceeding further, | confirm that the above fingarprint for host is valid.

4. kAN %OV wo LT, Oracle 7T—ER—RX PS54 % 4> XA M—JLL. EC2 /KX kLD Oracle
F—RAR—2EZBHELET, BEINET—ER—E 7TV r— 3> ISBMEShEd, 7—4
R—2AD FREXT—A R I, BVICERESINT-CSICIE FRERL ERREINET,

23



FINetApp  BlueXP (Q sluexe search )

& @) Backup and recovery Volumes ~ Restore  Applications  Virtual Machines ~ Kubernetes  Job Monitoring
o
v

‘ Cloud Native - ‘ ‘ Oracle . 4 ‘
>
° Application Protection

(0@ 0o

< Hosts ORACLE clone ProEcted Heipfoteeted

1 Databases

Filter By (6@l  Manage Databases | ¥ Settings i

Name ~ | HostName 2 | Policy Name | Protection status Sl

db1 172.30.15.58 1 Unprotected

1-10f1 | << <-> =

o

CNT. Oracle FA®DSnapCenterty —EXDFHALY b7V IHTETLET. CORFIXY FDRD 3
20t Y> 3> TIE Oracle T—EX—XDONY I 7 v 7 Erx. 8LV 70— BEICOVWTEHRAL
=SS

OracleT—AR—ZXD/I\Nv I T v S

24



1. F—AR—ADREXT—HARX DWEICHB 3 DORyv bEI) WO L. RUS—H#TUw oL
T. Oracle T—AR—RAZRETAHIERATE S, FalCO—RINETIHILEDT—EAR
—2ARER)S—ERTLET,

T Account ~ Workspace Connector
I NetApp  BluexP Automation-team Database-2 aws-snapctr-us
& @ Backup and recovery Volumes Restore  Applications  Virtual Machines ~ Kubernetes  Job Monitoring
v
v
Cloud Native v ‘ ‘ Oracle v ‘
«
® Application Protection
00 0o
) 1 oo 1 ao 0 Qo 1
L Hosts ORACEE Eloe Protected Unprotected
1 Databases
Filter By Q TR Settings I
Folicies
Name Host Name Policy Name Protection Status
About
b1 172301558 Unprotected —
osts

1L ARZIAXSNIENY Ty THECNY I 7y 7 T2 FEAEZEA L TREORY > —%
ERI5ZHTEXT,

e Account v Connector

M NetApp  BluexP R BluexpSearch o - e snapeir L & @ 06
& @ Backup and recovery Volumes  Restore  Applications  Virtual Machines ~ Kubemetes  Job Monitoring
©

Applications > Policies
L
(] ‘ Cloud Native W ‘ ‘ Oracle ¥ ‘
<

Backup Type 4 | Schedulesand Retention

Dally: Repeats Every 1 Day, Keeps 14 copies
Oracle Full Backup for Bronze FullBackup Weekly: Repeats Every Fri. Keeps 4 copies

Monthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov

Hourly: Repeats Every 6 Hrs, Keeps 16 copies

Daily: Repeats Every 1 Day, Keeps 30 copies

Weekly: Repeats Every Fri. Keeps 4 copies

Monthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, OCt, Noy

oradle Full Backup for Gold FuliBackup

Hourly: Repeats Every 12 Hrs, Keeps 6 copies
Daily: Repeats Every 1 Day, Keeps 14
Oracle Full Backup for Silver FullBackup SN CREAR o Doy SReE DLl
Weekly: Repeats Every Fri. Keeps 4 copies

Monthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun, Jul. Aug, Sep, Oct, Nov

my_full_bkup FullBackup Hourly: Repeats Every 1 Hr, Keeps 3 Days

s < <l -

LR —BRICER LS. T—ER—XZRETBOHIGERLIR) S —Z2BIDHTBZI DT
TET
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FINetApp  Bluexp 7,7 Account e Workspace Connector r o 0 0

Automation-team Database-2 aws-snapctr-us-.
& @ Backup and recovery Volumes ~ Restore  Applications  Virtual Machines  Kubemnetes  Job Monitoring
©
L/

Cloud Native v ‘ | Orade v ‘
(]
® Application Protection

(5]w] (8]w)

5 1 00 1 0o 0 Qo 01
e Hosts ORACLE Clone Protected Unprotected

1 Databases

db1 172.30.15.58 ) Unprotected oee

View Details

1. F—AR—=XICEIDYTBRRI—5BRL X9,

% Account L2 Workspace ‘Connector
FINetApp  BlueXp Qo seesech ) O s Sl r o @ 0
& @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring
o

Applications > Assign Policy

Assign Policy

Assign a policy to start taking backups of the database "db1*

] 4 policies

Schedules

Backup Type

Daily: Repeats Every 1 Day, keeps 14 copies
Oracle Full Backup for Bronze FullBackup Weekly: Repeats Every Fri, Keeps 4 copies
Monthly: Repeats Every 1st Day of Jan, Feb, Mar; Apr, May, Jun, Jul, AUg, Sep, C

Hourly: Repeats Every 6 Hrs, Keeps 16 copies

Daily: Repeats Every 1 Day, Keeps 30 copies

Weekly: Repeats Every Fri, Keeps 4 copies

Monthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun. Jul. Aug, Sep, C

Oracle Full Backup for Gold FullBackup

Hourly: Repeats Every 12 Hrs, Keeps 6 copies

Daily: Repeats Every 1 Day, Keeps 14 copies

Weekly: Repeats Every Fri, Keeps 4 copies

Monthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep. C

Oracle Full Backup for Silver FullBackup

° my_full_bkup FullBackup Hourly: Repeats Every 1 Hr, Keeps 3 Days

1aoa < <[> ~

1L RYUS—HERAINZE. T—ER—XADREXT—XIANBEEOF T vII—IHZFD REF
&1 ICEHDHET,



Account ~

Automztion-team

N NetApp  BlueXP

( Q Buexpsearch )

& @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring
©
v

Cloud Native - ‘ Oracle v ‘
[~
® Application Protection

0o oo

5 E 1 ge. 1 g, O . .
% Hosts ORACLE Clone

Protected Unprotected

1 Databases

Filter By [O@  Manage Databases | v Sattings 1w

Name A | HostName 2 | PolicyName | Protection Status 2

db1 17230.15.58 £ my_full_bkup @ Protected

1-10f1 <« <-> »

1L F=ER=RONY I T7 v FiF BRICERINZAT D a— LI > TEITINET, UTFICRT
LSV ERD DAY TRV Ny O Ty TERITIBZEHTEED,

Y o ™\ Account b Workspace a8
M NetApp BlueXP (_Q Buexpsearch ) S iy
- @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitaring
©
L
‘ Cloud Native o ‘ ‘ Oracle - ‘
>
@ Application Protection
0o 0o .
. B 3 & ° o :
®s Hosts ORACLE Clone

Protected Unprotected

1 Databases

Filter By Q Manage Databases | ¥ Settings Iv

Name ~ | HostName 2 | Policy Name | Protection Status |

db1 172.30,15.58 € oracle Full Backup for Gold @ Protected ™
View Details |
|-
oOn-Demand Backup
——

Assign Policy

Un-assign Policy

1. F—EAR—ZDONY I TV TOFEME. XZa— UXEHS EFHORT]Z7V VI TRIERRT
IXT, CNITIE. NwoT7v T NvoT7vF A7 SCN. Nv o7y 7ORMADESENE
I N7y Eybld. 7T—F2 R a—LeOY R)a—LORADRF v T3y bzAN
—LEd, O R)a—L RFyTFoaybld. 7—FR—=X R a—LAFTyvFTayv bDE
BICETINET, ROWUIXMNDOHRTHEDNY I 7Y TZIFELTVWBEEIE. 70 IIL2—%EAT
TEY,
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N NetApp BlueXP

Bluexp Search

Account ™ Workspace Connector ¥

Automation-team Databa: aWS-Snapetr-us-..

& @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring
Applications > Database Details
v
- Database Details
o db1 @ Protected Oracle Full Backup for Gold Database Type
Database Name Protection Policy Names
C]
172.30.15.58 FSx Unreachable bKed8yv2T19BJ0V5QyqvA...
£ Host Name Host Storage Database Version Agent Id
Clones Parent Database
8 Backups
Filter By Q, | select Timeframe ¥
Backup Name > Backup Type SCN Backup Date
Oracle_Full_Backup_for_Gold_Weekly_db1_2023_03_24 19_12_18_60900_1 Log 2589354 Mar 24,2023, 3:12:34 pm Delete
Oracle_Full_Backup_for_Gold_Weekly_db1_2023_03_24_19_11_51_51476_0 Data 2589306 Mar 24, 2023, 3:12:18 pm e
Oracle_rull_Backup_for_Gold_Hourly_db1_2023 03_24_18_10_31_71953_1 Log 2586621 Mar 24, 2023, 2:10:45 pm Delete
Oracle_Full_Backup_for_Gold_Hourly_db1_2023_03_24_18_10_03_70535_0 Data 2586557 Mar 24, 2023, 2:10:31 pm aee

OracleT— 4 ~N— X DET L [OIfE

28




1. F—EAR—XEETTZHEEIE. SCN FIEN Y I 7y TRREICK > TEYIAR/N W o 7 v T% &R
Li?o F—BR—R TFT—BDNYITvIH53D2DRy 2T UvI L. [BrlzoUvoL
T?—&N—Rwﬁﬁt@@%%%bi?o

Account
M NetApp  BlueXP Automa
) @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring
©
Applications > Database Details
.
Database Details
o
db1 @ Protected Oracle Full Backup for Gold Database Type
® Database Name Protection Policy Names
o
» 172.30.15.58 FSx Unreachable bKed8yv2T13BJOVSQyqVA...
Host Name Host Storage Database Version AgentId
Clones Parent Database
6 Backups

Filter By Q| select Timeframe ¥

Oracle_Full_Backup_for_Gold_Hourly_db1_2023_03_24_18_10_31_71953_1 Log 2586621 Mar 24, 2023, 2:10:45 pm Delete
Oracle_Full_Backup_for_Geld_Hourly_db1_2023 03 24 18 1003 705350 Data 2586557 Mar 24, 2023, 2:10:31 pm wee
l Restore l
Oracle_Full_Backup_for_Gold_Hourly_db1_2023 03 24 15_37_04 98851_1 Log 2580577 Mar 24, 2023, 11:37: e
Delete
Oracle_Full_Backup_for_Gold_Hourly_db1_2023_03_24_15_36_32_27205_0 Data 2580524 Mar 24,2023, 113370 clone .

1. BRRETERLET, NI T v TRBRIYEBET —EIR—IBEICADBEETNTULAEVWI EHHER
BBEIE(T—F 774N T 1 RT JIL—TFDEMRE). @HllaA>TFL—X VA7 AF> 3>
HERATEEXET, COF TSI VIFBEE. SDEERTYT, TNUNDEFERIF. CDRYIRZEFTY
JLBWVWTLTETW

7 = Account ~ Connector

M NetApp  BlueXP (@ muewpsearch ) o o avapee L2 O @ O
L Restore "db1" @ restore settings (2) Review
©
. Restore Settings
o Restorescope @ @@ Al Dats Files

Data Files Restore
®

Control Files

Control Files Restore
o

Force in place restore

In place restore will skip the foreign files(files which are not part of the database) validation check. The Oracle
database and the ASM disk group will be restored to the point when the backup was created.

(® Database state will be changed if needed for restore and recovery.

Recovery Scope @AllLogs @  Ountil System Change Number ~ ODateand Time O No Recovery
Archive Log Files Locations

/mnt/log_location001

Open the database or the container database in READ-WRITE mode after recovery.

1. F—aR-2DE T EHEZHRL THIRL XY,
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NetApp  BlueXP Account

- Restore "db1" (@) Restore settings © review
0
Review

v
(]

Backup Name Oracle_Full_Backup_for_Gold_Week!
® y_db1_2023_03 24 19_11_51_51476_

0

o )

Restore Scope All Data Files

Recovery Scope Al Logs

Force In Place Restore Yes

Open Database or Container Yes

Database in READ-WRITE Mode
After Recovery

Previous Restore

1. 2378 27T BExPad0RT—2 AL RTHOFAZRTCEIEI,

- \ Account ~ Workspace Connector
M NetApp  Bluexp Bhsssoenhy ) Hutomation-team Database 2 NS SABPCHT-E
- @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring
v

Job Monitoring

v
o — 5
= Advanced Search & Filtering Timeframe: Last 24 Hours v
[c]
Jobs(30)
L
Job ID + | Type % | Resource Name + | status + | JobMName % | start Time
& 1fdcabbd-a9ce-45za... -- -- (©) Success Restore for Oracle Database dbl...  Mar 24 2023, 3:16:28 pr
A ——
(3 f6f4fe2d-3040-497F-... - - () Success Backup of db1 oracle database o Mar 24 2023, 3:11:51 pr
(3 5e3299f5-29db-4dec.. | -~ -- (©) Success Backup of dbi oracle database ... Mar 24 2023, 2:10:03 pr
(3 6daseSie-1a79-4deTe.. - - () Success Initialize FullBackup backup of po...  Mar 24 2023, 2:10:01 pr

Last Updated
March 24 2023, 15:25:33

T & 0 0

5




Account -

Connector

aws-snapctr-us-..

I NetApp BlueXP (_Q Bluexpsearch ) e
- @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring
© Job Monitoring > Job Id: 1fdcaObd-a9c8-45aa-9d7a-05a07cb291f4
L J
Job Details
o Job Id: 1fdcaObd-a9¢c8-45aa-9d7a-05a07ch291f4
Sub-Jobs(6)
®
Job Name + | JobiD + | Start Time + | EndTime
<
Restore for Oracle Database db1 using backup ... O 1fdcaObd-a9c8-45aa-8d... Mar 24 2023, 3:16:28 pm Mar 24 2023, 3:23:33 pm

Post Restore Cleanup (1 2096a8e4-889d-4b2a-9... Mar 24 2023, 3:23:18 pm Mar 24 2023, 3:23:32 pm

Post Restore ) fb7b1171-9f61-4228-9.. Mar 24 2023, 3:20:06 pm Mar 24 2023, 3:23:19 pm

Restore 7 0f4580d0-6598-458b-a7..  Mar 24 2023, 3:17:49 pm Mar 24 2023, 3:20:07 pm

Oracle T —4RX—XX7 00—

=

Duration

7 Minutes

14 Seconds

3 Minutes

2 Minutes

Expand All

-
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33 - \ Account k4 Workspace Connector g
FINetAPP  Bluep (Rowrsaan ) (000 0 | Omer Sl Lo 00
a @ Backup and recovery Volumes ~ Restore  Applications  Virtual Machines Kubemetes  Job Monitoring
©
Applications > Database Details
v
Database Details
(]
db1 @ Protected Oracle Full Backup for Gold Bisbase Fipe
@ Batabase iame. Protection Policy Names
-
* 172.30.15.58 Fsx Unreachable bKed8yv2T19BJOVSQyquA...
Host Name Host Storage Database Version Agentld
Clones Parent Database
2 Backups
Backup Name 2 | BackupType s | sen 2 | BackupDate v |
Oracle_Full_Backup_for_Gold_Hourly_db1_2023_03_24_13_34_41.30491_1 Log 2575607 Mar 24, 2023, 9:34:55 am Delete
Oracle_Full_Backup_for_Gold_Hourly_db1_2023_03_24_13_34_07_26748_ Data 2575555 Mar 24, 2023, 9:34:41.am e
Restore
< - > o
Delete

9,

FINGtApp  BluexP A ot ) Account e Connector L & @ O

Automation-team aus-snapetr-us-

- Clone Database of "db1" @ corepetais  (2) review
o
Create Clone
v
Provide following details to create a clone from the database backup "Oracle_Full_Backup_for_Gold_Hourly_db1_2023.03 24 13..
(]
Select Clone Options ® Basic @ O Specification file @
®
L
Clone Host Clone SID
i 17230.15.58 - ‘ | db1cione ‘
Clone Naming Scheme Oracle Home
(] [:]
‘Au(orger\erated v ‘ ‘ 1401 /app/oracle/product/19.0.0/dbt |
Database Credentials Optional  ASM Credentials Optional
[i] [}
@) Add Credential (@ Add Credential

[a)

1TFE M7 7)) Z8RTZ . WEO Nt 770z o>O0—-RL. ZEEZMATHS
PaTICBETYyO-RT3F T avhEEEINE T,



N NetApp BluexP

- Clone Database of "db1"

Account ~ Workspace Connector
Automation-team Databass-2 aws-snapcir-us-..

@ conepetais @) review

Create Clone

Provide following details to create a clone from the database backup "Oracle_Full_Backup_for_Gold_Weekly db1_2023 03 24 19...

b

Select Clone Options

O Basic @ ® Specification file @

@ Generate specification file to modify input parameters and use for clone. 4 Download File

Specification File [ ]
| db1_3 24 2023 10_14_specjson | X Browse ‘
Clone Host Clone sID
| 172.30.15.58 - ‘ | dbiclone ‘

Database Credentials

]
@ Add Credential

1. oa7zZRRBLTEHLET,

M NetApp BluexP

optional ASM Credentials optional

[}
@ Add Credential

Account v Workspace v Connector

BlueXp Search
Automation-team Database-2 aws-snapetr-

o Clone Database of "db1" (©) clone Detais © review
©
v Review
o General Database parameters
® Backup Name Oracle_Full_Backup_for_Geld_Hourly_db1 2023 03 24 13 34 07_26748.0
-

Clone SID dbiclone

Clone Host 172301558

Control files

Redo logs

1. *2a7dBRa7ThsoO0—1ERY 3

DATA_db1clone
+DATA _dbiclone/db1clone/control/controlo.ctl

RedoGroup = 1 TotalSize = 1024 Path =
+DATA _dbiclone/db1clone/redolog/redo01_01.Iog
RedoGroup = 2 TotalSize = 1024 Path =
+DATA dbiclone/dh1clone/redolog/redo02_01.log
RedoGroup = 3 TotalSize = 1024 Path =
+DATA _dbiclone/db1clone/redolog/redo03_01.log

Until cancel using selected backup's archive logs

Previous Clone

TDRT—R2AZ2HR/LET,

L.

&+ e o
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P NetApp BluexP Q. Bluexp Account ¥ LI

Automation-team Database-2

& @ Backup and recovery Volumes ~ Restore  Applications  Virtual Machines  Kubernetes  Job Monitoring
© Job Monitoring > Job Id: cd30abaf-fbe2-4052-a6db-4bf965a8d29b
v
Job Details
Job Id: cd30abaf-fbe2-4052-a6db-4bf965a829b
>
Sub-Jobs(2)
®
Job Name 2| JobID 2 | StartTime % | EndTime 2+ | Duration
<
Cloning Oracle Database dbi as dblclone on h... 9 cd30abaf-fbe2-4052-a6..  Mar 24 2023, 1:3036 pm .
Running pre scripts ) 5171521-853a-dec6-adf..  Mar 24 2023, 1:30:41 pm Mar 24 2023, 1:30:41 pm 0 Second
Validating clone request () 9326¢44-2eb2-4c52-9f... Mar 24 2023, 1:30:35 pm Mar 24 2023, 1:30:42 pm 7 Seconds

1TLEC2CAVRRAVAKRAMETO—YENTF—EIR—IEZRIEL £T,

Connector

‘aws-snapetr-us-.

Expand All v
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fapp/oracl

app/oracle

(DO NOT EREMOVE

LONE . dg

ONLINE

ora.cssd
1 CNLINE
ora.dbl.db

ONLINE

ONLINE

ora.diskmon

COFFLINE
er.afd

ONLINE

HOME=/ull/app/oracle/pr

_5ID=dbiclone
SORACLE HOME/bi

as sysdba

Fri Mar

Edition Release 19.0.0.0.0

ct name, open mode from vidatabase;

OPEN_MODE
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CORFaAXYMIEBHINTULBIBEROFMCOWVWTIE. ZIORFa X P Web 1 FEBRBLTLTE
T

* BlueXPOtw b7y T EE
"https://docs.netapp.com/us-en/cloud-manager-setup-admin/index.html"

* BlueXP backup and recovery RF 2 X >
"https://docs.netapp.com/us-en/cloud-manager-backup-restore/index.html"

» Amazon FSx ONTAP
"https://aws.amazon.com/fsx/netapp-ontap/"

* Amazon EC2
https://aws.amazon.com/pm/ec2/?trk=36c6da98-7b20-48fa-8225-

4784bced9843&sc_channel=ps&s_kwcid=AL!4422131467723097970!e!!g!laws%20ec2&ef_id=Cj0KCQiIA54KfB

hCKARIsAJzSrdqwQrghn6171jiwzSeaT9Uh1-vY-VfhJixF-
xnvSrWwn2S7RqZOTQO0aAh7eEALwW_wcB:G:s&s_kwcid=AL!4422!131467723097970!e!!g!laws%20ec?2

36


https://docs.netapp.com/us-en/cloud-manager-setup-admin/index.html
https://docs.netapp.com/us-en/cloud-manager-backup-restore/index.html
https://aws.amazon.com/fsx/netapp-ontap/
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https://aws.amazon.com/pm/ec2/?trk=36c6da98-7b20-48fa-8225-4784bced9843&sc_channel=ps&s_kwcid=AL!4422!3!467723097970!e!!g!!aws%20ec2&ef_id=Cj0KCQiA54KfBhCKARIsAJzSrdqwQrghn6I71jiWzSeaT9Uh1-vY-VfhJixF-xnv5rWwn2S7RqZOTQ0aAh7eEALw_wcB:G:s&s_kwcid=AL!4422!3!467723097970!e!!g!!aws%20ec2
https://aws.amazon.com/pm/ec2/?trk=36c6da98-7b20-48fa-8225-4784bced9843&sc_channel=ps&s_kwcid=AL!4422!3!467723097970!e!!g!!aws%20ec2&ef_id=Cj0KCQiA54KfBhCKARIsAJzSrdqwQrghn6I71jiWzSeaT9Uh1-vY-VfhJixF-xnv5rWwn2S7RqZOTQ0aAh7eEALw_wcB:G:s&s_kwcid=AL!4422!3!467723097970!e!!g!!aws%20ec2
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