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[ acao-aws-connector Go'toLocal Ul 7

AWS | us-east-1 | m Inactive

] AzureConnector Goto Local Ul A

Azure | southcentralus | w Inactive
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Add BlueXP Connector

Provider

Choose the cloud provider where you want to run the BlueXP Connector:

[ 1 aws
| = 33
Microsoft Azure Amazon Web Services

Google Cloud Platform

Deploy the Connector on your premises [3

4. Azure 7HO Y FTBRC 7O EREFR]. REE. LUV Ry FT—0 OFIEHIEREINTVBRIGE
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Add BlueXP Connector - Azure X

Deploying a BlueXP Connector

The BlueXP Connecter is a crucial component for the day-to-day use of BlueXP.
It's used to connect BlueXP’s services to your hybrid-cloud environments.

The BlueXP Connector can then manage the resources and processes within your public cloud environment.

Before you begin the deployment process, ensure that you have completed the required preparations. This guide

will enable you to focus on the minimum requirements for BlueXP Connector installation.

Permissions Authentication Networking

Ensure that the Azure user or Choose between two methods: an Ensure that you have details on the
service principal you've provided Azure user account or an VNet and subnet in which the

has sufficient permissions Active Directory service principal BlueXP Connector will reside

Skip to Deployment

Previous Continue

S BEICRFy T &Iy I LT, ARIVED RETY VEREE #8BLE T, AVhR—FT a0 >V JHIC
Azure VY —X FIL—FICERR L 7= SSH *+— R7 %, OxU 4 OS LA DBlueXPEEICBML
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Add BlueXP Connector - Azure More Information X

° VM Authentication @ Details @ Network @ Security Group @ Review

Virtual Machine Authentication

You are logged in with Azure user: acac@netapp.com g7 | Tenant:  Hybrid Cloud TME ~

Subsecription

‘ Hybrid Cloud TME Onprem = Authentication Method

(O Password (® Public Key

Location
‘ South Central US -
User Name
Resource Group azureuser |
O Create New (® Use Existing Enter SSH Public Key @

Resource Group

ANFAVSRG - ‘

Previout “ .
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Add BlueXP Connector - Azure More Information X

@ VM Authentication o Details @ Network @ Security Group @ Review

Details

Connector Instance Name

AzureConnector Connector Role

(® Create (O Attach existing QO Manual

Role Name
G—) Add Tags to Connector Instance

BlueXP Operator-5519248

Subscriptions to apply with the role

Hybrid Cloud TME Onprem

Previeus “

7. @)% VNet, Y72y b ZERALTRY bT—0%ZBRL. NTV T IP ZEMCLETH. O
TN AZure RIBTA VA —Ry MIT7 VLA TES L EHEBLE T,

Add BlueXP Connector - Azure More Information X

@ VM Authentication @ Details e Network @ Security Group @ Review

Network
Connectivity Proxy Configuration (Optional)
VNet HTTP Proxy
ANFAVSVal
Subnet
Define Credentials for this Proxy ~
VM_Sub
Upload a root certificate ~
Public IP
Disable

Notice: Ensure that the subnet has internet connectivity
through a NAT device or proxy server so that the Connector
can communicate with Azure services.

lext Q
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8. HTTP. HTTPS. B&U SSH 7R %2R $2 ARV XD ¥ 2T+« JIL—7 i@ L &
ER

Add BlueXP Connector - Azure More Information X

@ VM Authentication @ Details @ Network o Security Group @ Review

Security Group

The security group must allow inbound HTTP, HTTPS and SSH access.

Assign a security group:  (8) Create a new security group (O Select an existing secutity group

HTTP (Port 80) HTTPS {Port 443} SSH (Port 22)
Source Type Source Type Source Type
Anywhere Anywhere Anywhere

i “ .

9. BIER—JZzHRL. NEM 27V v LTIRIRXDERZRIBLET. BE. 770D T
TRETICKWI0DHDDET, BT TH L. ARIZ AV XXX VM B Azure R—ZILICKT
SINEY,



Add BlueXP Connector - Azure More Information X

@ VM Authentication @ Details @ Netwaork @ Security Group e Review

Review
Code for Terraform Automation
BlueXP Connector Name  AzureConnector
Subscription Hybrid Cloud TME Onprem
Location South Central US
Resource Group Existing - ANFAVSRG
Role New - BlueXP Operator-5519248

Authentication Method Password (user: azureuser)

VNet ANFAVSVal

Subnet VM_Sub

Public IP Enable

Proxy None

Security Group HTTP: 0.0.0.0/0, HTTPS: 0.0.0.0/0, S5H: 0.0.0.0/0

e “ Q

10. axoaRtF7aarcha e, HLLERTNOXI 2D x4 ROy TR I VO TFICRTRE
nx9,

e e Account & Workspace Connector v
NetA| Q_ Bluexp Search b

FINetApp  Bluexp SR Automation-te... Azure-DB AzureConnector & @ 0
- @ Canvas My working environments My estate H Go to Tabular View
o )

+ Add Working E it ; O Enable Services @ Working Environments
v

Amazon $3
Lo 0 Buckets
@ Azure Blob Storage
20 storage Accounts

o

Azure Blob Storage Amazon 53

20 0
) = e A

11
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1. BlueXPOA>YV —IILOBLBICHBZERET A% I Vv I LT 7HI Y FERIBEHR R— 2.
BERIBEHROEM 22 v L TERBGRIBRT—7 70—%2RBLET,

FINetApp  BlueXP ( g @ = ‘ Ho @0
{§} Settings

Connector Settings
Timeline
Credentials
Software Update
HTTPS Setup

Alerts and Notifications Settings

2. BIRIBERDIERT L L T Microsoft Azure - BlueXP Z&ERL £ 9,

M NetApp BlueXP

& Add Credentials X

Choose Credentials Location

°
| 1}
uE s
o Microsoft Azure Amazon Web Ser -

Choose how to associate the credentials

3. LEIDBlUeXPHA Y R—F 4 >4 7O ARICPNESNTUVWIBEYR IS4 T7>8 =T Ly b,
I5A4T7>RID. LU TF M ID ZER LT Azure BRIEHREZEHZL 9,

13



NI NetApp  BlueXP ) e ‘ Worbpece s ‘ 6H e @ 6

Automation-team Azure-DB AzureConnector
& . AdH CraaniEE © credentiststype @) vefine credentisls () Werketplsce Subscripion (), Review X
v

Define Microsoft Azure Credentials
. Learn more about Azure application credentials
> Cradentials Name @  Client Secrat

Azure_Hybrid_TME
® | 1 J
Application (client) ID Directory (tenant) ID

2fbcobes-a259-4539-bbS 7-036b17675c, 9bb0aab6-5c98-419b-9cfd-7a38bdAT...

I have verified that the Azure role assigned to the Active Directory service principal matches
BlueXP policy requirements.

Previeus “

4. FESELTBML &
ER

Y A Account (2D Workspace Connector ~
FINetADD  Bluexp e | o @ O
) Add Credentials (@) Credentials Type (@ Define Credentials © revien X
L+
Review

L J
P Credentials Type Azure

Credential Storage Cloud Manager

Application (client) ID 2fbc9be5-a259-4539-bb57-036b176f5cc7

Directory (tenant) ID 9bb0aab6-5¢98-419b-9cfd-7a38bd496e1f

Frevieus “

3. *Marketplace H 7 X0 1) 72 3 >z BERIBRICEEM T2 HELNHIE5HHD
ER



M NetApp  BlueXP

Account v Connector

| e @ e

& Associate Subscription
© Credentials > Associate Subscription
L4

LA

®

SnapCentery—E XDty b7y

Associate a Marketplace Subscription

Choose an Azure subscription 1o associate with the Azure
Marketplace subscription,

Azure Subscription

Hybrid Cloud TME Onprem (default)

Marketplace Subscription

® dhruv-cvo-subscription

@ Add Subscription

15



Azure BIRIEIRIER S N=5. KDFIETSnapCentery —EXERETIBLIICHEDET,

1. Canvas R—ZICED. My Working Environment H*5 Add working Environment Z2 1) w2 L
T. Azure |7 70O S f-Azure NetApp Filesx#&H L £9,

~ SN Account Comnector
NetA| ( Q BluexpSearch ) b
FINetApp  Bluexp o 5 SRR ) Autoration-te. AzureConnector ot e 0
- @ Canvas My working environments My estate HH Go to Tabular View
©

+ Add Working Environment - O Enable Services @ Working Environments
Amazon 3
(o @ 0 Buckets
Azure Blob Storage
.@ 20 storage Accounts

Azure Blob Storage Amazon 53
20 0
Storage Accounts 'S Buckets
= aws

2. 15P & L T*Microsoft Azure*Z3EIR L. *BH* 27U v oI LF T,

FINetApp  BlueXP ( Q Buexpsesrch )

& Add Working Environment Choose a Location X
v

aws ) =
v
Amazon Web Services Google Cloud Platform On-Premises
(]
Select Type
®
:

® © ©

®

Kubernetes Cluster

S MR ICARIZ M IT. AIDE IS a Y THER LICERIBRE ZERL T, HiTeosVvoL
9,



FINEtApp  BlueXP — Account ~ Connector

e | B @ O

& . - 5
Add Azure NetApp Files Wizard Azure NetApp Files Details
o
@ sk

4 Azure NetApp Files Credentials @ How to get the credentials

>
Working Environment Name » Create an Azure AD client that meets the required
‘ i permissions

@ | AzureNfile

» Enter credentials on credentials Page:

K3 Application (client) ID - The ID of an Active Directory service
Select the credentials that provides BlueXP with the principal that BlueXP can use to authenticate with Azure
permissions that it needs to manage ANF. Active Directary,

Client Secret - The value of a client secret for the service

principal application.
Credentials Name

Directory (tenant) ID - The Active Directory ID for your
Azure nfile

organization. This is sometimes referred to as a Tenant ID.
To learn more about Azure NetApp Files, click here

To add 2 new set of credential. go to the Cragentials Page

[ (=)

4. BlueXPO>V —)Lid Y1 EEIRIE ICED. Azure ' 5H&RH TN 7-Azure NetApp Files H¥*=F v > /\
A ICRIRINE T,

T Account ~ Workspace Connector
N Q. BlueXP Search ) P
FLNeEER S EhieXs SRR o Automation-te. Azure-DB AzureConnector
- @ Canvas My working environments My estate HH Go to Tabular View
” "
4+ Add Working Environment Q Enable Services @ Working Environments
L J
@ 1 Azure NetApp Files

> 7.08TiB Provisioned Capacity
@ Amazon S3

AzureNfile

Azure NetApp 0 Buckets
.

16 7.08 T2

Volumes  Capacty M

H Azure Blob Storage
20 storage Accounts

Amazon 53

]

aws

Azure Biob Storage

3. * Azure NetApp Files* 7 A& 1) v L. E¥EREICAS 20 1) w2 LT, Azure NetApp
FilesX hL—2ICF 7040 3ENTW3 Oracle T—AR—X R a—LERRLET,
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M NetApp  BlueXP

- . S
Azure NetApp Files | AzureNfile
©
L/ —] o
= 0ra01-u01 B AVAILABLE +++ .- 0ra01-u02 B AVAILABLE
= ]
o
INFO CAPACITY. INFO CAPACITY
" 0GB moGE
® Premium Used Capacit servezlee Premium Used Capasity
South Central U South Central US
ed
o Frotoco NFsy Frotoco NESi3
= =
= =
= 0ra01-u03 m AVAILABLE - test B AVAILABLE
= =
INFO capaciTy INFO capaciTy

Premium Standard
South Central US 500.0 Gi Germany West Central 1000
NS NFSv3

- -
N testrepldemo = AVAILABLE W testrepldemoCLONETEST ® AVAILABLE

6. OV —ILOEKBAIOYA RN—T, RET7AIAVDLICNTRAEBEL. RE>T7TUT—>3>
O ILT. PFVTr—oa>0R8R—SERSEY, * 7 r—oa> ot =o) vy
LEd,

Aot

Bttt

@ skt y —
o

. BlueXP backup and recovery for

- Enterprise Applications i o m:

[ Integrated Data protection & Copy management -8 e

serdice lor on-premises and cloud workfoads

- -
® ®

- - =
Sireamlined data management Save time & resources Protect data bn minutes

1. 77)45r—23> Y= A4 LT Cloud Native #:&EIRL £9,



FINetApp  BlueXP \\ Q slexpsearch ) o >

Automation-team

F
Select Application Source Type
©
Select the application source type that you want to manage.
v
> —
=T .

® Hybrid Cloud Native

Applications hosted within your Applications that are hosted and run in
g organization's infrastructure. the cloud using AWS, Azure, GCP, etc.,

o

LT TN —=3> 24T LT Oracle Z:#RL. N EZ0 ) v I LTHRIANDFEAR—D=RE
x99,

FINetApp  BluexP (& Biuere searcn )

Discover Applications

Select Application Type

e ORACLE EITHANAY)

e Oracle SAP HANA

(=)

. SSH Z#fER #EIRL. IP 7R L X, ORI A, azureuser RED Azure VM BIE 1—H'—% BRED
Oracle Azure VM DFflE AL X9, SSH MHEF—DEM %22 1) w2 LT, Oracle Azure VM @
FT7OCICER LT SSH F— R7PZED[ITE T, BNOESRDHROSNET,

19
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M NetApp BlueXP

Connector

Account v Workspace
Automation-tesm Azure-DB
& Discover Applications @ tostoeraits (D) configuration  (3) Review
©
Select host type
v
Provide the following details to add host and discover applications

<>
® Host Installation Type O Manual ® UsingssH

HostFQDN or 1P Connector

‘ 172.30.137.142 ‘ ‘ AzureConnector -

Username

azureuser ‘ (3) Add ssH Private Key Optional
SSH Port Plugin Port
‘ 2 ‘ ‘ 8145

Previous Next

Validate fingerprint

Algorithm ssh-rsa

Fingerprint

By proceeding further, | confirm that the above fingerprint for host is valid.

10. RD*KER* R — T ICHEH. Oracle Azure VM T sudoer 7 7 X/ EL T,

AzureConnector

| e @0




M NetApp  BlueXP ( Q suexpsearch ) ™

Automation-team

& Discover Applications (@ Hostetails @) Configuration  (3) Review
©

Configuration
.

Follow the steps to make sure all the configuration expectations are met

)

® 1. Configure sudoer access for "azureuser”.
1. Log into the application host.

o

2. Create following file /etc/sudoers.d/snapcenter with the following content,

#

# LINUX
#

I have configured sudo access for "azureuser" as per the above steps.

o

N7 r—o 3>t =3l To ) w2y L. OracleAzure VM IC TS0 A &A1V A R—ILL
T. VM LD Oracle ¥F—2R—2X% 1 A7V I TRELET,

o
NINetApp  Bluexp (o seosoaan ) T
& Discover Applications (©) Host Details (©) configuration © review
o
Review
v
Follow the steps to make sure all the configuration expectations are met.
L]
Host Details Configurations

®

Host Installation Typ SSH
L

HostFQDN or 2 172.30.137.142

Connector AzureConnector

User name (Sudo) azureuser

Plugin Port 8145

s+ part 22

Fingerprint AARAE2V]ZHNALXNOYTItbmizdHAYNTYAAAAIbMIZAH...

Key Type ecdsa-sha2-nistp256

Previous Discover Applications

o

12. Azure VM LT EN7F Oracle T—2R—XIE 7TV r—> 3> iIBMch. 77U r—o3y

R=JICIFBEROEKRI MY Oracle T—4RXR—XADEH—ERTRINET, T—EIR—
TR IE. RIS FRELL ERTRINET,

2D R

EX
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M NetApp  BluexpP

f i ‘Workspace Vv ‘Connector v
luexp Search ) | o)
! v | ms = " 0 6

& @ Backup and recovery Volumes Applications  Virtual Machines ~ Kubernetes  Job Monitoring  Reports
L]
v
‘ Cloud Native i ‘ ‘ Oracle : ‘
<>
® Application Protection
0o 0o
. E 3 oo 3 ao 0 90 3
s Hosts ORACLE Clone Protected Unprotected
3 Databases
Filter By (oWl  Vanage Databases | v Settings v
Name ~ | HostName | Policy Name | Protection Status S
NTAP 172.30.137.142 Unprotected
db1 172.30.15.99 Unprotected
dbitst 172.30.15.124 Unprotected

1-30f3 < (.) =

C_MNT. Oracle A®SnapCenterty —E XD Y 7Y THRTLET, CORFaXTEDXRD 3
D2DEU 3> TId Oracle T—EXR—RONy I 7 v 7 B, BLUP7O—VEEICOVWTERAL

9,

OracleT—ANR—ZXD/N\Nv I T v S

22



1. Azure VM DT X + Oracle T—2R—X|F. B5tA ML —CBENW16TB D3 DOAR) a—L4
THEBRINTUVWET, CNUICED. TOTAXDTF—EIR—IADRAFvFoayv bk NvoT7vT
B, Lo O0—>0EA I VJICETR3 AV TEFIMNIREINE T,

[oraclelRacao-orall ~]$ df -h

Filesystem Size
devtmpfs 7.9G
tmpfs 7.9G
tmpfs 7.9G
tmpfs 7.9G
/dev/mapper/rootvg-rootlv 40G
/dev/mapper/rootvg-usrlv 9.8G
/dev/sda?2 496M
/dev/mapper/rootvg-varlv 7.9G
/dev/mapper/rootvg-homelv 976M
/dev/mapper/rootvg-optlv 2.0G
/dev/mapper/rootvg-tmplv 2.0G
/dev/sdal 500M
172.30.136.68:/0ora0l1-ull 100G
172.30.136.68:/0ra01-ul3 500G
172.30.136.68:/ora01-u02 1000G
tmpfs 1.6G

[oracle@acao-oralOl ~]$S

Used Avail
0 7.9G

0 7.9G
17M 7.9G
0 7.9G
23G 15G
1.6G 7.7G
115M 381M
787M  6.7G
323M 586M
9.6M 1.8G
22M  1.8G
6.8M 493M
23G 78G
117G 384G
804G 197G
0 1.6G

o)
Q

]

o
o

1%

Q.
o

62%
18%
24%
11%
36%

Q
°

o
]

2%
23%
24%
81l%

Q
°

Mounted on
/dev

/dev/shm

/run
/sys/fs/cgroup
/

/usr

/boot

/var

/home

/opt

/ tmp

/boot/efi

/ull

/u03

/u02
/run/user/1000

1. F=EAR—IAERETBICIF. T—ER—AD REXT—H2X DEICHD I DDRy ET YYD
L. RUS—DEIODYET A1) wI LT, Oracle T—AR—X|CHEATE ST 74J)L FOERIO—

FEAFIEI——EROT —IRN—ARE RIS —ERTLET,

|E -RUS— Tl AR

BIAXENT=N I Ty THEEENY I 7w I —2 RSB EA L TREDORY O —%21ER T

23T a hHhET,
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FINetApp  BluexP

Account ~ Workspace

Automation-te...

C ecte ~
e’ | D @ O

Azure-DB

- @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitering Reports.
©
v
Cloud Native v ‘ | Oracle > ‘
>
® Application Protection
0o 0o
° 4 oo 3 0o 0 Q90 3
s Hosts ORACLE Clone Protected Unprotected
3 Databases
- T -
Name Host Name Policy Name Protection Status o
NTAP 172.30.137.142 Unprotected von
View Details
db1 172.30.15.99 Unprotected
dbitst 172.30.15.124 Unprotected

—_

2. KU —BRICTHER LT 5.
TEEXI,

FINetApp BluexP

& @ Backup and recovery Volumes ~ Restore  Applications

Applications » Assign Policy

D]

] 4 policies

s Policy Name

Oracle Full Backup for Bronze

Oracle Full Backup for Gold

Oracle Full Backup for Silver

my_full_bkup

3RV —PBEHIND . T—
A1 ICEDD T,
EITLET, THICC UTICETLSIC. 3
RNvoT7yv T #FBETETED,

T—EN—RZRETDLDITERLIARU S —Z BIDHT 32

Account Connector

AzureConnector

Workspace
Azure-DB

5 ‘

~ ~
Automation-te..

Virtual Machines ~ Kubernetes  Job Monitoring ~ Reports

Assign Policy

Assign a policy to start taking backups of the database "NTAP"

Backup Type

Schedules

Daily: Repeats Every 1 Day, Keeps 14 copies
Weekly: Repeats Every Fri, Keeps 4 copies
Monthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, C

FullBackup

Hourly: Repeats Every 6 Hrs, Keeps 16 copies

Daily: Repeats Every 1 Day, Keeps 30 copies

Weekly: Repeats Every Fri, Keeps 4 copies

WMonthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun. Jul. Aug. Sep, C

FullBackup

Hourly: Repeats Every 12 Hrs, Keeps 6 copies

Daily: Repeats Every 1 Day, Keeps 14 copies

Weekly: Repeats Every Fri, Keeps 4 copies

WMonthly: Repeats Every 1st Day of Jan, Feb, Mar, Apr, May, Jun. Jul, Aug, Sep, C

FullBackup

FullBackup Hourly: Repeats Every & Hrs, Keeps 3 Days

1-40f4

BAR—=2ZDREXT—EADREOF T v IR—I[ETD MREFS
BlueXP @R IN-RT P a—ILICIR>TRFvToav bk NvoT7vT%

DORYy bOROAYIETY XZa—»ms F>FIY



NetApp  BlueXP e

Automati
- @ Backup and recovery Volumes Restare Applications Virtual Machines Kubernetes Job Monitoring Reports
v
L/
Cloud Native b | ‘ Oracle b ‘
(]
(]

00 0o
Hosts ORACLE

Clone

3 Databases

Application Protection

91 2

Protected Unprotected

Name Host Name icy Name &

NTAP 172.30.127.142 € my_full_bkup @ Protected e
View Details

db1 172.30.15.99 Unprotectet
0On-Demand Backup
e

dbitst 172.30.15.124 unprotecte( Assign Policy
Un-assign Policy -

> | >

Restore

4. * g JERRTHhH6. N o7y oaOFMERTTIEzdT, TAMERICKD . 916
TiB @ Oracle T—AR—XENY I TV TTBDIH 4 9DHD F LT

MINetAPP  Bluexp ) O R Sasecvests
& @ Backup and recovery Volumes ~ Restore  Applications  Virtual Machines ~ Kubernetes  Job Monitoring ~ Reports

@ Job Monitoring > Job Name: Backup of NTAP oracle database on host 172.30.137.142 with policy my_full_bkup and schedule Hourly

3 Job Name: Backup of NTAP oracle database on host 172.30.137.142 with policy my_full_bkup and schedule H...

Job Id: 61a12139-330e-4390-bca8-e7d15680869¢

* © © o

b

Other Jul 112023, 217:53 pm Jul 112023, 2:21:38 pm © success
Job Type Start Time End Time Job Status
Sub-Jobs(17) Collapse All ~
ok hiame 2| JobiD 2 | StartTime 2 | EndTime 2 | Duration R+ ]
Backup of NTAP aracle database on host 172.30.. O 61a12139-330e-4390-bc...  Jul 11 2023, 217:53 pm Jul 11 2023, 2:21:38 pm

Applying Retention ) 2749d5f-680-4880-a48...  Jul 11 2023, 2:21:38 pm Jul 112023, 221:38 pm 0 Second
Performing cleanup after backup ) 074c0689-097e-41az-ac..  Jul 112023, 2:21:36 pm Jul 112023, 2:21:38 pm 2 Seconds
Finalizing Oracle database log backup 7 348189d3-90b5-4cce-97... Jul 11 2023, 2:21:36 pm Jul 112023, 2:21:36 pm 0 Second

3.3 DDRy brDROYTATY XZa—FHlORT NS, XAFvToav b Nvo7 v TIhorER

NNV I Ty Ty b Z2RTTEE T,
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Account Workspace Connector v

NetApp BluexP

Autom: Azur AzureConnactor
) @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring Reports
©
L J
| Cloud Native b ‘ ‘ Oracle v ‘
@

Application Protection

®
00 0o
e Hosts ORACLE Clone Protected Unprotected

3 Databases

Name ~ | HostnName | Policy Name | Protection status Sl

NTAP 172.30.137.142 £ my_full_bkup @ Protected P
View Details

db1 172.30.15.99 € my_full_bkup @ Protected | s—
On-Demand Backup

dbitst 172.30.15.124 Unprotecte( Assign Policy
Un-assign Policy -
Restore

6. T—AR—=IX Ny o7y TOEMICIE. NvITvTa. NvoT7vT 2147, SCN. RMAN #74%
OJ. &Ny o7y TEADREFENET. NvoIT7v Ty biZld. 7—2 RYa—LeO
JR)a—LOFNZNIIH TR T TV r—o a3 BEMHOHZ ATy oy bHAESENE T,
O R)a—L AFvFoayvhld,. T—ER—XF—R R)a—L AF+v I3y DERIC
RITINFET, NwIT7VvT UIRNADEFEDNY I T v TEFELTVWBRIEEIE. 7103 —%E
BTE%9Y,

Account v Workspace Connector b
FINetApp  BluexP - Automation-te... ‘ Azure-DB | AzureConnector | Q 0 e
- @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Menitoring Reports
o Applications > Database Details
v Database Details
o NTAP @ Protected my_full_bkup atabasETipe
Database Name Fraection Policy Names
®
172.30.137.142 ANF Unreachable zEHIu7vkdyaBnujcx|IbkKELKVXToyNiclients
LH Host Name Host Storage Database Version Connector Id
Disabled
Clones Parent Database RMAN Catalog RMAN catalog repository
14 Backups
Filter By Q| select Timeframe ¥
Backup Name RMAN Catalog | Backup Time
my_full_bkup_Hourly_NTAP_2023_07_13_12_04_28_8376... Log 29192187 Not Cataloged Jul 13,2023, 8:06:22 am Delete
my_full_bkup_Hourly_NTAP_2023_07_13_12_03_07_4363... Data 29192136 Not Cataloged Jul 13,2023, 8:03:40 am Delete
my_full_bkup_Hourly_NTAP_2023_07_13_06_04_28_5618... Log 29178022 Not Cataloged Jul 13, 2023, 2:05:50 am Delete
my_full_bkup_Hourly_NTAP_2023_07_13_06_03_03_6371... Data 29177972 Not Cataloged Jul 13,2023, 2:03:43 am Delete

OracleT— 4 ~N— 2 DET L [O11E
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1. F—R~R—
ROw 74

RZETIBICE *T TV =23 TERITBIHEDNT —ER—ZD 3 DDRY +OD
D RXRZa—=#0UvIL. "B\ )y I LTT—EN—XDETEEEDT -7

A—=RmL T,

PINetApp  Bluexp < Account ~ | Workspace ¥ ‘ Connector ‘

Automation-te.. Azure-DB AzureConnector

& Backup and recovery Volumes ~ Restore  Applications  Virtual Machines ~ Kubemetes  Job Monitoring ~ Reports

‘ Cloud Native d ‘ Orade - |

Application Protection

oo oo
& - ] 3 =] O o> :
Hosts ORACLE

Clone Protected Unprotected

3 Databases

Filter By Q Manage Databases | v Settings

¥
Name ~ | Host Name | Policy Name | Protection Status |
NTAP 172.30.137.142 £ my_full_bkup @ Protected vos
View Details
db1 172.30.15.99 £ my_full_bkup @ Protected
0On-Demand Backup
dbitst 172.30.15.124 Unprotectef Assign Policy
Un-assign Policy -
> | >
Restore

2 BRALRBATTEIRRA U MNEERLEYT, UAMNNDOEZA LRV SIE, FEHAIRELRT—4
RNR=ZANvIT7v Ty bERLET,

FINetApp  BluexP

Account v Workspace v Connector
Mtonaonte.. | sawes e | ®D % @ ©

& Restore "NTAP"

3. Oracle T—

RLEYS

@ restorepointand Location  (2) configuration  (3) Review

Restore Point and Location

Specify the restore point to which the database should to be restored.

Restore Point

Jul 13, 2023, 8:03:40 am -

Jul 13, 2023, 8:03:40 am
Jul 13, 2023, 2:03:43 am
Jul 12, 2023, 8:03:41 pm
Jul 12, 2023, 2:03:32 pm

Jul 12, 2023, 2:03:31 am

Tocation focation

Previous

BR=ZADA 2 TL—RETE LTI ANV DTOHIC. *ERIGR*E L TmDm = E
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M NetApp  BlueXP

T Account ~ Workspace ™ Connector
Bluexp search )

Automation-te. Azure-DB

e | D% @ ©

® Restore "NTAP" © restorc pointand Location  (2) configuration (3) Review
©
v Restore Point and Location
Specify the restore point to which the database should to be restored.

>
(c] Restore Point

Jul 13,2023, 803:40am -
2

g o

Restore to original

Restore to alternate

location location

et Q

ZERLFTT, IRTOOVIE. REOOJ 22 CRFTDOTLREEZEK

Account v Workspace Connector

P RN e e | 0% @ O

& Restore "NTAP" () Restore pointand Location @) Configuration  (3) Review
©
. Restore Scope
@@ 4l DataFiles
Data Files Restore
o
Control Files
® Control Files Restore
@ Database state will be changed if needed for restore and recovery.
o
J

Recovery Scope @ All Logs O Until System Change Number ~ ODate and Time O No Recovery

External Archive log locations

/mnt/log_locationo!

Open the database or the container database in READ-WRITE mode after recovery.

o
S FEFELTHET L. T—AR—XDETEEEZHIBLET,



Automation-te. Azure-DB AzureConnector

M NetApp  BlueXP m‘ Account Workspace Connector v | ! 5 0 0

& Restore "NTAP" () Restore pointand Location (&) configuration @) Review
©
v Review
o
my_full_bkup_Hourly_NTAP_2023_07_13_12_03_07_43633.0
e All Data Files
All Logs

Q

6. D3 TEBER XTS5 T—ER-XADRELLBETEEFTRENDOLEZRTIZDIC2 30D B
Ehhh b F LT

P rkspace ¥ Conmector
A e Account Workspa
FINetApD  Bluex? ) e || e e | D @ O
& @ Backup and recovery Volumes Restore  Applications Virtual Machines Kubernetes  Job Monitoring Reports
© Job Monitoring 5 Job Name: Restore for Oracle Database NTAP using backup name my full bkup_Hourly NTAP_2023 07 13 12 03 07 43633.0
v Job Name: Restore for Oracle Database NTAP using backup name my_full_bkup_Hourly_NTAP_2023_07_13_12...
Job Id: 80882740-952d-4acd-b368-91279f830256
o

° @ o © e

Other Jul 13 2023, 10:37:42 am Jul 13 2023, 10:39:15 am © success
Job Type Start Time End Time Job Status
Sub-Jobs(6) Collapse All A~
Job Name 2| JobiD % | startTime 2 | EndTime 2 | Duration = e
Restore for Oracle Database NTAP using backu. CJ 80882740-952d-4acd-b... Jul 13 2023, 10:37:42 am Jul 13 2023, 10:3%:15 am

Post Restore Cleanup (J 0533d580-7750-40c1-3... Jul 13 2023, 10:3%:14 am Jul 13 2023, 10:3%:15 am 1 Second
Post Restare T 64262431-041c-4c21-8d. Jul 13 2023, Jul 13 2023, 10:39:14 am 26 Seconds
Restore 1 91820669-af04-417e-89, Jul 13 2023, 10:38:24 am Jul 13 2023, 10:38:48 am 24 Seconds

Oracle T —4XN—XXo 00—



F—=AR=Z2QV7O—2FIBIFETEBMTVWETH. F—D Oracle VI b I 7 XAy IHERICA >
A= ILBELUOERINT-AKE Azure VM IS L TITHONE T,

Azure NetApp 7 7 1)L AL =2, 20—k T4 T—2ZR—=XE LA
(D) X0o0-> F—ER—2EENTEOIHIBERNBSC LERBLET, R{E
Azure VMDY 77— 3 > IEBMEN E LT

1.*7 75— 3 TcoO— 22 ER I 3/HEDT —IRN—ZADIDDO Ry b ROY FH I A
a—=Zz7Uv oL, "MExEs)yoLToraO—-rU—o70-ZzfMABLET,

M NetApp  BlueXP

( Q Bluexpsearch )

Account ~ | Workspace ‘ Connector v ‘

Automation-te.. Azure-DB AzureConnector

- Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring Reports
©
v

Cloud Native v ‘ Oracle v ‘

Application Protection

[~]
E4 = 3 oo ) 2 ;
Hosts

® ORACLE Clone Protected Unprotected

3 Databases

Filter By [O8  Manage Databases | ¥ Settings v

Name ~ | HostName | Policy Name | Protection Status =

NTAP 172.30.137.142 £ my_full_bkup @ Protected
View Details

db1 172.30.15.99 £ my_full_bkup @ Protected
0On-Demand Backup

dbitst 172.30.15.124 Unprotectef Assign Policy
Un-assign Policy -

>

Restore

2. BIRA Y M EBIRL. RIOBAICETT EF v I LET,

Mo e\ Account v Workspace [
1 NetA| s &)
D HmE Qom=s)) Foe | = o “ 0 6
& Restore "NTAP" @ restore Point and Location (@) configuration (3) Review
°
o Restore Point and Location
Specify the restore point to which the database should to be restored.

L]
@ Restore Point

Jul 13, 2023, 8:03:40 am - ‘
-

S s °

Restore to original Restore to alternate
location location




3. RO R—TT. HBD*RZ b

FLULWT—EARN—ZXD*SID*. & U*Oracle K—L*z. K

D Azure VM TSN TWBR B DICEEL X T,

M NetApp  BluexpP

Account Workspace Connector
Autom: Azur ‘AzureConnector

& Restore "NTAP" (©) restore pointand Location @) configuration  (3) Review
0
Configuration
.
Specify the alternate host details on which the database will be restored and throughput.

>
® Host sp

17230437147 | e
<

Oradle Home Database Credentials optional

‘ Ju01/apploracle/product/19.0.0/clone |

@ Add Credential

Maximum storage throughput (Mi/s) optional

Enter throughput (1-4500) |

BrE, yO—>C&

NIcT —AR—RDFMHERREINE T,

I NetApp  BluexpP

Account Connector

Autom: AzureConnector

o
4 [BR R—UERRT B, SID. RBAR b, F—4 771 LOKH. B

Ld Restore "NTAP"

() estore Pointand Location (%) configuration (@) Review

Review

General Database parameters

Host

Reco

NTAP1

172.30.137.147

/u02_NTAP1
/u02_NTAP1/NTAP1/control/control01.ctl

RedoGroup = 1 TotalSize = 1024 Path = /u02_NTAP1/NTAP1/redolog/redo01_01.log
RedoGroup = 2 TotalSize = 1024 Path = /u02_NTAP1/NTAP1/redolog/reclo02_01.log
RedoGroup = 3 TotalSize = 1024 Path = /u02_NTAP1/NTAP1/redolog/reco03_01.log

Until cancel using selected backup's archive logs
Jul 13, 2023, 8:03:40 am

Alternate Location

g

S. T—=AN—=ZA NFA—F R=—DZHRTD L. JO—2ENT—EIR—IEEOFHE. LW<D
DDT—ER—=R NFTA—ZBEHRTINE T,
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Account ~
Automation-te.

MINetApp  BluexpP \_' Q oluexpsearch )

Workspace
Azure-DB

T
et . | B @ O

& Restore "NTAP" (©) Restore Point and Location (@) configuration © review

o

. Review

> General Database parameters
@®

None

1u01/app/oracle/product/19.0.0/clone

oracle

oinstall

audit_file_dest = /u01/app/oracle/admin/NTAP/adump_NTAP1
audit_trail = DB

open_cursors =300

pga_aggregate_target in mb =512

processes =320
remote_login_passwordfile = EXCLUSIVE
sga_target in.mb = 9216
undo_tablespace = UNDOTBS1

Previous Restore

6. D JER AXTHSIO0-MERSaDRT—HAR%=BEH I3, 1.6 TiB @ Oracle 7 —XRN—
20U O—1ERIC 8 Bhvh 3 Z ehbhh D £ LT

= = Account Workspace v Comnector
c QD
FINetApp  Bluexp il Automation-te... Azure-DB | AzureConnector | u e o
- @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Menitoring Reports
© Job Mornitoring > Job Name: Restore Oracle Database NTAP as NTAP1 on host 172.30.137.147 using backup my._full_bkup_Hourly NTAP_2023_07_13_i2_03_07_43633_0
v Job Name: Restore Oracle Database NTAP as NTAP1 on host 172.30.137.147 using backup my_full_bkup Hourl...
Job Id: 7a187d5a-7fTe-4612-83b3-48e37fbfB90F
o
’ © © © L
Other Jul 13 2023, 1:05:02 pm Jul 13 2023, #13:15 pm @ Success
Job Type Start Time End Time Job Status
Sub-Sabs(B) Collapse All A~
Job Name % | JobiD $ | StartTime $ | EndTime $ | Duration S+

Restore Oracle Database NTAP as NTAP1 on ho... 7a187d5a-Tf7e-461a-83...

Jul 13 2023, 1:05:02 pm Jul 13 2023, 1:13:15 pm

Collect the restore database job logs of... [V abc93423-5777-4262-b... Jul 132023, 1:13:14 pm Jul 13 2023, 1:13:14 pm

Register the restored database metadsta ) 152efb90-b216-4187-b0...  Jul 13 2023, 1:12:30 pm Jul 13 2023, 1:12:30 pm

Remove the temporary storage of the .. T cc106/b9-7555-46c8-9c..

Jul 13 2023, 1:12:30 pm Jul 13 2023, 1:13:14 pm

. oa—-raEnteT—
—JTIOO—YENIcT—ER—RZREL T T,

0 Second

0 Second

44 Seconds
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FINetApp BlueXP

Account ~
BlueXp Search .
Automation-te...

Workspace Connector g a o e
Azure-DB AzureConnector

- @ Backup and recovery Volumes Restore Applications Virtual Machines Kubernetes Job Monitoring Reports
v
L
[‘counawe -] [ =
L]
® Application Protection

o
2 Hosts

4 Databases

Filter By

Name

NTAP

db1

dbitst

8. Oracle Azure VM FpovO—>
INTWBRZexmRELET,

o 4
ORACLE
Q
Host Name Policy Name
172.30.137.142 £ my_full_bkup
172.30.137.147
172.30.15.99 £ my_full_bkup
172.30.15.124

R

—ANR—RZKIEL. 70—

92 2

Protected Unprotected

i At e

Protection Status

@ Protected .
Unprotected e

@ Protected wes
Unprotected ..

TFT—=RAR—ZHEFEH D ICEIT

33



_MNT. SnapCentertt—E X%z A L TNetApp BlueXP >V —JL T Azure T®D Oracle 7T—3XX—2X
DNy O Tv I B, BLUO7O—1EHREITSTENRT LT,

EMNEHR

CORFIXYMIEBHINTOVBBEROFMICOVWTIF. ROFF a2 X2 b0 Web 1 FZBRLTLE
e A

* BlueXPOtw b7y T EIE
"https://docs.netapp.com/us-en/cloud-manager-setup-admin/index.html|"

* BlueXP backup and recovery KF 2 X >

"https://docs.netapp.com/us-en/cloud-manager-backup-restore/index.html|"
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» Azure NetApp Files
"https://azure.microsoft.com/en-us/products/netapp"
* AzureZfELVIR® B

"https://azure.microsoft.com/en-us/get-started/"
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