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REST API path D Secondary path () Access (D)
/api/cluster/jobs v Read-only v 0]
/api/network/ip/interfaces ~ Read-only ~ T
/api/storage/file/clone s ) Read/create ~ Ty
/api/storage/volumes v ! Read-only e W
/api/storage/volumes ~ [*/files Read/write ~ T
/api/cluster ~ ' Read-only ~ T
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ntnx-svm Users and roles i settings

Users Roles

D User Role MFA for HTTP | Account locked D Role
A~ nim-NTNX nim-ntnx-role Disabled No A nim-ntnx-role
Application Authentication AP| Access level
HTTP Password, MFA disabled /Japi/cluster Read-only
Japi/cluster/jobs Read-only
” — — — - /api/network/ip/interfaces Read-only
/Japi/storage/file/clone Read/create
/api/storage/volumes Read-only
/api/storage/volumes/*/files Read/write

ntnx-svm Users and roles il settings

Users Roles
D User Role MFA for HTTP | Account locked D Role
~ nim-NTNX nim-ntnx-role Disabled No ~ nim-ntnx-role
Application Authentication APl Access level
HTTP Password, MFA disabled /Japi/cluster Read-only
ONTAPI Password [api/cluster/jobs Read-only
Japi/network/ip/interfaces Read-only
[api/storage/file/clone Read/create
w vsadmin vsadmin Disabled No
/api/storage/volumes Read-only
/api/storage/volumes/*/files Read/write
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security login rest-role create -vserver ntnx-svm -role nim-ntnx-
role -api "/api/cluster" -access readonly

security login rest-role create -vserver ntnx-svm -role nim-ntnx-
role -api "/api/cluster/jobs" -access readonly

security login rest-role create -vserver ntnx-svm -role nim-ntnx-
role -api "/api/network/ip/interfaces" -access readonly

security login rest-role create -vserver ntnx-svm -role nim-ntnx-
role -api "/api/storage/file/clone” -access read create

security login rest-role create -vserver ntnx-svm -role nim-ntnx-
role -api "/api/storage/volumes" -access readonly

security login rest-role create -vserver ntnx-svm -role nim-ntnx-
role -api "/api/storage/volumes/*/files" -access all
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2. a—H—%ER L. O-ILICYvEYTLET,

security login create -vserver ntnx-svm -user-or-group-name nim-
ntnx-user -application http -authentication-method password -role

nim-ntnx-role
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