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Set-Service -Name MSiSCSI -StartupType Automatic
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Start-Service -Name MSiSCSI
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Enable-MSDSMAutomaticClaim -BusType iSCSI

S FILLERINTIRTOTNARDT 7 AL bOEFARHR) S-S FOEVICRELF T,

Set-MSDSMGlobalDefaultLoadBalancePolicy -Policy RR

6. D> bO—Z®DISCSI Z—7w b ZBHRL £,

New-IscsiTargetPortal -TargetPortalAddress <<iscsia 1if01 ip>>
-InitiatorPortalAddress <iscsia ipaddress>

New-IscsiTargetPortal -TargetPortalAddress <<iscsib 1if0l ip>>
-InitiatorPortalAddress <iscsib ipaddress

New-IscsiTargetPortal -TargetPortalAddress <<iscsia 1if02 ip>>
-InitiatorPortalAddress <iscsia ipaddress>

New-IscsiTargetPortal -TargetPortalAddress <<iscsib 1if02 ip>>
-InitiatorPortalAddress <iscsib ipaddress>
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Get-IscsiTarget | Connect-IscsiTarget -IsPersistent S$true

-IsMultipathEnabled S$true -InitiatorPo rtalAddress <iscsia ipaddress>

Get-IscsiTarget | Connect-IscsiTarget -IsPersistent S$true
-IsMultipathEnabled Strue -InitiatorPo rtalAddress <iscsib ipaddress>
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New-Cluster -Name <cluster name> -Node <hostnames> -NoStorage
-StaticAddress <cluster ip address>
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(Get-ClusterNetwork -Name Cluster) .Metric = 900
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start-ClusterGroup "Available Storage"| Move-ClusterGroup -Node
$env: COMPUTERNAME
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COMMVAULT @ QU searchortype for a command BRAO | & sominv

Hypervisors VA groups

P id VM group
W Guided setup
Hypervisors Q cm
i# Dashboard
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Virtualization
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Kubernetes
I8 hvclus0t Microsoft Hyper-V Microsoht Windows Server 2022 v Mo tags
File servers

6. [VM ZIL—TFDEN] R—T T, RETZRET> > (ZDIFEIE Demogrp BMER SNz VM FIL—7)
EFEIRL. UTICRTESIC IntelliSnap 7> a3 >&=B#HICLET,

COMMVAULT @ Q search ortype / for a command BB 0B &smn-

Vituaization v | VM groups v

Demogrp

Configuration

B Protect Security Activity control

Virtualization No associations defined on this object
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» NO 1303 assocERed with Demogrp

Access nodes

@ reports Snapshot management
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NV OITyTHRITLTWET:

1. FETF—2 3> RAUH 5. [(RE] > [(RIAL] ICBBILE . RETS Y R—IHRREINET,

2. VM FE VM IN—TFZ NI Ty TLET. COTETIE. VM T IIL—TFHEREINTVE T, VM
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COMMVAULT @1 QU search or type / for a command BB o | & sdmin«

Laptops
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' Auto recovery
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S NYITYIDHEINT B RTV—2F v TFVICRT L SICEITRA > bHORIBRIREICARD Ed, X
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COMMVAULT @ ‘Q search or type / for a command BB O | & sdmin~

Demogrp

Overview

Recovery points
Prolected Nol prolected Backed up with error
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1. FETF—> 3> RAUDS [(RE] > [(REL] ICBEIT R . [(RETI V] R—IDNRRINET,
2 M IN—=F 2TV I LET,

3 VM I —TF R=IHRREINET,

4. VM JIL—THEE T, REYSVEITC VWM IIL—TD [Ex] 2oV v I LET,

S. /TR A TOBRR—IDPRTREINET,
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COMMVAULT @1 Q Search or type / fora command DB O E| & smne

Vituskeation v | WAn2K22VM01

Select restore type
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(igroup) ICX v 7L ZFX T,

4. LUN H' Hyper-V 7 5 22 —|ZX v TENlc5. TNEDT A RV ZFVZAICLET,

S. Jx—I)LA—/N— U5 — PowerShell DY KLY b EFERALT. T4 XV %FERABRERINL—
IZIBANL. CSVICEBRLE T,

6. CSV HDRIET > > % Hyper-V YRX—2 v —ICA Y R— b L. SAARZRRLTHNSI I XE2—I8
mLEJ,

. VMZzAFICLET,

%NTAPZ L — & XF LAD Microsoft Hyper-V E A D]

ONTAP [E. TEIXRITTV—VO0—RZEHTI-OORELHEERINL—JEET
o ONTAPAFFXTcIFASAT Sy b7+ —LldF. BROIA—RT—RT7 TV 5=
SAVICHIET DR CHESEZHI TWET, Windows Server 2022 £, €D LETH
I N7z Hyper-V &, CORFaXY FTHBAINTLWSIRELY ) a—>3>CL
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D, BFXIL. BELtITIEDXRABHICELETIRERL. B TITZETRYT 1M XDX
fL—2 LAV —D58BOBZEHTEET, IREOHHKTTIE. Hyper-V

IE. VMware B L TOWREDIZE AL B IRE T 2 RERRKEB NI N—NIHF— F
ToarvaERHBLEY,

PowerShell X 7') 7 k%R L T VM %Z Microsoft Hyper-V
IC&179 %

PowerShell 22 ') 7k #{EB L T. FlexCloneTZ /O —%#EHL T VM % VMware
vSphere H*5 Microsoft Hyper-V |[CB1TL £ T, CDRXT Y FRIE vCenter H &K

UONTAPY S XA —IC#HmL. XFv T3y cEERL. VMDK % VHDX (CZ#
L. Hyper-V E TVM #9252 T. BIT7OCRZMRILLET,

PowerShell X 7') 7 ~

param (

[Parameter (Mandatory=$True, HelpMessage="VCenter DNS name or IP
Address") ]

[String] $VCENTER,

[Parameter (Mandatory=$True, HelpMessage="NetApp ONTAP NFS Datastore
name") ]

[String] SDATASTORE,

[Parameter (Mandatory=$True, HelpMessage="VCenter credentials")]

[System.Management.Automation.PSCredential] SVCENTER CREDS,

[Parameter (Mandatory=$True, HelpMessage="The IP Address of the ONTAP
Cluster") ]
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[String]$ONTAP_CLUSTER,

[Parameter (Mandatory=$True, HelpMessage="NetApp ONTAP VServer/SVM
name") ]

[String] SVSERVER,

[Parameter (Mandatory=$True, HelpMessage="NetApp ONTAP NSF, SMB Volume
name") ]

[String] SONTAP VOLUME NAME,

[Parameter (Mandatory=$True, HelpMessage="ONTAP NFS/CIFS Volume mount
Drive on Hyper-V host")]

[String] SONTAP NETWORK SHARE ADDRESS,

[Parameter (Mandatory=$True, HelpMessage="NetApp ONTAP Volume QTree
folder name") ]

[String] $VHDX QTREE NAME,

[Parameter (Mandatory=$True, HelpMessage="The Credential to connect to
the ONTAP Cluster") ]

[System.Management.Automation.PSCredential] SONTAP CREDS,

[Parameter (Mandatory=$True, HelpMessage="Hyper-V VM switch name") ]

[String] SHYPERV VM SWITCH

function main {

ConnectVCenter

ConnectONTAP

GetVMList

GetVMInfo

#PowerOf fVMs

CreateOntapVolumeSnapshot

Shift

ConfigureVMsOnHyperV

function ConnectVCenter
Write-Host

————— " —-ForegroundColor Cyan
Write-Host "Connecting to vCenter SVCENTER" -ForegroundColor Magenta
Write-Host



[string] SvmwareModuleName = "VMware.VimAutomation.Core"

Write-Host "Importing VMware S$vmwareModuleName Powershell module"
if ((Get-Module|Select-Object -ExpandProperty Name) -notcontains
SvmwareModuleName) {
Try {
Import-Module SvmwareModuleName -ErrorAction Stop
Write-Host "SvmwareModuleName imported successfully"
-ForegroundColor Green
} Catch {
Write-Error "Error: SvmwareMdouleName PowerShell module not
found"

break;

}
else {
Write-Host "SvmwareModuleName Powershell module already imported"

-ForegroundColor Green

}

Write-Host " 'nConnecting to vCenter S$VCENTER"
Try {
Sconnect = Connect-VIServer -Server S$VCENTER -Protocol https
-Credential SVCENTER CREDS -ErrorAction Stop
Write-Host "Connected to vCenter SVCENTER" -ForegroundColor Green
} Catch {
Write-Error "Failed to connect to vCenter S$SVCENTER. Error : $($

.Exception.Message) "
break;

function ConnectONTAP ({
Write-Host " 'n

----" -ForegroundColor Cyan

Write-Host "Connecting to VSerevr $VSERVER at ONTAP Cluster
SONTAP CLUSTER" -ForegroundColor Magenta

Write-Host

[string] SontapModuleName = "NetApp.ONTAP"

Write-Host "Importing NetApp ONTAP S$SontapModuleName Powershell module"
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if ((Get-Module|Select-Object -ExpandProperty Name) -notcontains
SontapModuleName) {
Try {
Import-Module SontapModuleName -ErrorAction Stop
Write-Host "SontapModuleName imported successfully"
-ForegroundColor Green
} Catch {
Write-Error "Error: S$vmwareMdouleName PowerShell module not
found"

break;

}
else {
Write-Host "SontapModuleName Powershell module already imported"

-ForegroundColor Green

}

Write-Host " 'nConnecting to ONTAP Cluster SONTAP CLUSTER"
Try {
$connect = Connect-NcController -Name SONTAP CLUSTER -Credential
$ONTAP CREDS -Vserver $VSERVER
Write-Host "Connected to ONTAP Cluster SONTAP CLUSTER"
-ForegroundColor Green
} Catch ({
Write-Error "Failed to connect to ONTAP Cluster SONTAP CLUSTER.
Error : $($_.Exception.Message)"
break;

function GetVMList {
Write-Host " 'n
----" -ForegroundColor Cyan
Write-Host "Fetching powered on VMs list with Datastore SDATASTORE"
-ForegroundColor Magenta
Write-Host
————— ‘n" -ForegroundColor Cyan
try {

SvmList = VMware.VimAutomation.Core\Get-VM -Datastore SDATASTORE
-ErrorAction Stop| Where-Object {$ .PowerState -eq "PoweredOn"} | OUT-
GridView -OutputMode Multiple

#SvmList = Get-VM -Datastore S$SDATASTORE -ErrorAction Stop| Where-
Object {S$ .PowerState -eq "PoweredOn"}



if (SvmList) {
Write-Host "Selected VMs for Shift" -ForegroundColor Green
SvmList | Format-Table -Property Name
S$SScript:VMList = $vmList
}
else {
Throw "No VMs selected"

}
catch {
Write-Error "Failed to get VM List. Error : $($ .Exception.

Message) "

Break;

function GetVMInfo {

Write—-Host

—--" -ForegroundColor Cyan

Write-Host "VM Information" -ForegroundColor Magenta
Write-Host

--" -ForegroundColor Cyan

SvmObJjArray = New-Object System.Collections.ArrayList
if (SVMList) {
foreach (Svm in $VMList) {

SvmObj = New-Object -TypeName System.Object

SvmObj | Add-Member -MemberType NoteProperty -Name ID -Value

Svm.Id

SvmObj | Add-Member -MemberType NoteProperty -Name Name -Value

Svm.Name

SvmObj | Add-Member -MemberType NoteProperty -Name NumCpu

-Value $vm.NumCpu

SvmObj | Add-Member -MemberType NoteProperty -Name MemoryGB

-Value S$vm.MemoryGB

SvmObj | Add-Member -MemberType NoteProperty -Name Firmware

-Value Svm.ExtensionData.Config.Firmware

SvmDiskInfo = $vm | VMware.VimAutomation.Core\Get-HardDisk
SvmDiskArray = New-Object System.Collections.ArrayList

foreach ($Sdisk in $vmDiskInfo) {
SdiskObj = New-Object -TypeName System.Object
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SdiskObj | Add-Member -MemberType NoteProperty -Name Name
-Value $disk.Name

SfileName = S$disk.Filename
if ($fileName -match '"\[(.*?2)\]1") {
SdataStoreName = S$Matches[1]

Sparts = S$SfileName -split " "
SpathParts = $parts[l] -split "/"
SfolderName = SpathParts[0]
SfileName = SpathParts[1l]

$diskObj | Add-Member -MemberType NoteProperty -Name
DataStore -Value S$dataStoreName

$diskObj | Add-Member -MemberType NoteProperty -Name
Folder -Value S$folderName

$diskObj | Add-Member -MemberType NoteProperty -Name
Filename -Value $fileName

$diskObj | Add-Member -MemberType NoteProperty -Name
CapacityGB -Value $disk.CapacityGB

Snull = S$vmDiskArray.Add ($diskObj)

SvmObj | Add-Member -MemberType NoteProperty -Name
PrimaryHardDisk -Value " [$ (SvmDiskArray[0] .DataStore)] $(SvmDiskArray[O0]
.Folder) /$ (SvmDiskArray[0] .Filename) "

SvmObj | Add-Member -MemberType NoteProperty -Name HardDisks
-Value SvmDiskArray

Snull = SvmObJjArray.Add ($vmObj)

SvmNetworkArray = New-Object System.Collections.ArrayList

s$vm |
ForEach-Object {
SUM = $_

SVM | VMware.VimAutomation.Core\Get-VMGuest | Select-Object
-ExpandProperty Nics |
ForEach-Object {
$Nic = $_
foreach ($IP in $Nic.IPAddress)
{
if ($IP.Contains('.'))

{



SnetworkObj = New-Object -TypeName System.Object

SvlanId = VMware.VimAutomation.Core\Get-
VirtualPortGroup | Where-Object {$ .Key -eq $Nic.NetworkName}

SnetworkObj | Add-Member -MemberType NoteProperty
-Name VLanID -Value S$vlanId

SnetworkObj | Add-Member -MemberType NoteProperty
-Name IPv4Address -Value SIP

Snull = SvmNetworkArray.Add (SnetworkObj)

SvmObj | Add-Member -MemberType NoteProperty -Name PrimaryIPv4
-Value SvmNetworkArray[0].IPv4Address

SvmObj | Add-Member -MemberType NoteProperty -Name
PrimaryVLanID -Value S$vmNetworkArray.VLanID

SvmObj | Add-Member -MemberType NoteProperty -Name Networks
-Value SvmNetworkArray

Svm.Guest

Sguest

Sparts Sguest -split ":"

SafterColon = $parts[l]
SosFullName = S$afterColon

SvmObj | Add-Member -MemberType NoteProperty -Name OSFullName
-Value SosFullName

SvmObj | Add-Member -MemberType NoteProperty -Name GuestID
-Value Svm.GuestId

}

SvmObjArray | Format-Table -Property ID, Name, NumCpu, MemoryGB,
PrimaryHardDisk, PrimaryIPv4, PrimaryVLanID, GuestID, OSFullName, Firmware

S$SScript:VMObjList = $vmObjArray

function PowerOffVMs ({
Write-Host " 'n

----" -ForegroundColor Cyan
Write-Host "Power Off VMs" -ForegroundColor Magenta
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Write-Host
————— ‘n" -ForegroundColor Cyan
foreach ($vm in $VMObjList) {
try {
Write-Host "Powering Off VM $(Svm.Name) in vCenter $ (SVCENTER
)"
Snull = VMware.VimAutomation.Core\Stop-VM -VM S$vm.Name
-Confirm:Sfalse -ErrorAction Stop
Write-Host "Powered Off VM $(Svm.Name)" -ForegroundColor Green
}
catch {
Write-Error "Failed to Power Off VM $(Svm.Name). Error
$. Exception.Message"
Break;
}

Write-Host " 'n"

function CreateOntapVolumeSnapshot {

Write-Host " 'n
----" -ForegroundColor Cyan

Write-Host "Taking ONTAP Snapshot for Volume $SONTAP VOLUME NAME"
-ForegroundColor Magenta

Write-Host

Try {
Write-Host "Taking snapshot for Volume SONTAP VOLUME NAME"
Stimestamp = Get-Date -Format "yyyy-MM-dd HHmmss"
Ssnapshot = New-NcSnapshot -VserverContext SVSERVER -Volume
SONTAP VOLUME NAME -Snapshot "snap.script-Stimestamp"

if (S$Ssnapshot) {
Write-Host "Snapshot ""$($snapshot.Name)"" created for Volume
SONTAP VOLUME NAME" -ForegroundColor Green
$Script:OntapVolumeSnapshot = S$snapshot
}
} Catch {
Write-Error "Failed to create snapshot for Volume
SONTAP VOLUME NAME. Error : $ .Exception.Message"
Break;



function Shift ({
Write-Host

————— " -ForegroundColor Cyan
Write-Host "VM Shift" -ForegroundColor Magenta
Write-Host

SScript:HypervVMList = New-Object System.Collections.ArrayList
foreach ($SvmObj in S$VMObjList) {

Write_HOSt LRI I b b b S b i S db b b b b b b dh b Sh b 2 dh b b db b dh Sh b SR b I 4b b 2 db b b S b db ab L]

Write-Host "Performing VM conversion for $($vmObj.Name)"
-ForegroundColor Blue

Write_HOSt LRI I b b b S I i i S db b b b b 2h b dh b dh b 2 I b b db b 2R Sb b SR b I 4 b 2 b b b S b 2 db L]

ShypervVMObj = New-Object -TypeName System.Object

SdirectoryName = "/vol/$ ($SONTAP VOLUME NAME)/$ (SVHDX QTREE NAME)
/$ (SvmObj.HardDisks[0] .Folder)"

try {
Write-Host "Creating Folder ""SdirectoryName"" for VM $(
SvmOb7j .Name) "
Sdir = New-NcDirectory -VserverContext SVSERVER -Path
SdirectoryName -Permission 0777 -Type directory -ErrorAction Stop
if(sdir) {
Write-Host "Created folder ""$directoryName"" for VM
$ ($vmObj .Name) "'n" -ForegroundColor Green
}
}

catch {
if ($ .Exception.Message -eq "[500]: File exists") {
Write-Warning "Folder ""$directoryName"" already exists!
S
}
Else {
Write-Error "Failed to create folder ""SdirectoryName""

for VM $(SvmObj.Name). Error : $($ .Exception.Message)"
Break;



SvmDiskArray = New-Object System.Collections.ArrayList

foreach ($disk in $vmObj.HardDisks) {
SvmDiskObj = New-Object -TypeName System.Object
try {
Write-Host " nConverting $($disk.Name)"
WrelEte=Hest Vo———cccomomomomomoooooooosososes "

$vmdkPath = "/vol/$ ($SONTAP VOLUME NAME) /$ ($disk.Folder) /
S(Sdisk.Filename)"
SfileName = $Sdisk.Filename -replace '\.vmdkS$', ''
SvhdxPath = "$ ($directoryName) /$ ($fileName) .vhdx"
Write-Host "Converting ""$($disk.Name)"" VMDK path ""
$ (SvmdkPath)"" to VHDX at Path ""$($vhdxPath)"" for VM $ (SvmObj.Name)"

Sconvert = ConvertTo-NcVhdx -SourceVmdk S$SvmdkPath
-DestinationVhdx S$SvhdxPath -SnapshotName S$OntapVolumeSnapshot
-ErrorAction Stop -WarningAction SilentlyContinue

if (Sconvert) {

Write-Host "Successfully converted VM ""$ (SvmObj.Name
)"" VMDK path ""$ (SvmdkPath)"" to VHDX at Path ""$(SvhdxPath)"""
-ForegroundColor Green

SvmDiskObj | Add-Member -MemberType NoteProperty -Name
Name -Value $disk.Name

SvmDiskObj | Add-Member -MemberType NoteProperty -Name
VHDXPath -Value S$vhdxPath

Snull = SvmDiskArray.Add ($vmDiskObj)

}
catch {
Write-Error "Failed to convert ""$($disk.Name)"" VMDK to
VHDX for VM $ (SvmObj.Name). Error : $($ .Exception.Message)"
Break;

ShypervVMOb] | Add-Member -MemberType NoteProperty -Name Name
-Value $vmOb7j .Name

ShypervVMObj | Add-Member -MemberType NoteProperty -Name HardDisks
-Value S$vmDiskArray

ShypervVMObj | Add-Member -MemberType NoteProperty -Name MemoryGB
-Value S$vmObj .MemoryGB

ShypervVMObj | Add-Member -MemberType NoteProperty -Name Firmware
-Value S$vmObj.Firmware
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ShypervVMObj | Add-Member -MemberType NoteProperty -Name GuestID
-Value S$vmObj.GuestID

Snull = SHypervVMList.Add (ShypervVMOb7j)
Write-Host " 'n"

function ConfigureVMsOnHyperV {
Write-Host

————— " -ForegroundColor Cyan
Write-Host "Configuring VMs on Hyper-V" -ForegroundColor Magenta
Write-Host

foreach ($Svm in S$HypervVMList) {
try

# Define the original path

SoriginalPath = $vm.HardDisks[O] .VHDXPath

# Replace forward slashes with backslashes
SwindowsPath = $SoriginalPath -replace "/", "\"

# Replace the initial part of the path with the Windows drive
letter

SwindowsPath = SwindowsPath -replace ""“\\vol\\", "\\
$($ONTAP_NETWORK_SHARE_ADDRESS)\"

SvmGeneration = if (Svm.Firmware -eq "bios") {1} else {2};

Write—HOSt LU S b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b )

Write-Host "Creating VM $ (Svm.Name)" -ForegroundColor Blue
Write_HOSt LU S b b b b b b b b b b b db b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i L |
Write-Host "Creating VM $ ($Svm.Name) with Memory $ (Svm.
MemoryGB) GB, vSwitch $(SHYPERV VM SWITCH), $(Svm.HardDisks[O].Name) ""
$ (SwindowsPath)"", Generation $($SvmGeneration) on Hyper-v"

ScreateVM = Hyper-V\New-VM -Name $vm.Name -VHDPath
SwindowsPath -SwitchName S$HYPERV VM SWITCH -MemoryStartupBytes (Invoke-
Expression "$ (Svm.MemoryGB)GB") -Generation SvmGeneration -ErrorAction
Stop

if (ScreateVM) {
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Write-Host "VM $(ScreateVM.Name) created on Hyper-V host
‘n" -ForegroundColor Green

Sindex = 0
foreach (SvmDisk in S$Svm.HardDisks) ({
Sindex++
if (Sindex -eq 1) {
continue

Write-Host " nAttaching $($vmDisk.Name) for VM $ (Svm

Write-Host

SoriginalPath = $vmDisk.VHDXPath

# Replace forward slashes with backslashes

SwindowsPath = S$SoriginalPath -replace "/", "\"

# Replace the initial part of the path with the
Windows drive letter

SwindowsPath = S$windowsPath -replace "~\\vol\\", "\\
$($ONTAPiNETWORKﬁSHAREiADDRESS)\"

try {
SattachDisk = Hyper-v\Add-VMHardDiskDrive -VMName
Svmm.Name -Path SwindowsPath -ErrorAction Stop
Write-Host "Attached $($vmDisk.Name) ""
$ (SwindowsPath)"" to VM $(Svm.Name)" -ForegroundColor Green
}
catch ({
Write-Error "Failed to attach $($vmDisk.Name)
$ ($SwindowsPath) to VM $(Svm.Name): Error : $($ .Exception.Message)"
Break;

if (SvmGeneration -eq 2 -and Svm.GuestID -like "*rhel*") {
try {
Write-Host " nDisabling secure boot"
Hyper-V\Set-VMFirmware -VMName S$createVM.Name
-EnableSecureBoot Off -ErrorAction Stop
Write-Host "Secure boot disabled" -ForegroundColor
Green



1
catch {
Write-Error "Failed to disable secure boot for
$ (ScreateVM.Name) . Error : $($ .Exception.Message)"

}

try {
Write-Host " 'nStarting VM $(ScreateVM.Name)"
Hyper-v\Start-VM -Name S$createVM.Name -ErrorAction
Stop
Write-Host "Started VM $ ($createVM.Name) n"
-ForegroundColor Green
}
catch {
Write-Error "Failed to start VM $ ($createVM.Name) .
Error : $($_.Exception.Message)"
Break;

}
catch {
Write-Error "Failed to create VM $(Svm.Name) on Hyper-V.
Error : $($_.Exception.Message)"
Break;

main

VM
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