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apiVersion: vl
# You can provide the keys either as stringData or base 64 encoded data
stringData:
accessKeyID: "<access key id as obtained from ONTAP>"
secretAccessKey: "<secret access key as obtained from ONTAP>"
#data:
#accessKeyID: <base 64 encoded value of access key>
#secretAccessKey: <base 64 encoded value of secret access key>
kind: Secret
metadata:
name: appvault-secret
namespace: trident-protect
type: Opaque

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-appvault
namespace: trident-protect
spec:
providerConfig:
s3:
bucketName: oc-dr
endpoint: <data 1if to use to access S3>
secure: "false" # Setting this to "false" will disable TLS, which
is not recommended for production environments.
skipCertValidation: "true" # When TLS is enabled, setting
skipCertValidation to "true" will skip TLS certificate validation,
which is not recommended for production environments.
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-secret
providerType: OntapS3
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oc create -f app-vault-secret.yaml -n trident-protect
oc create -f app-vault.yaml -n trident-protect

[root@ee-50-56-b5-2b-9b drl# oc get appvault —-n trident-protect
NAME STATE ERROR MESSAGE AGE

ontap-s3-appvault Available 2d23h
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# cat app.yaml
apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
creationTimestamp: null
name: test-source-app
namespace: test-dr-ns
spec:
includedNamespaces:

- namespace: test-dr-ns

tridentctl-protect create app <source-vm> -n <source-ns> —--namespaces

<source-ns>

[root@0e-50-56-b5-2b-9b dr]# oc get applications.protect.trident.netapp.io -n test-dr-ns

NAME PROTECTION STATE AGE
test-source-app Partial 25h
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[root@08-50-56-b5-2b-9b drl# oc get vm,pods,pvc -n test-dr-ns
NAME AGE STATUS READY

virtualmachine.kubevirt.io/test-dr-vml 25h Running True

NAME READY STATUS RESTARTS AGE
pod/virt-launcher-test-dr-vml-ns9qq 1/1 Running © 25h
VOLUME CAPACITY ACCESS MODES STORAGECLASS  VOLUMEATTRIBUTESCLASS AGE

NAME STATUS
persistentuolumeclaim/testfdrfvml Bound

pvc-U3b51d12-ce76-U4063-bd59-6e7U58Bee266 34144990004 RWX sc-nas <unset> 25h
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# snapshot.yaml

apiVersion: protect.trident.netapp.io/vl

kind: Snapshot

metadata:
name: test-source-dr-init-snapshot
namespace: test-dr-ns

spec:
applicationRef: test-source-app
appVaultRef: ontap-s3-appvault
reclaimPolicy: Delete

[root@00-50-56-b5-2b-9b dr]# oc get snapshot -n test-dr-ns

NAME APP RECLAIM POLICY  STATE ERROR AGE
test-source-dr-init-snapshot test-source-app Delete Completed 25h
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apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedl
spec:
appVaultRef: ontap-s3-appvault
applicationRef: test-source-app
backupRetention: "O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20240901T0002002
RRULE : FREQ=MINUTELY; INTERVAL=5

snapshotRetention: "2"



Red Hat OpenShift (Rt 7 XXV ANVDT AT+ %—
V2= S i AV AV

ZDt 3> Tl NetApp Trident Protectd & U'AppMirrorz M L T. OpenShift
Virtualization7—2 00— RDFT« X2V ANVBIZZ—T Y IS RARZEZLEY N T W
TEBHEICDOVWTEHBAL XY, Ctnicld. ONTAP S3%{FHMH L 7zAppVaultD{ER. &
SUOTRTA4Z =3 VMADOHI LWR—LAR—IADERDESENT T, CNE5DF
ElZ. V—=—RIOSRAEZNSL TV TF—rENT—22REBIBLDICT AT R—
VIS RAEBYNCHEBR L. KEEICVME D ANDTESZELSICTBHDICRBIRT
-g_o

1. FRTFA4RZ=23 > VTR AppVault A T2 7 b EERLE T, THIEY—XERL S3 #3859 &
SICTIMNELRHDET, E5TBET V=R ITZREWRFT v T3y bEBEL-S3HASRT
w3y b ZEEIGTEET,



Pz R

apiVersion: vl
# You can provide the keys either as stringData or base 64 encoded
data
stringData:
accessKeyID: "<access key id as obtained from ONTAP>"
secretAccessKey: "<secret access key as obtained from ONTAP>"
#data:
#accessKeyID: <base 64 encoded value of access key>
#secretAccessKey: <base 64 encoded value of secret access key>
kind: Secret
metadata:
name: appvault-secret
namespace: trident-protect
type: Opaque

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-appvault
namespace: trident-protect
spec:
providerConfig:
s3:
bucketName: oc-dr
endpoint: <data 1if to use to access S3>
secure: "false" # Setting this to "false" will disable TLS,
which is not recommended for production
skipCertValidation: "true" # When TLS is enabled, setting
skipCertValidation to "true" will skip TLS certificate wvalidation,
which is not recommended for production environments.
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-secret
providerType: OntapS3



oc create -f app-vault-secret.yaml -n trident-protect
oc create -f app-vault.yaml -n trident-protect

[root@ee-50-56-b5-01-5b dr]# oc get appvault -A

NAMESPACE NAME STATE ERROR MESSAGE AGE
trident-protect ontap—-s3—-appvault Available 2%h
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# cat app.yaml
apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
creationTimestamp: null
name: test-dest-app
namespace: test-dr-ns-dest
spec:
includedNamespaces:

- namespace: test-dr-ns-dest

tridentctl-protect create app <dest-app-name> -n <dest-ns>
—--namespaces <dest-ns>
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# application-mirror-relationship.yaml
apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amrl
spec:
desiredState: Established
destinationAppVaultRef: ontap-s3-appvault
destinationApplicationRef: test-dest-app
namespaceMapping:
- destination: test-dr-ns-dest
source: test-dr-ns
recurrenceRule: |-
DTSTART:20240901T000200%2
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: ontap-s3-appvault
sourcelApplicationName: test-source-app
sourcelApplicationUID: "<application-uid-of-the-source-app>"

storageClassName: "sc-nas"

[root@00-50-56-b5-2b-9b dr]# oc get amr -n test-dr-ns
NAME DESIRED STATE STATE ERROR AGE
amrl Established Establishing 115s

[root@00-50-56-b5-2b-9b dr]# oc get amr -A
NAMESPACE NAME DESIRED STATE STATE ERROR AGE
test-dr-ns amrl Established Established Ols
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oc patch amr amrl -n test-dr-ns-dest --type=merge -p
"{"spec":{"desiredState":"Promoted"}}"

[root@00-50-56-b5-01-5b dr]# oc get amr -n test-dr-ns-dest
NAME DESIRED STATE STATE ERROR AGE

amr2 Promoted Promoted 25h

oc get pod, pvc,vm -n test-dr-ns-dest

oc get pod, pvc,vm -n test-dr-ns
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[root@ee-50-56-b5-01-5b dr]# oc delete —f app-mirror-relationship.yaml -n test-dr-ns-dest

appmirrorrelationship.protect.trident.netapp.io "amr2" deleted from test-dr-ns-dest namespace
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apiVersion: protect.trident.netapp.io/vl
kind: Snapshot

metadata:
name: test-source-dr-init-snapshot-failback

namespace: test-dr-ns

spec:
applicationRef: test-dest-app
appVaultRef: ontap-s3-appvault

reclaimPolicy: Delete

[root@00-50-56-b5-01-5b dr]# cat failback-snapshot.yaml
apiVersion: protect.trident.netapp.io/vl
kind: Snapshot

metadata:
name: test-source-dr-init-snapshot—failback

namespace: test—-dr-ns-dest
spec:

applicationRef: test-dest—app
appVaultRef: ontap-s3-appvault

reclaimPolicy: Delete

[root@00-50-56-b5-01-5b dr]# oc get snapshot -n test-dr-ns-dest
NAME APP RECLAIM POLICY  STATE ERROR  AGE

test-source-dr-init-snapshot—failback test-dest-app Delete Running 10s

[root@e®-50-56-b5-01-5b drl# oc get snapshot -n test-dr-ns-dest
NAME APP RECLAIM POLICY STATE ERROR  AGE

test-source-dr-init-snapshot—failback test-dest-app Delete Completed 8m50s
test-source-dr-init-snapshot—failback-2 test-dest-app Delete Completed 32s
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# application-mirror-relationship.yaml

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amrl
spec:
desiredState: Established
destinationAppVaultRef: ontap-s3-appvault
destinationApplicationRef: dr-source-vm-failback
namespaceMapping:
- destination: test-dr-ns
source: test-dr-ns-dest
recurrenceRule: |-
DTSTART:20240901T0002002
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: ontap-s3-appvault
sourcelApplicationName: test-dest-app
sourceApplicationUID: "uid of the app in the original source
cluster"
storageClassName: "sc-nas"

[root@00-50-56-b5-2b-9b dr]# oc get amr -n test-dr-ns
NAME DESIRED STATE STATE ERROR AGE
amrl Established Establishing 115s

[root@P0-50-56-b5-2b-9b dr]# oc get amr -A
NAMESPACE NAME DESIRED STATE STATE ERROR AGE
test-dr-ns amrl Established Established 9Us
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[root@ee-56-56-b5-2b-9b dr]# oc get vm -n test-dr-ns
No resources found in test-dr-ns namespace.

[root@00-50-56-b5-2b-9b dr]# oc patch amr amrl -n test-dr-ns ——type=merge -p '{"spec”:{"desiredState":"Promoted"}}'

appmirrorrelationship.protect.trident.netapp.io/amrl patched
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