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asia-northeast1 > v-zone-a > VE Placement Group 1
asia-northeast1 > v-zone-a > VE Placement Group 2
asia-south1 > v-zone-a > VE Placement Group 2
asia-south1 > v-zone-a > VE Placement Group 1
asia-southeast1 > v-zone-a > VE Placement Group 1
asia-southeast1 > v-zone-a > VE Placement Group 2
australia-southeast1 > v-zone-b > VE Placement Group 1
australia-southeast1 > v-zone-a > VE Placement Group 1
australia-southeast1 > v-zone-b > VE Placement Group 2
australia-southeast1 > v-zone-a > VE Placement Group 2
europe-west2 > v-zone-a > VE Placement Group 2
europe-west2 > v-zone-a > VE Placement Group 1
europe-west3 > v-zone-b > VE Placement Group 2
europe-west3 > v-zone-a > VE Placement Group 3
europe-west3 > v-zone-a > VE Placement Group 4
europe-west3 > v-zone-b > VE Placement Group 1
europe-west3 > v-zone-a > VE Placement Group 2
europe-west3 > v-zone-a > VE Placement Group 1
europe-west4 > v-zone-a > VE Placement Group 2
europe-west4 > v-zone-a > VE Placement Group 1
europe-westé > v-zone-a > VE Placement Group 1
europe-west8 > v-zone-a > VE Placement Group 1
northamerica-northeast1 > v-zone-a > VE Placement Group 1
northamerica-northeast1 > v-zone-a > VE Placement Group 2
northamerica-northeast2 > v-zone-a > VE Placement Group 2
northamerica-northeast2 > v-zone-a > VE Placement Group 1
southamerica-east1 > v-zone-a > VE Placement Group 1
southamerica-east1 > v-zone-a > VE Placement Group 2
us-centrall > v-zone-a > VE Placement Group 2
us-centrall > v-zone-a > VE Placement Group 5
us-centrall > v-zone-a > VE Placement Group 1
us-centrall > v-zone-a > VE Placement Group 3

us-east4 > v-zone-a > VE Placement Group 5

us-east4 > v-zone-a > VE Placement Group 10

us-east4 > v-zone-a > VE Placement Group 6

us-east4 > v-zone-a > VE Placement Group 3

us-east4 > v-zone-b > VE Placement Group 5

us-east4 > v-zone-a > VE Placement Group 1

us-east4 > v-zone-b > VE Placement Group 1
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10.193.67.225

Protocol Length | Info

NFS 346| V4 Call (Reply In 381)
NFS 426|iV4 Reply (Call In 389)
NFS 370| V4 Call (Reply In 397)
NFS 458| v4 Reply (Call In 382)

Frame 381: 426 bytes on wire (3488 bits), 426 bytes captured

Ethernet II, Src: IntelCor_7f:da:bc (90:e2:ba:7f:da:bc), Dst:

Internet Protocol Version 4, Src: 10.193.67.219, Dst: 10.193

Transmission Control Protocol, Src Port: 2049, Dst Port: 738, Seq: 6305, Ack: 6569, Len:

Remote Procedure Call, Type:Reply XID:8xef5e998d

(3408 bits)

VMware_a@:2c:2d (00:50:56:a8:2c:2d)
.67.225

360

GSS-Wrap
Length: 3@
GSS Data:

Network File System

[Program Version: 4]
[V4 Procedure: COMPOUND (1)]

850467 f000000200000080025913451ee1d43d298cF3031..
krb5_blob: ©6504067ff000000000000000025913451eeld43d298cf3031

GSS wrapped NFS calls/replies with no other identifying information
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LY Tirne Sourte Destination Protoced  Lemgth] Info

33 @.958480 18.183.67. 201 18.193.67.204 NFS 458 Vit Reply (Call In 32) OPEN StatelD: @xe4sl
’ 34 @.958784 18.193.67.284 18.193.67. 201 HFS 384 w4 Call (Reply In 35) SETATTR FH: @x6c@7918a
| 35 B,9592E4 19.195.67.281 18,133.67. 2084 KFS 358 V4 Reply (Call In 34) SETATTR

y Opcode: PUTFH (22)
» Opcode: SETATTR (34)
w Opcode: GETATTR (9}
Status: NFS4_OK (@)
w Attr mask[@]: exe@iedlla (Type, Change, Size, FSID, Fileld)
regd_attr: Type (1)
» regd_attr: Change (3)
» reqd_attr: Size (4)
» reqd_attr: FSID (8)
~ reco_attr: Fileld (20)
| fileid: 92322541355097892628
w Aattr maskfl]: exedboae3a (Mode, WumLinks, Owner, Owner Group, Space Used, Time Access, Time Metadata, Time Modify, Mounted on FileId)
¥ rECO_Attr: Mode (33} t i traitios
[ » mode; 8644, Mame: Unknown, Read permission for owner, Write permission for owner, Read permission for group, Read Demusmn for Dther‘s I
» reco_attr: Numiinks (35)
¥ reco_attr: Owner (356) Ywner and groop [0 st
» fattrd_owner: rootElTAP.LOCAL
~ reco_attr: Owner Group {37)
» fattrd_owner group: root@NTAP.LOCAL
» reco_attr: Space_Used (45)
» reco_attr: Time_Access (47)
» reco_attr: Time Metadata (52)
¥ reco_attr: Time Modify (53)
» reco_attr: Mounted_on_FileId (55)

VMXy hD—0A4 VB —T 4R

WEEDK)yIDI1DL LT, OVMIZFTLWNIC (R hT—0A4 VR —T 24 RAAN—R) ZEIMNT B3HE
KHODET "TOZRFvIE—RTY" (K—r3ZI5—UVY) #FERBTSH. BEONICTTIOZI XXy X
E—REBMILT. IRTDOISTrvIE2X=ZT7LFJ, Google Cloud TH L LWNICHEEBINT B I

IEF. VMERLICO vy ROV TRIRERHD XS, CNICKDT7I—FHRERETNZ D, HEEIFZD
ZICEIOhNEE A

Fo NICE7OZS XX Vv XE—RICKRET D LIFTEFY . Google CloudT7Z>—hrZEMJAH—LET,
> rAO=-ILFL—2D7—FT0F ¥

Cloud Volumes Service ICX T 2 EIB1R(EIZ. IRNTAPIZE L TETEINET., GCPY
SO RIOVY —ILICERE ETfzCloud Volumes Service EIET+H. Cloud Volumes
Service APIZ{ERL X9,

DHELVT7 I RAER
DELVT I XEE ("IAM") &, Google Cloud 7O TV b Y RAYAADERE (OF 1Y) CFFA (

MERR) %I T X BIZ#EY —E X T, Google IAMICIE. FFRIDERCHIFRICEE T 2 e A BRI AR
INTWVWET, IRTE. Cloud Volumes Service T hO—IILTFL—2>OEB#IRHELTULEE A,

HGRIERR DB E

IAM{Z (. Cloud Volumes Service CX 9§ 2 5FMIBRIERDNH SN COHBEHFAETNTWVWET, ZRDOIF3ZeH
TES "SHABRIERDO—EZ ZC ZICAALETS

IAMICIZ. Tnetappcloudvolumes] & Inetappcloudvolumes] ¥ W52 DDERIERZSN/RENBHAEINT
WET, CN50O—ILid. REDI—HEEH—EXTATY MIEIDE TR LA TEFET,

IAMZ—1f{ZCloud Volumes Service DEIBZFFr] I 2 @Y O— )L CHERZEIDHTE T,
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sec=krb5 uses Kerberos V5 instead of local UNIX UIDs and GIDs to

authenticate users.

sec=krb5i uses Kerberos V5 for user authentication and performs integrity

checking of NFS operations using secure checksums to prevent data

tampering.

sec=krbbp uses Kerberos V5 for user authentication,

integrity checking,

and encrypts NFS traffic to prevent traffic sniffing. This is the most
secure setting, but it also involves the most performance overhead.
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TN —TTldm< MEHBITENLBVWLEHTY, £loco ACEIREEIY M) TIERW =, BEET 7V ZRE
TRIBEDHDHD FEA. NFSVA1ACLOFHICDOWVWTIE. ZE8RLTZTWV
"http://linux.die.net/man/5/nfs4_acl".

NFSv4.1 ACLABEYIICERE SN TWLWAWES (FIZ0 5147 h e Y —N\HEBIXFH E R TET W5
B)  ACLHREEEHSDICEELAWVD. ACLOZEZ#BEBATETICTIS—HIHRO—SNBEleEEDHD £
ER

IS5 —DFIFRDEED T,

Failed setxattr operation: Invalid argument
Scanning ACE string 'A:: user@rwaDxtTnNcCy' failed.

BRRAY7ZDENY

NFSv4.1D1ERR Tld. OWNER. GROUP. & & U'EVERYONEI-X1 ¥ ZBREADENYEMEZEZHBZ N T
EFE T, k. NFSv4.1 ACLH default-deny TH B 7=HTTo. DFD. ACEICK > TACLABERMICEFI &
NnaFNIE. ACLIFIEE INZE T, BRI DENYEMIZ. BBRMART7 I XACEX FEZX L7,

IEBACEIXDDREMES T TRESNET

RDFITIE. group@IF TR TDFHRAED B LVRITHERZFAIL TVWETH. IRTOEZTIAATI7ERIE
BEEINTUVET,

sh-4.1$ nfs4 getfacl /mixed
A::ldapuser@domain.netapp.com: ratTnNcCy
A: :OWNER@: rwaDxtTnNcCy

D: : OWNER@:

A:g:GROUPQ:rxtncy

D:g:GROUPQ:waDTC

A::EVERYONE@:rxtncy

D: :EVERYONE@:waDTC

DENY ACE|3 M T RELZIB FIREMNH B 1D, TETEA3HNITODFEALABVTLIEEV, BATRMICERIN
TWAWACLIKEEEMICIESE SNE 9, DENYACERERET D . 77X EFFAINB3ITTOI—HT 2
T 2AHEIEEINZ5ELHD T,

FEEO—EDACEIZ. E—RE Y FD755ICHELET, 2FD. ROKSICHEDET,

*FRBEICIE LT VEREDNDBD £T,
* JI—FIFHRAWMDERTT,
* HAMDEBEROLDEHEHD FT,

58


http://linux.die.net/man/5/nfs4_acl

fefels 7758 F LK BB K SICHERDAR EIN TV TH. EVERYONEICERARRIZDENYARESNTULS &
TOEZAPMEB SN B EREMEDBHD T,

NFSV4.1IDR XA > DT v E 2T DIRFER

NFSV41TIE. EFaUFTaLAVELTIDR X1 DYy Oy I%ZFAL T NFSV41T T bA
DTV R%EHAZDA—YH., TOA—HDEREEERIIBBETEZIN SN ERIELEFT, COLSHRIFEE
& NFSVANTSA T2 b 6DA—HHETIL—TFRAICABTXFEIHIMEI N T, Cloud Volumes Service
ARV RICKEENE T, A—HR/ITIL—TRLIDXFYDHEAEHEN—BRLARVBEIXF IS TV
k d/etc/idmapd.conf7 7 T JLICIEE SN TWVWS T 7 # )L kDnobody I —H|CA—H £ IFTIIL—FHE|ETF
IFonfxd

CDIDXFHIE. $FICNFSv4.1 ACLXPKerberosz A L TWAIEEIC. BYIBINERZIET T 37O DEHT
To TDH. A—FRTIL—TDEFIDMNEL L BREND KLSIZ. 547> bk &Cloud Volumes
Service I T—BYZHFRT 37-0ICIF. LDAPH—NBEDR— LY —E XY —NICKETIBRELDHD £

o

Cloud Volumes Service I$'88097 7 7 # )L M ID K X > % fEdefaultvdiddomain.comZ A L £FINFST 51
7Y MEFT T 4L R TIDR XA VRBEDDNS R X V217D £ Hetclidmapd.confTID K X o > %% F
ETHETEXY

Cloud Volumes Service TLDAPHO'ERIIC7Z > TULV 3355, Cloud Volumes Service IENFS ID R X1 > % BE)
{ELT. DNSOBRERXAVICHRESNTVWARBICZELEF T, 7507 bidk. BDDNSR X1 V8%
Z2EFERLBRVED. ZEITINEITHD £ A,

Cloud Volumes Service "O—HIL T 71 ILET-IZLDAP CA—H R F 1213 T I — T2 ERRT E 3155813
RXA UXFHHDMERIN. —BLABWVWR X1 VIDAF|ETIFS5NTnobodylCBD Ed, O—AILT 71
F7-IELDAPCA—H&FIETIIL—TED B DOH 574 L 5ECloud Volumes Service (&, EDIDIEHMER
TN NFSUSA 7Y A &FIZBEYNCERLET (NFSVIDEECMTWVWETY) o

547> EDONFSv4.1 IDR X > %, Cloud Volumes Service R 2 —LTERAINTLWRHDE—HTS
FOICEBELEVWE. ROLSEBIELIRELE T,

* Cloud Volumes Service RICO—AHILIY FUDABHBUNIXA—HFELVTIL—F (O—HILDUNIX2—
HEIN—FTERINTWVSrootie &) I&. nobodyfBIZ5|E FIFSNET,

* LDAPRHICIY B BHBUNIXA—HE LV IL—F (Cloud Volumes Service TLDAPE{FERT 3L SIC
HBEINTUVWBIES) I&. NFSZ S5+ 7> k &Cloud Volumes Service TDNSR X VY HBR BB, £
D/\w > abnobodyll5 | ERIFSNET,

*O—AJIIY RURLDAPIY R UALBWVWUNIXI—HE LV IL—FiE. BEIDEZFEBLT. NFSZ S

172 b TEESNLERICBREINE T, 75147 Y MIGRNFELRVEEIE. BEIDDALRT
TNEY,

LD F VA DRERERISILET,
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# 1s -la /mnt/home/profl/nfsd/
total 8

drwxr-xr-x 2 nobody nobody 4096 Feb 12:07

12:06

12:07 client-user-no-name
12:07 ldap-user-file

12:06 root-user-file

drwxrwxrwx 7 root root 4096 Feb
-rw-r—-—-r—— 1 9835 9835 0 Feb
-rw-r--r-—- 1 nobody nobody 0 Feb

w W w w w

-rw-r--r—-—- 1 nobody nobody 0 Feb

I3AT7 2R EY=NIDDRXAR—HLIHZE AT 7ML X MDBRREINET,

# 1s -la

total 8

drwxr-xr-x 2 root root 4096 Feb 3 12:07

drwxrwxrwx 7 root root 4096 Feb 3 12:06

-rw-r--r—— 1 9835 9835 0 Feb 3 12:07 client-user-no-name
-rw-r—--r—-- 1 apache apache-group 0 Feb 3 12:07 ldap-user-file
-rw-r--r—-- 1 root root 0 Feb 3 12:06 root-user-file

CORE CEDRRFEDFMCOWVWTIE. 1 ZBEBL TSI VNFSVA.1E K Unobody 1 —1/47 )L —
7]

Kerberos D1z %
NFSTKerberosZ A3 %35 & 1d. Cloud Volumes Service TRDEHE{I-THRELHD £7,

* KerberosF* —figfitz > 2 —H—E X (KDC) FDActive Directory K X >

* LDAPKEEDUNIXTBIRZ AN LA —HE L VTIL—TFDEMZ FFDActive Directory R X1 > (Cloud
Volumes Service DNFS Kerberos Tld. [EERICKEBET B 7-0HICI—HFDSPNHASUNIXA—HF DT v E Y
THRETY) o

* Cloud Volumes Service 1 > XX > A TLDAPHA'EMICHE>TWLWD
* DNSH —E X MActive Directory R X1 > ZI8EL 9

NFSv4.15 & Unobody 1 —4/4 )L — 7

NFSV4.15RETEL K RSN BB@ED1DI&. Tuser:group) @ nobody : nobody)] DfEAEHLEICE > THRE
INTWS MNs) ZFEALT—EBICT7IILELIET A IIADRRRINBZBEE T,

Bl

sh-4.2$ 1s -la | grep profl-file
-rw-r--r—— 1 nobody nobody 0 Apr 24 13:25 profl-file

#EIDIE T99) TY,
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sh-4.2$ 1s -lan | grep profl-file
-rw-r--r-- 1 99 99 0 Apr 24 13:25 profl-file

BRICE>TE. Z7TILCELVARABENRTEINBZZEHHD EIH. JIL—F LT Mnhobodys Hik
TENB3ILHHDET,

sh-4.2$ 1s -la | grep newfilel
-rw-r--r-- 1 profl nobody 0 Oct 9 2019 newfilel

HHWELWDTIH?

NFSv4.1®MDnobody1—+f|&nfsnobody 1—H EIFRAED FINFST A 7> MAEI—HF—Z2 DKL S ICERH
IE3HDERRITDICIKICOAT Y RERITLEY

# i1d nobody

uid=99 (nobody) gid=99 (nobody) groups=99 (nobody)

# id nfsnobody

uid=65534 (nfsnobody) gid=65534 (nfsnobody) groups=65534 (nfsnobody)

NFSv4.1Tld'idmapd.conf7 7 1 ILICK o TEESNIT 74 bDIA—HTdH S nobod 1 —HZFHT 31
BEDOI1—HYLTEETEEY

# cat /etc/idmapd.conf | grep nobody
#Nobody-User = nobody
#Nobody-Group = nobody

BEESIBBZDTLELOID?

NFSVA1DAIETIF. R—LNFITYETICLZ X2 T HEERZGFEHRZ-H. LEIXFEYHE
L ABVGEEDT 7 4L COEEIX. I—H T —THRRBE T3 771N T 3IIAITBET7 71X
TERVWI—YDF|ETIFTY,

T77AIINDO—EICA—HF£T/IET)IL—TD Tnobodyl HERRINZHEEIE. BE. NFSVATDFRENFR> T
WET, CCTR AXFUNINFORFIHERINE I,

fz& 2. useri@CVSDEMO.LOCA L (uid 1234, gid 1234) BT XK— M7 L TWBE

&. Cloud Volumes Service Fuser!@CVSDEMO.LOCA L (uid 1234, gid 1234) #BRETETINELHD F
9, Cloud Volumes Service ® 1—HHUSER1@CVSDEMO.LOCA LDBE. I —HIF—HLEFEA (KXF
DUSER1E/NWXFEDuser!) o ZLDFE. V54TV b EDX v =T 71 IILIDRDIBRDAIRTINE
ED
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mailto:​の​ユ​ー​ザ​がUSER1@CVSDEMO.LOCA
mailto:​の​ユ​ー​ザ​がUSER1@CVSDEMO.LOCA
mailto:​の​ユ​ー​ザ​がUSER1@CVSDEMO.LOCA
mailto:​の​ユ​ー​ザ​がUSER1@CVSDEMO.LOCA
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mailto:​の​ユ​ー​ザ​がUSER1@CVSDEMO.LOCA

May 19 13:14:29 centos7 nfsidmap[17481]: nss getpwnam: name
'root@defaultv4iddomain.com' does not map into domain 'CVSDEMO.LOCAL'

May 19 13:15:05 centos?7 nfsidmap[17534]: nss getpwnam: name 'nobody' does
not map into domain 'CVSDEMO.LOCAL'

DA77 e —N—lF. I—H—DRBIZHEZERLTVWINCRETEINELHD £7, £DI:
&. Cloud Volumes Service "&RRT 31— — B LCBHRNISAT Y MIRRENBD xR T BIC
&, ROIEE KR TIHNELHD £9,

* NFSv4.x ID domain. Client:idmapd.conf”7 7 - JL, Cloud Volumes Service I& ldefaultv4iddomain.com]
ZEALTHED. FHTEETSLIEFTETFEHEA. Cloud Volumes Service TNFSv4.1ZER T %15
B. DNSEBER XA VDIDEXA VD, ADRXAVERILICRDLSICERINE T,

s *A—HF L BYEID, *ThiF. ISAT VMR- —LEBREL. F—LY—EXRXT1 v FEBREF
B9 25PERELET, client:nsswitch.conf d—7#J)LpasswdZ 71 JL & groupZ 7 1 ILDOWThH F 7
I$MmA%ZEHA L X9, Cloud Volumes Service Tld. COEEIIHFTINEHAD. BMIBR->TWVBIH
BIXEHBICLDAPHERRICBISINE T,

TN —TREBEID, *THUFI. VAT DT IL—TR2EREKL. XT—LT—EXXA v FEREF
BI3BERELE T, client:nsswitch.confd—7)Lpasswd$ & Ugroup7 7 T ILOWIT A F 7=l
FHEEHAL X T, Cloud Volumes Service Tld. COEBIIFFRISNTULEEAD., BWIHE->TWEIH
BITEFHICLDAPH B ICENMENE T,

IFEAEDZE. VAT D6 DA—HFEXIVTIL—TD—EIZ Thobodyl HFRINHBE. BIE
|&Cloud Volumes Service ENFSTZ 54 7> FEITOA—HFE/IEZTIN—TDHBI R XA VIDDEETT,
DR % EEE S B ICIE. LDAPEEARAL T, 54 7> bk Cloud Volumes Service B CA—HE LUV TIL—
TOBRZERLET,

54T > N TONFSVA1DLFIDX 5 DR
NFSV4A1ZER L TULRIEE. BihD LS Ic. NFSMUETRITINZZXFET DT v E VIR EELE T,

Ivar/log/messagesZz £ L TNFSv4 IDZHDOME ZHRRIT D LICMR. ZFEEAITZICHTETET
"nfsidmap -I"NFSZ 47> ETORX >V RERITTDE. NFSVAR XA VICEYICYvE>Y T TWsa
—HERARTEINET,

e ziE. 95472 hTHREIN 21— £ Cloud Volumes Service B’NFSVAxY T > M7 12X T3
. RDESHAR Y RAEATHES,

# nfsidmap -1

4 .id resolver keys found:
gid:daemon@CVSDEMO.LOCAL
uid:nfs4@CVSDEMO.LOCAL
gid:root@CVSDEMO.LOCAL
uid:root@CVSDEMO.LOCAL

NFSv4.1 IDR XA VICETICY vEYITTNTWAEWI—Y (ZDIFE Mnetapp -user) ) HEILY T ~IC
TIEALTI7AIICTIERLESTBE. Thobody : nobody)] HEIDYHTENET (BEEED

o
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# su netapp-user

sh-4.2$ id

uid=482600012 (netapp-user),
sh-4.2% cd /mnt/nfs4d/
sh-4.2$ touch newfile
sh-4.2$8 1s -la

total 16

AdrwXrwxrwx

drwxr—-xr-x.

—-rw-r——-r—-—
AdrwXrwxrwx
AdrwXrwxrwx

drwxr—-xr-x

N NN R o Ol

root
root
nobody
root
root
nfs4

root 4096
root 81
nobody 0
root 4096
root 4096

daemon 4096

Jan
Jan
Jan
Jan
Jan
Jan

14
14
14
13
13
11

2000 (secondary)

17:
10:
17:
13:
13:
14:

13 .
02 ..

13
20
13
30

Infsidmap -l1 DHEAICIE. I —1 Tpcusers HFTRIRINFETHN
i TURR—bRYS—)L—)LOEHRI— (1655341 ) T,

# nfsidmap -1

6 .id resolver keys found:

gid:
uid:
gid:
uid
gid:
uid:

SMB

pcuser@CVSDEMO.LOCAL
pcuser@CVSDEMO.LOCAL
daemon@CVSDEMO.LOCAL
:nfs4Q@CVSDEMO. LOCAL
root@CVSDEMO.LOCAL
root@CVSDEMO.LOCAL

newfile
gtreel
gtree?
testdir

INetApp-user] IFRRINFEA. TN

"SMB" I&. Microsofth' AR L7c%y hO—20 777l EE7ONIL TS, 2—H/J)L
—JOEREE. 18R, Ov . LUV T7MIILHEEEZ. 1—H Ry bR bT—0%NL
THEBDSMBY 547> MI—TWICRELES, 7717 T72IINAIEHEZE LT
DSAT7Y MIREEINET, HEIZ. TEIEAHETONTAZHRELLD. HE
LARNILDIERZBL TT7 7R %ZHHLIEDTZZENTETF XY, SMBIE. Windows

. Apple. LinuxZ 247> rRYE, COZTOMINEYR—FTBZIEEDISAT VL
ICIRMETEEXY,

Cloud Volumes Service Tld. SMB21ELU3x/N—2a>o O NdID Y R—bENET,

7 Ut ZHfEH SMBEE

* Windows1—1%&Hh'Cloud Volumes Service 7R 2 —LAD T I XA %=EKR T 3 . Cloud Volumes
Service I&Cloud Volumes Service BIRENRE L HEZFER L TUNIX2Z—H&ZHERELET,

* AEBUNIXT AT 2T« 7+ « ZANAHS (LDAP) HERE SN TULT. Windows/UNIX—H & HE—D
e Windows1—H4%3E. BIDHREZHELETICTITUNIXI—HRICIYEY T ENE
9o LDAPZEMICT D &, Active DirectoryzfFRB L CA—H ATz o b IdI—TFATPz o+
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https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831795(v=ws.11)

DUNIXBUEDNTX ENE T,

* Windows% EUNIX& D E LEREICHE 5 LI5S IE. Cloud Volumes Service B'LDAPR— LY v E > T D
REEFEATETZLSICLDAPERET ZIHNELHD £ (BM) " [LDAPEFER LIcIEGi®— LA~
wEYTI"M o

* LDAPHAMER TN TLVA WSS, Windows SMB—1(&. Cloud Volumes Service T lpcuser] ¥\W\5%
HIOT 7 4L bOO—AJLUNIXA—HIZYVEYIEINET, DFED'TILFFONIILDONASIRIET
&’ peusericYw F7EINTWB A —H—IZ &K > TWindowsICE FIA XN T 7 1 ILIFUNIXDFREHE
Zpcuser L TRRL £9 C C Tld'peuserH’LinuxERIE Tld nobody 1 —4'— (UID 65534) &7 > TWLE
¥

SMBDAHDEATIE. lpcusers DTy EVTIEFIESHETAEW T A WindowsD1—H I IL—TDRE
EHAELLLRRIN. SMBOADR) 2 —LADNFST I/ RIEHFTShAEW D, EHD FHA. F
7=« SMBOAHDR) 2—ALTIE NFSEHIEFTa7IL7ORIILDRY) 2 —LEREDR) 2 —LANDEH
IEHR—FEINEEA

Windows|d. Active Directory R X > Y hO—5THI1—HHEREEICKerberosZfEAL £9, IS
|Z. Cloud Volumes Service 1 > XA > ADNEBICH ZAD DCE D I—HZ/IINZA T — ROTIEHNNRET
9o KerberossBiE X" \\servername’'UNC/XZAHSMBY 54 7> MC K > TERAINRDZEICERAINE T

* servernamellIZDNS AIA AAAT Y RUDBHB D F

* servernamelCXf 9§ 3SMB / CIFS7 7 R DBEMIRSPNAEEL £
Cloud Volumes Service SMB/RU 2 —LEER TR . T I VDERICKDTII VT H T Y MADMER
INFJ " [Cloud Volumes Service h'Active DirectorylZ & D & S ICFRRE15 D' " Cloud Volumes Service

IZEEIDNS (DDNS) ZF#|A L TDNSICWHWEARA/AAAATLY ) EPTRIV M), IV T AV N TS
NILORNBHRSPNIY M) RERT D0, EDI>VT7HITY MEHBSMBEE 7V X/NRICHED T,

@ PTRI > kU %Z{ER T BICIE. Cloud Volumes Service f Y XAV RIPF7 R L ADif5| THEBY
— VBDDNSH—NLEICFEELTVWAHRELRHD £,

7= 21X, T DCloud Volumes Service 7R 1) 2 — LIZFUNCHA /N X N\cvs-east-433d.cvsdemo.local] % {E/H
LXxd,

Active Directory Tld. "RD T > k1) HCloud Volume H—E RICK > TEMINISPNT> ~FJ T,

PS C:\> setspn /L CVS-EAST-433D
Registered ServicePrincipalNames for CN=CVS-EAST-433D,CN=Computers,DC=cvsdemo,DC=local:

HOST/cvs-east-433d.cvsdemo. local
HOST/CVS-EAST-433D

DNSHIG/BRALRDBERIFRDEED T,
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PS C:\> nslookup CVS-EAST-433D

Server: activedirectory. region. lab. internal
Address: 10. xx.0. xx

Name : CVS-EAST-433D.cvsdemo.local

Address: 10. xxx.0. x

PS C:\> nslookup 10. xxx.0. x

Server: activedirectory.region.lab.internal
Address: 10.xx.0.xx

Name: CVS-EAST-433D.CVSDEMO.LOCAL

Address: 10. xxx.0. x

ME|ZIS L T. Cloud Volumes Service ROSMBEE ICX L TSMBEES{b =B EIZEBRTDZ T, &b
ZLOT7 7 AEHEBERTETF T, WINHDIY RKRA Y FTSMBES{EAYR— TN TULERWES
&, 7RISR TNEE A

SMBZI U7X =ERAT S

BEICK->TlE. T RI1—%HCloud Volumes Service TERTAITYI V7 HU Y hEEIBIET 3 Z etz
FalTq LOBRIBEICKRZEDWHDFT, . BICIVRA—HYPADT7IELANIZEHLTE &
HTEEXT., COLOIRHZFIE. SMBITA ) 7 XE{ERTET £ 9,

SMBEENZDI A )7 R%ZERKT 35815, DNSTCNAMEL O— R EMENZHDOZFEBETEET, =L
Z IE"\\cvs-east-433d.cvsdemo.local TIE < "WCIFS' WS &ai %A L THBIC 7 7 X § % hVKerberosid
SR ERT 3EEIXTAAAAAL O— REIEIDNSOCNAMEE BEIZDOR S >V 7 H U Y MIEBIMENTSPN
HKerberos 7 7 A EIBMHELE T
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cifs Properties ? X

Alias (CNAME) Security

Alias name (uses parent domain if left blank):

=

Fully qualified domain name (FQDN):
cifs.cvsdemo.local

Fully qualified domain name (FQDN) for target host:
CVS-EAST-433D.CVSDEMO.LOCAL Browse...

OK Cancel Apply

CNAMEZENM L 73 £ DDNSHIAERDERZRISTRLE T,

PS C:\> nslookup cifs

Server: ok-activedirectory.us-eastd4-a.c.cv-solution-architect-
lab.internal

Address: 10. xx.0. xx

Name : CVS-EAST-433D.cvsdemo.local
Address: 10. xxx.0. x
Aliases: cifs.cvsdemo.local

HLWSPNZEMLEHEDSPNY T DiERE=RICRLET,
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PS C:\> setspn /L CVS-EAST-433D
Registered ServicePrincipalNames for CN=CVS-EAST-433D,CN=Computers,DC=cvsdemo,DC=local:
cifs/cifs.cvsdemo.local

cifs/cifs
HOST/cvs-east-433d.cvsdemo. local
HOST/CVS-EAST-433D

N7y b F v TF v TIE. CNAMEICBIE[ T SNSPNZERAL Ty 3 VREBKEMIDTEE T,

431 4.156722 SMB2 308 Negotiate Protocol Response

432 4.156785 SMB2 232 Negotiate Protocol Request

434 4.15818e8 SMB2 374 Negotiate Protocol Response

435 4.160977 SMB2 1978 Session Setup Request

437 4.166224 SMB2 322 Session Setup Response

438 4.166891 SMB2 152 Tree Connect Request Tree: \\cifs\IPC$
439 4.168063 SMB2 138 Tree Connect Response

realm: CVSDEMO.LOCAL
v sname
name-type: KRB5-NT-SRV-INST (2)
v sname-string: 2 items
SNameString: cifs
SNameString: cifs
v enc-part
etype: eTYPE-ARCFOUR-HMAC-MD5 (23)

SMBEREER 17 L2 ~
Cloud Volumes Service Tld. RDEREN Y R— TN "H =" SMBEREEDIBS ©

* LM

* NTLM

* NTLMv2
* Kerberos

SMB:,H\:ﬁJ_,O't’Z@KerberOSm.\nIE‘;\ @Fﬁrq%ﬁi%ﬁé@muniE LAXILT _g—o AESj:DckUSMBBﬁ?'ft,fJ\ﬁ)d]
I TVWBRE. EFallTa LRILAESICAELET,

Cloud Volumes Service Tld. LMB K UNTLMEZEED FMIE#EMHHR— TN TUVE T, KerberosDRED
ELLARWNES (SMBI A U7 ZADERKFRY) « HB7 7t XIEKDHEIEHREREEAZE (NTLMV2AY) (IC7

=NV IEINET, CNEDXANZILIFREMEIMEV . —EBDACctive DirectoryI(RIE TIIEMIC A o
TWET, KOS ASREAENEMICH > TWLT. KerberoshH' Fﬁﬂ]t:;&“;”i NTLERWEE. 74—ILN\v
I BEMREEEAEDN BV, HET7 IV EXIFERBLET,

Active Directory THR— F TN TWBEREEL NILDFRE/RRICOVWTIE. ZBRLTLETVW 'Ry FT—2
¥ 21) 7« : LAN Managers3sE L NJL"

TR ZFFEETIL

NTFS /7 7 1 LR
NTFSH#ER & |d. NTFSOS W UICEMM L7 7AIL ATLAD T 7AILE LV T # LA ICER I N B HER

T9, NTFST77 ¥t X#Eld'Basic’ £ 7=I&’Advanced TER T 7 7t XHIHDIHE (X allow’ & 7=IE[Deny]IZ 5%
ETTEY
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https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-smb2/8df1a501-ce4e-4287-8848-5f1d4733e280
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Backup Users

Provide a comma separated list of domain users or a domain group name that require
elevated privileges to access volumes created by Cloud Volumes Service.

~ Accountnames
administrator,cvs-svc

Security Privilege Users

Provide a list of comma separated domain user accounts that require elevated privileges
to manage security log for the Active Directory associated with Cloud Volumes Service.

~ Accountnames
administrator,cvs-svec
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Backup Operators Properties

General

éll Backup Operators

Members:

Description: ‘ Backup Operators group

&', CVSDEMO\Administrator
& CVSDEMOl\cvs-sve

Add... Remove

OK

Changes to a user's group membership
are not effective until the next time the
user logs on.

Cancel Apply Help

RDRIC. T 74 EDBULTINI IL—=TFDIZ b, TT7 I bTEMENZ I—H/JIL—TZRLET,

A—7AJLI BUILTINZ )L—7F

builtin\Administrators*
Builtin\Backup Operators*
HHAABDT X b
Builtin\Power Users D5 &

HAARAHD EAA > 21—

*JI—T X )N—2w FlECloud Volumes Service Active Directory3%#is8E CHITEIS N E T,

T EDXYN—
Domain\Domain Admins D B&
%L

Domain\Domain’" X &

T L

Domain\Domain Users D&
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& computer Management (CVS-EAST-C208) || mame Full Name Deseription I Computer Management [CVS-EAST-C2DE) Nama Desaription
~ 0 iy;tem‘fonls B Adminastrator Buili-in adminitrator accouni = §l System Tools - Built-in Ad!
() Tok Schadler (D Task Scheduler | 4 Users. Al users
. :::n:d Fold . ;:n:di' i : B Guests Built-bn Guests Group
- & ;MM: 25 " i ;hm: i :@Pc\u-(um Restricted adminkstrative privileges
Bl Sessions i sessions | & Backup Oporators Backup Operaters group
! Open Files il Open Files
¥ Local Users and Groups + ¥ Local Users and Groups
. Users 2 Users
| Groups L Groups

*l'l Administrators

Built-in Administrators group

Members:

& Administrator

CVSDEMO\Domain Admins

Changes to a user's group membership

Add... Remove are not effective until the next time the
- - user logs on.
OK Cancel Apply Help
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NE—LvEVJICERT 31E
Windows#* 5 UNIX objectClass FRIZATOTINDEATE  userEEHZVELHO £ (4

BELXYT, (a—#. JIL— BT, BoEEZERED S
7. posixAccountZx &) ZEbHbTEFEY) o
Windowsh* 5 UNIXA DB ERREFICWindows 1—H & ZEHR CCCREEIRIMBEHDFE

L £9, Cloud Volumes Service T Ao, sAMAccountNameldWindows
IF. SNEWindowshSUNIXAD OF4 & EELC T,
Wy o7y TIERLET,

uiD UNIX2—H&%EHLET, MERUNIXI—H 4,
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asymmetric Properties ? X

Published Certificates Member Of Password Replication Dialkin  Object

Security Environment Sessions Remote control
General Address Account Profile Telephones Organization

Remote Desktop Services Profile COM+ Attribute Editor
Attnbutes:

Attribute Value o

name asymmetric

objectCatego CN=Person,CN=Schema,CN=Configuration,

objectGUID de489556-dd7b-43a3-98fa-2722f79d67ed

objectSid S-1-5-21-3552729481-4032800560-2279794

primaryGrouplD 513 = (GROUP_RID_USERS)

pwdLastSet 1/19/2017 1:56:34 PM Eastem Standard Tim

replPropertyMetaData  AttID Ver Loc.USN Org.DSA
|_sAMAccountName __asymmetric |

sAMAccountType 805306368 = ( NORMAL_USER_ACCOUN1

Udumcuser

uidNumber 1207

NFSOZ A4 7> bH5IE. UNIXBEBETEEIH. WindowsZIFEBETEEFH A

# id unix-user

uid=1207 (unix-user) gid=1220 (sharedgroup) groups=1220 (sharedgroup)
# id asymmetric

id: asymmetric: no such user

7 71ILHINFSH'S Tunix-user] E L TEFTIAFNB L. NFSUSA T MO ERDELSBIERICAD F

ERS

sh-4.25 pwd

/mnt/home/ntfssh-4.2$ touch unix-user-file

sh-4.2$ 1s -la | grep unix-user

SEfRe———== 1 unix-user sharedgroup 0 Feb 28 12:37 unix-user-nfs
sh-4.2% id

uid=1207 (unix-user) gid=1220 (sharedgroup) groups=1220 (sharedgroup)
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Windows?Z 541 7> R Tld. 7 71 IILOFREEDIEY)EWindows T—HICHRESN TWA I EZHRTE X
ER

PS C:\ > Get-Acl \\demo\home\ntfs\unix-user-nfs | select Owner
Owner

NTAP\asymmetric

WiZ. Windows1—HHSMBY S 7> kHh'5 Tasymmetricsy TERL7=7 71 IILDHBE. KDTF X MIC
TTLSIC. BYARUNIXFREEDRRINE T,

SMB :

PS Z:\ntfs> echo TEXT > asymmetric-user-smb.txt

NFS

sh-4.2$ 1s -la | grep asymmetric-user-smb.txt

—TWX—————~— 1 unix-user sharedgroup 14 Feb 28 12:43 asymmetric-
user-smb. txt

sh-4.2$ cat asymmetric-user-smb.txt

TEXT
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