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Architecture: Application VM Disaster Recovery with Veeam Replication and SnapMirror to GCVE

Google Cloud

Enterprise Datacenter — -
I"{ customer VPC W | Chout Velumas |‘.JVMW5"& Engine
P ONTAP a
Wi v VM WM BOL léln—l Vosam R Wi Wi WM Wit saL
wan e l_s LU L Ll T o
4% Tai T4 AT Ea ¥ Ax 4 47 Fepi
e e .i Mﬂf Wk 1 " W IE

L] = - " l'
" e ; 1)
-—rJ-I i VRN

\pSec

e

— Tummrel

S - ' VPC Poering 9 WaAN Backup
ﬁ Accelerator Proxy

Wik (Optional)
Backup Elr:;rcc:;un Accalarior
Repositery ¥ (Optional)
: e
MetApp CVS Tenant Project
@ oore | DR
vSphore VAN CVS-Pedormance
Any wSphiro
Supported
Datastare MM vSphere, NSX HEX
LS Yoy
2 -
Npp Storage
L =
RITESR

ARFaAXVENTE 7IVr—o3>5F—2BOTXZANAR L= (FAMNERCBFIENET) D
ICERRALE T, AV TLIREBTIE. 7TV —2 3> e BEMDHS/\ v 7w TiZSnapCenter %
LTWBEBELTWET,

ARFaXDMI BB —RN—FToBNYIT7YTELEVANYRBERR ICETZDD
() TF. BETERIATLARME ICELT, AR FT50571 > T, BROSLAE T
1F Ny 0Ty TR S —EER LT S,

F > 7L X RIJIFE L Google Cloud=xy b T —JEOEHEICIF. ERD>RZ— %% ;X Cloud VPN% X D
HiA T a >zEFBELET, AT LI RVLANDRREHCEDWTEI XY b EER T A3HENH D 7,

FTFLIRDT =Rt A2 —%Google CloudICIERi T 2 HEISERDHD FITH. TOAHET
C) 3. CORFaXYMOFENT—I 70— DBMEZHATZI LI TEEFRA, 70 FL I

2 H 5 GoogleNDEY) A IEFHEIC DL TIE. Google CloudD RF a Xy hEBSBLTLEET
(RS

DREEREE DEA

R DEADHE

1. SnapCenter ZfERE L T. BREBRRPOBHKISTCT7 V=23 >T—aBN\y o7y FEnTW3C
CHERESELTIETU,

2. BYRY IRV T a e lkBRy T —2JRTBlueXPEERALT. ELWA Y RAYXHA X
TCloud Volumes ONTAPZ ZOE>a=>4J L %9,

a ZUTBZT7TIr—>a >R a— LIS L TSnapMirrorz &8 E L £,

b. R4 T a—)LTNF=P 3 TDRITEICSnapMirrorE#FH % k1) H—9 3ICld. SnapCenter T/\w I 7 v
TRV —ZEFHLTLIEEL,



3. VeeamV 7 kD x7%41 >R L—JLL. Google Cloud VMware Enginef > XX > A ADREIT> > DL
Tr—oa ERBLET,

4. KERELERFICIE. BlueXPZfER L TSnapMirrorf8z R L. VeeamTRAEY > > DT A IILA—/N—
ZRUA-LET,

a. 77— 3> VMDISCSI LUNE X UNFSY U Y b ZBERLEX T,
b. 7FVr—a azFd 4 ICLFET,

S. A UHA bdD) ANEICSnapMirrorz EBEEAL T, FRES A MADT Iy I =BEIEL £
ED

RO

Google Cloud CCVOZ#EM L. R a—LZCVOICL )T —hk

BID X T v FlE. Google Cloud TCloud Volumes ONTAP%RET BT ("CVOEREEILT") %
2w L. REBERAR a— L%, BRELRHEE X SnapshotDR$F% A L TCloud Volumes ONTAP |Z
LZUr—brLZEY,
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Google Cloud NetApp VolumelZld. Google Cloud Platform (GCP) aA>V —ILh'6T7 It X TEXT,
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2. NetApp Volume BIE( > X2 —T 1 X T\ [{ERR]*Z2 ") v LTINFSAHKRU 2 —LOERZRIEL £

o

= Google Cloud | 2 cvspmhostip ¥ | ‘ Search (/) for resources, docs, products, and more ‘ Q_ Search ‘

Il NetAppVolumes £ Volumes cR?TE C REFRESH

Storage > A volume provides NFS or SMB file services for your application, with integrated data
protaction services. A volume is allocated from a pool and will get an individual

B storage pools throughput limit based on its allocated size and the pool service level. Learn more [

| B volumes
= Filter Search for volumes by name, location, stc
Ditaprafection G Status Name Location Service level Share name Capacity Used
@  Backups Ready cve-cert-nfs3 southamerica- Flex geve-certnfs3 500 0% (0
eastl GIB)
@  Backupvaults Ready pvc-4c57921c-8842-401d-8d22- asia-southl Flex PVC-4C57921¢-a842-4010-8022 63105809607 5 0% (0
hfafn5a0Qe07 GiRY

3. R a—LDER* U« ' — R T, BREREFEHREIRNTAALET,

° R 2 —LD%H,

c AR a—LZERTEIANL—T =)L,

° NFSRU a—LDIT Y MEIZERT 32HEG%,
c R a—LDBE=E (GB) ,
cfERTAAML—FORII,

° [Block volume from deletion when clients are connected] (7 54 7 > NMEFEFICAR ) 2 — LDH|
BREJOvI93) FrvIRyIREAVIILET (F—2XAMTELTIYIY T 31586
IFGCVED'RE) o

c AR a—LIZTIERTBIODII XR—FIL—ILe NFSTRY kT —2 EDESXi7 R FXZDIP
T7RLRTY,

° O—AJ)LSnapshotZ R L TR 2 —LZRET D7HICERINSSnapshot X7 2 —)L,
cWMBIZIGL T RV a—LEZENYITvTT2M R)a—LDOIRNIVEZERTZ2HhZBERL £
ED

@ GCVET—4A XX b7 & LTEHRY BNetApp Volume TR 2 —LEERT 356
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= Google Cloud 2* cvspm-hostip « Search (/) for resources, dc

" NetApp Volumes 0 < Create a volume
i | el b v R
Storage ~
g St SELECT STORAGE POOL CREATE NEW STORAGE POOL

| B volumes Volume details

Data protection ~ Share name * 1
‘ genv-dr-plan 7] ‘
@ Backups Must be unigue to a location
Capacity *
@  Backupvaults
3 ‘ 1000 GiB ‘
Policies ~ Capacity must be between 100 GiB and 102,400 GiB. Increments of 1 GiB
E s i - Protocol(s) * :
ve Directory policies P = ‘

B  CMEK policies
B e ot Configuration for selected protocol(s)

Block volume from deletion when clients are connected @
Required for valumes used as GCVE datastores. Choice is permanent.

Export rules A

Rules are evaluated in order. First matching rule applies.

Rules

|
N
&

~ New Rule

- Allowed Clients *
192.168.100.15,192.168.100.16,192.168.100.18

Comma-separated list of IPv4 addresses or CIDRs (up to 4096 characters).

Access *
@® Read & Write
() Read Only

Root Access (no_root_squash)
@ Oon
O off

<l CREATE CANCEL

{nbsp} *MER]*Z0 v L TR 2a—LOERZTET LTSI,

4. R a—LOEFKERIZ. R a—LOTONTAR=ITRY2—LDI VY MIBHEBNFSII X
R— b N ZHRTETEI,



= Go gle Cloud - cvs-pm-host-1p = Search (/) for resources, docs, products,

" NetApp Volumes 1 & genv-dr-plan / EDIT  «~REVERT (D MOUNTINSTRUCTIONS W DELETE
Storage ~
Resource type Volume
[l  storage pools State Ready
State details Available for use
B volumes
Data protection ~ Description
@  Backups
OVERVIEW SNAPSHOTS BACKUPS REPLICATION

@  Backup vaults

Policies ~ A volume provides NFS or SMB file services for your application with integrated data
protection services. A volume is allocated from a storage pool and gets an individual or
B Active Directory policies shared throughput limit based on its allocated capacity and storage pool service level.

B  CMEK policies
Share name

B Backup policies
NFS export path
Used to mount this file share on a linux client VM. Run the mount command with the

following remote target on the WM's local directory.

§ 1@.165.128.188:/gcnv-dr-plan

Name genv-dr-plan
Capacity 1000 GiB
Used 0% (0 GiB)
Protocol(s) NFSV3
Storage pool asiasel-gcve
Location asia-southeast]
Service level Premium
VPC shared-vpe-prod
Active directory policy No value
LDAFP enabled No
Encryption Google-managed
Bleck volume from deletion Yes

when clients are connected @
Make snapshot directory visible No

<l Allow scheduled backups Mo

GCVEIINFST—R X 72XV k
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Veeam Backup & Replicationi&L 71— 3 VEFICVMware vSphere X v 7 3w M&RE% &

L. Veeam Backup & Replication(dVVMware vSpherelCVMR +v 7> 3w FOEREERL £F9, VMR
FTvTFay bE RET4 RO DRATLDRE. BE XEZT—RZZFCVMDRA > bV RA L
OE—T9, Veeam Backup & ReplicationTl&. Snapshotz L FU4s—>3>DF—42Y —R LTE

RL&EY,
VMZ L ZFUT— 93 ROFIEZEITLET,

1. Veeam Backup & Replicatona >V — LT X9,
2. [R=L)ZTT. [LTVTr—>aroadpirREBYS V. 020 )y I LET,

COp by I wdia

Y, 3 =20 B A& @

= = = =T ; =] v
Backup Replication CDP Backup Cepy SureBackup | Failover | Import  Security &

lob = Jobi=:  Policy= | Copy Job~= lob Plan = | Backup Compliance

.E Virtuakmachine... secondary Jobs Restare Actions
Home Q Type.in on object name |
"‘q Jobs Mame

4 |_—'T=,." Last 24 Hours
EEF- Success

{nbsp}
BFRL IV =300 a3 I — RO*EEPR—J T, D a78%ZiEE L. BYIARFFMGIEF
TV IRy AZERLET,

° AV TFL I REGCPHEDES THHEAFIREINTULBIHEIE. [Replica seeding]F T v 77Ky
PRZFICLET,

° GCVESDDCLEDEI XY MDAV T LIZAYA bRy b T—0DEIT XY Fe—LABVWES
I&. [Network remapping (for GCVE SDDC sites with different networks) 1F T w 7Ry X %&F
ICLFETD,

c FVTLIRDABEY A FDIPT RLAIBEARNZ—47 v EGCVEHY A FDIPT KL RIBEH
X BAB15E1E. Replica Re-IP (for DR sites with different IP addressing scheme) Fx w2

Ti‘yﬁx%zl'\/t‘:bi?'o
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Mew Replication Job

Virtual Machines

Destination
Network
Re-IP

lob Settings
Data Transfer

Guest Processing

Name
% Specify the name and description for this pelicy, and provide information on your DR site.

MName:

DR_Replication_on-prem_GCWVE

Description:

Created by VEEAMREPLICATIOVAdministrator at 9/3/2024 5:04 PM.

Show advanced controls:

[] Replica seeding (for low banc@:’!!ﬂ. DR gites)

[¢] Metwork remapping (for DR sites with different virtual networks)
[v] Replica re-IP (for DR sites with different IP addressing scheme)

Schedule
Summary High priority
Backup infrastructure resources are offered to high priority jobs first. Use this aption for jobs
sensitive to the start time, or jobs with strict RPO requirements.
Previces Mext > Finish | Cancel
{nbsp}

4. MRAET S V]R—T T, GCVE SDDCICHERE I N T L BNetApp VolumeF— & X 7ICL 74—k
TRAVMEZERLET, VU v I L. [TV bDEBMT v > RUTRERVME/ZIZVMO Y T
FTEBRLTCEMZ2V I LES, T*XA*1 Z0)vILFET,

RS > %ZVSANICELE L T, FEAABEARVSANT — 2 XA 7 OBRE%Z WL\ 2IXWICT
BEDWTEEXT, N1OY S MITRAAETIE 3/ —RVSAND S X ZDERATR

@ BERENFIRINE T, 7D DT —KIEGoogle Cloud NetApp VolumesT—H X k77
ICEEICEEB L TVMZ Y AN LTeD. 95X 2%H5EL TCPU /X EY OEH%Z K
T CENTEET,



MNew Replication J i .
lew Replication Job Add Objects % #
Virtual Machin
% Select one ormy  Select objects: ] IE'E? Ej E & ﬁ ts from replication.
E] SOLSRV-01 "
(1 SQLSRV-02
MName D'_":I SQLSEV—‘B
v —
(7] SQLSRV-05
S e Remove
Destination ,D_.,j % ;
(i SQLSRV-07 S
Network 71 saLsRv-08 ==
(50 srrn-sited | Ciaree ‘
Re-I? Ei srm-sited i
s ;
- tel
Job Settings l?? £rm \.ra_5|_ e Up
Oy srm-va_sited
Dot Trancher D'T'i vcenter-srm Brasyn
Eﬂ wveenter-vise
Guest Processing (5§ VeeamnbackupServer
=
VeeamProx
Scheduls E Y B
i VeeamProuy2 i Recalculate
[ VLW I DT, S S, ¢
ummary < ¥ Total size:
‘-*-’ Type in an object name to seorch for Q| e
| A‘ﬂ\vl | G | Fmish Cancel
-
AT
R ]
{nbsp}

UARD@ET )Y —XT =)L VMT # LA GCNVT—R R S 7ZZERLE T,
Uy I LTHATLE T,

5. [Destination*X— T, FXF«1 X—3> 3 Y%GCVE SDDCY 5 X Z /KX & LTGRIRL. VML T
) AN I

21



Mew Replication Job x

Destination
Specify where replicas should be created in the DR site.

MName Host or cluster:

: | cluster | | Choose.. |
Virtual Machines

| Resources | ‘ Choose... ‘
Network
Pick resource pool for selected replicas
i VM folder:
lob Settings | Replicas | | Choose.,.
Pick WV folder for selected replicas
Data Transfer
Datastore:
Guest Processing | gonvdatastore] | | Choose... |
Sehedule Pick datastore for selected virtual disks
Summary
< Previous | | Pext > Fmish Cancel
{nbsp}

6. [y FT—=IIR=TJ T, BEIZIELTY —REeX2—7 v FOIRESRY NT—UBDI v EV T %E
BRLET, T*A*1 200w o LTHEITLET,



Mew Replication Job *

Network
Specify how virtual networks map to each other between production and DR sites.

Mame Metwork mapping:
Source network Target network | Add.. |
Wirtual Machines
3 YLAN 3376 (DSwitch) 3 Warkload¥M-Segmant (Datacent... =
1] I8
Destination
Re-IP
lob Settings
Data Transfer
Guest Processing
Schedule
Summary
< Previous | ‘ NE‘Q Finish | Cancel
{nbsp}

7. [Re-IPIR—T T, [Add..JRRZ>%Z 1)y LTHLVRe-IPIL—ILZEBMLET, V—AVMEZ—
7y EVMOIPEEEZ AL T, 70 IILA—N—BIY —AVMICBERTNZ Ry hDO—0%38EL
9, VTRRAV RV %ZFERALT. #F0AITY DT RLAEREZBELE T, *XA*] zol)
w2 LTHITLE T,




Mew Re-IP Rule *
Mew Replication Job SouEce M
Re-IP IP address: | 10 . 6 * = |
% Specify re-IP nules to app T | 755 . 755 . 355 . O | supported for Microsoft Windows
guests,
Target YIM
Henae Rel i address [ 2t . |
g I Add...
Virtual Machines Subnet mask; | 255 . 255 . 255 . 0 | :
Edit
Biabiiticn Default gateway: [ 172 . 21 o020
. Ramaove
L Prefered DNSserver: | 10 . 142 . 0 . 6 |
SRR AtemsteONSsever | . . .
Job Settings T
i Preferred WINS server: | : ; ; |
B it Alternate WINS server | . . . |
Guest Processing Description
Schedule
Summary
J Fmish Cancel
o e ]
{nbsp}

8 R=UT VML TV NDART—REFFR) S —Z2RNT BN Ty TURD M) ZIBEL.
TEBICH B[ Advanced.. *RE > Z#ERL TEMDY 3 TREZITVWET, "R ZIUvD
LTHIATLE I,

9. [F—HEX]*CT. V—RYA heZ—7 vy bAoA MIBEETZTOF S —N—2ERL. [EFF

T2arveEERLIEERICLET. WANTZIESL—ZHARESNTUVBRHEIF. CCTHEIRTS
CEDHBTEET, A1 20V y I LTHITLET,



Edit Replication Job [SCL Server Replication]

Data Transfer
% Choose how VM data should be transferred to the target site.

MName

Virtual Machines

Destination

MNetwork

Fe-IP

Job Settings

Quest Processing
Schedule

Summary

{nbsp}

When replicating between remote sites, we highly recommended that you deploy at least one backup
proxy server locaily in both sites to allow for direct access to storage.

| Source proxy:

|veeamproxycloud.sddc.netapp.com; vesamproxycioud2.sddc.netapp.com | | Choose.. ]
Target proxy:

|veearnpmxy'l.cvsdemo.intemal;veeamprmcyil.cvsdemo.intemal |: Choose.. }
(®) Direct

Best for local and off-site replication over fast links,

() Through built-in WAN accelerators
Best for off-site replication over slow links due to significant bandwidth savings.

Source WAN accelerator:

Target WAN acceleratorn:

< Previous :| Finish || Cancel

10. [Guest Processing]X— T, HEI(ZJE L T[Enable application-aware processing]F v 7R w o X
74 I L. [Guest OS credentials*ZZIRL 3, *AA*] ZIUYILTHITLETD,
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MNew Replication Job

=

Mame

Guest Processing

Virtual Machines

Choose guest OS5 processing options available for running VMs.

Enahh;l apg;l.itaﬁon—aware prol:esslilng
Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the 05 to perform required application restore steps upen first boot.

Customize application handling options for individual machines and applications ;Applicaiians...
Destination :
Guest interaction proxy:
Netuork ‘ Automatic selection ‘ Choose...
Re-IP Guest 05 credentials:
. T4 administrator (administrator, last edited: 1 day ago) A d ‘ | Add...
Job Settings - L
Manage accounts
Data Transfer Customize guest O5 credentials for individual machines and operating systems lCredential‘s.... |
Verify network connectivity and credentials for each machine included in the job Test Now
Schedule
Summary
< Previous : | NextE | Finish Cancel
{nbsp}
M (RT2a—IR=DT, LTV =230 37279 5ERCEEZERLET, TR

1220y LTHEAITLET,




%ew Replication Job bt

Schedule
% Specify the job scheduling options. If you do not set the schedule, the job will need to be contrelled manually.

Mame Run the job automatically
@ Daily st this time: | 09:00 M~ || Everyday v | e
Virtual Machines |—"H — _|
) Maornithly at this time: [ 19200 PM || Fourth |f saturda | hionths.
Destination o 1 = = —— =
() Periodically every: | | || et | schezhile
Metwork Y Afterthis juk | -
Re_ID Automatic retry
Retry failed items processing: times
Job Settings
Wait before each retry attempt for: minutes
Data Transfer
Backup window
Guest Processing [] Terminate the job outside of the allowsd backup window Window
_ Long running or accidentally started jobs will be terminated to prevent impact
on your production infrastructure during busy hours.
Surnmary
| ==
< Previous | | NEKE > | Fimish Cancel J
N e S
AP
{nbsp}

12 BRIC. YUY UR—=IJTU g IREEHERLE T, [RTTEIVYILIZCEICTS 3 TE2RTT 5
Frv IRy IREFVICL. [BIT%Z IV ILTL )= 3 003 T0EREZRTLES,

1B —EERTIdL. V3aTRT—ERATI« Y ROICL TV =23 023 dhRRENET,
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R_Replication_on-prem

Job progress:

SUMMARY

Duration:
Processing rate:
Bottleneck:

THROUGHPUT (LAST 5 MIN)

Name

|'—:|__| OracleSre_01
{51 OracleSrv_02
15 OracleSry_03
151 OracleSrv_D4
151 OracleSrv 05
E:I OracleSry_05
|'—:|_J COracleSry_06
Ej CracleSre_07
151 OracleSrv_D8
{57 SOLSRY-01
157 SOLSRY-02
151 SOLSRY-03
151 SOLSRY-04
{5 SQLSRY-03

£

Hide Details

VeeamL U4 —> 3 VDFMICOWVWTIE. "L U —2 3 VOt EA"

01:47

V) 0%
(k] Pending
(¥] Pending
(¥} Pending
(k] Pending w
>

0%
DATA STATUS
Processed: 0B (0%) Success:
Read: 0B Warnings:
Transferred: 0B Errors:

Action

) Queued for processing at 9/10/2024 12:47:14 PM

) Required backup infrastructure resources have been assigned

2 VM processing started at 9/10/2024 12:47:19 PM
3 VM size: 100 GB (21.1 GB used)

() Discovering replica VM

() Resetting CBT per job settings for active fulls

(] Getting VM info from vSphere

0of 17 VM=

Duraticn

00:00

00:00
00:31
00:03

oK
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BDIRIUBET . J7TAMIWNA—N=FIUIF T— b EEZSCVMOUEIEFOEFEETY, 71
WA =N=TFS2E EBBEEVMD I TICEITSNTVBE L ZHER T BDICHRIEE I,

BYIOL PV r—oa > FkIES—RDBART LIS, JxAIINFA—N—FZ %2R LE T, CDFHHE
& KIFEVMD 7 =AM IIVA—N—%@REFIETIN—THEMATA—T I ML —> 30T 37D DHEINE
BEEr L THELEXT, VMOWEBIEFZEERZ L. HERT— MEEEEAAA. EBREKEFEVMOME
DVMED BEICHET D ESICLET, BUICEELINZ T AINA—N—TS0E2REITZL
T. KEERTOEREEEBL. 4021 LEZRIRICHNZ. ZT1ILA—N—BICHEICKET
BUATLOBREMEMHIFTETET,

75 2% ER Y 3. Veeam Backup & Replicationl3 R DU X k7R > b % BEIMICHE L TER
L. VML U Ah%ZBEBLET,

C) TTANA—N=TZ0ZERTET 2D L TV 5r—>3 >R T L. VML
HH'ReadyREEICHR > TH S TT,

() Tz F -/ =TS ORTECABICEBTE SVMOBARKIZ10T T,

() Tz uA-n—Toexdid Y- RVMOBRIEA 7ITHD F A

TIANF—N=T I EHT BICIF. ROFIEZRITLE T,

1L Ea—T. [VARNTIEIZ>a>D[TzAINA—N=TSRE2>%E= )y I LET, ROy IS
7 > C[VMware vSphere...]*%&R L £ 9,

View lob

cop I 2
Yy B T & Al LS @
=== = : === (=] ; (Em—- -] v
Backup Replication CDP Backup Copy SureBackup = Restore Failover | Import Export Secunty &
lob = Jlob - Policy = | Copy lJob~ lob - Plan= @ Backup Backup Compliance

Primary lobs Secondary lobs Resl FJ'ET:J VMware vSphere...

{nbsp}

2. [New Failover Plan]V «« #'— R D[General*XR—T T, 75V D&FICHBAEANL T, BEICD
CT. 7N A—N—FIELVTTAINA—N—BDODRAI) T +EZEBMTEEXY, FLERIE. X7
DFhERITLT. LTVT— b ENTVMZERH T ZE1IICVMZES vy FE TV LET,
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Mew Failover Plan *

o m General
En Type in name and description for this failover plan, and optionally specify scripts to trigger before and after the failover.

|SQL Server DR Plar|

Virtual Machines

Description:
Summary Created by VEEAMREPLICATIONAdministrator at 9/17/2024 £:38 AM,
[ Pre-failover script:
Browsz
[] Post-failover script:
Brovese
Previous kinish | Cancel
{nbsp}

3. [Virtual Machines]R—T. [Add VM]P*DRZ > % 2 1) w2 L. [From replicas.."*&RL £9, 7
ITAINA—N—=TFSVICEHBZIVMEERL. 77V 5—2 3 VY OKEFEERRICEHDETVMO T — ME
FeRBLRT—MNEEZZBLET,

MNew Failover Plan *

o Virtual Machines
En Add virtual machines to be failed over as a part of this plan. Use VM order and delays to ensure all application dependencies are
= met.

Virtual machines:

General
MName Delay Replica state Add VM
VirwalMachines e
Summary From replicas...
{nbsp}



Mew Failover Plan *

i Virtual Machines
En Add virtual machines to be failed over as a part of this plan. Use VM order and delays to ensure all application dependencies are

=m met,

Wirtual machines:

General I
Mame Delay  Replica state | Add VM
-
'D;:I SOLSRV-04 G0sec  lessthana day ago (&1.. Remove
SO LA SOLSRV-05 B0sec  lessthan a day ago (4.,
) D'T‘:IS:QI_":R‘IJ"-{H 120isec  less than a day ago (5:4... | Set Delay... |
TISOLSRY-02 ) sec  lessthan aday ago (5:4.. B
|:'_||__| SQLSRY-03 t0sec  lessthan a day ago (3:4..,
E:I SOLSRV-06 60sec  lessthan a day ago (5.,
D'_":I SQLSRV-O7 B0sec  lessthan a day ago (5:4..,
D'Tj SQLSRV-08 60sec  lessthan a day ago (5:4...
! + Up
+ Down
[ < Previous | | Apply | Fimjsl . Cancel |
{nbsp}

BRIz )y LTHITLE T,

4 BRBIC. IRTODTIAINF—N=TSVREZMEL. *Finish*z o7 Vv o LTIz AILA—N—
TS5 ELE T,

LAV —>3y - O3 70EROFRICOVWTIEZ8RLT'L T r—2a3 >3 TOER'KIES
L
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Failover Plan

T P g
pH'EE b B X
5 Start Retry Unde | Statistics Edit Delete
to.
Actions Details Manage Plan

Start Failover Plan Q o
Starts the Failover Plan, A

4 "M Jobs MName T Platform Status Number of VMs
{1 Replication i 5L Server DR Plan VMware Ready 8
4 Eril Replicas
EL Resdy
aﬁ Failover Plans
a [F: Last 24 Hours
@ Success
[ Failed
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Executing failover Plan: SCL Server DR Plan

Mame: 5QL Server DR Plan Status: In progress
Restore type:  Failover Plan Starttime:  9/17/2024 10:3%:19 AM
Initiated by:  VEEAMREPLICATIOVAdministrator Cancel restore task
VM name Status Log
:D;:l SOLSRV-04 0 Success Message Biiatios | n
,D_?I SN SRA-05 ';:" iccess "/ Performing failover to the latest state
,D_ESQLSRV-W = SHCCRYS ) Building list of machines to process
i A, e () Processing VM: SQLSRV-04 0:05:11
,D_T' SOLSRA-03 :_ Pracessing ) Waiting &0 sec before the next VM 0:01:00
EISOLSRV-06 K9 Success &) Processing VM: SQLSRV-05 0:02:27
,E_E SOLSRV-07 Prucess!ng | Waiting 80 sec before the next VM 0:01:00
EESOLSRE0S (B Processing %) Processing VM: SQLSRY-01 0:01:28

) Waiting 120 sec before the next VIV 0:02:00

. Processing VM: SQLSRY-02 0:00:29

L Waiting 90 sec before the next VW 0:01:30

*| Processing VM: SCLSRV-03 0:03:21

L Waiting 60 sec before the next VM 0:01:00

| Processing VM: SOLSRY-06 0:01:29

.| Waiting 80 sec before the next VM 0:01:00

* | Processing VWi SQLSRY-07 0:01:21

) Waiting 60 sec before the next VIV 0:01:00

(*) Processing VW SOLSRV-08 0:00:21 W

Close
{nbsp}
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1 [R—LALIE2—T. EAOXZa2a—DLTUAPI 7T« 7120 ) v I LET, SHBZVM%EER
L. bwZFX=a—[Failback to Production]*’ "2 > 21 ) v L%,

Vesam Backup and Replication

Name T
[ SQLSRV-01
5 SQLSRV-02
5 SQLSRV-03

n
e 9716/2024541FM 3 e pp:cor luster  ucsa-91440.cedSh19basis-southeast] gvegoogicluster  Vhware:
ilover  0/16/20245:41PM 2 vesa-he sdde netapp.comtHMC Cluster 40.ced5h19b.asiz-southeast!. gve.googhcluster  UMware
e 9716/2024541PM 2 vesa-he sdde netapp.camHMC Cluster hesst] VMware

¥ SQLSRV-04. Regular r 0/16/20246:15PM 1 vesa-he.sdde.netapp.comiHMC Cluster VM

{59 SQLSRV-05 Regul ¢ 9/16/2024548PM 1 wesa-hesddenetapp.com\HMC Cluster VMware
7 SQLSRV-06 Regular  9/16/2024547PM 1 wesa-hasddcnetapp.com\HMC Cluser 0.cedSh19k, heast!, VMware
157 SQLSRV-07 Regular e 9716/2024546PM 1 wesa-hesddenetopp.com\HMC Cluster  vesa-91440.ce45h19b.asio-southeastl.gve googhcluster  VhMware
159 SQLSRV-08 SQL Server Replication  Regular e 9/16/20245:41PM 1 vesa-hesddc.netopp.com\HMC Cluster vesa-91440.cedSb19basio-southeast!. gue googicluster  UhMware
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Failback
Desti

By e
!jE Choose the destination for failback cperation.

Replica (®) Failback to the original VM
Use if your production site is restored without any infrastructure changes, and the original Vi is still
present at the same location, Only differences between existing virtual disks and their actual state

Failback Mode

< Use if you have restored the original VM from backup to a location that is different from original.
LAy, COnly differences between existing virtual disks and their actual state on replica will be transferred

over the network,

() Failback to the specified location (advanced)
Use if you do not have original VM remains available anywhere in the failback destination site.
Actual state of entire replica’s virtual disks will be transferred to the destination site, resulting in

significant network traffic.
Pick backup proxies for data transfer

[] Quick rallback {sync changed blocks only)
Accelerates failback from failovers triggered by a software problem or a user error. Do not use this
optien if the disaster was caused by a hardware or storage issue, or by a power loss.

I < Previous Mext = ; st | Cancel

T

AT

{nbsp}
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Failback x
Failback Mode
é I Specify how and when the failback process should be initiated.
Replica ® Auto
Replicated YMs will be failed over to the production site as soon as they are ready,
Destination T Schedulec
Perform failover automatically during the scheduled downtime at: 11:45 AN =
. (O Manual
HERIEOLY We will wait for you to issue the failover command manually.
< Previous | Mexg = Finish Cancel
{nbsp}
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Failback

Summary

@ I Review failback settings, and click Finish to start failback operation. You will be able to undo failback process if required.

Replica Summary:

VM name: SQLSRY-01
Destination
VM name: SOLSRY-02

Failback Mode

VM name: SOLSEYV-03

VI name: SOLSRY-04

VM narne: SGLSRY-05

VM name: SOLSRY-06

VM name: SQLSRY-0T

VM name: SQLSRY-08

Failback mode: To the criginal location
Switchover: Auto

DR site proxy: Automatic selection
Production site proxy: Automatic selection

Power on target VM after restoring

1. Replica VM will be powered off during switchover to preduction

< Previous

Net

Finish '

Cancel

{nbsp}

A

ZTAIUNY TSy MITTAUNY T#EFEZRT L. ABVMAOEENERICHE SN C =2/
ZBLEJ, OZw h9d3B L. Veeam Backup & Replicationid!) X b 7 ENF=ABVMODEEDL 1) 75—
2 7T ETaZBRHLET, CHUISED. URMNTEINLELTVADAT—RR

H' Failback to Ready I[CEEINET,

1. 740Ny 2223y bT3ICE [LTVAPIT7 T« 7PICEBIL. O3y b T23VMZEIRL

THEIVY I L 74Ny IDIZy M2 EIRLFE T,

37



38

Replica

Iﬁ.’r Jobs
{igl Replication
4 E|'=£| Replicas
Eih Active (8)
ﬁ"l Failover Plans
4 |_—':: Last 24 Hours

Tir

9 &
Commit
Failback Failback

Undo

Failback

MName T

s B
t Apphcation Add to

[tems = Failover Plan =
Restore

Job Mame

SNl Semrar Ranlic-afi

Manage Replica

Type

Deamiilar

(54 SOLSRV-Of
(55 saLsrv-02
[ SQLSRV-03
(53 SOLSRV-04 | &
(54 SOLSRV-05

Failover now...
Planned failover...

Add to failover plan

Failback to production.,

Commit failback

@ Success
[':TL' Warning
[ Failed

(53 SOLSRV-08 FE)

(53 SOLSRv-07
(54 SQLSRV-08

Undo failback
Restore guest files
Delete from disk

Properties..,

Status Creation Tit
Failback  8/17/2024
Failback 8/17/2024
Failback  9/17/2024
Failback 817/2024
Failback: 9/17/2024
Failback 817/2024
Failback. 9/17/2024
Failback 817/2024

Veeam Backup and Replication

. i e
& T =T LG
== = = = E
Backup Replication CDP Backup Copy SureBackup Restore Failover
Job~ Job-~ Policy= | Copy Job~ Job .2 Plan =

Primary lobs Secondary Jobs Restare

Home

==

| (ﬂ
[E=) €4
Import Export  Security &
Backup Backup Compliance

Adtions

lob Mame
[ SQLSRV-08
[4 SQLSRV-07
[ SQLSRV-06
[y SQLSRV-05
[ SOLSRV-04
[e» SOLSRV-02
[ SQLSRV-02
[w# SQLSRV-01

4 '-'f;@,\. Jobs
4l Replication
E’El Replicas
[E- Ready
?ﬁﬁ Failover Plans
4 |_:; Last 24 Hours
B'_; Success
) Warning
[54 Failed

Y

[ SOLSRY-04
[ SOLSRV-06
[ SQLSRV-05
[ SQLSRV-07
[ SOLSRV-02
[ SQLSRV-08
[3 SOLSRV-02
[ SOLSRV-08
[ SOLSRY-07
[ SQLSRV-05
[ SOLSRV-05
[ SOLSRV-04
[& SOLSRV-02
[ SQLSRV-02
[& SOLSRV-01

Session Type

Commit Failback
Commit Failkack
Commit Failback
Commit Failback
Commit Failback
Commit Failback
Commit Failback
Commit Failback

ST

Switch Replica T...
Switch Replica T...
Switch Replica T...
Switch Replica T,
Switch Replica T...
Switch Replica T,
Switch Replica T...

Failback
Failback
Failback
Failback
Failback
Failback
Failback
Failback

Status

Success
Success
Success
Success
Success
Success
Succese

Succese

Success
Success
Success
Success
Success
Succese
Success
Success
Success
Success
Success
Success
Success
Succese

Success

Start Time +
9/17/2024 3:24 PM
0/17/2024 3:24 PM
9/17/2024 3:24 PM
9/17/2024 3:24 PM
9/17/2024 3:24 PM
9/17/2024 3:24 PM
9/17/2024 3:24 PM
9/17/2024 3:24 PM
e
0/17/2024 2:04 PM
9/17/2024 2:04 PM
9/17/2024 1:59 PM
9/17/2024 1:58 PM
9/17/2024 1:52 PM
9/17/2024 1:49 PM
9/17/2024 1:38 PM
9/17/2024 1147 AM
0/17/2024 11:47 &M
9/17/2024 11:47 AM
9/17/2024 11:47 &M
9/17/2024 1147 AM
0/17/2024 11:47 AM
9/17/2024 1147 AM
0/17/2024 11:47 &M

End Time

9/17/2024 3:25 PM
0/17/2024 3:25 PM
9/17/2024 3:25 PM
9/17/2024 3:25 PM
9/17/2024 3:25 PM
0/17/2024 3:25 PM
9/17/2024 3:25 PM
0/17/2024 3:25 PM
. I

9/17/2024 2:22 PM
9/17/2024 2:22 PM
9/17/2024 219 PM
9/17/2024 2:21 PM
0/17/2024 2:16 PM
9/17/2024 2212 PM
8/17/2024 2:00 PM
9/17/2024 1:49 PM
9/17/2024 1:58 PM
9/17/2024 2:06 PM
9/17/2024 1:59 PM
9/17/2024 2:06 PM
0/17/2024 1:52 PM
9/17/2024 1:38 PM
8/17/2024 2214 PM
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TWEY,

DeFENBEFaUTHELETZICITEFRELTIREEL,

No. Time

380 9.218014
381 9.218480
382 9.218641
397 9.369035

IP addresses of the NFS client and CVS instance

Source

108.193.67.225
10.193.67.219
10.193.67.225
10.193.67.219

Destination

10.193.67.219
10.193.67.225
10.193.67.219
10.193.67.225

Protocol
NFS
NFS
NFS
NFS

Length
346
426
370
458

Genericized NFS call/reply
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Info
V4 Call (Reply In

381)

V4 Reply (Call In

ELE))

V4 Call (Reply In
V4 Reply (Call In

397)
382)

Frame 381: 426 bytes on wire (3488 bits), 426 bytes captured

Ethernet II, Src: IntelCor_7f:da:bc (90:e2:ba:7f:da:bc), Dst:

Internet Protocol Version 4, Src: 10.193.67.219, Dst: 10.193

Transmission Control Protocol, Src Port: 2049, Dst Port: 738, Seq: 6305, Ack: 6569, Len:

Remote Procedure Call, Type:Reply XID:8xef5e998d

(3408 bits)

.67.225

v GSS-Wrap
Length: 3@
GSS Data:

850407ffee0000200L00808025913451ee1d43d298cF3031..
krb5_blob: ©650407ff000000000000600025913451ee1d43d298cf3031
v Network File System
[Program Version: 4]
[V4 Procedure: COMPOUND (1)]

VMware_a@:2c:2d (00:50:56:a8:2c:2d)

360

GSS wrapped NFS calls/replies with no other identifying information
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33 @.958480 18.183.67. 201 18.193.67.204 NFS 458 Vit Reply (Call In 32) OPEN StatelD: @xe4sl
’ 34 @.958784 18.193.67.284 18.193.67. 201 HFS 384 w4 Call (Reply In 35) SETATTR FH: @x6c@7918a
| 35 B,9592E4 19.195.67.281 18,133.67. 2084 KFS 358 V4 Reply (Call In 34) SETATTR

y Opcode: PUTFH (22)
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w Opcode: GETATTR (9}
Status: NFS4_OK (@)
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» regd_attr: Change (3)
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~ reco_attr: Fileld (20)
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w Aattr maskfl]: exedboae3a (Mode, WumLinks, Owner, Owner Group, Space Used, Time Access, Time Metadata, Time Modify, Mounted on FileId)
¥ rECO_Attr: Mode (33} t i traitios
[ » mode; 8644, Mame: Unknown, Read permission for owner, Write permission for owner, Read permission for group, Read Demusmn for Dther‘s I
» reco_attr: Numiinks (35)
¥ reco_attr: Owner (356) Ywner and groop [0 st
» fattrd_owner: rootElTAP.LOCAL
~ reco_attr: Owner Group {37)
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» reco_attr: Space_Used (45)
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¥ reco_attr: Time Modify (53)
» reco_attr: Mounted_on_FileId (55)
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sec=krb5 uses Kerberos V5 instead of local UNIX UIDs and GIDs to

authenticate users.

sec=krb5i uses Kerberos V5 for user authentication and performs integrity

checking of NFS operations using secure checksums to prevent data

tampering.

sec=krbbp uses Kerberos V5 for user authentication,

integrity checking,

and encrypts NFS traffic to prevent traffic sniffing. This is the most
secure setting, but it also involves the most performance overhead.
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IE. 77 TILERERICACLAE ENTWVWB D, FHIXMEEDUNIXT 71ILT7 V2 XMERODADZTENTUL
DMMNCEK>TERDFE T, /o BT LI MJICACLASERESN TV E SN E>THERD £,

* BERICACLHAEENZESIE. TDACLAIMERHINE T,

* BRICEEDUNX 7717 I AERDADEEN. BT LI FUICACLDBVERIE. 7510
TURDTFAINE—RZFERALTERED UNIX 771 ILT7 7 XAHERDNERESNE T,

* BRICIBREUNIXT 71T 72 ZHERDADEEN. T« LT M JICHETZTRVACLYH 31581,
ERTESNLE—FEY MIEDWVWTT 7 )L FOACLARESNE T,

*C BRICIFZEUNX 77 MILT I RERDADEEN. BT LI MJICACLDHBBHE. T L7

k1D ACL @O ACE ICEYIBMEAT ST DR ITHMGIF 5N TUNIE. ENS5DACE DBFHLWT 71)L%
Ta4 LI RUICHESNET,

ACEM[R

NFSv4.1 ACLOMEETlE. AXFE/INXFEDTILT 7Ry hO—EDME ( Trxtneys BE) ZERLTT7 7€
AWEHETNE T, CNSOXFDEDFHMICOVTIE. ZBBLTLETVW"AE NFSVAACLZERL £

"
o

umask$ & FACLDMEDERE S 7T-NFSv4.1 ACLDEIE

"NFSv4 ACLTId. ACLZMETZ N TETET"s ACLOMAETIZ. NFSV4.1ACLARESINTWER AT
TV RDTFICERESNZ T 7AILR T AILAIC. DREICEDVWTACLERA TS EHTETF X9 "ACLHHE
729"

"umask" I&. BIEECDCOERDBRLTTALIZMIRICT 7L T LA ZER T ZHER L X)L % HITE 9
B=OICFERLET. T 7 4L bTIE. Cloud Volumes Service A TN /-ACLZumaskic & > TEEZL
F9, cnld. OEEINIEEFTYT "RFC 5661"

ACLDT7 #—< v bk

NFSv4.1 ACLICIZREDHRN B D £9. RDAIE. 7 7M1 ILICRESNICACEZRLTWVWET,
A::1ldapuser@domain.netapp.com: rwatTnNcCy

FEROFITIE. DACLEERDHA R4 ICRWVWET,
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type:flags:principal :permissions

Al R4 713 T5FR]) ZRBKLFT. AT ST IOBEIERESNEEA. Chid. FU I /NILA
TN —TTldm< MEHBIENLBVWLEHTY, £loco ACEIREEIY M) TIERW =, BEET 7V ZRE
TRIBEDHHD FEA. NFSVA1ACLOFMICDOWVWTIE. ZEBRLTZTWV
"http://linux.die.net/man/5/nfs4_acl".

NFSv4.1 ACLABEYIICERE SN TWLWAWES (FIZ0 5147 h e Y —N\HEBIXFH E R TET W5
B)  ACLHREEEHSDICEELAWVD. ACLOZEZ#BEBATETICTIS—HIHRO—SNBEleEEDHD £
ER

IS5 —DFIFRDEED T,

Failed setxattr operation: Invalid argument
Scanning ACE string 'A:: user@rwaDxtTnNcCy' failed.

BRRAY7ZDENY

NFSv4.1D1ERR Tld. OWNER. GROUP. & & U'EVERYONEI-X1 ¥ ZBREADENYEMEZEZHBZ N T
EFE T, k. NFSv4.1 ACLH default-deny TH B 7=HTTo. DFD. ACEICK > TACLABERMICEFI &
NnaFNIE. ACLIFIEE INZE T, BRI DENYEMIZ. BBRMART7 I XACEX FEZX L7,

IEBACEIXDDREMES T TRESNET

RDFITIE. group@IF TR TDFHRAED B LVRITHERZFAIL TVWETH. IRTOEZTIAATI7ERIE
BEEINTUVET,

sh-4.1$ nfs4 getfacl /mixed
A::ldapuser@domain.netapp.com: ratTnNcCy
A: :OWNER@: rwaDxtTnNcCy

D: : OWNER@:

A:g:GROUPQ:rxtncy

D:g:GROUPQ:waDTC

A::EVERYONE@:rxtncy

D: :EVERYONE@:waDTC

DENY ACE|3 M T RELZIB FIREMNH B 1D, TETEA3HNITODFEALABVTLIEEV, BATRMICERIN
TWAWACLIKEEEMICIESE SNE 9, DENYACERERET D . 77X EFFAINB3ITTOI—HT 2
T 2AHEIEEINZ5ELHD T,

FEEO—EDACEIZ. E—RE Y FD755ICHELET, 2FD. ROKSICHEDET,

*FRBEICIE LT VEREDNDBD £T,
* JI—FIZHRAWMDERTT,
* HAMDEROLDEHEHD FT,
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fefels 7758 F LK BB K SICHERDAR EIN TV TH. EVERYONEICERARRIZDENYARESNTULS &
TOEZAPMEB SN B EREMEDBHD T,

NFSV4.1IDR XA > DT v E 2T DIRFER

NFSV41TIE. EFaUFTaLAVELTIDR X1 DYy Oy I%ZFAL T NFSV41T T bA
DTV R%EHAZDA—YH., TOA—HDEREEERIIBBETEZIN SN ERIELEFT, COLSHRIFEE
& NFSVANTSA T2 b 6DA—HHETIL—TFRAICABTXFEIHIMEI N T, Cloud Volumes Service
ARV RICKEENE T, A—HR/ITIL—TRLIDXFYDHEAEHEN—BRLARVBEIXF IS TV
k d/etc/idmapd.conf7 7 T JLICIEE SN TWVWS T 7 # )L kDnobody I —H|CA—H £ IFTIIL—FHE|ETF
IFonfxd

CDIDXFHIE. $FICNFSv4.1 ACLXPKerberosz A L TWAIEEIC. BYIBINERZIET T 37O DEHT
To TDH. A—FRTIL—TDEFIDMNEL L BREND KLSIZ. 547> bk &Cloud Volumes
Service I T—BYZHFRT 37-0ICIF. LDAPH—NBEDR— LY —E XY —NICKETIBRELDHD £

o

Cloud Volumes Service I$'88097 7 7 # )L M ID K X > % fEdefaultvdiddomain.comZ A L £FINFST 51
7Y MEFT T 4L R TIDR XA VRBEDDNS R X V217D £ Hetclidmapd.confTID K X o > %% F
ETHETEXY

Cloud Volumes Service TLDAPHO'ERIIC7Z > TULV 3355, Cloud Volumes Service IENFS ID R X1 > % BE)
{ELT. DNSOBRERXAVICHRESNTVWARBICZELEF T, 7507 bidk. BDDNSR X1 V8%
Z2EFERLBRVED. ZEITINEITHD £ A,

Cloud Volumes Service "O—HIL T 71 ILET-IZLDAP CA—H R F 1213 T I — T2 ERRT E 3155813
RXA UXFHHDMERIN. —BLABWVWR X1 VIDAF|ETIFS5NTnobodylCBD Ed, O—AILT 71
F7-IELDAPCA—H&FIETIIL—TED B DOH 574 L 5ECloud Volumes Service (&, EDIDIEHMER
TN NFSUSA 7Y A &FIZBEYNCERLET (NFSVIDEECMTWVWETY) o

547> EDONFSv4.1 IDR X > %, Cloud Volumes Service R 2 —LTERAINTLWRHDE—HTS
FOICEBELEVWE. ROLSEBIELIRELE T,

* Cloud Volumes Service RICO—AHILIY FUDABHBUNIXA—HFELVTIL—F (O—HILDUNIX2—
HEIN—FTERINTWVSrootie &) I&. nobodyfBIZ5|E FIFSNET,

* LDAPRHICIY B BHBUNIXA—HE LV IL—F (Cloud Volumes Service TLDAPE{FERT 3L SIC
HBEINTUVWBIES) I&. NFSZ S5+ 7> k &Cloud Volumes Service TDNSR X VY HBR BB, £
D/\w > abnobodyll5 | ERIFSNET,

*O—AJIIY RURLDAPIY R UALBWVWUNIXI—HE LV IL—FiE. BEIDEZFEBLT. NFSZ S

172 b TEESNLERICBREINE T, 75147 Y MIGRNFELRVEEIE. BEIDDALRT
TNEY,

LD F VA DRERERISILET,
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# 1s -la /mnt/home/profl/nfsd/
total 8

drwxr-xr-x 2 nobody nobody 4096 Feb 12:07

12:06

12:07 client-user-no-name
12:07 ldap-user-file

12:06 root-user-file

drwxrwxrwx 7 root root 4096 Feb
-rw-r—-—-r—— 1 9835 9835 0 Feb
-rw-r--r-—- 1 nobody nobody 0 Feb

w W w w w

-rw-r--r—-—- 1 nobody nobody 0 Feb

I3AT7 2R EY=NIDDRXAR—HLIHZE AT 7ML X MDBRREINET,

# 1s -la

total 8

drwxr-xr-x 2 root root 4096 Feb 3 12:07

drwxrwxrwx 7 root root 4096 Feb 3 12:06

-rw-r--r—— 1 9835 9835 0 Feb 3 12:07 client-user-no-name
-rw-r—--r—-- 1 apache apache-group 0 Feb 3 12:07 ldap-user-file
-rw-r--r—-- 1 root root 0 Feb 3 12:06 root-user-file

CORE CEDRRFEDFMCOWVWTIE. 1 ZBEBL TSI VNFSVA.1E K Unobody 1 —1/47 )L —
7]

Kerberos D1z %
NFSTKerberosZ A3 %35 & 1d. Cloud Volumes Service TRDEHE{I-THRELHD £7,

* KerberosF* —figfitz > 2 —H—E X (KDC) FDActive Directory K X >

* LDAPKEEDUNIXTBIRZ AN LA —HE L VTIL—TFDEMZ FFDActive Directory R X1 > (Cloud
Volumes Service DNFS Kerberos Tld. [EERICKEBET B 7-0HICI—HFDSPNHASUNIXA—HF DT v E Y
THRETY) o

* Cloud Volumes Service 1 > XX > A TLDAPHA'EMICHE>TWLWD
* DNSH —E X MActive Directory R X1 > ZI8EL 9

NFSv4.15 & Unobody 1 —4/4 )L — 7

NFSV4.15RETEL K RSN BB@ED1DI&. Tuser:group) @ nobody : nobody)] DfEAEHLEICE > THRE
INTWS MNs) ZFEALT—EBICT7IILELIET A IIADRRRINBZBEE T,

Bl

sh-4.2$ 1s -la | grep profl-file
-rw-r--r—— 1 nobody nobody 0 Apr 24 13:25 profl-file

#EIDIE T99) TY,
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sh-4.2$ 1s -lan | grep profl-file
-rw-r--r-- 1 99 99 0 Apr 24 13:25 profl-file

BRICE>TE. Z7TILCELVARABENRTEINBZZEHHD EIH. JIL—F LT Mnhobodys Hik
TENB3ILHHDET,

sh-4.2$ 1s -la | grep newfilel
-rw-r--r-- 1 profl nobody 0 Oct 9 2019 newfilel

HHWELWDTIH?

NFSv4.1®MDnobody1—+f|&nfsnobody 1—H EIFRAED FINFST A 7> MAEI—HF—Z2 DKL S ICERH
IE3HDERRITDICIKICOAT Y RERITLEY

# i1d nobody

uid=99 (nobody) gid=99 (nobody) groups=99 (nobody)

# id nfsnobody

uid=65534 (nfsnobody) gid=65534 (nfsnobody) groups=65534 (nfsnobody)

NFSv4.1Tld'idmapd.conf7 7 1 ILICK o TEESNIT 74 bDIA—HTdH S nobod 1 —HZFHT 31
BEDOI1—HYLTEETEEY

# cat /etc/idmapd.conf | grep nobody
#Nobody-User = nobody
#Nobody-Group = nobody

BEESIBBZDTLELOID?

NFSVA1DAIETIF. R—LNFITYETICLZ X2 T HEERZGFEHRZ-H. LEIXFEYHE
L ABVGEEDT 7 4L COEEIX. I—H T —THRRBE T3 771N T 3IIAITBET7 71X
TERVWI—YDF|ETIFTY,

T77AIINDO—EICA—HF£T/IET)IL—TD Tnobodyl HERRINZHEEIE. BE. NFSVATDFRENFR> T
WET, CCTR AXFUNINFORFIHERINE I,

fz& 2. useri@CVSDEMO.LOCA L (uid 1234, gid 1234) BT XK— M7 L TWBE

&. Cloud Volumes Service Fuser!@CVSDEMO.LOCA L (uid 1234, gid 1234) #BRETETINELHD F
9, Cloud Volumes Service ® 1—HHUSER1@CVSDEMO.LOCA LDBE. I —HIF—HLEFEA (KXF
DUSER1E/NWXFEDuser!) o ZLDFE. V54TV b EDX v =T 71 IILIDRDIBRDAIRTINE
ED
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May 19 13:14:29 centos7 nfsidmap[17481]: nss getpwnam: name
'root@defaultv4iddomain.com' does not map into domain 'CVSDEMO.LOCAL'

May 19 13:15:05 centos?7 nfsidmap[17534]: nss getpwnam: name 'nobody' does
not map into domain 'CVSDEMO.LOCAL'

DA77 e —N—lF. I—H—DRBIZHEZERLTVWINCRETEINELHD £7, £DI:
&. Cloud Volumes Service "&RRT 31— — B LCBHRNISAT Y MIRRENBD xR T BIC
&, ROIEE KR TIHNELHD £9,

* NFSv4.x ID domain. Client:idmapd.conf”7 7 - JL, Cloud Volumes Service I& ldefaultv4iddomain.com]
ZEALTHED. FHTEETSLIEFTETFEHEA. Cloud Volumes Service TNFSv4.1ZER T %15
B. DNSEBER XA VDIDEXA VD, ADRXAVERILICRDLSICERINE T,

s *A—HF L BYEID, *ThiF. ISAT VMR- —LEBREL. F—LY—EXRXT1 v FEBREF
B9 25PERELET, client:nsswitch.conf d—7#J)LpasswdZ 71 JL & groupZ 7 1 ILDOWThH F 7
I$MmA%ZEHA L X9, Cloud Volumes Service Tld. COEEIIHFTINEHAD. BMIBR->TWVBIH
BIXEHBICLDAPHERRICBISINE T,

TN —TRCBEID, *ThUF. ISAT VDT IL—TREREKL. XT—LT—EXXA1 v FEREF
BI35RERELET, clientnsswitch.confd—7)Lpasswd$& & Ugroup7 7 T ILOWIT A F =1l
FHEEHAL X T, Cloud Volumes Service Tld. COEBIIFFRISNTULEREAD. BWZHE->TWVWEIS
BITEFHICLDAPH B ICEMENE T,

IFEAEDZE. V54T DD A—HFEXIVTIL—TD—EIZ Thobodyl HFRINHBE. BE
|ZCloud Volumes Service Y¥NFSZ 54 7> FEITOA—HE/IEZTIN—T DRI R XA VIDDEETT,
DR % EEE S B ICId. LDAPEEARAL T, 54 7> bk Cloud Volumes Service B CA—HE LUV TIL—
TOBRZHERLET,

54T > N TONFSVA1DLFIDX 5 DR
NFSV4A1ZFER L TULRIBE. BIhD LS Ic. NFSMUETRITINZEXFET DY v E VIR EELE T,

Ivar/log/messagesz £ L TNFSv4 IDZHDOME ZHRERIT D LICMR. ZFEAITZICHTETERT
"nfsidmap -I"NFSZ 47> ETORX >V RERITTDE. NFSVAR XA VICEYICYvE>Y T TWsa
—HERARTEINET,

e ziE. 95472 hTHREIN-I— £ Cloud Volumes Service B’NFSVAxY T Y M7 12X T3
. RDESHAR Y RAHEATHET,

# nfsidmap -1

4 .id resolver keys found:
gid:daemon@CVSDEMO.LOCAL
uid:nfs4@CVSDEMO.LOCAL
gid:root@CVSDEMO.LOCAL
uid:root@CVSDEMO.LOCAL

NFSv4.1 IDR XA VICETICY vEYITTNTWAEWI—Y (ZDIFE Mnetapp -user) ) HEILY T ~IC
TIEALTI7AIICTIERLESTBE. Thobody : nobody)] HEIDYHTENET (BEEED

o
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# su netapp-user

sh-4.2$ id

uid=482600012 (netapp-user), 2000 (secondary)
sh-4.2% cd /mnt/nfs4d/

sh-4.2$ touch newfile

sh-4.2$% 1s -la

total 16

drwxrwxrwx 5 root root 4096 Jan 14 17:13 .
drwxr-xr-x. 8 root root 81 Jan 14 10:02 ..
-rw-r--r—-— 1 nobody nobody 0 Jan 14 17:13 newfile
drwxrwxrwx 2 root root 4096 Jan 13 13:20 gtreel
drwxrwxrwx 2 root root 4096 Jan 13 13:13 gtree2
drwxr-xr-x 2 nfs4 daemon 4096 Jan 11 14:30 testdir

Infsidmap -l1 OHEAICIE. I —1 Tpcuser) BRI NFTH. TNetApp-user] IFFRRINFHA. TN
& TIRR—=FRUD—IIL—ILOEZI—Y ( 1655341 ) T,

# nfsidmap -1

6 .id resolver keys found:
gid:pcuser@CVSDEMO.LOCAL
uid:pcuser@CVSDEMO.LOCAL
gid:daemon@CVSDEMO.LOCAL
uid:nfs4@CVSDEMO.LOCAL
gid:root@CVSDEMO.LOCAL
uid:root@CVSDEMO.LOCAL

SMB

"SMB" I&. Microsofth' AR L7c%y hO—20 777l EE7ONIL TS, 2—H/J)L
—JOEREE. 18R, Ov . LUV T7MIILHEEEZ. 1—H Ry bR bT—0%NL
THEBDSMBY 547> MI—TWICRELES, 7717 T72IINAIEHEZE LT
DSAT7Y MIREEINET, HEIZ. TEIEAHETONTAZHRELLD. HE
LARNILDIERZBL TT7 7R %ZHHLIEDTZZENTETF XY, SMBIE. Windows

. Apple. LinuxZ 247> rRYE, COZTOMINEYR—FTBZIEEDISAT VL
ICIRMETEEXY,

Cloud Volumes Service Tld. SMB21ELU3x/N—2a>o O NdID Y R—bENET,

7 Ut ZHfEH SMBEE

* Windows1—1%&h'Cloud Volumes Service 7R 2 —LADT7 I XA %=EKRT 3 . Cloud Volumes
Service I&Cloud Volumes Service BI2ENRE L HEZFER L TUNIX2A—H&ZHEELET,

* AEBUNIXT A T2 T« 7+ « ZANAHS (LDAP) HERE TN TULT. Windows/UNIX—H & A E—D
me. Windows1—H4%(IE. BMOREEZHNBEHETICT1TUNIXA—HFRIIYYvEY T EINnE
o LDAPZBEMICT B &. Active Directoryz R L CA—HA Tz b IIN—TFFTPz ok
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DUNIXBUEDNTX ENE T,

* Windows% EUNIX& D E LEREICHE 5 LI5S IE. Cloud Volumes Service B'LDAPR— LY v E > T D
REEFEATETZLSICLDAPERET ZIHNELHD £ (BM) " [LDAPEFER LIcIEGi®— LA~
wEYTI"M o

* LDAPHAMER TN TLVA WSS, Windows SMB—1(&. Cloud Volumes Service T lpcuser] ¥\W\5%
HIOT 7 4L bOO—AJLUNIXA—HIZYVEYIEINET, DFED'TILFFONIILDONASIRIET
&’ peusericYw F7EINTWB A —H—IZ &K > TWindowsICE FIA XN T 7 1 ILIFUNIXDFREHE
Zpcuser L TRRL £9 C Z Tld'peuserH’LinuxERIE Tld nobody 1 —4'— (UID 65534) &7 > TWLE
¥

SMBDAHDEATIE. lpcusers DIy EVTIEEIESHETBEWTI A WindowsD1—H & JIL—TDRE
EHAELLLRRIN. SMBOADR) 2 —LADNFST I/ RIEHFTShAEW D, EHD FHA. F
7=« SMBOAHDR) 2—ALTIE NFSEHIEFTa7IL7ORIILDRY) 2 —LEREDR) 2 —LANDEH
IEHR—FEINEEA

Windows|d. Active Directory R X > Y hO—5THI1—HHEREEICKerberosZfEAL £9, IS
|Z. Cloud Volumes Service 1 > XA > ADNEBICH ZAD DCE D I—HZ/IINZA T — ROTIEHNNRET
9o KerberossBiE X" \\servername’'UNC/XZAHSMBY 54 7> MC K > TERAINRDZEICERAINE T

* servernamellIZDNS AIA AAAT Y RUDBHB D F

* servernamelZXt 9 3SMB / CIFS7 2V RBEDBMAESPNAFEELET
Cloud Volumes Service SMB7R) 2 —LEEM TR E. TIP3 YOERICK LTI VYT HT Y FEDMER
INFJ " [Cloud Volumes Service h'Active DirectorylZ & D & S ICFRRE15 D' " Cloud Volumes Service

IZEEIDNS (DDNS) ZF#|A L TDNSICWHWEARA/AAAATLY ) EPTRIV M), IV T AV N TS
NILORNBHRSPNIY M) RERT D0, EDI>VT7HITY MEHBSMBEE 7V X/NRICHED T,

@ PTRI > kU %Z{ER T BICIE. Cloud Volumes Service f Y XAV RIPF7 R L ADif5| THEBY
— VBDDNSH—NLEICFEELTVWAHRELRHD £,

7= 21X, T DCloud Volumes Service 7R 1) 2 — LIZFUNCHA /N X N\cvs-east-433d.cvsdemo.local] % {E/H
LXxd,

Active Directory Tld. "RD T > k1) HCloud Volume H—E RICK > TEMINISPNT> ~FJ T,

PS C:\> setspn /L CVS-EAST-433D
Registered ServicePrincipalNames for CN=CVS-EAST-433D,CN=Computers,DC=cvsdemo,DC=local:

HOST/cvs-east-433d.cvsdemo. local
HOST/CVS-EAST-433D

DNSHIG/BRALRDBERIFRDEED T,
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PS C:\> nslookup CVS-EAST-433D

Server: activedirectory. region. lab. internal
Address: 10. xx.0. xx

Name : CVS-EAST-433D.cvsdemo.local

Address: 10. xxx.0. x

PS C:\> nslookup 10. xxx.0. x

Server: activedirectory.region.lab.internal
Address: 10.xx.0.xx

Name: CVS-EAST-433D.CVSDEMO.LOCAL

Address: 10. xxx.0. x

ME|ZIS L T. Cloud Volumes Service ROSMBEE ICX L TSMBEES{b =B EIZEBRTDZ T, &b
ZLOT7 7 AEHEBERTETF T, WINHDIY RKRA Y FTSMBES{EAYR— TN TULERWES
&, 7RISR TNEE A

SMBZI U7X =ERAT S

BEICK->TlE. T RI1—%HCloud Volumes Service TERTAITYI V7 HU Y hEEIBIET 3 Z etz
FalTq LOBRIBEICKRZEDWHDFT, . BICIVRA—HYPADT7IELANIZEHLTE &
HTEEXT., COLOIRHZFIE. SMBITA ) 7 XE{ERTET £ 9,

SMBEENZDI A )7 R%ZERKT 35815, DNSTCNAMEL O— R EMENZHDOZFEBETEET, =L
Z IE"\\cvs-east-433d.cvsdemo.local TIE < "WCIFS' WS &ai %A L THBIC 7 7 X § % hVKerberosid
SR ERT 3EEIXTAAAAAL O— REIEIDNSOCNAMEE BEIZDOR S >V 7 H U Y MIEBIMENTSPN
HKerberos 7 7 A EIBMHELE T
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cifs Properties ? X

Alias (CNAME) Security

Alias name (uses parent domain if left blank):

=

Fully qualified domain name (FQDN):
cifs.cvsdemo.local

Fully qualified domain name (FQDN) for target host:
CVS-EAST-433D.CVSDEMO.LOCAL Browse...

OK Cancel Apply

CNAMEZENM L 73 £ DDNSHIAERDERZRISTRLE T,

PS C:\> nslookup cifs

Server: ok-activedirectory.us-eastd4-a.c.cv-solution-architect-
lab.internal

Address: 10. xx.0. xx

Name : CVS-EAST-433D.cvsdemo.local
Address: 10. xxx.0. x
Aliases: cifs.cvsdemo.local

HLWSPNZEMLEHEDSPNY T DiERE=RICRLET,




PS C:\> setspn /L CVS-EAST-433D
Registered ServicePrincipalNames for CN=CVS-EAST-433D,CN=Computers,DC=cvsdemo,DC=local:
cifs/cifs.cvsdemo.local

cifs/cifs
HOST/cvs-east-433d.cvsdemo. local
HOST/CVS-EAST-433D

N7y b F v TF v TIE. CNAMEICBIE[ T SNSPNZERAL Ty 3 VREBKEMIDTEE T,

431 4.156722 SMB2 308 Negotiate Protocol Response

432 4.156785 SMB2 232 Negotiate Protocol Request

434 4.15818e8 SMB2 374 Negotiate Protocol Response

435 4.160977 SMB2 1978 Session Setup Request

437 4.166224 SMB2 322 Session Setup Response

438 4.166891 SMB2 152 Tree Connect Request Tree: \\cifs\IPC$
439 4.168063 SMB2 138 Tree Connect Response

realm: CVSDEMO.LOCAL
v sname
name-type: KRB5-NT-SRV-INST (2)
v sname-string: 2 items
SNameString: cifs
SNameString: cifs
v enc-part
etype: eTYPE-ARCFOUR-HMAC-MD5 (23)

SMBEREER 17 L2 ~
Cloud Volumes Service Tld. RDEREN Y R— TN "H =" SMBEREEDIBS ©

* LM

* NTLM

* NTLMv2
* Kerberos

SMB:,H\:ﬁJ_,O't’Z@KerberOSm.\nIE‘;\ @Fﬁrq%ﬁi%ﬁé@muniE LAXILT _g—o AESj:DckUSMBBﬁ?'ft,fJ\ﬁ)d]
I TVWBRE. EFallTa LRILAESICAELET,

Cloud Volumes Service Tld. LMB K UNTLMEZEED FMIE#EMHHR— TN TUVE T, KerberosDRED
ELLARWNES (SMBI A U7 ZADERKFRY) « HB7 7t XIEKDHEIEHREREEAZE (NTLMV2AY) (IC7

=NV IEINET, CNEDXANZILIFREMEIMEV . —EBDACctive DirectoryI(RIE TIIEMIC A o
TWET, KOS ASREAENEMICH > TWLT. KerberoshH' Fﬁﬂ]t:;&“;”i NTLERWEE. 74—ILN\v
I BEMREEEAEDN BV, HET7 IV EXIFERBLET,

Active Directory THR— F TN TWBEREEL NILDFRE/RRICOVWTIE. ZBRLTLETVW 'Ry FT—2
¥ 21) 7« : LAN Managers3sE L NJL"

TR ZFFEETIL

NTFS /7 7 1 LR
NTFSH#ER & |d. NTFSOS W UICEMM L7 7AIL ATLAD T 7AILE LV T # LA ICER I N B HER

T9, NTFST77 ¥t X#Eld'Basic’ £ 7=I&’Advanced TER T 7 7t XHIHDIHE (X allow’ & 7=IE[Deny]IZ 5%
ETTEY
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ecstatic-angry-jonarnar Properties

General Publish Share Permissions  Security

Group or user names:

Permissions for Everyone Allow Deny
Full Control bl O
Change ] O
Read = O

(o] ome [

P

ecstatic-angry-jonarnar Properties
General Publish Share Permissions Security

Object name:  WCVS-EAST-433D\ecstatic-angry-jonamar

Group or user names:

a CVS-SVC
‘ Justin Pansi (pansi@cvsdemo local) |

To change permissions, click Edit.

g

Pemissions for Justin Parisi Deny

Full control iy
Modiy

Read & execute
List folder contents
Read

LLL

For special permissions or advanced sattings, chick

Aitarcad Advanced

Cancal

[ |

Apply

v D e

Search ecstatic-angry-jonarnar

Date modified Type Size

This folder is empty.

Destination Folder Access Denied

You need permission to perform this action

= v P L » Network » cifs » ecstatic-angry-jonarnar
Name

3 Quick access

I Desktop =+

¥ Downloads g

% Documents - 4

[&1 Pictures 4

System32 /

= This PC (J

w GFCCache (D2)

¥ Network

ecstatic-angry-jonarnar

«f

Try Again Cancel
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RzHRLTIIEE L,

CNEEEI ST TV ACLOME" HEREZE T IRDHRTE. 77 1ILEBOZWVWT o LI MU EFIER
Ja—LDREMUTHEISITEZRETIE. TEDTA LI MIFIFR) 2a—LOTDOET 71 )LICH
ASNTAERIEMINET, LD, FET77MIILORABRFICERLAWVWT 7t XAEFHER DK
BREERY. FEREBENRETZAREMELHD £,

SMBHBEDtF 21 7 1AE

Cloud Volumes Service TSMB7 7t X ZEHT 3R a—LEZRINER TR IS, TORY 2 —L%ER
EITL-OD—EDBIRBEARTINE T,

Cloud Volumes Service LRJL (UNT#—<I VR FFIFV T R IT7) IZIGL T, ROBREHAHD £,

G RFvTravhk - FTaLUMIERERTTS (CVS-/NT +—T >V RXXCVS - SWOFEA THIBEREE) *Z
DA T aVIESMBY T4 7> FHSMBEBRDRFyFoayv bk« T LI NIICTOECITESZDE
SHEFIEIL £9 (\server\share\~snapshot® 7 & 7=|&Previous Versions 2 7) o 77 # /)L F DEREIFF
ITVIINETARY 2—LDFT T #I)L Mid'~snapshot T« LU R UADT7 Ut X% IERRICLTIESF L
R a—LDOEBION—=3 VR TICRFyTogy bk - AE—ERRINEEA

Snapshot directory visible: Unchecked Snapshot directory visible: Checked
- cvs-parisi (\\CVS-EAST-C2DB) Properties X - covs-parisi (\\CVS-EAST-C2DB) Properties X
General Network Security General Network Secunty
Previous Versions Customize Classification Previous Versions Customize Classification
£ Previous versions come from shadow copies, which are P4 Previous versions come from shadow copies, which are
./ saved automatically to your computer's hard disk. < ./ saved automatically to your computer's hard disk
Folder versions: Folder versions
Narme Date modified Name Date modified
There are no previous versions available + Today (1)
¥ cvs-parisi 2/1/2022 6:56 PM
Openi | Restore |+ Open iv Restore |V
cont ||t o ||

Xxa)ToLDOEBR. NT74+—IXALDER (INSDTAIINAEAVRF ¥ UHBIERRICTS) « £
ISR ELDEBEARDNS. TV RA—HICX L TSnapshot AE—%IERRICT B EHLEEF LWVEELHD X
95 Cloud Volumes Service X+ w 7> 3wy MIGANRDERTHZ7H. CNESDRAFy T3y FHRR
INTLWTH, IVRA—HY—ERFTvFoavbrTa LI MIROT7 7AIILZHBREIIEETZLIET
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"SeBackupPrivilege $ & UFSeRestorePrivilege"s

Security Privilege 1 —HIC1—HZEBIMT 3 & €DI—HIZIESeSecurityPrivilegehMfT 5 ENE T, Ch
& BRED—FDT7 TV /r—>3>A—RX7—XT/RILB 9 "SMBHEE EdDSQL Server's

Backup Users

Provide a comma separated list of domain users or a domain group name that require
elevated privileges to access volumes created by Cloud Volumes Service.

~ Accountnames
administrator,cvs-svc

Security Privilege Users

Provide a list of comma separated domain user accounts that require elevated privileges
to manage security log for the Active Directory associated with Cloud Volumes Service.

~ Accountnames
administrator,cvs-svec
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Backup Operators Properties

General

éll Backup Operators

Members:

Description: ‘ Backup Operators group

&', CVSDEMO\Administrator
& CVSDEMOl\cvs-sve

Remove

OK

RDRIC. T 74 EDBULTINI IL—=TFDIZ b, TT7 I bTEMENZ I—H/JIL—TZRLET,

A—7AJLI BUILTINZ )L—7F

builtin\Administrators*
Builtin\Backup Operators*
HHAABDT X b
Builtin\Power Users D5 &

HAARAHD EAA > 21—

Changes to a user's group membership
are not effective until the next time the
user logs on.

Cancel

Apply Help

T EDXYN—
Domain\Domain Admins D B&
%L

Domain\Domain’" X &

T L

Domain\Domain Users D&

*JI—T X )N—2w FlECloud Volumes Service Active Directory3%#is8E CHITEIS N E T,
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DAY —=IDHS5F TS0 FOEBMVHIR. JIL—XN=29 TOBEIFTEEXFHA T7A4IET
I&. Cloud Volumes Service MBUILTIN\Administrators%/ )L — 2 ¥ Administrator® &hYEIMN I N E ¢, REST
3. ChZZEEITBHCIFTEFEHAS

& computer Management (CVS-EAST-C208) || mame Full Name Deseription I Computer Management [CVS-EAST-C2DE) Nama Desaription
~ 0 iy;tem‘fonls B Adminastrator Buili-in adminitrator accouni = §l System Tools - Built-in Ad!
() Tok Schadler (D Task Scheduler | 4 Users. Al users
. :::n:d Fold . ;:n:di' i : B Guests Built-bn Guests Group
- & ;MM: 25 " i ;hm: i :@Pc\u-(um Restricted adminkstrative privileges
Bl Sessions i sessions | & Backup Oporators Backup Operaters group
! Open Files il Open Files
¥ Local Users and Groups + ¥ Local Users and Groups
. Users 2 Users
| Groups L Groups

*l'l Administrators

Built-in Administrators group

Members:

& Administrator

CVSDEMO\Domain Admins

Changes to a user's group membership

Add... Remove are not effective until the next time the
- - user logs on.
OK Cancel Apply Help
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;{-: Computer Management

- O X
File Action View Help
o= 2FE [ 5 @
& E!omputer Management (CV5-EAST-C2DB) Share Name Folder Path Type # Client Connections Description Actions
v [li systemTools gracs c Windows 0 Shares -
> (B Task Scheduler : - . . ) :
23 cvs-parisi Cevs-parisi Windows b M v »
Event Viewer s ore Actions
; 2 dgeyer-sm... ('.'\dgeyer—smb—test Windows 0
vzl Shared Folders . .
&l ipc$ Windows 2

@ Shares
2 Sessions
| Open Files
& Local Users and Groups
) @! Performance
™ Device Manager
> 28 Storage

> ;ﬂ; Services and Applications
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& Computer Management = O e
File Action VYiew Help

on 5@ = BE

& Computer Management (CVS-EAST-C2DB) User Computer Type # Open Files Connected Time Idle Tim | Actions

v il System Tools &, parisi ok-activedi.  Windows 2 011515 000000 | Sessians -

i
(@ Task Scheduler & pacisi ok-activedi. Windows 3 010108 003258
Event Viewer

v | Shared Folders
g% Shares
. Sessions
. Open Files
* Local Users and Groups
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asymmetric Properties ? X

Published Certificates Member Of Password Replication Dialkin  Object

Security Environment Sessions Remote control
General Address Account Profile Telephones Organization

Remote Desktop Services Profile COM+ Attribute Editor
Attnbutes:

Attribute Value o

name asymmetric

objectCatego CN=Person,CN=Schema,CN=Configuration,

objectGUID de489556-dd7b-43a3-98fa-2722f79d67ed

objectSid S-1-5-21-3552729481-4032800560-2279794

primaryGrouplD 513 = (GROUP_RID_USERS)

pwdLastSet 1/19/2017 1:56:34 PM Eastem Standard Tim

replPropertyMetaData  AttID Ver Loc.USN Org.DSA
|_sAMAccountName __asymmetric |

sAMAccountType 805306368 = ( NORMAL_USER_ACCOUN1

Udumcuser

uidNumber 1207

NFSOZ A4 7> bH5IE. UNIXBEBETEEIH. WindowsZIFEBETEEFH A

# id unix-user

uid=1207 (unix-user) gid=1220 (sharedgroup) groups=1220 (sharedgroup)
# id asymmetric

id: asymmetric: no such user

7 71ILHINFSH'S Tunix-user] E L TEFTIAFNB L. NFSUSA T MO ERDELSBIERICAD F

ERS

sh-4.25 pwd

/mnt/home/ntfssh-4.2$ touch unix-user-file

sh-4.2$ 1s -la | grep unix-user

SEfRe———== 1 unix-user sharedgroup 0 Feb 28 12:37 unix-user-nfs
sh-4.2% id

uid=1207 (unix-user) gid=1220 (sharedgroup) groups=1220 (sharedgroup)
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Windows?Z 541 7> R Tld. 7 71 IILOFREEDIEY)EWindows T—HICHRESN TWA I EZHRTE X
ER

PS C:\ > Get-Acl \\demo\home\ntfs\unix-user-nfs | select Owner
Owner

NTAP\asymmetric

WiZ. Windows1—HHSMBY S 7> kHh'5 Tasymmetricsy TERL7=7 71 IILDHBE. KDTF X MIC
TTLSIC. BYARUNIXFREEDRRINE T,

SMB :

PS Z:\ntfs> echo TEXT > asymmetric-user-smb.txt

NFS

sh-4.2$ 1s -la | grep asymmetric-user-smb.txt

—TWX—————~— 1 unix-user sharedgroup 14 Feb 28 12:43 asymmetric-
user-smb. txt

sh-4.2$ cat asymmetric-user-smb.txt

TEXT
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