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Discover Operators from the Kubernetes community and Red Hat partners, curated by Red Hat. You can purchase commercial software through Red Hat M3
optional add-ons and shared services to your developers. After installation, the Operator capabilities will appear in the Developer Catalog providing a self-s
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‘ OADP Operator E
1.3.0 provided by Red Hat

Channel OpenShift APl for Data Protection (OADP) operator sets up and installs Velero on the OpenShift
platform, allowing users to backup and restore applications.

stable-13 v

Backup and restore Kubernetes resources and internal images, at the granularity of a namespace,
Version using a version of Velero appropriate for the installed version of OADP.

13.0 - OADP backs up Kubernetes objects and internal images by saving them as an archive file on object
storage. OADP backs up persistent volumes (PVs) by creating snapshots with the native cloud
snapshot API or with the Container Storage Interface (CSI). For cloud providers that do not support

Capability level snapshots, OADP backs up resources and PV data with Restic or Kopia.
@ Basic Install

é T e [nstalling OADP for application backup and restore
I

* [nstalling OADP on a ROSA cluster and using STS, please follow the Getting Started Steps 1-3

(O Full Lifecycle ) ) : i
i _ in order to obtain the role ARN needed for using the standardized STS configuration flow via
'_I' Deep Insights OLM
(O Auto Pilot )
® Frequently Asked Questions
Source
Red Hat
Provider
Red Hat
Infrastructure features

Disconnected

Project: All Projects

Installed Operators

Installed Operators are represented by ClusterServiceVersions within this Namespace. For more information, see the Understanding Operators documentation 2
Operator and ClusterServiceVersion using the Operator SDK&'

Name w Search by name /
Name Namespace Managed Namespaces Status
OpenShift Virtualization @ openshift-cnv @ openshift-cnv @ Succeeded

414 4 provided by Red Hat Up to date

OADP Operator @ openshift-adp @ openshift-adp @ Succeeded
1.3.0 provided by Red Hat Up to date

* Package Server @ openshift-operator-lifecycle- @ openshift-operator-lifecycle- @ Succeeded
0.0.1-snapshot provided by manager manager
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Installed Operators Project: openshift-adp +
Pods Key/value secret

'I' Filter w Name = Search by name
Deployments Image pull secret
DeploymentConfigs g Type s. Created Source secret
StatefulSets @ Lo e kubernetes io/dackercfg 1 @ April 2024 10:52 AN Webhook secret
Secrets From YAML

© builder-token-rm4s kubernetes.io/service-account-token 4 @ Apr11,2024,10:52 A

ConfigMaps
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Project: openshift-adp

Create key/value secret

Key/value secrets let you inject sensitive data into your application as files or environment
variables.

Secret name *

cloud-credentials

Unique name of the new secret.
Key *

cloud

Value

| Browse...

Drag and drop file with your value here or browse to upload it

[default]
aws access key id=<Access Key Id of S3 user>

© Add key/value

Create Cancel

CLID 5sg-s3-credentials & WS ZREID>—T Ly M EERRT B ICIE. ROATY REFEARALET,

# oc create secret generic cloud-credentials --namespace openshift-adp --
from-file cloud=cloud-credentials.txt

credentials.txt file contains the Access Key Id and the Secret Access Key of
the S3 user in the following format:

[default]
aws_access _key _id=<Access Key Id of S3 user>

aws, secret _access_key=<Secret Access Key of S$3 user>

* JRIC. VeleroZ&E T B ICI&. [Operators]D FD X = 2 —IEH D 5[Installed Operators]%#ER L. [OADP
Operator]z 2 1) w2 L T. [DataProtectionApplication] ¥ 7 %Z&ER L £ 9,
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Installed Operators
Name w
Workloads
i Name Managed Namespaces Status Last updated Provided APIs
Virtualization ‘ OADP Operator @ openshift-adp ® Succeeded @ Apr11,2024,10:53 AM BackupRepositery

Networking

[Create DataProtectionApplication]z 7 ) w2 L& 9, 7 #—LE 21—T. DataProtection?” 7% —>3>®
ZRIZIBETSEN. T 74N D& FIZFERLEY,

Project: openshift-adp +

nstalled Operators » Operator details
OADP Operator
‘ 13.0 provided by Red Hat Actions w
ServerStatusRequest VolumeSnapshotLocation DataDownload DataUpload CloudStorage DataProtectionApplication

DataProtectionApplications
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spec:
backupLocations:
- velero:
config:
insecureSkipTLSVerify: 'true' ->use this for https communication
with ONTAP S3
profile: default
region: us-east
s3ForcePathStyle: 'True' ->This allows use of IP in s3URL
s3Url: 'https://10.xx.xx.xx' ->Ensure TLS certificate for S3 is
configured
credential:
key: cloud
name: ontap-s3-credentials ->previously created secret
default: true

objectStorage:
bucket: velero ->Your bucket name previously created in S3 for
backups
prefix: demobackup ->The folder that will be created in the
bucket
provider: aws
configuration:
nodeAgent:

enable: true
uploaderType: kopia
#default Data Mover uses Kopia to move snapshots to Object Storage
velero:
defaultPlugins:
- ¢csi ->Add this plugin
- openshift
- aws
- kubevirt ->Add this plugin

* StorageGRID S3% BackupLocationd & UrsnapshotLocation¥ L TERET 27D H > FILYAMLT 7 A
)L**



spec:
backupLocations:
- velero:
config:
insecureSkipTLSVerify: 'true'
profile: default
region: us-east-1 ->region of your StorageGrid system
s3ForcePathStyle: 'True'
s3Url: 'https://172.21.254.25:10443' ->the IP used to access S3
credential:
key: cloud
name: sg-s3-credentials ->secret created earlier
default: true
objectStorage:
bucket: velero
prefix: demobackup
provider: aws
configuration:
nodeAgent:
enable: true
uploaderType: kopia
velero:
defaultPlugins:
- csi
- openshift
- aws

- kubevirt
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° trident-snapshotclass® S N\ JL Z #RE&E L.

* velero.io/csi-volumesnapshot-class=true *Z 2 L T &L,

Networking VolumeSnapshotClasses > VolumeSnapshotClass details

(E® trident-snapshotclass

Storage

ile \Y P c
PersistentVolumes Details YAML Events

PersistentVolumeClaims

VolumeSnapshotClass details
StorageClasses

Name

VolumeSnapshots

trident-snapshotclass

VolumeSnapshotClasses
Labels

~
G’%‘GFD‘ID_.-'CS!-‘.‘ olumesnapshot-c \as.5=ta|e)

VolumeSnapshotContents

VolumeSnapshot#4 7Y =7 FHHIBRENIHBETH. SnapshothMRIFESNZ e xMELE T, ChEITS
Il * deletionPolicy *ZRetainlCFREL £9. £3TRVFEE. R—LAR—AZHIRTD . TDOXR—LA
AR=RIZNY I Ty TENFT-TRTDOPVCHERICKDNEF T,

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: trident-snapshotclass
driver: csi.trident.netapp.io
deletionPolicy: Retain

11




Ll |

VolumeSnapshotClasses » VolumeSnapshotClass details

trident-snapshotclass

Details YAML Events

VolumeSnapshotClass details

Mame

trident-snapshotclass

Labels Edit #

veleroo/csi-volumesnapshot-class=trus

Annotations

1 annotation f

Drniver

csitndent netappao

Deletion policy

Retain

DataProtectionApplicationMER 1. ConciledRREICHR > TWB I #REEL £ 9,

nstalled Operators » Operator details

OADP Operator
‘ 13.0 provided by Red Hat Actionz =

ServerStatusRequest  VolumeSnapshotlLocation DataDownload DataUpload CloudStorage DataProtectionApplication

DataP‘ rotectio nA p pl i CatiQ ns Create DataProtectionApplication
Mame <  Search by name /
Name Kind Status Labels
D velero-dema DataProtectionApplication Condition: Reconciled No labels

OADPH R L — 2 H'%i5 ¢ B BackupStorageLocationZER L £9. THUE/N\w o7 v TOEREFICFERIN
x93,
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Project: openshift-adp

Installed Operators > Operator details
OADP Operator
‘ 1.3.0 provided by Red Hat Actions =

psitory Backup BackupStoragelLocation DeleteBackupRequest DownloadRequest PodVolumeBackup PodVolumeRd

BackupStoragelLocations

Name = Search by name
Name Kind Status Labels
@ velero-demo-1 BackupStoragelocation Phase: Available app-kubernetes.io/component=bsl

app.kubernetes.io/instance=velero-demo-|
app.kubernetes.io/manage..=cadp-oper...
app.kubernetes.io/n... =oadp-operator-ve...
openshiftio/oadp=True

openshiftio/oadp-registry=True

OpenShiftlRIE81t TOVMDF > T > RN I 7 v TOIER

VM®D /Ny 0 7w T OERFIE

VMER (VMXRZT—REVMT 4 XT) DAVTIV RN I Ty THEERT BICIE. [* Backup] X 7% &
w2 LEd, CuCEkb. Nwo7vThARL)Y—2R (CR) BMERENEd, /N\v o7 v FCREZ1ER
TB3EHOHY Y FILYAMLAREESINTUVET, COYAMLEER T3 L. EELIER—LAR—IADVYMLE
ZEDTARIDBINY I Ty TEINET, BMDNTX—RIF. "FFa Xk,

CSIHC & 2T THRIVENYI TV TTBKER) 2a—LDRAF v T3y bHBEREINE T, VMD/\ Y

DT7IVTEEFDTARIDRAFT Y T3y FAMEREN. YAMLTIEESNT=NY I 7w TOBARICKEASH
9, NwIT7v7IE tICIHEESINIB0EMBS XA TLICKD £79,
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apiVersion: velero.io/vl
kind: Backup

metadata:

name: backupl
namespace: openshift-adp
spec:

includedNamespaces:

- virtual-machines-demo

snapshotVolumes: true
storagelLocation:

previously created

ttl: 720hOmOs

velero-demo-1 -->this is the backupStoragelocation

when Velero is configured.

Ny O T Yy TH5ET 9§53 L. [Phase]ll[Completed] & RRTNE T,

Project: openshift-adp
Installed Operators > Operator details

‘ OADP Operator

1.3.0 provided by Red Hat

Details  YAML Subscription Events
Backups
Name = Search by name

Name Kind

@ backupl Backup

Allinstances

Actions =

BackupRepository Backup BackupStoragelocation DeleteBs
Status Labels

Phase: @ Completed

velero.io/storage-location=velero-demo-1

S3TS I 7TV =3 5 FERBLT. ATV RINL—=—SRONY I Ty THEERTEE T, Ny
7Y TDNRE BESNNTY MNNTFL T« v X% (velero/ldemobackup) TRRINET, /\v
27w 7DORBE (R a—LSnapshot, OF. REIYSVDEDMDARZT—RRY) #HERTEXT,

®

TIBCEHTETET,
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Path: / demobackup/ backups/ |backupl/

Name

“|backup1.tar.gz

“velero-backup.json
“llbackup1-resource-listjson.gz
“Jbackup1-itemoperations json.gz
~|backup1-volumesnapshots json.gz
“|backup1-podvolumebackups json.gz
“|backup1-results.gz
“|backupi-csi-volumesnapshotclasses.json.gz
“|backup1-csi-volumesnapshotcontents json.gz
3 backup1-csi-volumesnapshots.json.gz
~|backupi-logs.gz

Size

230.36 KB
3.35KB
1.12KB
600 bytes
29 bytes
29 bytes
49 bytes
426 bytes
143KB
1.34KB
1349KB

Type LastModified

GZ File 4/15/2024 10:26:29 PM
JSON File 4/15/2024 10:26:29 PM
GZFile 4/15/2024 10:26:29 PM
GZFile 4/15/2024 10:26:28 PM
GZ File 4/15/2024 10:26:28 PM
GZ File 4/15/2024 10:26:28 PM
GZ File 4/15/2024 10:26:28 PM
GZ File 4/15/2024 10:26:28 PM
GZFile 4/15/2024 10:26:28 PM
GZ File 4/15/2024 10:26:28 PM
GZ File 4/15/2024 10:26:28 PM

Storage Class

STANDARD
STANDARD
STANDARD
STANDARD
STANDARD
STANDARD
STANDARD
STANDARD
STANDARD
STANDARD
STANDARD

OpenShift Virtualization TOVM®D X7~ 2 —JL/INw 0 7 v TDVERR

2T a— LIRS TNV I Ty TR ERTBICIE. AT a—I)LCRZERTIMRENRHD 3,
27T a—)Lid. BICNY I 7y TZ2ER T 3R ZIBETE croni T30 AT P a—IJLCREERRT 7

HDY > FILYAML,

apiVersion: velero.io/vl
kind: Schedule
metadata:
name: <schedule>
namespace: openshift-adp

spec:
schedule: 0 7 * * *
template:
hooks: {}

includedNamespaces:
- <namespace>

storagelocation: velero-demo-1
defaultVolumesToFsBackup:

ttl: 720hOmOs

true

cronX0 7 *** . Nw o 7w ITHERTERICER NS ZzEKRLET,

NV ITTYTNCEDBRR—LAR=RENY T Ty TORMNEBFADIEESINE T, ZDH. Ny I T v

TCRTIFH<. RT722—)LCRZERAL T, EELIERLCIEE TNy 77y T2 1B L T,

BB LTc AT 2 a—ILIZBEMIBED FT,
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Project: openshift-adp =
nstalled Operators » Operatordetaﬂs

OADP Operator
‘ 1.3.0 provided by Red Hat

toragelocation DeleteBackupRequest DownloadRequest PodVolumeBackup PodVolumeRestore Restore Schedul

Schedules
Mame Search by name_.
Name Kind Status Labels
© schedulel Schedule Phase: & Enabled Mo labels |

NV ITYyTEZDRT S a—)LICKE > TER S . [Backup]® 7 THEERTE £,

Project: openshift-adp

Installed Operators » Operator details

OADP Operator
‘ 1.3.0 provided by Red Hat Actions =

Events Allinstances BackupRepository Backup BackupStoragelocation DeleteBackupRequest DownloadRequest

Ba{:kups Create Backup
MName w Search by name

Name Kind Status Labels

@ schedulel-20240416140507 Backup Phase: InProgress velero.ic/schedule-name=schedulel

velerouo/storage-location=velero-demao-1

INY DT Ty THBEDVMD ) X~ 7
HIiREA

Ny IT7yvTh5) XTI B35EIEE. REAYS UHFEL TV ER—LIAR-IHR > THIRE N LIRE
L&Y,
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BLCR—LAR—=RIZVA T

R LTc/Nw O 7y IHh 5 1) R k73 3ICId. Restore Custom Resource (CR) Z{ER T 3MNENDH D
F9. BEIEURNTIDNY I T Y TDHABIZIEE L. restorePVEtruellBRE T DIHBENH D £9,
BIDNZA—=RIE. "FFaAV s (ERIAREZ>Z) YOI LET,

Project: openshift-adp ~
nstalled Operators > Operator details

OADP Operator
‘ 1.3.0 provided by Red Hat

lest DownloadRequest PodVolumeBackup PodVolumeRestore

Restores

Restore Schedule

ServerStatusRequest

Actions w

VolumeSnay

Create Restore

apiVersion: velero.io/vl
kind: Restore
metadata:

name: restorel

namespace: openshift-adp

spec:
backupName: backupl
restorePVs: true

TI—APRTERTIND . RETS OB FY I 3y MERBROREICU I RT7ENZ eh

OO XTI,

(VMOETRICNY I T v ITHMERINTIBE. N o7 v IhEVMED) I RNTT3

. DA RT7ENIVMAES L TRITREICED FT) o VMARILR—LAR—RICVZA T EINE

ER

Project: openshift-adp +
Installed Operators » Operator details

OQADP Operator
‘ 1.3.0 provided by Red Hat

est DownloadRequest PodVolumeBackup PodVolumeRestore

Restores

Name = Search by name
Name Kind
@ restorel Restore

Actions =
Restore Schedule ServerStatusRequest VolumeSi
Create Restore
Status Labels

Phase: @ Completed
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BDR—LZAR—=ZAADY) R T

VMZERID R —LZAR—XIZ) X M7 3IC1E. Restore CRDYAMLE F TnamespaceMappingZ 185E L
x£7,

ZKRDYAMLT 71 IILDOFITIE. /\w 2 7w Fhivirtual-machines-demo — L AR— R ICER SNz &
I« VMEZEDT 1 X % virtual-machines-demo — L AR—XIZ) X b 7§ % f=® DRestore CRHME
BENnEd,

apiVersion: velero.io/vl
kind: Restore
metadata:
name: restore-to-different-ns
namespace: openshift-adp
spec:
backupName: backup
restorePVs: true
includedNamespaces:
- virtual-machines-demo
namespaceMapping:

virtual-machines-demo: virtual-machines

TI—IADRTERTIND &, RETOODRFyv T3y MEBEOREICUX R T7EINnfzZeh
LD FET, (VMOETHRIC/NYI Ty ITHMERESNIZIHZE. NI T7vTITHhEVME U I RT3
o DART7EINEVMDEEIL TRITRREICAED £9) o YAMLTIEESINIHDR—LAR—XIZVM
HKURRTENET,

©
I Project: virtual-machines « I
VirtualMachines
Y Filter = Name -  Search by name.. i m 1-1cf1
Mame T Status Conditions MNode
@ rhel9-demo-vm2 & Running @ ocp-workerl
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MORAL—=D0ZZADYY X NT

VelerolZld. JSONNNwFEIEEL T X MFRICVY —REZEY 3 —MRNBHEENAEINTULE
o JSOND/NYFlE. URRTHEIC)Y —RIZBERINE T, JSON/VY FlEConfigMap TIEE &

.. ConfigMapldrestore AY > R TBREINET, COMEEZFERTZ L. IIOX ML —J 05X %(E
BHALTURNT7HRITTEEY,

ROBITIE. RETS Y DOEREFICONTAP-NASE T4 ZVDA ML= SR LTERLTVLWE
To backuplE WS HBIDREITS DNy I 7y THEREINE T,

Project: virtual-machines-demo ~

VirtualMachines » VirtualMachine details

@D rhel9-demo-vm]1 & ruming P vAML Actions ¥
Overview Details Metrics YAML Configuration Events Console Snapshots Diagnostics
Disks®
Disk:
Add disk
Sk
Y Filter = Sear y name (D Mount Windows drivers disk
ng
Name 1 Source Size Drive Interface Storage class
Env
cloudinitdisk Other = Disk
diskl @ hel9-demo-vmi- 3175 GiB Disk virtio ontap-nas
diskl
rootdisk @D rhei9-demo-vmi 3175GiB Disk virtio ontap-nas
bootable

Project: openshift-adp +

Installed Operators > Operator details

OADP Operator
‘ 1.31provided by Red Hat Actions =

Details YAML Subscription Events Allinstances BackupRepository Backup BackupStoragelLocation DeleteBackt

H

Backups

Name w
Name Kind Status
@ backup! Backup Phase: @ Completed

VMZHIFRL T. VMO#EXRZ> I aL—bLET,

MDA L =225 (ontap-nas-ecoX FL—C 05 RAE) ZERALTVMZ ) XA ST T 3ICIE &R
D2ODFIEZEITTIHENLRHD X7,

ATv 1
D LS. OpenShift-ADPR—LZAR—RICHEET Y7 (A>Y—IL) ZERLET,

A7) =22 a3y brOKSICEEAZANILE T,
F— L X R— X% EIR : OpenShift-ADP
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name : change-storage-class-config ((EED&RIZIEETIT X))
& — ! change-storage-class-config.yaml :

fig :

20

version: vl
resourceModifierRules:
- conditions:
groupResource: persistentvolumeclaims
resourceNameRegex: "“rhel*"
namespaces:
- virtual-machines-demo
patches:
- operation: replace
path: "/spec/storageClassName"

value: "ontap-nas—-eco"

Pods Project: openshift-adp +

Deployments

Edit ConfigMap

DeploymentConfigs
StatefulSets
Secrets Configurevia: ® Form view YAML view

ConfigMaps
Name *

CronJobs je-st J€ g

A unique name for the ConfigMap within the project
Jobs .
DaemonSets

ReplicaSets

ReplicationControllers

HorizontalPodAutoscalers

PodDisruptionBudgets Key *
change-storage-class-configyam
Virtualization

Value

Overview

Catalog Drag and drop file with your value here or browse to upload it
version: v1
VirtualMachines resourceModifierRules:

- conditions:
Templates

Seidniie i biiiibdiidminiindhoidoniibiiind otk

InstanceTypes © Add ke

Config maps hold key-value pairs that can be used in pods to read application config

REXYTATOT I MIRDELSICHEDET (CLI) o




# kubectl describe cm/change-storage-class-config -n gpenshift-

adp
Name : change-storage-class-config

Namespace: openshift-adp

Labels: velero.io/change-storage-class=RestoreltemAction

velero.io/plugin-config=
Annotations: <none>

Data

change-storage-class-config.yaml:
version: vl
resourceModifierRules:
- conditions:
groupResource: persistentvolumeclaims
resourceNameRegex: "“rhel*"
namespaces:
- virtual-machines-demo
patches:
- operation: replace
path: "/spec/storageClassName"
value: "ontap-nas-eco"

BinarXData

Events: <none>

CORER Y LlEF. VAT OERERC) Y —2EMFIL—ILZBHALEFJd. RHELTIED IARTDK
BiR) 2a—LBRICH LT, RhL—20 5 X% %ontap-nas-ecolCBEZ MR 2Ny FEERALET,

ATy T2

VM%) Z b7 3IClE. VeleroCLIS XD IAXY Y REFERLE T,

#velero restore create restorel --from-backup backupl --resource

-modifier-configmap change-storage-class-config -n openshift-adp

VMA, X kL —29 5 Rontap-nas-ecoz L TERINTcT 1+ RV EALR—LRAR—XIZU X b
TEINET,
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Project: virtual-machines-demo
Disks ®
Disk
Add disk
Network f
Y Filter « Sear v name. Mount Windows drivers disk
hedt ]
Name 1 Source Size Drive Interface Storage c...
Environment
cloudinitdisk Other - Disk
Scrint
ki disk1 m rhel9- 3175 GiB Disk virtio ontap-nas-eco
jemo-
rootdisk @ rhel9- 3175 GiB Disk virtio ontap-nas-eco
bootable demo-vml

Veleroz=ERL7=/\N\wv o7 v )X b7 OHIR

NI Ty TREIBRLET
OCCLIW—ILEFELT. 47T RIL—SF— 258 ETIC/N Yo7 v FCREBIBRTE 7,

oc delete backup <backup CR name> -n <velero namespace>

Ny 2O 7y TCRZHIFRL. BAETZATISTIRIML—STF—42%HIBRT 5121, Velero CLIY —)L%Z{E
BLEY,.

DFIEICK>TCLIZAT>O—RLET, "VeleroRF a2 XAk

Velero CLIZ{ER LT, )XODELETEOXY Y RZEFTLET,

velero backup delete <backup CR name> -n <velero namespace>

Velero CLIZERA LTV XM 7CRZHIRTRZEHTEET,

velero restore delete restore --namespace openshift-adp

OCOVN Y REUIZEALTYRM7CRZHIFTE XS,

oc delete backup <backup CR name> -n <velero namespace>
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