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MetalLB O— kNS> XAM—JLLET

1. MetalLB YUY —X &4 >O—RFLZE T,

[netapp-user@rhel’7 ~]$ wget

https://raw.githubusercontent.com/metallb/metallb/v0.10.2/manifests/name
space.yaml

[netapp-user@rhel’7 ~]$ wget

https://raw.githubusercontent.com/metallb/metallb/v0.10.2/manifests/meta
11b.yaml

2. 774)L metallb.yaml | Z#R&EL. [ pec.template.spec.securityContext | Z 1> FO—FEBE XE
— 71— DemonSet B S5HIBRL £ 9

° HIFR9 B178 ¢

securityContext:
runAsNonRoot: true
runAsUser: 65534

3. 'metallb-system' | R—LAR—IAEZERLFT,

[netapp-user@rhel’7 ~]$ oc create -f namespace.yaml
namespace/metallb-system created

4. MetalLB CR Z1ER L £ 7



[netapp-user@rhel’7 ~]$ oc create -f metallb.yaml
podsecuritypolicy.policy/controller created
podsecuritypolicy.policy/speaker created

serviceaccount/controller created

serviceaccount/speaker created
clusterrole.rbac.authorization.k8s.io/metallb-system:controller created
clusterrole.rbac.authorization.k8s.io/metallb-system:speaker created
role.rbac.authorization.k8s.io/config-watcher created
role.rbac.authorization.k8s.io/pod-lister created
role.rbac.authorization.k8s.io/controller created
clusterrolebinding.rbac.authorization.k8s.io/metallb-system:controller
created
clusterrolebinding.rbac.authorization.k8s.io/metallb-system: speaker
created

rolebinding.rbac.authorization.k8s.io/config-watcher created
rolebinding.rbac.authorization.k8s.io/pod-lister created
rolebinding.rbac.authorization.k8s.io/controller created
daemonset.apps/speaker created

deployment.apps/controller created

5. MetallB RE—H%#HRET BHIIC. AE—7H DemonSet DFRIFMEEZSZ T, O—RNSVHEFESE
BI-OICNBRRY N T—UREERITTETSLIICLET,

[netapp-user@rhel7 ~]$ oc adm policy add-scc-to-user privileged -n
metallb-system -z speaker
clusterrole.rbac.authorization.k8s.io/system:openshift:scc:privileged
added: "speaker"

6. TmetallB- > X T L] F—LAR—ZXICZ T ConfigMap 1 Z1ERL T. MetallB ZREL £,



[netapp-user@rhel’7 ~]$ vim metallb-config.yaml

apiVersion: vl

kind: ConfigMap

metadata:
namespace: metallb-system
name: config

data:
config: |

address-pools:

- name: default
protocol: layer?
addresses:

- 10.63.17.10-10.63.17.200

[netapp-user@rhel’7 ~]$ oc create -f metallb-config.yaml
configmap/config created
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1. F5 Application Services 3 #REEREZ 7 >~ X b —JL L T, big-IP > AT LDEH AT Y R TIEH < JSON
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2. F5BIG-IP X7 ALlCAY 1 > L. iApps > Package Management LX (C#&1L T. Import (1 >R—k
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B[ T77MILDER]| ZV Vw2 LT, AU >O—RLASIRPM 7 71 I)L%#EIRL. [OK|Z2 ) wvoL
T. [Zy7O—-KR1%Z2UvILET,

Import Package

I File Name | Choose File | f5-appsvcs-3.30.0-5.noarch.rpm

Cancel || Upload |

4. AS3 HLERISREDNERICA Y A b—ILEShicC e 2R L F T,
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3. JRIZ. OpenShift ¥ X7 L YL BIG-IP ¥ X T LBDBEICKER)Y —X =B LET, £9. OpenShift
SDN D7z ®D BIG-IP & X7 LIC VXLAN > R)ILA 2B —T 24 A%Z{E L. OpenShift & BIG-IP —
NS B> IV ZERR L £9 . Network > Tunnels > Profiles & i&. Create %% ') w4 LT Parent
Profile & VXLAN ICEREL. 75 v T+« >4 Type % Multicast ICEREL £9, 7O7 71 IILD&ABIE AL

L. [ET1Z2UvILET,

Mafwoaic o Tunnals @ Profiles : VILAM o Mew VIOLAN Profile

=

Parend Profie wlin w
Description [

Settings Custom [
] ATER C
Flaading Type Milticas_ w [+]

Cancel | Repeal || Finihod

6. Network > Tunnels > Tunnel List £3#. Create Z71J)w2 LT, boXRILO&BIEO—AHILIP 7KL
2EANILET, FIOFIETIER LI b2 TOT77AILE&ERL. [T 1227V v o LET,

Network » Tunnels : Tunnel List »» New Tunnel...

Configuration
I Name | openshift_vxian |
Description | |
Profile wxlan-multipoint R
I Local Address [ 10.63.172.239 |
Secondary Address _'.ﬁ,ny v:
Remote Address Any w
Mode Bidirectional
Use PMTU Enabled
TOS | Preserve
Auto-Last Hop [Default  ~|
Traffic Group [Maone |

| Cancel || Repeat || Finished |

7. U5 2AXEBEMER T Red Hat OpenShift 7 5 X&IlcOJ 1> LE T,

8. F5 BIG-IP H#—/\® OpenShift ICTRZA TRy FEERLEFT. COHY TRy b OpenShift 75 X
AD5 F5BIG-IP H—/NICHEERL F 9o RA M TRy b YAMLEERZXZ U >YO—RLFT,



wget https://github.com/F5Networks/k8s-bigip-
ctlr/blob/master/docs/config examples/openshift/f5-kctlr-openshift-
hostsubnet.yaml

9. RRAMY TRy FT771)L%MREL. OpenShift SDN @ BIG-IP VTEP (VXLAN k> %JL) IP ZEL
7,

apiVersion: vl
kind: HostSubnet
metadata:
name: fb5-server
annotations:
pod.network.openshift.io/fixed-vnid-host: "QO"
pod.network.openshift.io/assign-subnet: "true"
# provide a name for the node that will serve as BIG-IP's entry into the
cluster
host: f5-server
# The hostIP address will be the BIG-IP interface address routable to
the
# OpenShift Origin nodes.
# This address is the BIG-IP VTEP in the SDN's VXLAN.
hostIP: 10.63.172.239

() CEROBBICELT. hostP Ar OEEEELEL £,

10. HostSubnet VY —XZ{ER L £,

[admin@rhel-7 ~]$ oc create -f f5-kctlr-openshift-hostsubnet.yaml

hostsubnet.network.openshift.io/f5-server created

M. F5BIG-IP Y —N\NABICERINZARIA N TRy FOISXAZIP YTy FEEEZERELE T,



[admin@rhel-7 ~]$ oc get hostsubnet

NAME HOST HOST IP
SUBNET EGRESS CIDRS EGRESS TIPS

f5-server f5-server 10.63.172.239
10.131.0.0/23

ocp-vmw-nszws-master-0 ocp-vmw-nszws-master-0 10.63.172.44
10.128.0.0/23

ocp-vmw-nszws-master-1 ocp-vmw-nszws-master-1 10.63.172.47
10.130.0.0/23

ocp-vmw-nszws-master-2 ocp-vmw-nszws-master-2 10.63.172.48
10.129.0.0/23

ocp-vmw-nszws-worker-r8fh4 ocp-vmw-nszws-worker-r8fhi 10.63.172.7
10.130.2.0/23

ocp-vmw-nszws—-worker—-tvr46 ocp-vmw-nszws-worker—-tvr46 10.63.172.11
10.129.2.0/23

ocp-vmw-nszws-worker-wdxhg ocp-vmw-nszws-worker-wdxhg 10.63.172.24
10.128.2.0/23

ocp-vmw-nszws-worker-wg8r4 ocp-vmw-nszws-worker-wg8r4 10.63.172.15
10.131.2.0/23

ocp-vmw-nszws—-worker-wtgfw ocp-vmw-nszws-worker-wtgfw 10.63.172.17

10.128.4.0/23

12. F5 BIG-IP % —/NICXH &9 D OpenShift D7R X k4T Ry REEFEOD IP 2R L T. VXLAN OpenShift £
ICEC2 IPZ1ERRLEJ, F5BIG-IP > XFALICOJAM> L. [y bT—2 P[BC IP]DIEISERL. [
B 122Uy I LET, F5BIG-IIP RX M TRy FRICER SNV S AZIPH TRy DS IP%E
AAIL. VXLAN b RIILEZFBIRLT. EOMOFEMEASILET, [T 12V I LET,

Metwork » Self IPs » Mew Self IP...

Configuration
Name | 10.131.0.60 |
IP Address | 10.131.0.60 |

Netmask | 255.252.0.0 J

VLAN / Tunnel openshift_vxla v

Port Lockdown Allow Al |

T crop g o bt e L

Service Policy 'None ~|

| Cancel || Repeat || Finlshed



13. CIS THREHLVFERT S F5BIG-IP Y RFTLICN—FT 14> a>EERLET. [YRTLP[I— ]
N—=—TFTa>2a>Y)IAMDIBEISERL. [ERR ] Z2U vy o LTERZAADLES, [T 122U voL
x93,

System » Users : Partition List »» New Partition...

Properties

I Partition Name oCp-VImw

' Partition Default Route Domain 0 v |

Description
|

(] Extend Text Area
(J Wrap Text

Redundant Device Configuration

: ' & Inherit device group from root folder
Device Group
None »
' @ Inherit traffic group from root folder
Traffic Group ol 0.p QRO
traffic-group-1 (floating) W

() csTERINZA-F1L a3 THEHTRELAVC L6 LET.

14. OperatorHub DA RL —2%EFEAL TF5BIG-IIPCIS 1 > X h—JLL £ 9, cluster-admin {&ER% 5D
Red Hat OpenShift 7 5 X &0 1> L. F5BIG-IP > XFLO4 VI LToovIILEFERBLTY—
7 l/“/ I‘%ﬂfﬁ‘z L/ 333_0 Cntijf\f’ b_aa)ﬁﬁj:ﬂEli%{q:_cjo



[admin@rhel-7 ~]$ oc create secret generic bigip-login -n kube-system
-—-from-literal=username=admin --from-literal=password=admin

secret/bigip-login created

15. F5CISCRD #1 Y X h—JLL %,

[admin@rhel-7 ~]1$ oc apply -f
https://raw.githubusercontent.com/F5Networks/k8s-bigip-
ctlr/master/docs/config examples/crd/Install/customresourcedefinitions.y
ml

customresourcedefinition.apiextensions.k8s.io/virtualservers.cis.f5.com
created
customresourcedefinition.apiextensions.k8s.io/tlsprofiles.cis.f5.com
created
customresourcedefinition.apiextensions.k8s.io/transportservers.cis.f5.co
m created
customresourcedefinition.apiextensions.k8s.io/externaldnss.cis.f5.com
created
customresourcedefinition.apiextensions.k8s.io/ingresslinks.cis.f5.com
created

16. [JBEF P[EEF/N\TICBHL. ¥—7— R F5 &2 L T. F5 Container Ingress Service 2 /L% &
DwoLFxT,

OperatorHub
Discover Operators from the Kubemetes community and Red Hat partners, curated by Red Hat. You can purchase commercial software
F ! Ll
throwgh Red Hat Marketplace & You can install Operators on your clusters to provide optional add-ons and shared services to your
developers. After installation, the Operator capabilities will appear in the Developer Catalog prowiding a self-service experience
| Ainen All Items
rc litermns
Al Machine Leamning -
Application Runtirme
Big Data
Cloud Provider
@
Database
Developer Taols F& Cantairer Ingress Services
Development Tools
Drivers And Plugins Operator to install FS Contai

Ingress Senvices '-MI:I -l." Eai-\_"'“'
& " L
Integration & Deltvery d

Lagging & Tracing
Modemization & Migration

Monitoring
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7. ARL—2EHREHH. [TYA—IL]1EZIVYILFT,

@ F5 Container Ingress Services

18.0 provided by F5 Metworks inc

Latest version
1.8.0

Capability level
& Basic Install
1
Seamiess Upgrades
¥
Full Lifecycle
!
() Deep Insights
1
[} Auta Pilat

Provider type
Certified

Provider
F5 Networks Inc.

Repository
https:fgithub.com,/ FSMet
works kBs-bigip-ctlr

Container Image

registry.connect redhat.co
myfSnetworks/k8s-bigip-

18. Install Operator (A RL—Z®D41 > X b—)L) BEET.

Introduction

This Operator installs F5 Container Ingress Senvices (C15) for BIG-IP in your Cluster. This enables to
configure and deploy CIS using Helm Charts,

FS Container Ingress Services for BIG-IP

F5 Container Ingress Sendces (C15) integrates with container orchestration erdronments to
dynamically create L4/LT services on FS BIG-IP systerns, and load balance netwark traffic across the
services. Monitoring the orchestration API server, CIS is able to modify the BIG-IP systemn configuration
based on changes made to containerized applications,

Documentation

Refer to FS documentation

+ CIS on OpenShift (httpsf/clouddocs f5.comycontainers/latest/userguide fopenshift/) - OpenShift
Routes (https:jiclouddocs f5.comyfcontainers/latest /userguide,routes. hitmil )

Prerequisites

Create BIG-IP login credentials for use with Operator Helm charts. A basic way be,

oc create secret generic «<SECRET-MAME: -n kube-system --from-literal=usernames=<USERN
AME> - -from-literal=password=<PASSWORD»

T. Install (1> b—JL) ZOUvILET,

TIAILRDINGA—=AEIRTEDEFFICL
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Operatorbiub  »  Operator Installation

Install Operator

Install your O L cribing te 1 o el Iy |
iLes
Update channel * @ F5S Container Ingress Services
@ beta provided by FS Metworks Ing
Prowvided APis
Installation modse *
FSEi th
& Al namespaces on the chuster {default) @ e
Operator will be available in all Namespaces This CRD provides kind Fsaiglpitlr to
O Aspecific namespace on the cluster configure and deploy F5 BIG-IP
Operator will be available in b single Namespace only Controller

Inatalled Mameapace ®
G cpenshift-operators -
Approval strategy

@ Automatic

O Marazal

19. ARL =2 DA > X b—LIZIZFELDDD F 7,

@ FS Container Ingress Services
1.8.0 provided by FS Networks Inc.

Installing Operator
The Operator is being installed. This may take a few minutes.

View installed Operators in Namespace openshift-operators

20. ARL =ML A b=)LENB . [Installation Successful ] WS XwvtE—IHARRINFET,

2. [BEFPI[AYAM=ILEINTVWEEREFICBH L. [F5BiglpCtir] 1 )LD TFIZ4H 3 [F5 Container
Ingress Servicel z2Z w2 LT, [1YRREZVADER 120w I LET,
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Project: openshift-operators

Installed Operators * Operator details

@ F5 Container Ingress Services
1.8.0 provided by F5 Networks Inc.

Details YAML  Subscription  Events  F5BiglpCtlir

Provided APIs

=118 F5BiglpCtir

This CRD provides kind F5BigIpCtlr to
configure and deploy F5 BIG-IP
Controller.

(® Create instance

22. YAML View Z271) w2 L. BRBENSA—2EEBHLI-EBTRORBREZEDHITE T,

LTFDIND X—4 T bigip_dpartition 1 « [ OpenShift ] SDN_NAME J . [ bigip_url
@ 1« T bigip_login_secret | ZB#H L T. ABZIE—J3FIcty b7 v TDEZ RS
T£7,
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23.

14

apiVersion: cis.f5.com/vl1
kind: F5BigIpCtlr

metadata:

name: f5-server

namespace: openshift-operators

spec:

args:

log as3 response: true
agent: as3

log level: DEBUG

bigip partition: ocp-vmw
openshift sdn name: /Common/openshift vxlan
bigip url: 10.61.181.19
insecure: true
pool-member-type: cluster
custom resource mode: true
as3 validation: true

ipam: true

manage configmaps: true

bigip login secret: bigip-login

image:

pullPolicy: Always
repo: fS5networks/cntr-ingress-svcs
user: registry.connect.redhat.com

namespace: kube-system

rbac:

create: true

resources: {}

serviceAccount:

create: true

version: latest

COAVTFIUVERD[ITIES. [ER1 22U v o LET. ChICED. CIS Ry R kube-system %

BIZICAI YA —ILENFET,

Pods
T Filter

Mame

®

- Name = Sl T |

1 Status Ready Restarts Cwmner Memory

&
©
«]

CPU



Red Hat OpenShift (. T 7 #J)LFT. LTA—RNSIVIDIL—FENLTH—ER
NI RIALETIRBLE T, $HAIAAD OpenShift L—RIE. TNE5DIL—FD ST
AVIDT RNZAZLNBETVET, 2L AEBF5BIG-IP Y X7 LENLTIL—
FaHR—bTBLSICF5CISEZBRTZICHTEET, COVXT LK #BIIL—4
CLTEITTRIEH. BEHRRXME OpensShift L—RICKHZHDTHHD £9, CIS
(D) 1. OpenshiftL— F@JL—% & LTHEET B BIG-IP & X7 L Ic{RAEF — NEfERLL |
BIG-IP 37 RNBZA XAV NE NS T4 v II—FT4 I FMIBLET, COMEEERM
ICTBTODNTA—=RIZDVTIE. MORFa X bEBBLTLLIETVL, TN5D/N
S X—A|&. APPS/v1 APl @ OpenShift Deployment )Y —XICH L TEHZINTUVE
9o L7=h>T. F5BiglpCtlr U Y —X cis.f5.com/v1 APl TCN5%ZFERATIHEEIE. /NT
X—BRIINATY () ZTYA—RA7 () ICBEHRIET,

24. CIS )Y —XDIERICE TIN5 I8ICIL 'IPAM:true' & 'custom_resource_mode:true' B'&H D £ N 5D
INTA—=RIF'IPAM OV FO—Z 8D CISHiEZBMCT BT=HICHETIF5 IPAM Y —X={ER L

T'CIS TIPAMBIENBMICHE>TWEH e ZHERLET

[admin@rhel-7 ~]$ oc get fS5ipam -n kube-system

NAMESPACE NAME AGE
kube-system ipam.10.61.181.19.ocp-vmw 43s

25. F5|IPAM > bO—JICREBLRY—EXT7HT Y b, O—JL. BLUVO-INL Y REERL F
9o YAML 7 71 IILZ1ERL L. RORBEED T £,
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[admin@rhel-7 ~]1$ vi f5-ipam-rbac.yaml

kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/vl
metadata:

name: ipam-ctlr-clusterrole

rules:
- apiGroups: ["fic.f5.com"]
resources: ["ipams","ipams/status"]
verbs: ["get", "list", "watch", "update", "patch"]

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: ipam-ctlr-clusterrole-binding
namespace: kube-system
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: ipam-ctlr-clusterrole
subjects:
- apiGroup: ""
kind: ServiceAccount
name: ipam-ctlr
namespace: kube-system
apiVersion: vl
kind: ServiceAccount
metadata:
name: ipam-ctlr

namespace: kube-system

26. )Y —zELE T,

[admin@rhel-7 ~]$ oc create -f fb-ipam-rbac.yaml
clusterrole.rbac.authorization.k8s.io/ipam-ctlr-clusterrole created
clusterrolebinding.rbac.authorization.k8s.io/ipam-ctlr-clusterrole-

binding created
serviceaccount/ipam-ctlr created

27. YAML 7 71 )L %= B L. TEE®D F5 IPAM BEREZZEDHITEJ.
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@ LUF D spec.template.spec.containers [0] D ip-range /N T X—2%ZB#H L T. REICHET
% ipamLabel ¥ IP 7 R L R&EHZRMRETEE T,

IPAM > bO—SHAERINEHELS IP 7 RLRAZERE L TEDHTRICIE
@ ipamLabels[rangel' HLU range2 ZUTDHIITRL FT ] H 'LoadBalancer D H —
EXISEFRZAT2HBELNHD XS

[admin@rhel-7 ~]1$ vi f5-ipam-deployment.yaml

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
name: f5-ipam-controller
name: f5-ipam-controller
namespace: kube-system
spec:
replicas: 1
selector:
matchLabels:
app: fb-ipam-controller
template:
metadata:
creationTimestamp: null
labels:
app: fb-ipam-controller
spec:
containers:
- args:
- —-orchestration=openshift
- —--ip-range='{"rangel":"10.63.172.242-10.63.172.249",
"range2":"10.63.170.111-10.63.170.129"}"
- —-log-level=DEBUG
command :
- /app/bin/f5-ipam-controller
image: registry.connect.redhat.com/f5networks/f5-ipam-
controller:latest
imagePullPolicy: IfNotPresent
name: f5-ipam-controller
dnsPolicy: ClusterFirst
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}
serviceAccount: ipam-ctlr

serviceAccountName: ipam-ctlr

17



28. F5|IPAM > hO—SEBZERL F£9,

[admin@rhel-7 ~]$ oc create -f fbh-ipam-deployment.yaml

deployment/f5-ipam-controller created

29. F5IPAM J> bO—5Ry RARTENTVWE e 2R L FT,

[admin@rhel-7 ~]$ oc get pods -n kube-system

NAME READY STATUS

AGE

f5-ipam-controller-5986cff5bd-2bvno 1/1 Running
30s

f5-server-£f5-bigip-ctlr-5d7578667d-gxdg] 1/1 Running
14m

30. F5 IPAM X ¥ —<I%{ER L £ 9,

REE

[admin@rhel-7 ~]$ oc create -f

https://raw.githubusercontent.com/F5Networks/f5-ipam-
controller/main/docs/ static/schemas/ipam schema.yaml

1. LoadBalancer 21 7O —E X ZEHRLET

18
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[admin@rhel-7 ~]$ vi example svc.yaml

apiVersion: vl
kind: Service
metadata:
annotations:
cis.f5.com/ipamLabel: rangel
labels:
app: f5-demo-test
name: f5-demo-test
namespace: default
spec:
ports:
- name: f5-demo-test
port: 80
protocol: TCP
targetPort: 80
selector:
app: fb-demo-test
sessionAffinity: None
type: LoadBalancer

[admin@rhel-7 ~]1$ oc create -f example svc.yaml
service/f5-demo-test created

2. IPAM > bO—FHANEIP ZEDHTHINESHERRLE T,
[admin@rhel-7 ~]$ oc get svc

NAME TYPE CLUSTER-IP EXTERNAL-IP
PORT (S) AGE

f5-demo-test LoadBalancer 172.30.210.108 10.63.172.242
80:32605/TCP 27s

3. BABEEZER L. /ER L7 LoadBalancer H—E X ZFAL X7,
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[admin@rhel-7 ~]$ vi example deployment.yaml

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
app: fb5-demo-test
name: f5-demo-test
spec:
replicas: 2
selector:
matchLabels:
app: fb5-demo-test
template:
metadata:
labels:
app: fb5-demo-test
spec:
containers:

- env:
— name: service_name

value: f5-demo-test
image: nginx
imagePullPolicy: Always
name: f5-demo-test

ports:
- containerPort: 80

protocol: TCP

[admin@rhel-7 ~]1$ oc create -f example deployment.yaml

deployment/f5-demo-test created
4. Ry RRERITEINTVEIHESHZHERLFT.

[admin@rhel-7 ~]$ oc get pods

NAME READY STATUS RESTARTS AGE
f5-demo-test-57c46£6£98-47wwp 1/1 Running 0 27s
f5-demo-test-57c46f6£98-c12m8 1/1 Running 0 27s

S. W9 BREBH —/\H. OpenShift @ LoadBalancer X1 7Dt —E XAIC BIG-IP & X F LICIER TN T
WBHESHhEREEL 9. Local Traffic > Virtual Servers > Virtual Server List DJBEICEIRL £9

20



Local Traffic
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