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‘ OADP Operator E
1.3.0 provided by Red Hat

Channel OpenShift APl for Data Protection (OADP) operator sets up and installs Velero on the OpenShift
platform, allowing users to backup and restore applications.

stable-13 v

Backup and restore Kubernetes resources and internal images, at the granularity of a namespace,
Version using a version of Velero appropriate for the installed version of OADP.

13.0 - OADP backs up Kubernetes objects and internal images by saving them as an archive file on object
storage. OADP backs up persistent volumes (PVs) by creating snapshots with the native cloud
snapshot API or with the Container Storage Interface (CSI). For cloud providers that do not support

Capability level snapshots, OADP backs up resources and PV data with Restic or Kopia.
@ Basic Install

é T e [nstalling OADP for application backup and restore
I

* [nstalling OADP on a ROSA cluster and using STS, please follow the Getting Started Steps 1-3
in order to obtain the role ARN needed for using the standardized STS configuration flow via
OoLM

(O Full Lifecycle
|
(O Deep Insights

I
(O Auto Pilot )
® Frequently Asked Questions

Source

Red Hat

Provider

Red Hat

Infrastructure features

Disconnected

Project: All Projects +

Installed Operators

Installed Operators are represented by ClusterServiceVersions within this Namespace. For more information, see the Understanding Operators documentation 3
Operator and ClusterServiceVersion using the Operator SDK &

Name w Search by name /
Name Namespace Managed Namespaces Status
OpenShift Virtualization @ openshift-cnv @ openshift-cnv ®© Succeeded
> ) 4144 provided by Red Hat Up to date
‘ OADP Operator @ openshift-adp @ openshift-adp @ Succeeded
1.3.0 provided by Red Hat Up to date
* Package Server @ openshift-operator-lifecycle- @ openshift-operator-lifecycle- @ Succeeded
0.0.1-snapshot provided by manager manager
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Installed Operators Project: openshift-adp

Pods Key/value secret
Filter = Name =

Deployments A Image pull secret

Depl tConf Source secret

eploymentConfigs Nanie Type s.. Created Source secret

StatefulSets Webhook secret
(S IH er ker @ Apri, 2024,10:52 A6 Webhook secret

Secrets From YAML
(STN en-rm4 er ce-acco 4 @ Apr 11,2024, 10:52 AN

ConfigMaps
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Project: openshift-adp =

Edit key/value secret
Key/value secrets let you inject sensitive data intc your application as files or environment

variables

Secret name *

Drag and drop file with your value here or browse to upload it
[default]
aus_access_key_idd | =
aus_secret_ac :ess_<e;‘=|

CLIN 5sg-s3-credentials E WO RBID>— 27 Ly b ZERT BICIE. ROOAT Y RZFEBELEY,

# oc create secret generic sg-s3-credentials --namespace openshift-adp --from-file
cloud=cloud-credentials.txt

Where credentials.txt file contains the Access Key Id and the Secret Access Key of the S3
user in the following format:

[default]
aws_access_key_id=< Access Key ID of S3 user>
aws_secret_access_key=<Secret Access key of S3 user>

* JRIZ. Veleroxi&E T 3 ICIE. [Operators]® FD X = 2 —IEEH 5[Installed Operators]% iR L. [OADP
Operator]% 2 ') v 2 L T. [DataProtectionApplication]® 7 % &R L £,
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Operators
ed Opera i ) ng C d tion . i 9
OperatorHub ator SDK .
Installed Operators
Name w
Workloads
i Name Managed Namespaces Status Last updated Provided APIs
Virtualization ‘ OADP Operator @ openshift-adp ® Succeeded @ Apr11,2024,10:53 AM BackupRepositery

Networking

[Create DataProtectionApplication]z 7 ) w2 L& 9, 7 #—LE 21—T. DataProtection?” 7% —>3>®
ZEIZIBETSZN. T 74L& FIZFERLEY,

Project: openshift-adp =

nstalled Operators > Qperator details
OADP Operator
‘ 13.0 provided by Red Hat ACTOns -
ServerStatusRequest VolumeSnapshotLocation DataDownload DataUpload CloudStorage DataProtectionApplication

DataProtectionApplications
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spec:
backupLocations:
- velero:
config:
insecureSkipTLSVerify: 'false' ->use this for https
communication with ONTAP S3
profile: default
region: us-east-1
s3ForcePathStyle: 'True' ->This allows use of IP in s3URL
s3Url: 'https://10.xx.xx.xx' ->LIF to access S3. Ensure TLS
certificate for S3 is configured
credential:
key: cloud
name: ontap-s3-credentials ->previously created secret
default: true

objectStorage:
bucket: velero ->Your bucket name previously created in S3 for
backups
prefix: demobackup ->The folder that will be created in the
bucket
provider: aws
configuration:
nodeAgent:

enable: true
uploaderType: kopia
#default Data Mover uses Kopia to move snapshots to Object Storage
velero:
defaultPlugins:
- ¢csi ->Add this plugin
- openshift
- aws
- kubevirt ->Add this plugin

* StorageGRID S3% BackupLocationd & UrsnapshotLocation¥ L TERET 27D H > FILYAMLT 7 A
)L**



spec:
backupLocations:
- velero:
config:
insecureSkipTLSVerify: 'true'
profile: default
region: us-east-1 ->region of your StorageGrid system
s3ForcePathStyle: 'True'
s3Url: 'https://172.21.254.25:10443' ->the IP used to access S3
credential:
key: cloud
name: sg-s3-credentials ->secret created earlier
default: true
objectStorage:
bucket: velero
prefix: demobackup
provider: aws
configuration:
nodeAgent:
enable: true
uploaderType: kopia
velero:
defaultPlugins:
- csi
- openshift
- aws

- kubevirt

YAMLZ 71 )LMDspectt 7> a3 >id. ERDBIDLSIC. RDINT X =R L TEYICEKRE ST 2HEHHD
£9,

Ny 7Ty T DG
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ZEMLEFT,
Velero CSI7 S04 g, CSIN—XDPVCZ/N\Y T 7w T 2F®IC. velero.io/CSl-volumesnapshot-
class* SRILHREIN TS U S XX ADVolumeSnapshotClassZEIRL £9, DI

° Trident VolumeSnapshotClassz {Ef L THE < BEHLH D £7,

10



° trident-snapshotclass® S N\ JL Z #RE&E L.

* velero.io/csi-volumesnapshot-class=true *Z 2 L T &L,

Networking VolumeSnapshotClasses » VolumeSnapshotClass details

(E® trident-snapshotclass

Storage

Details YAML Events

PersistentVolumes

PersistentVolumeClaims

VolumeSnapshotClass details

StorageClasses

Name
VolumeSnapshots

trident-snapshotclass
VolumeSnapshotClasses

Labels
VolumeSnapshotContents

‘\
(.«-:-‘«:—rs‘lo,-’ca-\.‘ olumesnapshot-c \ae.e=ta|e)

VolumeSnapshot# 72 =7 A HIBRETNIBETH. SnapshothM®mFINZ 2R LET, CNZiTS

IZIE. * deletionPolicy *%#RetainllFREL £9. €5 TRWBE. X—LAR—IAZHIBRTZ . TDXR—L

AR=ZIICNY I Ty TENT-TRTOPVCHZREICKRDONE T,

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: trident-snapshotclass
driver: csi.trident.netapp.io
deletionPolicy: Retain

11




VolumeSnapshotClasses » VolumeSnapshotClass details

trident-snapshotclass

Details YAML Events

VolumeSnapshotClass details

Mame

trident-snapshotclass

Labels Edit #

veleroo/csi-volumesnapshot-class=trus

Annotations

1 annotation f

Drniver

csitndent netappao

Deletion policy

Retain

DataProtectionApplicationMER 1. ConciledRREICHR > TWB I e #RERL £ 9,

nstalled Operators » Operatordeta-ls

OADP Operator
‘ 130 provided by Red Hat Actions =

ServerStatusRequest  VolumeSnapshotLocation DataDownload DataUpload CloudStorage DataProtectionApplication

DataProtectionApplications Create DataProtectionApplication
Mame =  Search by name /
Name Kind Status Labels
QD velero-demo DataProtectionApplication Condition: Reconciled No labels

OADP# R L — &R h'5 9 % BackupStorageLocationZ{ER L £ 9. CHUF/NYy I 7w TOEREFICER I N
F9,

12



Project: openshift-adp

Installed Operators > Operator details
OADP Operator
‘ 1.3.0 provided by Red Hat Actions =

psitory Backup BackupStoragelLocation DeleteBackupRequest DownloadRequest PodVolumeBackup PodVolumeRd

BackupStoragelLocations

Name = Search by name
Name Kind Status Labels
GED velero-demo-1 BackupStoragelocation Phase: Available app.kubernetes.io/component=bs|

app.kubernetes.io/instance=velero-demo-I
app.kubernetes.io/manage..=cadp-oper...
app.kubernetes.io/n... =oadp-operator-ve...
openshiftio/oadp=True

openshiftio/oadp-registry=True

OpenShift{kRI81L TOVMDF > 7> RNy I 7w TDIER

Z Dt U3 > TlE. OpenShift Virtualizaton TVMOD A > 7 > RNy I 7w T%ERL
TRHEICDOWTEHBELETS,

VM®D /Ny 7 7 vy TOVERFIE

VMK (VMXRXT—REVMT 4 RY) ODAVTIVRNY I T v T%ERT BICIE. [* Backup]X 7% &
JwoLEd, CUCEkb. Nwo7vThIRRLIY—2R (CR) BMERENE S, /N\vT 7 v FCREER
T30 FILYAMLABEE SN TULWE T, COYAMLEZEEARATZ . EEELIER—LIAR—IAFDVME
FDTARIDNYITvTEINET, BMDNTA—RIE, "RFaAr k%

CSIHC & 2T TAHRIVENYIT VT TBKER) 2a—LDRAF v a3y bHBEREINE T, VMD/\ Y

IT7IVTEEDTARIDRFT Y T3y EHMERREN. YAMLTIEESNTI=N Y I 7w TOBARICKEAS N
9. NwoI7vTiE tICTIERESINI0EBS X T LALICFED £7,
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apiVersion:
kind: Backup
metadata:
name: backupl
namespace:

spec:

velero.io/vl

openshift-adp

includedNamespaces:

- virtual-machines-demo

snapshotVolumes:
storagelLocation:
previously created

ttl: 720hOmOs

true

velero-demo-1 -->this is the backupStoragelocation

when Velero is configured.

Ny O T Yy TH5ET 9§53 L. [Phase]ll[Completed] & RRTNE T,

Project: openshift-adp =
Installed Operators » Operator details

‘ OADP Operator

1.3.0 provided by Red Hat

Details  YAML  Subscription

Backups

Name = Search by name

Name

@ backupl

Events

Kind

Backup

Allinstances

BackupRepository

Backup

Actions =

BackupStoragelLocation

Status

Phase: @ Completed

DeleteBz

Create Backup

Labels

velero.io/storage-location=velero-demo-1

ST T7 TN r—o3 5 FERBLT. ATV I NL—=—CRONY I Ty TEERTEET, Ny
7Y TDONRE BESNINTY MNTFL T« v X% (velero/ldemobackup) TRREINET, /\v
27w 7TDORB (R —LSnapshot, A7, REISVDEDMDART—RIRY) ZHEERTETXT,

®
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TIBCHTETEY,




Path: / demobackup/ backups/ |backupl/

Name

“|backup1.tar.gz

“velero-backup.json
“llbackup1-resource-listjson.gz
“Jbackup1-itemoperations json.gz
~|backup1-volumesnapshots json.gz
“|backup1-podvolumebackups json.gz
“|backup1-results.gz
“|backupi-csi-volumesnapshotclasses.json.gz
“|backup1-csi-volumesnapshotcontents json.gz
3 backup1-csi-volumesnapshots.json.gz
~|backupi-logs.gz

Size

230.36 KB
3.35KB
1.12KB
600 bytes
29 bytes
29 bytes
49 bytes
426 bytes
143KB
1.34KB
1349KB

Type LastModified

GZ File 4/15/2024 10:26:29 PM
JSON File 4/15/2024 10:26:29 PM
GZFile 4/15/2024 10:26:29 PM
GZFile 4/15/2024 10:26:28 PM
GZFile 4/15/2024 10:26:28 PM
GZ File 4/15/2024 10:26:28 PM
GZ File 4/15/2024 10:26:28 PM
GZ File 4/15/2024 10:26:28 PM
GZFile 4/15/2024 10:26:28 PM
GZFile 4/15/2024 10:26:28 PM
GZ File 4/15/2024 10:26:28 PM

Storage Class

STANDARD
STANDARD
STANDARD
STANDARD
STANDARD
STANDARD
STANDARD
STANDARD
STANDARD
STANDARD
STANDARD

OpenShift Virtualization TOVM®D X7~ 2 —JL/INw 0 7 v TDVERL

2T a— LR >TNY I 7y TEERT BICIE. AT 12— ILCRZER T AUENHD £,
27T a—)Lid. BICNv I 7 v TZ2ER T 3R ZIBETE Scroni T30 X7 P a—ILCREVERRT 57

HDY > FILYAML,

apiVersion: velero.io/vl
kind: Schedule
metadata:
name: <schedule>
namespace: openshift-adp

spec:
schedule: 0 7 * * *
template:
hooks: {}

includedNamespaces:
- <namespace>

storagelocation: velero-demo-1
defaultVolumesToFsBackup:

ttl: 720hOmOs

true

cronX0 7 ***|E&. Nw o 7w IHERTRICERINZ C ZzEKLET,

INYITTYTNCEDBRR—LAR—RENY T T Y TORNBFADIEEINE T, ZDH. Ny I T v

TCRTIFHL<. X722 —)LCRZEAL T, EELICRLCIEE TNy 77y T B L E T,

TER LTc AT 2 a—ILIFBEMCBD FT,
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Project: openshift-adp =
nstalled Operators » Operatordetaﬂs

‘ OADP Operator

1.3.0 provided by Red Hat

toragelocation

Schedules

Name w Search by name_.

Name

© schedulel

DeleteBackupRequest

DownloadRequest

Kind

Schedule

PodVolumeBackup

Status

Phase: @ Enabled

PodVolumeRestore

Labels

No labels

NI TwTEIDRT Y 2 —)LICHE > TER S . [Backup]®? 7 THESR CTE £ 9,

Restore Schedul

Project: openshift-adp

Installed Operators

~

» Operator details

OADP Operator
130 provided by Red Hat

Events Allinstances BackupRepository Backup
4
Backups
Name = Search by name
MName Kind
@ schedulel-20240416140507 Backup

BackupStoragel ocation

Status

Phase: InProgress

DeleteBackupRequest

Labels

veleroug/schedule-name=scheadulel

velero.io/storage-location=velero-demao-1

Actions w

DownloadRequest

Create Backup

NI Ty THhEDVMD!) XA b7

_DOto>a>TlE. NvoT7vIhBik

9o

ElE=E S e

b |

10N

<

OV ARNTIBAEICDOVWTERAL

Ny I Ty Th5) XT3 HEIEF. REAYS UHEFEL TV ER—LIAR—IH R > THIRE N LIRE

LETo
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BLCR—LAR=RIZVA T

R LTc/Nw O 7y IHh 5 1) R k73 3ICId. Restore Custom Resource (CR) Z{ER T 3MNENDH D
F9. BEIEURNTIDNY I T Y TDHABIZIEE L. restorePVEtruellBRE T DIHBENH D £9,

EBMONTA—=2IE "FFaXAr by (ERIRZ>Z0U v I LFET,

-

Project: openshift-adp

Installed Operators

<

» Operator details

OADP Operator
1.3.0 provided by Red Hat

lest DownloadRequest PodVolumeBackup PodVolumeRestore Restore Schedule

Restores

ServerStatusRequest

Actions ¥

VolumeSnay

Create Restore

apiVersion: velero.io/vl
kind: Restore
metadata:

name: restorel

namespace: openshift-adp

spec:
backupName: backupl
restorePVs: true

TI—XAPRTERTINDE, RETI DR F v T gy MERBEOREICU X RT7EIN-Zeh

OO FET, (VMOERITHRICNY I T v THERE N

25, NI 7Y ITHhBEVMEUINTT3

. URRT7ENTVMDES L TRITREICHED XT) o VMDA REILR—LAR=XICUX+TEINE

ERS

-

Project: openshift-adp
Installed Operators

‘ QOADP Operator

1.3.0 provided by Red Hat

> Operator details

est DownloadRequest PodVolumeBackup PodVolumeRestore Restore Schedule
Restores
Name = Search by name
Name Kind Status Labels
@ restorel Restore Phase Completed

Actions +

ServerStatusRequest  VolumeSr

Create Restore
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BDR—LZAR—=ZAADY) R T

VMZERID R —LZAR—XIZ) X M7 3IC1E. Restore CRDYAMLE F TnamespaceMappingZ 185E L
x£7,

ZKRDYAMLT 71 IILDOFITIE. /\w 2 7w Fhivirtual-machines-demo — L AR— R ICER SNz &
I« VMEZEDT 1 X % virtual-machines-demo — L AR—XIZ) X b 7§ % f=® DRestore CRHME
BENnEd,

apiVersion: velero.io/vl
kind: Restore
metadata:
name: restore-to-different-ns
namespace: openshift-adp
spec:
backupName: backup
restorePVs: true
includedNamespaces:
- virtual-machines-demo
namespaceMapping:

virtual-machines-demo: virtual-machines

TI—IADRTERTIND &, RETOODRFyv T3y MEBEOREICUX R T7EINnfzZeh
LD FET, (VMOETHRIC/NYI Ty ITHMERESNIZIHZE. NI T7vTITHhEVME U I RT3
o DART7EINEVMDEEIL TRITRREICAED £9) o YAMLTIEESINIHDR—LAR—XIZVM
HKURRTENET,

:I | & 0
Project: virtual-machines =
VirtualMachines
Y Filter = Name w»  Searchbyname.. ! m 1-10f1
Mame 1 Status Conditions Node
@ rhel3-demo-vm2 £ Running @ ocp-worker]
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MORAL—=D0ZZADYY X NT

VelerolZi&. JSONNYFHZIEELTURMTPRICUY —XEZEET 53— BHNREEENEEINTLE
o JSSOND/NNYFIE. DR KRTHICDY —RITBERHINE T, JSON/NY FiLConfigMap TIEE &

1. ConfigMapldrestore 1< > R TEIR T
FHALTURNT7ZERTTEET,

NEJ, COMEZEFERIBZ . DX ML—20 5 X%k

ROBITIE. RETS Y DOEREFICONTAP-NASE T4 ZVDA ML= SR LTERLTVLWE
To backuplE WS HBIDREITS DNy I 7y THEREINE T,

Project: virtual-machines-demo =
VirtualMachines » VirtualMachine details
@D rhel9-demo-vm1 & runing QP ML Actions ~
Overview Details Metrics YAML Configuration Events Console Snapshots Diagnostics
Disks@
Disk:
k
Y Filter (J Mount Windows drivers disk
ng
Name 1 Source Size Drive Interface Storage class
Env
cloudinitdisk Other Disk virtio
diskl @D rhe9-demo-vmi- 3175GiB Disk virtio ontap-nas
rootdisk @D rhe 3175GiB Disk virtio ontap-nas
bootable
Project: openshift-adp
Installed Operators > Operator details
OADP Operator
‘ 1.31provided by Red Hat Actions ¥
Details  YAML Subscription Events Allinstances BackupRepository Backup BackupStoragelLocation DeleteBackl
H
Backups Create Backup
Name = Search by name.
Name Kind Status
@ backup! Backup Phase: @ Completed

VMZHIBRL T, VMOD#ELR%Z>ZalL—FLET,

DXL =225 X (ontap-nas-ecoX FL—C 05 RARY) ZERALTYMEZD X7 T 3ICIE. R

D2DODFIEZRITT2HEDHD T,

ATw 1

RD &SI, OpenShift-ADPHR—LRR—ICHER~Y YT (A>Y—IL) Z{ERLE I,

A= 3y bDOLSICEHElEANILET,
F— L AR—R%#EIR  OpenShift-ADP
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name : change-storage-class-config ((EED&RIZIEETIT X))
& — ! change-storage-class-config.yaml :
fig :

version: vl
resourceModifierRules:
- conditions:
groupResource: persistentvolumeclaims
resourceNameRegex: "“rhel*"
namespaces:
- virtual-machines-demo
patches:
- operation: replace
path: "/spec/storageClassName"

value: "ontap-nas—-eco"

Pods Project: openshift-adp +

Deployments

Edit ConfigMap

Config maps hold key-value p.

DeploymentConfigs

StatefulSets

Secrets Configurevia: ® Form view YAML view
ConfigMaps

Name *
CronJobs Je-storage hg

A unigue name he Cor within the proje:
Jobs
DaemonSets

Immu res e ConfigMap cannot be
ReplicaSets

Data
ReplicationControllers

Dat e ti t n UTF-8 range
HorizontalPodAutoscalers
PodDisruptionBudgets Key *

change-storage-class-configyam

Virtualization
Value

Overview

Catalog Drag and drop
version: vl
VAtUE Machncs resourceModifierRules:

- conditions:
Templates

PR Y Ap R Py [y Spy S, TUmn, [y Jun

InstanceTypes © Add key/value

REIXYTA TV MMIRDELSICHEDET (CLD »




# kubectl describe cm/change-storage-class-config -n gpenshift-

adp
Name : change-storage-class-config

Namespace: openshift-adp

Labels: velero.io/change-storage-class=RestoreltemAction

velero.io/plugin-config=
Annotations: <none>

Data

change-storage-class-config.yaml:
version: vl
resourceModifierRules:
- conditions:
groupResource: persistentvolumeclaims
resourceNameRegex: "“rhel*"
namespaces:
- virtual-machines-demo
patches:
- operation: replace
path: "/spec/storageClassName"
value: "ontap-nas-eco"

BinarXData

Events: <none>

CDREIY TIE. DR ST OERERIC) Y —REMFIL—ILZBRAL £, RHELTIRE D TR TDK
BiR) 2a—LBRICH LT, RhL—20 5 X% ontap-nas-ecolCBEZ MR 2Ny FEERLET,

ATw T2

VM%) Z b 73 3IClE. VeleroCLIS XD IAXY Y REFERBLE T,

#velero restore create restorel --from-backup backupl --resource
-modifier-configmap change-storage-class-config -n openshift-adp

VMA, R kL —<20 5 Xontap-nas-ecoz A L TIER SN T + RV EBILR—LAR—XIZU R+
TINED,
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Project: virtual-machines-demo
Disks ®
Disks
Add disk
Network f
Y Filter « Sear v name. Mount Windows drivers disk
hedt ]
Name 1 Source Size Drive Interface Storage c...
Envi
cloudinitdisk Other - Disk
Scrint
ki disk1 m rhel9- 3175 GiB Disk virtio ontap-nas-eco
jemo-
rootdisk @ rhel9- 3175 GiB Disk virtio ontap-nas-eco
bootable demo-vml

Veleroz=ERL7=/N\wv o 7w ) X b7 OHIR

ZDt o3> TlE. Velero%z R L 7=OpenShift Virtualizaton TVM®D /Ny 7 7w T &
VXS T7ZBIBRT 3AEICDOVWTEHRRAL XS,

N7y THREIBRLET
OCCLIW—ILEFELT. AT T RIAML—UF—258BETIC/NY o7 v FCREBIBRTE £,

oc delete backup <backup CR name> -n <velero namespace>

NwI 7w TCRZHIRL. BETRZIA TSI MIML—SFT—2%HIBRT 5IC1E. Velero CLIY —I)L%ZfE
BLZEY,

DFIEICHE>TCLIZEAT>O—RLEY, "VeleroRF a2 X k"

Velero CLIZ{ER L T, XODELETEOR Y RZEITLE T,

velero backup delete <backup CR name> -n <velero namespace>

1) Z &7 OHIBR
Velero CLIZERALTU X M 7CRZHIBRTET X9,

velero restore delete restore --namespace openshift-adp

OCOV>YREUIZERALTUXRM7CRZHIBRTE X9,

22
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oc delete backup <backup CR name> -n <velero namespace>
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