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TWEYo,

DeFENBEFaUTHAELETZICITEFRELTIREEL,

No.

Time
380 9.218014
381 9.218480
382 9.218641
397 9.369835

IP addresses of the NFS client and CVS instance

FL—XTERATEZBEHEI2DODEVY., BGREFDESIEEBMICTBETNASKS T vy

Genericized NFS call/reply

Source

10.193.67.225
10.193.67.219
10.193.67.225
10.193.67.219

Destination

10.193.67.219
10.193.67.225
10.193.67.219
10.193.67.225

Protocol Length | Info

NFS 346| V4 Call (Reply In 381)
NFS 426|iV4 Reply (Call In 389)
NFS 370| V4 Call (Reply In 397)
NFS 458| v4 Reply (Call In 382)

Frame 381: 426 bytes on wire (3488 bits), 426 bytes captured

Ethernet II, Src: IntelCor_7f:da:bc (90:e2:ba:7f:da:bc), Dst:

Internet Protocol Version 4, Src: 10.193.67.219, Dst: 10.193

Transmission Control Protocol, Src Port: 2049, Dst Port: 738, Seq: 6305, Ack: 6569, Len:

Remote Procedure Call, Type:Reply XID:8xef5e998d

(3408 bits)

VMware_a@:2c:2d (00:50:56:a8:2c:2d)
.67.225

360

GSS-Wrap
Length: 3@
GSS Data:

Network File System

[Program Version: 4]
[V4 Procedure: COMPOUND (1)]

850467 f000000200000080025913451ee1d43d298cF3031..
krb5_blob: ©6504067ff000000000000000025913451eeld43d298cf3031

GSS wrapped NFS calls/replies with no other identifying information
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LY Tirne Sourte Destination Protoced  Lemgth] Info

33 @.958480 18.183.67. 201 18.193.67.204 NFS 458 Vit Reply (Call In 32) OPEN StatelD: @xe4sl
’ 34 @.958784 18.193.67.284 18.193.67. 201 HFS 384 w4 Call (Reply In 35) SETATTR FH: @x6c@7918a
| 35 B,9592E4 19.195.67.281 18,133.67. 2084 KFS 358 V4 Reply (Call In 34) SETATTR

y Opcode: PUTFH (22)
» Opcode: SETATTR (34)
w Opcode: GETATTR (9}
Status: NFS4_OK (@)
w Attr mask[@]: exe@iedlla (Type, Change, Size, FSID, Fileld)
v regd_atte: Type (1)
» regd_attr: Change (3)
» reqd_attr: Size (4)
» reqgd_attr: FSID (%)
~ reco_attr: Fileld (20)
| fileid: 92322541355097892628
w Aattr maskfl]: exedboae3a (Mode, WumLinks, Owner, Owner Group, Space Used, Time Access, Time Metadata, Time Modify, Mounted on FileId)
¥ rECO_Attr: Mode (33} e iritics
[ » mode; @644, Mame: Unknown, Read permission for owner, Write permission for owner, Read permission for group, Read permission for others I

» reco_attr: Numiinks (35)

¥ FECO_ALLr: Uwner (36 Ywner and groop [0 st
» fattrd_owner: rootElTAP.LOCAL

~ reco_attr: Owner Group {37)
» fattrd_owner group: root@NTAP.LOCAL

» reco_attr: Space_Used (45)

» reco_attr: Time_Access (47)

» reco_attr: Time Metadata (52)

¥ reco_attr: Time Modify (53)

» reco_attr: Mounted_on_FileId (55)

VMA%y D=4 2 —T 14X

WEEDK) Yy IDIDE LT, OVMIZEHFLULNIC (XY hT—=94 V2 =T x4 XHh—R) #BINTBAHZE
PHOET"TOZAF VY AE—RTY" (R—FrZI5—DU2Y) 2ERATZH. BEEFEONICTFIOZIXF ¥ X
E—REBMLT. TIRTDOLS T v I%R=ZT7LET, Google CloudTH L LINICEEMT BIC

&, VMERLICO vy MOV TBRUELRHD X T, CNICEDTS—rHERINBE 0. WEEIZZD
iR o nEt A

X NICZ7OZ XX Vv RE—RICREIT D LIFTETF . Google CloudT7Z—hrZ M) A—LZEXT,
> rO=-ILFL—=—207—FT0F v

Cloud Volumes Service ICX 9 2 BIBIREIZ. IRTAPIZE L TEITEINX T, GCPY
ZJ ROV —)LICKRE TN 7=Cloud Volumes Service B2 TH. Cloud Volumes
Service APIZERL £ 9,

DEXVT7 I RERE

DELUT I XIEE ("IAM") &, Google Cloud 7O TV b Y RAVAADERE (OF 1Y) L5 (

MERR) % HIE TS 318 —E X T, Google IAMICIE. FFRIDERCHIBRICR T 322 REBRIEHHN AR
INTWVWET, IRTE. Cloud Volumes Service T bO—IILTL—2OEBEIRELTULEE A,

SUERRDELE

IAM(C|Z. Cloud Volumes Service IZXT 9 BB IERND H SH COHEAAENTUVET, ZRDIFBZH
TES "SHARIERD—&EEZ ZZICAALET

IAMICIZ. Tnetappcloudvolumes] & Inetappcloudvolumes] ¥ W32 DDERIERZSN/RENDLHEEINT
WEd, chsoO—)lidk. FEDI—HEIFH—EXT7TATMNMIEIDYHTEZ N TEFET,

IAMZL—1f{ZCloud Volumes Service D EIB%ZFFr] I 2 BY)AO— )L EERZEIDHTE I,
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EHMENUVERDERHIZRICRLE T,
* R a—LZHRTERVE SIS, HEROBIS/U X MMER/EF T2 E L THRF2 LO—I/LZER L
9,

snapshot.*] 1ERDAZIHFOARXRL - O—IILZzERALT. 7TV 7r—>2 3> EBEMDSH % Snapshot
REEZBEITIOICERITZT—ERX - THU Y M EERLE T,

* BE DI —4 —(Zvolumeereplication *# EE T2 H XA Z LO—)LZEFR L X9

Y—EXTATT

2V 7~ FT=13%EH L TCloud Volumes Service APIFEFOHE L Z RT3 "T5 74— L
"roles/netappcloudvolumes .admin O— L& F DY —EXT7HU Y b2 1ERT2HREBLHD FIT O —EX
ThoY k%EBLT. Cloud Volumes Service APIERDFREEICHERIWT c—I > HERTETET, <
ICIE. RD2DDAENHD £7,

* JSSONF—ZHER L. Google APIZFER L TIWTh—J > ZEBRLEYT, ChidRDHI > FILEG7IO—
FTIH, FHO>—UL v b (JSONF—) BEENNEICHRD £,

cfER"Y—EXT7HT DD EL" Troles/iam.serviceAccountTokenCreator'] Z3EEL 9, d—
R (RO Z k. Terraforma &) IETERITSNET "7 IV T—2a3 > D7 74T LT oo vl &
oo H—ERXRT7HDY M EBELTERZEELEYS, CO7FO—FIF. GoogledtFa T4 DR
NS0T 4 X%ERBLTWET,

ZBRLTKLETVW' Y —ERT7AT Y b eR#EZER L TWLWET" FMlICDULTIE. Google Cloud® K+
AXY hZEBRLTETV

Cloud Volumes Service APIDE&
Cloud Volumes Service APITId. EBr 3Ry b — 083X L THTTPS (TLSv1.2) %#{#EH L TRESTA

—ZADAPIZFERALEYT, RIIDAPIERZHER TEXT "CELZ ELIETV BXUTOAPIOFERAEIC
B89 315#R "Google Cloud K & 2 X > kD Cloud Volume API",

APIZY RARA > &, 1Z2ZEDHTTPS (TLSV1.2) #eeEFERAL TRy F 7Yy FICE > TUEBS X URESN
E I

JWT k=2 >

APINDFREEIR. JIWTRT S — h—o V% @EALTEITENET ('/RFC-7519") o BIHARIWT k—2 >
IZ. Google Cloud IAMZRSE % (#f L TEIS T 3URELBD £T. Z2DHICIE. H—EXTHT > FDISON
F—%EELTIAMDS =0 VBRI 2HELRHD £,

EEOxX>y
WE. -7 TEF3a>hO0-IILTL—2VEREOJIEHD £ A
F—8 L=V T—%FUF ¥

Cloud Volumes Service for Google CloudidGoogle CloudZ;FHL TWE T "FF 14 X —
f—EZANDT7 IO TL—LT—0 DT L—LT—2U Tl 21— —|3ICloud
Volumes Service ICIEHTEX T, CODTL—LT—UTlI. dDGoogleV 57 K H—
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sec=krb5 uses Kerberos V5 instead of local UNIX UIDs and GIDs to

authenticate users.

sec=krb5i uses Kerberos V5 for user authentication and performs integrity

checking of NFS operations using secure checksums to prevent data

tampering.

sec=krbbp uses Kerberos V5 for user authentication,

integrity checking,

and encrypts NFS traffic to prevent traffic sniffing. This is the most
secure setting, but it also involves the most performance overhead.
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http://linux.die.net/man/5/nfs4_acl
https://man7.org/linux/man-pages/man2/umask.2.html
https://datatracker.ietf.org/doc/html/rfc5661

type:flags:principal :permissions

Al R4 713 T5FR]) ZRBKLFT. AT ST IOBEEIRESNEEA. Chid. FU I /NILA
TIN—T T3 MEHITENBVWLEHTY, £loco ACEIREEIY M) TIERW . BEET 7V ZRE
TRIBEDHDHD FEA. NFSVA1ACLOFMICDOWVWTIE. ZEBRLTZTWV
"http://linux.die.net/man/5/nfs4_acl".

NFSv4.1 ACLABEYIICERE SN TWLWAWES (FIZ0 5147 h e Y —N\HEBIXFH E R TET W5
B)  ACLHREEEHSDICEELAWVD. ACLOZEZ#BEBATETICTIS—HIHRO—SNBEleEEDHD £
ER

IS5 —DFIFRDEED T,

Failed setxattr operation: Invalid argument
Scanning ACE string 'A:: user@rwaDxtTnNcCy' failed.

BEREY7DENY

NFSv4.1DEPRETlE. OWNER. GROUP. & TU'EVERYONEIZX 3 3B REAGDENYEBMZZHZ N T
TF 9, THE. NFSv4.1 ACLH'default-deny TH BT T DFED. ACEIZK > TACLABRRIIICEFA] &
NniFNIE. ACLIFIER INZE T, BBRMAEDENYEMIZ. BBRMART7 I XACEX® FEFL 7,

EBACEIFDDREMSZ I TRESNET

ROFTIE. group@IF TR TDFAID E LUVRITHERZFAIL TOWETH IRTOEZRAAT 7 ERF
EETNTLET,

sh-4.1$ nfs4 getfacl /mixed
A::ldapuser@domain.netapp.com:ratTnNcCy
A: :OWNER@: rwaDxtTnNcCy

D: : OWNER@ :

A:g:GROUPE:rxtncy

D:g:GROUPQ:waDTC

A: :EVERYONE@:rxtncy

D: :EVERYONE@:waDTC

DENY ACEIXEM TRELZ B AN H 578, TEHIDEITDFEALAVTLIET LV, BEFRNICERIN
TUWAWACLIZREERICIES SNEd, DENYACEZRET D . 7V EREFHFAINZIETOI—HHT Y
v 2EETINZHBENRHD FT,

LEEDO—EDACEIE. E—REY FD755ICHAELEFT. DFED. ROKLSICHED FT,

*FRBEEICIETILT O REDRHD FT,
* =TSO ERTI,
* HAMDEFEROLDEHEHD FT,
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http://linux.die.net/man/5/nfs4_acl

fefels 7758 F LK BB K SICHERDAR EIN TV TH. EVERYONEICERARRIZDENYARESNTULS &
TOEZAPMEB SN B EREMEDBHD T,

NFSv4.1 IDR X1 > DT v E > T DKIERER

NFSV4.1Tld. EFal)TFos LA VYELTDRXr>DxYvE> Oy I%ZFBLT. NFSVA.1X T bA
D7V R%EFHADA—HYH. EDA—HDERERBIIBETEZINE SN ZRIAELEFT. COLSBRIFE
&« NFSVANTSA T b 6DA—HHETIL—TFRAICATXFEIHIMET N T, Cloud Volumes Service
AYVRRVRAEETNET, 1—H/TIL—TREIDXFEIOHEAEDLED—HLEVEESIF IS T Y
k d/etclidmapd.conf7 7 T ILICIEE SN TWVWS T 7 # )L b Dnobody I —H(ICA—H F /=T IL—THE|ETF
IFonxd

CDIDXFHIE. $FICNFSv4.1 ACLKerberosZ R L TLW3IBEIC. BYIRIERZIET T2 /-ODEHT
To FDH. A—FRTIL—TDOHAFIDMELLHERENDZ L SIC. 75407 >k Cloud Volumes
Service I T—EMZ BRI 27-0I1CIE. LDAPH—NLBREDIR— LY —EXF—NICIKEFETINELRHD F
ER

Cloud Volumes Service (352757 7 + )L R ID K X1 > % fEdefaultvdiddomain.comZzfERA L £ INFSY =1
TYRMMETTHILETIDR XA VEREDDNS R X VEAICHD 9 hVetclidmapd.confTID K X1 &% F
ETHETETEY

Cloud Volumes Service TLDAPHO'EZNIC7ZE > TLVB5E. Cloud Volumes Service IENFS IDR X1 > % BE)
IELT. DNSOBERAAVICEKESNTULWBIRBICEELFX T, 7517 I, BIODNS K X1 ViE&R
2EFERLBRVED. ZEITINEIEIHD £t A,

Cloud Volumes Service "O—HIL T 71 ILF-IELDAPTA—HEZ F -3 I —TELEERTET 2E813.
RXA UXFFHDMERIN. —BLAVWR XL VIDAF|IETFIFS5NTnobodylCBD Ed, O—AILT 71
F7-IELDAPCA—H & FIETIL—TEHD B DOH 54 L5 ECloud Volumes Service (&, FEDIDIEHMER
TN NFSUSA 7Y A &FIEBEYNCHERLET (NFSVIDEFECMTUVWETY) »

547> EDONFSv4.1 IDR X >%. Cloud Volumes Service R a—LTERAINTLWR3HDE—HT S
ESICEBELAEVE, ROLSBEELNREL T,

* Cloud Volumes Service RICO—AILI Y FUHAHBUNIXA—HFELFTIL—F (O—HILDUNIX2—
HFETI—TTEEINTLSrootZa ) &, nobodyfBIZ5IETIFSENET,

* LDAPRICT Y M UDHBUNIXA—HH XUV IL— (Cloud Volumes Service TLDAPZEARAT S LS IC
HEINTULBIES) IF. NFSZ 54 7> k &Cloud Volumes Service TDNSR X1 U HBRBIEE. £
D/\w < ahnobodyll5 | EFIFSENET,

*O—ALIY FURLDAPI Y EUDBVWUNIXI—HELUVTIIL—TI3. HIEDEZEALT. NFSU S
A7V FTHEESNLRAICEREINE T, 771472 MCRRIDEFELAVSEIE. BEDDAHN KT
INEY,

ERRDLF VA DRERZRISKLET,
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# 1s -la /mnt/home/profl/nfsd/
total 8

drwxr-xr-x 2 nobody nobody 4096 Feb 12:07

12:06

12:07 client-user-no-name
12:07 ldap-user-file

12:06 root-user-file

drwxrwxrwx 7 root root 4096 Feb
-rw-r—-—-r—— 1 9835 9835 0 Feb
-rw-r--r-—- 1 nobody nobody 0 Feb

w W w w w

-rw-r--r—-—- 1 nobody nobody 0 Feb

I3AT7 2R EY=NIDDRXAR—HLIHZE AT 7ML X MDBRREINET,

# 1s -la

total 8

drwxr-xr-x 2 root root 4096 Feb 3 12:07

drwxrwxrwx 7 root root 4096 Feb 3 12:06

-rw-r--r—— 1 9835 9835 0 Feb 3 12:07 client-user-no-name
-rw-r—--r—-- 1 apache apache-group 0 Feb 3 12:07 ldap-user-file
-rw-r--r—-- 1 root root 0 Feb 3 12:06 root-user-file

CORE CEDRRFEDFMCOWVWTIE. 1 ZBEBL TSI VNFSVA.1E K Unobody 1 —1/47 )L —
7]

Kerberos D7z (%
NFSTKerberosz {3 %15 4& %, Cloud Volumes Service TRDEM ZHI-THENDHD £,

* KerberosF¥ —figtritz > 42— —E X (KDC) H®DActive Directory K X1 >

* LDAPHEEDUNIXTEHRZ AN LTI —HH LUV IL—TDREM % DActive Directory K X1 > (Cloud
Volumes Service DNFS Kerberos Tld. [EEICHEET B2 7-DICT—HFDSPNHASUNIXA—HFDT v E Y
ITHRETY) o

* Cloud Volumes Service 1 > X4 > A TLDAPHA EMICHE >TWLWD
* DNSH—E XDActive Directory R X1 V% 38EL 9

NFSv4.15 & Unobody 1 —H 15 )L— 7

NFSV415RETEL K BESNBRBED1DIE. Tuser:groups @ Tnobody : nobody) D#EAEHLEICE > TARE
TNTWS MNs) #FEALT—EICT 7MIILELIET A IINADRREINZIBETI,

Bl

sh-4.2$ 1ls -la | grep profl-file
-rw-r—--r—-- 1 nobody nobody 0 Apr 24 13:25 profl-file

#MEIDIX T99) T,
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sh-4.2$ 1s -lan | grep profl-file
-rw-r--r-- 1 99 99 0 Apr 24 13:25 profl-file

BRICE>TE. Z7TILCELVARABENRTEINBZZEHHD EIH. JIL—F LT Mnhobodys Hik
TENB3ILHHDET,

sh-4.2$ 1s -la | grep newfilel
-rw-r--r-- 1 profl nobody 0 Oct 9 2019 newfilel

HHWELWDTIH?

NFSv4.1®MDnobody1—+f|&nfsnobody 1—H EIFRAED FINFST A 7> MAEI—HF—Z2 DKL S ICERH
IE3HDERRITDICIKICOAT Y RERITLEY

# i1d nobody

uid=99 (nobody) gid=99 (nobody) groups=99 (nobody)

# id nfsnobody

uid=65534 (nfsnobody) gid=65534 (nfsnobody) groups=65534 (nfsnobody)

NFSv4.1Tld'idmapd.conf7 7 1 ILICK o TEESNIT 74 bDIA—HTdH S nobod 1 —HZFHT 31
BEDOI1—HYLTEETEEY

# cat /etc/idmapd.conf | grep nobody
#Nobody-User = nobody
#Nobody-Group = nobody

BEESIBBZDTLELOID?

NFSVA1DAIETIF. R—LNFITYETICLZ X2 T HEERZGFEHRZ-H. LEIXFEYHE
L ABVGEEDT 7 4L COEEIX. I—H T —THRRBE T3 771N T 3IIAITBET7 71X
TERVWI—YDF|ETIFTY,

T77AIINDO—EICA—HF£T/IET)IL—TD Tnobodyl HERRINZHEEIE. BE. NFSVATDFRENFR> T
WET, CCTR AXFUNINFORFIHERINE I,

fz& 2. useri@CVSDEMO.LOCA L (uid 1234, gid 1234) BT XK— M7 L TWBE

&. Cloud Volumes Service Fuser!@CVSDEMO.LOCA L (uid 1234, gid 1234) #BRETETINELHD F
9, Cloud Volumes Service ® 1—HHUSER1@CVSDEMO.LOCA LDBE. I —HIF—HLEFEA (KXF
DUSER1E/NWXFEDuser!) o ZLDFE. V54TV b EDX v =T 71 IILIDRDIBRDAIRTINE
ED
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mailto:user1@CVSDEMO.LOCA
mailto:​はuser1@CVSDEMO.LOCA
mailto:​はuser1@CVSDEMO.LOCA
mailto:​はuser1@CVSDEMO.LOCA
mailto:​の​ユ​ー​ザ​がUSER1@CVSDEMO.LOCA
mailto:​の​ユ​ー​ザ​がUSER1@CVSDEMO.LOCA
mailto:​の​ユ​ー​ザ​がUSER1@CVSDEMO.LOCA
mailto:​の​ユ​ー​ザ​がUSER1@CVSDEMO.LOCA
mailto:​の​ユ​ー​ザ​がUSER1@CVSDEMO.LOCA
mailto:​の​ユ​ー​ザ​がUSER1@CVSDEMO.LOCA
mailto:​の​ユ​ー​ザ​がUSER1@CVSDEMO.LOCA
mailto:​の​ユ​ー​ザ​がUSER1@CVSDEMO.LOCA
mailto:​の​ユ​ー​ザ​がUSER1@CVSDEMO.LOCA
mailto:​の​ユ​ー​ザ​がUSER1@CVSDEMO.LOCA
mailto:​の​ユ​ー​ザ​がUSER1@CVSDEMO.LOCA

May 19 13:14:29 centos7 nfsidmap[17481]: nss getpwnam: name
'root@defaultv4iddomain.com' does not map into domain 'CVSDEMO.LOCAL'

May 19 13:15:05 centos?7 nfsidmap[17534]: nss getpwnam: name 'nobody' does
not map into domain 'CVSDEMO.LOCAL'

DA77 e —N—lF. I—H—DRBIZHEZERLTVWINCRETEINELHD £7, £DI:
&. Cloud Volumes Service "&RRT 31— — B LCBHRNISAT Y MIRRENBD xR T BIC
&, ROIEE KR TIHNELHD £9,

* NFSv4.x ID domain. Client:idmapd.conf”7 7 - JL, Cloud Volumes Service I& ldefaultv4iddomain.com]
ZEALTHED. FHTEETSLIEFTETFEHEA. Cloud Volumes Service TNFSv4.1ZER T %15
B. DNSEBER XA VDIDEXA VD, ADRXAVERILICRDLSICERINE T,

s *A—HF L BYEID, *ThiF. ISAT VMR- —LEBREL. F—LY—EXRXT1 v FEBREF
B9 25PERELET, client:nsswitch.conf d—7#J)LpasswdZ 71 JL & groupZ 7 1 ILDOWThH F 7
I$MmA%ZEHA L X9, Cloud Volumes Service Tld. COEEIIHFTINEHAD. BMIBR->TWVBIH
BIXEHBICLDAPHERRICBISINE T,

TN —TREBEID, *THUFI. VAT DT IL—TR2EREKL. XT—LT—EXXA v FEREF
BI3BERELE T, client:nsswitch.confd—7)Lpasswd$ & Ugroup7 7 T ILOWIT A F 7=l
FHEEHAL X T, Cloud Volumes Service Tld. COEBIIFFRISNTULEEAD., BWIHE->TWEIH
BITEFHICLDAPH B ICENMENE T,

IFEAEDZE. VAT D6 DA—HFEXIVTIL—TD—EIZ Thobodyl HFRINHBE. BIE
|&Cloud Volumes Service ENFSTZ 54 7> FEITOA—HFE/IEZTIN—TDHBI R XA VIDDEETT,
DR % EEE S B ICIE. LDAPEEARAL T, 54 7> bk Cloud Volumes Service B CA—HE LUV TIL—
TOBRZERLET,

547> FTONFSVA1DLFIIDXZES | DRT
NFSV4.1ZERAL TWLW3IHEE. BIRD L SIS NFSUIBTERITINZEXFI DI v E VIR EFEELE T,

Ivar/log/messagesZ £ L TNFSv4 IDZ DB ZHRFKRI B LICMA. ZFEHAITZCEHTEXT
"nfsidmap -I"NFSZ 547> b ETOAY YV RZRTIT B L. NFSVAR XA VTEYICY v E>YTThTWS
—HEBRREINET,

ez, 95472 hTHREIN -2 —1 £ Cloud Volumes Service B’NFSVAxY T Y M7 o122 F 3
. ROESHEIAT Y RAEAINE T,

# nfsidmap -1

4 .id resolver keys found:
gid:daemon@CVSDEMO.LOCAL
uid:nfs4@CVSDEMO.LOCAL
gid:root@CVSDEMO.LOCAL
uid:root@CVSDEMO.LOCAL

NFSV4.1 IDR XA VICETICY v EYTINTVWERWI—Y (ZDIFE Mnetapp -user] ) HEILY T ~IC
TFIOEALTIZ7AIICTO2E2RALES TS, hobody : nobody)] HEIDHTESNET (BECED
) o
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https://man7.org/linux/man-pages/man5/nfsidmap.5.html

# su netapp-user

sh-4.2$ id

uid=482600012 (netapp-user),
sh-4.2% cd /mnt/nfs4d/
sh-4.2$ touch newfile
sh-4.2$8 1s -la

total 16

AdrwXrwxrwx

drwxr—-xr-x.

—-rw-r——-r—-—
AdrwXrwxrwx
AdrwXrwxrwx

drwxr—-xr-x

N NN R o Ol

root
root
nobody
root
root
nfs4

root 4096
root 81
nobody 0
root 4096
root 4096

daemon 4096

Jan
Jan
Jan
Jan
Jan
Jan

14
14
14
13
13
11

2000 (secondary)

17:
10:
17:
13:
13:
14:

13 .
02 ..

13
20
13
30

Infsidmap -l1 DHEAICIE. I —1 Tpcusers HFTRIRINFETHN
i TURR—bRYS—)L—)LOEHRI— (1655341 ) T,

# nfsidmap -1

6 .id resolver keys found:

gid:
uid:
gid:
uid
gid:
uid:

SMB

pcuser@CVSDEMO.LOCAL
pcuser@CVSDEMO.LOCAL
daemon@CVSDEMO.LOCAL
:nfs4Q@CVSDEMO. LOCAL
root@CVSDEMO.LOCAL
root@CVSDEMO.LOCAL

newfile
gtreel
gtree?
testdir

INetApp-user] IFRRINFEA. TN

"SMB" &, Microsoft hEE L=y FTO—20 7 7L HEEFONIILTS, I—H/JI)L
— DR &R, Ov o, LUV T 7ML HEFEZ, 11— Ry by bT—0%NL

TEBDSMBY ZA4 7Y MI—TtMICIRELET, 7717 T AINAIEHEZELT
ISATY MIREEINET, HEIZ. TEIEAHETONTAZRELLED. HE

LNILDIERZB L TCT7 7R ZHH LD T A TEET, SMBIE. Windows

. Apple. LinuxZ 247> rRY, SOOI EYR—FTIZIEEDIZAT VL

ICIRMETE XY,

Cloud Volumes Service Tld. SMB21ELU3x/N\—>a>oO L)Y R—FENET,

77t RHE SMBHA

* Windows1—1%h'Cloud Volumes Service R!) 2 —LADT 7t X% EK T 3 . Cloud Volumes
Service I&Cloud Volumes Service BI2ENRE L HEZFER L TUNIX2Z—H&ZHZEELET,

*SMERUNIXT A 72T 17« « 7ANAH (LDAP) HERE SN TV T, Windows/UNIXZ —H&HE—D
me. Windows1—H4%(IE. BMOREEHNBEHETICT1TUNIXA—HFZIIIvEY T EINnE
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https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831795(v=ws.11)

9o LDAPZBEMICT B &, Active Directoryz R L CA—HA TSz b IN—TFFToz Uk
DUNIXBMEN R SN E T,

* Windows% EUNIX& D E LEREICHE 5L IEEIE. Cloud Volumes Service H'LDAPR— LI v E > T D
REEFERATEDLSICLDAPERET Z2MNELHD XY (2B8M) " [LDAPZFEA L /IENIi%— LAY
yEYT1 " o

* LDAPAMER TN TULVA WSS, Windows SMBI—1|&. Cloud Volumes Service T lpcuser] W5 %
AIOT 7 AL bOO—NILUNIXZ—HICT Y EYTEINET, DFD'TILFFOMIILDONASEKIET
& peuserlc Yy TN TWVWBA—H—IZ &K 2 TWindowsICE FIAE N7 7 1 JLIFUNIXDFFEE
Zpcuser L TRRL £9 Z Z Tld peuserH’LinuxERIE Tld nobody1—H— (UID 65534) 78> TWLF
¥

SMBDAHDEATIE. lpcusers DXy EVTIEFIESHMETBAWTI A WindowsD1—H I IL—TDRE
EHNELLERREN. SMBOADR) 2 —LADNFST 7L AEEHFRIINARVH. BEHD FHA. £
7=« SMBOAHDRY 2 —ATIE. NFSE7/IETa 77O INDRY) 2 —LIEREDRY 12— LADEHR
IEHR—bINEHA

Windows|&. Active Directory K X1 > QY hO—5THI1—HZEREEICKerberosZfERA L £9, ZHIC
I&. Cloud Volumes Service 1 > X4 > ZDONEBICHBAD DCE D L—HR//INRA T — R DIHEHNET
9. KerberossBiE X" \\servername’'UNC/XAHSMBY 514 7> MMC K > TERAINRDZEICERAINE T

* servernamellIZDNS AIAAAAT Y R UBBHD 9

* servernamelCXf§ 3SMB / CIFS7 V€ R DBMAESPNAZEEL F T
Cloud Volumes Service SMB/R 2 —LZ1ER TR E. TV IVDERICKDTI> VT HT Y F&ADMER
INZx9 " [Cloud Volumes Service h'Active Directorylc & D &k 5 IZFRR S5 75 " Cloud Volumes Service

IZEEIDNS (DDNS) ZF#|A L TDNSICIHELRA/AAAATY ) EPTRIV M) IOV T AN F) VS
INILOMKERSPNIY ) ZERTBT-0. TEDIVTHIY FEHSMBEET7 IV I/NRICED T,

@ PTRI > b %Z{ERL T BICIE. Cloud Volumes Service f Y XAV RIPF7 R L XDif5| EHEBY
—VHDNSH —NEICFEEL TVWAHELHD £,

7= 21X, T DCloud Volumes Service 7R 1) 2 — LIZFUNCHE /N X N\cvs-east-433d.cvsdemo.local] % {EH
LXxd,

Active Directory Tl&. RDI > k1 HCloud Volume H—E XIZK > TERINISPNIT Y KT,

PS C:\> setspn /L CVS-EAST-433D
Registered ServicePrincipalNames for CN=CVS-EAST-433D,CN=Computers,DC=cvsdemo,DC=local:

HOST/cvs-east-433d.cvsdemo. local
HOST/CVS-EAST-433D

DNSHIG/BRABBDERIFRDEED T,
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PS C:\> nslookup CVS-EAST-433D

Server: activedirectory. region. lab. internal
Address: 10. xx.0. xx

Name : CVS-EAST-433D.cvsdemo.local

Address: 10. xxx.0. x

PS C:\> nslookup 10. xxx.0. x

Server: activedirectory.region.lab.internal
Address: 10.xx.0.xx
Name: CVS-EAST-433D.CVSDEMO.LOCAL

Address: 10. xxx.0. x

ME|ZIS L T. Cloud Volumes Service ROSMBEE ICX L TSMBEES{b =B EIZEBRTDZ T, &b
ZLOT7 7 AEHEBERTETF T, WINHDIY RKRA Y FTSMBES{EAYR— TN TULERWES
&, 7RISR TNEE A

SMBRZI-1U7RX%=EMATS

BEICE>TlE. T RI1—4%HCloud Volumes Service TEARATARIIYI V7 HT Y Fa%EIBIET 3 Z ¥h'tz
FaTos LOBIFEICRZ LB E T, £ BICIY RA—HFADTIVEINRZEH{tTZ &
HTEET, CDESRIBEIE. SMBIT AU 7 RZ2ERTEE T,

SMBHEBENZRDITA )T RZERT %5HEIE. DNSTCNAMEL O— REMEFNZDHDEFBETEET, =&
ZIE"\\cvs-east-433d.cvsdemo.local TlEi < "\CIFS'E WS &ai#ER L THEEICT7 7 X T 3 hVKerberossR
SR ERT 3EEITAAAAAL O— REIEIDNSOCNAMEE BIZDOR S > 7 H DY MBI ENTSPN
H'Kerberos 7V AL £
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cifs Properties ? X

Alias (CNAME) Security

Alias name (uses parent domain if left blank):

=

Fully qualified domain name (FQDN):
cifs.cvsdemo.local

Fully qualified domain name (FQDN) for target host:
CVS-EAST-433D.CVSDEMO.LOCAL Browse...

OK Cancel Apply

CNAMEZENM L 73 £ DDNSHIAERDERZRISTRLE T,

PS C:\> nslookup cifs

Server: ok-activedirectory.us-eastd4-a.c.cv-solution-architect-
lab.internal

Address: 10. xx.0. xx

Name : CVS-EAST-433D.cvsdemo.local
Address: 10. xxx.0. x
Aliases: cifs.cvsdemo.local

HLWSPNZEMLEHEDSPNY T DiERE=RICRLET,
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PS C:\> setspn /L CVS-EAST-433D
Registered ServicePrincipalNames for CN=CVS-EAST-433D,CN=Computers,DC=cvsdemo,DC=local:
cifs/cifs.cvsdemo.local

cifs/cifs
HOST/cvs-east-433d.cvsdemo. local
HOST/CVS-EAST-433D

N7y b F v TF v TIE. CNAMEICBIE[ T SNSPNZERAL Ty 3 VREBKEMIDTEE T,

431 4.156722 SMB2 308 Negotiate Protocol Response

432 4.156785 SMB2 232 Negotiate Protocol Request

434 4.15818e8 SMB2 374 Negotiate Protocol Response

435 4.160977 SMB2 1978 Session Setup Request

437 4.166224 SMB2 322 Session Setup Response

438 4.166891 SMB2 152 Tree Connect Request Tree: \\cifs\IPC$
439 4.168063 SMB2 138 Tree Connect Response

realm: CVSDEMO.LOCAL
v sname
name-type: KRB5-NT-SRV-INST (2)
v sname-string: 2 items
SNameString: cifs
SNameString: cifs
v enc-part
etype: eTYPE-ARCFOUR-HMAC-MD5 (23)

SMBEREEA 1 7L 7 b+

Cloud Volumes Service Tld&. XOEREN Y R— I N "5 S" SMBEREEDIBE .
« LM
* NTLM

* NTLMv2

e Kerberos

SMBEE 7 7t XADKerberosiRitld. FHTET3RDEERIBILELNILTY, AESH KUSMBESIEAERN
ICHR->TWBE, ExallTFas LRNIHESICEELETD,

Cloud Volumes Service Tld. LMB X ONTLMEZEED FUE#MH T R—EINTWVWE T, KerberosDiRED
EELLBWES (SMBI 1) 7 XADERRFRY) « EBE7 7 XFLDHEFHEREREEAZE (NTLM2AY) 127

—)l«/\vﬁ*hiio NESDAXANZZALIERZEHNMEV . —EBDActive DirectoryiRIE TIIEMNICH o
TWETY, & DREFFEEREAENENICHE > TWLWT. KerberoshH' ﬁt}]t:&"?ﬁ NTULWEWEE. 74—ILN\Y
DG BDEMBERELEN W=D, HET7 7 XIFKBLET,

Active Directory THR— F TN TWVWBRIAELRILDERE/RRICOVWTIE. ZBRLTLLIETWVW "Ry FT—7
¥ 21) 7« : LAN Managers3sE L RJL"

7O RFFRIETIL

NTFS /7 7 1 JLIERR

NTFSHERR & I NTFSOZ w IICEIML T 7ML AT LRD 7 71 ILE LV T 2 LA ITER SN BHER
T9, NTFST’OtZ*ELi’Basic’iT:ti’Advanced THEATE 77t AF[HDEZEF allow’ £ 7=I&[Deny]IC 5%
ETEXET
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https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-smb2/8df1a501-ce4e-4287-8848-5f1d4733e280
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-smb2/8df1a501-ce4e-4287-8848-5f1d4733e280
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ecstatic-angry-jonarnar Properties

General Publish Share Permissions  Security

Group or user names:

Permissions for Everyone Allow Deny
Full Control bl O
Change ] O
Read = O

(o] ome [
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ecstatic-angry-jonarnar Properties
General Publish Share Permissions Security
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Group or user names:

a CVS-SVC
‘ Justin Pansi (pansi@cvsdemo local) |

To change permissions, click Edit.

g

Pemissions for Justin Parisi Deny

Full control iy
Modiy

Read & execute
List folder contents
Read

LLL

For special permissions or advanced sattings, chick

Aitarcad Advanced

Cancal

[ |

Apply

v D e

Search ecstatic-angry-jonarnar

Date modified Type Size

This folder is empty.

Destination Folder Access Denied

You need permission to perform this action

= v P L » Network » cifs » ecstatic-angry-jonarnar
Name

3 Quick access

I Desktop =+

¥ Downloads g

% Documents - 4

[&1 Pictures 4

System32 /

= This PC (J
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¥ Network

ecstatic-angry-jonarnar
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Backup Users

Provide a comma separated list of domain users or a domain group name that require
elevated privileges to access volumes created by Cloud Volumes Service.

~ Accountnames
administrator,cvs-svc

Security Privilege Users

Provide a list of comma separated domain user accounts that require elevated privileges
to manage security log for the Active Directory associated with Cloud Volumes Service.

~ Accountnames
administrator,cvs-svec
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Backup Operators Properties

General

éll Backup Operators

Members:

Description: ‘ Backup Operators group

&', CVSDEMO\Administrator
& CVSDEMOl\cvs-sve

Add... Remove

OK

Changes to a user's group membership
are not effective until the next time the
user logs on.

Cancel Apply Help

RDRIC. T 74 EDBULTINI IL—=TFDIZ b, TT7 I bTEMENZ I—H/JIL—TZRLET,

A—7AJLI BUILTINZ )L—7F

builtin\Administrators*
Builtin\Backup Operators*
HHAABDT X b
Builtin\Power Users D5 &

HAARAHD EAA > 21—

*JI—T X )N—2w FlECloud Volumes Service Active Directory3%#is8E CHITEIS N E T,

T EDXYN—
Domain\Domain Admins D B&
%L

Domain\Domain’" X &

T L

Domain\Domain Users D&
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3. CNhZZEEITBHCIFTEFEHAS

& computer Management (CVS-EAST-C208) || mame Full Name Deseription I Computer Management [CVS-EAST-C2DE) Nama Desaription
~ 0 iy;tem‘fonls B Adminastrator Buili-in adminitrator accouni = §l System Tools - Built-in Ad!
() Tok Schadler (D Task Scheduler | 4 Users. Al users
. :::n:d Fold . ;:n:di' i : B Guests Built-bn Guests Group
- & ;MM: 25 " i ;hm: i :@Pc\u-(um Restricted adminkstrative privileges
Bl Sessions i sessions | & Backup Oporators Backup Operaters group
! Open Files il Open Files
¥ Local Users and Groups + ¥ Local Users and Groups
. Users 2 Users
| Groups L Groups

*l'l Administrators

Built-in Administrators group

Members:

& Administrator

CVSDEMO\Domain Admins

Changes to a user's group membership

Add... Remove are not effective until the next time the
- - user logs on.
OK Cancel Apply Help
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k-7 FOWPUtE'r Management (CV5-EAST-C2DB) Share Name Folder Path Type # Client Connections Description Actions
v [l system Tools gaac$ C\ Windows 0 Shares -
> @ Task Scheduler - - - . =
23| cvs-parisi C\cvs-parisi Windows k| M v »
Event Viewer . ore Actions
. 2 dgeyer-sm.. C\dgeyer-smb-test ~Windows 0
v 2| Shared Folders =y .
2 ipcs Windows 2
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| Sessions
| Open Files
> .‘.:E Local Users and Groups
> @! Performance
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> 5 storage
> ;ﬂs Services and Applications

45



& Computer Management
File Action VYiew Help
o 2 = BE

v il System Tools
(2 Task Schaduler
Event Viewer
v | Shared Folders
g% Shares
. Sessions
. Open Files
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User Computer
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asymmetric Properties ? X

Published Certificates Member Of Password Replication Dialkin  Object

Security Environment Sessions Remote control
General Address Account Profile Telephones Organization

Remote Desktop Services Profile COM+ Attribute Editor
Attnbutes:

Attribute Value o

name asymmetric

objectCatego CN=Person,CN=Schema,CN=Configuration,

objectGUID de489556-dd7b-43a3-98fa-2722f79d67ed

objectSid S-1-5-21-3552729481-4032800560-2279794

primaryGrouplD 513 = (GROUP_RID_USERS)

pwdLastSet 1/19/2017 1:56:34 PM Eastem Standard Tim

replPropertyMetaData  AttID Ver Loc.USN Org.DSA
|_sAMAccountName __asymmetric |

sAMAccountType 805306368 = ( NORMAL_USER_ACCOUN1

Udumcuser

uidNumber 1207

NFSOZ A4 7> bH5IE. UNIXBEBETEEIH. WindowsZIFEBETEEFH A

# id unix-user

uid=1207 (unix-user) gid=1220 (sharedgroup) groups=1220 (sharedgroup)
# id asymmetric

id: asymmetric: no such user

7 71ILHINFSH'S Tunix-user] E L TEFTIAFNB L. NFSUSA T MO ERDELSBIERICAD F

ERS

sh-4.25 pwd

/mnt/home/ntfssh-4.2$ touch unix-user-file

sh-4.2$ 1s -la | grep unix-user

SEfRe———== 1 unix-user sharedgroup 0 Feb 28 12:37 unix-user-nfs
sh-4.2% id

uid=1207 (unix-user) gid=1220 (sharedgroup) groups=1220 (sharedgroup)
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Windows?Z 541 7> R Tld. 7 71 IILOFREEDIEY)EWindows T—HICHRESN TWA I EZHRTE X
ER

PS C:\ > Get-Acl \\demo\home\ntfs\unix-user-nfs | select Owner
Owner

NTAP\asymmetric

WiZ. Windows1—HHSMBY S 7> kHh'5 Tasymmetricsy TERL7=7 71 IILDHBE. KDTF X MIC
TTLSIC. BYARUNIXFREEDRRINE T,

SMB :

PS Z:\ntfs> echo TEXT > asymmetric-user-smb.txt

NFS

sh-4.2$ 1s -la | grep asymmetric-user-smb.txt

—TWX—————~— 1 unix-user sharedgroup 14 Feb 28 12:43 asymmetric-
user-smb. txt

sh-4.2$ cat asymmetric-user-smb.txt

TEXT
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IJADV190023" DCIC K BLDAP/N- > RO A EEZBEL £,
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