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Configuration : 7S XA XBEBEDRX Y
Red Hat OpensShift cluster-admin IC& > TRDEZ X I HBRITINE T,

1. Red Hat OpenShift 7 5 X Z(Z cluster-admin & LTOJ 1> L %9,
2 ER370°z MIRIET 32207000 b EERLE T,

oc create namespace project-1

oc create namespace project-2

3. project-1 DRAREO—ILZIER L FT,

cat << EOF | oc create -f -
apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
namespace: project-1
name: developer-project-1
rules:
- verbs:
— T %1
apiGroups:
- apps
- batch
- autoscaling
- extensions
- networking.k8s.io
- policy
- apps.openshift.io
- build.openshift.io
- image.openshift.io
- ingress.operator.openshift.io
- route.openshift.io
- snapshot.storage.k8s.io
- template.openshift.io
resources:

I R |

- verbs:

— V%1

apiGroups:

L}

resources:
- bindings

- configmaps



- endpoints
- events
- persistentvolumeclaims
- pods
- pods/log
- pods/attach
- podtemplates
- replicationcontrollers
- services
- limitranges
- namespaces
- componentstatuses
- nodes
- verbs:

— LS |

apiGroups:
- trident.netapp.io

resources:
- tridentsnapshots

EQOF

C) CCCHIBYAO—IIEEIIELEZFTY, IYRI—HFOEHICEOVWTHEREREDRIAETE
BIIREHLHDET,

1. ERRIC. project-2 DRFEEO—ILEZERLFT,

2. TATO OpensShit 5EUVERY Py FIARL—UUY—Z g BEIEXNL—OBBEENSELET,
ARL—=UBBERITOT V7 XIE. Trident D1 > X b —)LBIER S N7z Trident 7R L —&20—)LIC
EoTHIEINET, CHICIIZT. AL —81E (T ResourceQuotas 772X LT A L=
DHEREZHET Z2HELRHD £7,

3 USRAHNDIARTHOTOT T2 b ResourceQuotas #EIRT ZRENZEM L T. R L—BEEIC
BOHTET,



cat << EOF | oc create -f -
kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: resource-quotas-role
rules:
- verbs:

I |

apiGroups:

L}

resources:
- resourcequotas
- verbs:
— T %0
apiGroups:
- gquota.openshift.io
resources:

B T |

EOF

4 USRAPMBBDT ATV T 4T« TANAFZEREETN. A—HIIN—THNISIET I —TFeREAE
NTWBEZHEBLET. ROBIE. 74T T4 T« TANAEH I ZRZICHEEN. 2—FJ )L
—JEEETNTVWBE 2R LTVWEY,

$ oc get groups

NAME USERS
ocp-netapp-storage-admins ocp-netapp-storage-admin
ocp-project-1 ocp-project-l-user
ocp-project-2 ocp-project-2-user

1. R L—CEBEBD ClusterRoleBindings Z5RE L £9,



cat << EOF | oc create -f -
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: netapp-storage-admin-trident-operator
subjects:
- kind: Group
apiGroup: rbac.authorization.k8s.io
name: ocp-netapp-storage-admins
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-operator
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: netapp-storage-admin-resource-quotas-cr
subjects:
- kind: Group
apiGroup: rbac.authorization.k8s.io
name: ocp-netapp-storage-admins
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: resource-quotas-role
EQOF

@ ARL—UBEBEDZEIF. Trident ARL—RE )Y =0 4+—2D 2 D0O—)LIC/NA >
RIBRENDBD XTI,

1. O—JLDYEHL - developer-project-1 MO — )L % project-1 D¥F S %2 JL— 7T (OCP-project-1) 2/ > K
TEIRBEEDNA VT 1>,



cat << EOF | oc create -f -
kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:

name: project-l-developer

namespace: project-1
subjects:

- kind: Group

apiGroup: rbac.authorization.k8s.io

name: ocp-project-1

roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: developer-project-1

EQOF

2. ERRIC. FAFEEBDRE)% project-2 DIIET 51— —JIL—FIZ/N1 > R ZFFEED RoleBindings %
ERL £9,

HE . ANL=—UBEEBEEOXRRY
2 L—SERENRD DY — AERET BUENBD FT,

1. NetApp ONTAP ¥ 5 XZ|Z admin ¥ LTOJ 1> L £,

2. Storage > Storage VMs L i#tH. Add Z20)v o LET, BEAFMAZIEELTC. 7Oz 1B
A2z 2BIC1 29D 2DDSYMZERLE T, Efew SYMEZDV Y —XZ2EETBICIF
vsadmin 7 AT > b EERL £,



Add Storage VM X

ETORAGE WM NAME

project-1-svm

Access Protocol

& SMEB/CIFS, NFS ISCSI

Enable SMB/CIFS
B crsblenrs

B Allew NFS client access
Add at least one rule to allow NFS clisnts to sccess volumes in this storage VML ()

EXPORT POLICY

Default
Rule Index Clients Access Protocols Read-Only R... Read/Wr
10.61.181.0,24 Arvy Ay Any
+ add
DEFAULT LaNousgE (D)
cutf_& b

METWORK INTERFACE
Use multiple network interfaces when client traffic is high.

K8s-Ontap-01

IP ADDRESS TUBMET MASK GATEWEY EROADCAST DOMAIN
Add opfional
gateway

10.61.181.224 24 Default-4 e

1. AL —YEEE ¢ LT Red Hat OpenShift 75 XZ(cOJ 1> L9,

2. project-1 M/N\w oI T > REERL. 7O FERDO SVMICYvE>YT LET, ONTAP VS XAXE
BEEFERT30DIC. SYM D vsadmin 7HO Y b EFERALTNAYIIYR%Z SYMICERTZIZE
EHRLED,



cat << EOF | tridentctl -n trident create backend -f

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "nfs project 1",
"managementLIF": "172.21.224.210",
"dataLIF": "10.61.181.224",

svm": "project-l-svm",
"username": "vsadmin",

"password": "NetAppl23"

EOF

@ CDBITIEONTAP E NAS D R SANZEALTWET, I—XAT—XICETVWTNYITY
Rzl Y 35%E1E. BYIB RS NZERALET,

(D Trident &' Trident 7O U AV X F=ILENTWVWBDE LEF T,

. [A#RIC. project-2 @ Trident N\ 2 T RZ{ER L. project-2 ICERAD SVM IR VYEY T LFT,

RIS RRL=U 0S5 XEERB L £9, StoragePools /N T X—2%5RE LT, project-1 EFED/Nv I T
VRORAML—=U T EFEBTBLSIC project-1 DAL —J 0 S X EER L. ChERELET,

cat << EOF | oc create -f -
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: project-1-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: ontap-nas
storagePools: "nfs project 1:.*"
EOF

. [BRIC. project-2 I LTA ML= 05 XZERR L. project-2 ICERDNY IV RORA L=
— W EZFERTRILIICHELEFT,

. ResourceQuota ZER L T' 7Oz P 1ROV Y —X%ZFIRL "o 7O 7 FEROX KL —D
EFERLEY



cat << EOF | oc create -f -
kind: ResourceQuota
apiVersion: vl
metadata:
name: project-l-sc-rg
namespace: project-1
spec:
hard:
project-2-sc.storageclass.storage.k8s.io/persistentvolumeclaims: O

EOF

5. [E#RIC 'ResourceQuota * ER{ L T 'project-2 DY —X&=HIRL ' 7O =7 FERADIX ML —2
zEBERKLFT

EE:
FIOFIBTRELLEIILFTFHU AT —FTIFvZIREET BICIE. ROFIEZEITLET,

%ﬂb%’lf SNcTOP T FTPVC XlIRy FZEERT B7TcODT7 I X ZHEEL £

1. OCP-project-1-user ¥ LC. project-1 DREIFE X LTOY 1> LE T,
2 PouAEEF Ty LTHLLWIOS T FEERLT T

oc create ns sub-project-1

3. project-1 [CEIDHTHNIRA ML —U 05 X%ZEAL T 'project-1 I PVC Z{ERL L £ 9



cat << EOF | oc create -f -
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: test-pvc-project-1
namespace: project-1
annotations:
trident.netapp.io/reclaimPolicy: Retain
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: project-1l-sc
EQOF

4. PVC ICBEMITONTWS PV ZHEERL £

oc get pv

5. PV EE®DRY a—LH. NetApp ONTAP LD 7O T b 1 BEAHD SVM ICHERTNTWS Z & #HESR
LFd,

volume show -vserver project-1l-svm

6. project-1 IC7RYy RZ{ER L. RIOFIETERLIZPVCZIY TV FLET,
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cat << EOF | oc create -f -
kind: Pod
apiVersion: vl
metadata:
name: test-pvc-pod
namespace: project-1
spec:
volumes:
- name: test-pvc-project-1
persistentVolumeClaim:
claimName: test-pvc-project-1
containers:
- name: test-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/usr/share/nginx/html"
name: test-pvc-project-1

EOF
1Ry RERTHRHESH. BLUVR) 2a—LNRRT Y FENTVEHESHZHERL X T,

oc describe pods test-pvc-pod -n project-1

PO REBIELTHO IO T2 MMZPVC 3Ry REERTZH. lorOd T

JhERD)Y —XZFERALET

1. OCP-project-1-user & L T. project-1 DRFAFEE LTOJ1> L9,
2. project-2 ICEIDYTHENT=A ML =205 X%EAL T 'project-1 I1Z PVC Z1ERLL £
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cat << EOF | oc create -f -
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: test-pvc-project-1l-sc-2
namespace: project-1
annotations:
trident.netapp.io/reclaimPolicy: Retain
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: project-2-sc
EQOF

3. PROJECT -2 TPVC ZER L 9,

cat << EOF | oc create -f -
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: test-pvc-project-2-sc-1
namespace: project-2
annotations:
trident.netapp.io/reclaimPolicy: Retain
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: project-1l-sc
EOF

4. pvC T test-pvc-project-1-sc-2 | H KU T test-pve-project-2-ssc-1 | BMEINTVLWEWI = HERL £
ER

oc get pvc -n project-1

oc get pvc -n project-2

S. 7OV Vb2 TRY REERLET,
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cat << EOF | oc create

kind: Pod
apiVersion: vl

metadata:

name: test-pvc-pod

namespace: project-1

spec:
containers:
- name: test-container
image: nginx
ports:
- containerPort:
name: "http-server"

EOF

TVOCAMEZRIEL T, 7O b VY=V F—8. AL =V U5 R2RTE

FUOMRELET

1. OCP-project-1-user & L C. project-1 DEEREB LTOJ 1> LT,
2. 7O REEF v I LTHLLWIAS T b EERLTLET L,

oc create ns sub-project-1

3. PUERERIELTIOD TV bERTRLEY

oc get ns

4. 21— —H'T ResourceQuotas ZR T FIIMRETEZINESHZRRLET 7OV I M 1

oc get resourcequotas -n project-1

oc edit resourcequotas project-l-sc-rg -n project-1

O A—H—HWRRAML—J IS RERRIDIOHDT IV L AEZF O TWVWER % HE

oc get sc

6. AL =T U SRUOVTR ' PO ERZRRL T LTV
1. 2bL—V0 SR ERETBHDIC A —DT IV REZRIELFT

mLET
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oc edit sc project-1-sc

IR - O 7 FOENN

RUVFTFTFYIMER TR ML=V —RZEAITZHLVWTOD T b ZEBMT 358 ILFTFU—
ZERLBVESICEMORENMVEICAED X T, VILFTFUEISREATTIOD Y b ZEMT BICIE.
ROFIEZRITLET,

1. NetApp ONTAP /S X ZICX ML —UEEBExLTOJ1 > LET,

2. TZhL=Y 5 ZRL=U VM IZBEL. TEBMI 22U v I LET, project-3 EFDH L LY SVM
EERLE T, £/o. SVMEFDDY —X%EEIE T B(CIE vsadmin 7H T Y M EVERL £,
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Add Storage VM

STORAGE WM NAME

project-3-svm

Access Protocol

& SME/CIFS, NF5 iSCSI

Ensble SME/CIFS
BB ersblenrs

M Allow NFS client access

Add at lezst ene rule to allow NFS clients to sccezs volumes in this storage VL ()

EXPORT POLICY
Default

RULE=
Rule Index Clients Access Protocols Read-Only R... Read/Wr

10.61.181.0/24 Any Ay Amy
-+ Add
DEFAULT LANGUAGE @

c.utf_& b

METWORK INTERFACE
Use multiple network interfaces when client traffic is high.

K3s-Ontap-01

P ACDREEER SUBHET MASK QATEWAY SROADCAST DOMAIN
10.61.181.228 24 Add optional Default-a  ~
gateway

1. Red Hat OpenShift 7 5 XA XIS AXEBEL L TOJI Y LET
2HLwyO oz b EERLEY,

oc create ns project-3



3. IdP |C project-3 DA —H T )L—THHER S . OpenShift 7 S XAZEEEATNTVWA e R LTS
eI AN

oc get groups

4. project-3 DRAFEO—ILEERL £,

cat << EOF | oc create -f -
apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
namespace: project-3
name: developer-project-3
rules:
- verbs:
— %1
apiGroups:
- apps
- batch
- autoscaling
- extensions
- networking.k8s.io
- policy
- apps.openshift.io
- build.openshift.io
- image.openshift.io
- ingress.operator.openshift.io
- route.openshift.io
- snapshot.storage.k8s.1io0
- template.openshift.io
resources:

— T %0

- verbs:

— T %0

apiGroups:

L]

resources:
- bindings
- configmaps
- endpoints
- events
- persistentvolumeclaims
- pods
- pods/log
- pods/attach

16



- podtemplates
- replicationcontrollers
- services
- limitranges
- namespaces
- componentstatuses
- nodes
- verbs:
— T %1
apiGroups:
- trident.netapp.io
resources:
- tridentsnapshots
EQOF

C) CCCHBAT 20— IILERITELRZHTY, MEEO—ILIF. T>RI-—HFOEHIZEDWT
EEITIVNELHD X,

1. 7027 b+ 3 ORFEERIC RoleBinding Z1ER L £9, &k, developer-project-3 D&E % .
project-3 D5 %4 JL—F (OCP-project-3) IC/N1T > R L E 9,

cat << EOF | oc create -f -
kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:

name: project-3-developer

namespace: project-3
subjects:

- kind: Group

apiGroup: rbac.authorization.k8s.io

name: ocp-project-3

roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: developer-project-3

EQOF

2. Red Hat OpenShift 7 S X RICA ML —YEBELTOJI Y LET

3. Trident N\ I> RZER L. project-3 EH®D SVM ICYvE>YS LET, ONTAP VS A A BEBERE
Bd23RHhDIZ. SVM D vsadmin 7D > b EFERLTNY I IV R%Z SYVMICERIT Az HERL
9,
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cat << EOF | tridentctl -n trident create backend -f

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "nfs project 3",
"managementLIF": "172.21.224.210",
"dataLIF": "10.61.181.228",

svm": "project-3-svm",
"username": "vsadmin",

"password": "NetApp!23"

EOF

@ CDBFITIEONTAP E NAS D R SANZEALTVWET, I—XT—XICETVWTNYITY
RZENT 27D DBEY S RS NZ2ERALE T,

(D Trident &' Trident 7O U AV X F=ILENTWVWBDE LEF T,

1. project-3 DX ML —C U5 R EER L. project-3 BERHDNY I IV RDA R L—JF— L2 ERT 3
LOICHELF T,

cat << EOF | oc create -f -
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: project-3-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: ontap-nas
storagePools: "nfs project 3:.*"
EQOF

2. ResourceQuota ZERLCT' 7O T b3 DUY —XEZFHBRLEFTANL—JEBERTBZ I ML —JF
ooz FERADINL—JICRDET
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cat << EOF | oc create -f -
kind: ResourceQuota
apiVersion: vl
metadata:
name: project-3-sc-rq
namespace: project-3
spec:
hard:
project-l-sc.storageclass.storage.k8s.io/persistentvolumeclaims: O

project-2-sc.storageclass.storage.k8s.io/persistentvolumeclaims: 0

EOF

3. D TOT Y bD ResourceQuotas IC/Ny FEERALT 7Oz fROUY —XAA7OP T 3
BERHODIML—UHWSRXMNL—JIZT7 7R T20%FHIELET

oc patch resourcequotas project-l-sc-rg -n project-1 --patch
"{"spec":{"hard":{ "project-3-
sc.storageclass.storage.k8s.io/persistentvolumeclaims™: 0}}}"
oc patch resourcequotas project-2-sc-rg -n project-2 --patch
"{"spec":{"hard":{ "project-3-
sc.storageclass.storage.k8s.io/persistentvolumeclaims™: 0}}}"
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