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Deploy OVF Template

+ 15elect an OVF template Review details

+ 2 Select a name and foider Werify the tempiate details.

« 3 Select a compute resource

4 Review details

5 License agreements Publisher Entrust Code Signing CA - OVCS2 (Trusted certificate)
6 Select storage } ; i N
Product Virtual Appliance - NetApp Inc. ONTAP tools for VMware vSphere
7 Select networks
8 Customize template Versian See appliance for version
9 Ready to complete
" ERE ' Vendor NetApp Inc
Description Virtual Appliance - NetApp Inc. ONTAP tools for VMwars vSphere for

netapp storage systems. For more information or support please visit
https:fwww.netapp.com/

Download size | 2.2 GB
Size on disk 3.9 GB (thin provisioned)

53.0 GB (thick provisioned)

CANCEL ‘ BACK | NEXT
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#> openssl x509 -in <code-sign-cert, pem file> -pubkey -noout > <public-
key name>
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#> openssl dgst -sha256 -verify <public-key> -signature <signature-file>
<binary-name>

¢l

#> openssl x509 -in OTV_ISO CERT.pem -pubkey -noout > OTV ISO.pub

#> openssl dgst -sha256 -verify OTV ISO.pub -signature netapp-ontap-tools-
for-vmware-vsphere-9.12-upgrade-iso.sig netapp-ontap-tools-for-vmware-
vsphere-9.12-upgrade.iso

Verified OK => response
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java -classpath "/opt/netapp/vpserver/lib/*" org.apache.derby.tools.ij;
connect 'jdbc:derby://<OTV-
IP>:1527//opt/netapp/vpserver/vvoldb;user=<user>;password=<password>';

Bl

root@nifiedVSC:~# java -classpath "/opt/netapp/vpserver/lib/*" org.apache.derby.tools.i1j;

1j version 10.15

1j> connect 'jdbc:derby://localhost:1527//opt/netapp/vpserver/vvoldb;user=app;password=N ' ;
1j> show tables;

| TABLE_NAME | REMARKS

| SYSALIASES

| SYSCHECKS

| SYSCOLPERMS

| SYSCOLUMNS

| SYSCONGLOMERATES
| SYSCONSTRAINTS
| SYSDEPENDS

| SYSFILES

| SYSFOREIGNKEYS
| SYSKEYS

| SYSPERMS
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Mame T Typa T W Address i CNTAP Release r Status T Capachy T NFS VAA| Siported Pratocoi

167287260 Cluster 10.324 85142 2120 ) Norma! | ]

75 X2 DEM

VS AZEMDT—270—HIC BMTEY 5 XAEHBMTILSZHR— L TWBHE. MTLSIET 7 4L k
THRESNE T, I—HREIOREZITOHBERIHD TR A ROV U= 3y MMEG 75 X2 DEME
ICA—HICRTEINBEEZTRLTVWET,

Add Storage System

@ Any communication between ONTAP tools plug-in and the storage
sy stem should be mutually authenticated:

vCenter server

Mame or IP address:

Username:

Password:

Port: 443

Advanced options ~.

ONTAP Cluster © Automatically fetch () Manually upload
Certificate:

CANCEL




Add Storage System

I:D Any communication between ONTAP tools plug-in and the storage
system should be mutually authenticated.

vCenter serves

Mame or IP address: 10_23L_85.142
Username: admin
Password: [ p—

Port: 443

Advanced options




Authorize Cluster Certificate
Host 10.234 85.142 has identified itself with a self-signed certificate.
Show certificate

Do you want to trust this certificate?

MO YES




Authorize Cluster Certificate

Host 10.234.85.142 has identified itself with a self-signed certificate. P
Hide certificate

Certificate Information
This certificate identifies the 10.234.85.142 host

Issued By

Name (CN or DN): C1_sti21-vsim-ucs581m 1678878260
Issued To

Name (CN or DN): C1_sti21-vsim-ucs581m 1678878260
Validity

Issued On: 03/15/2023 11:16:06

Expires On: 03/14/2024 M16:06

Fingerprint Information

SHA-1 Fingerprint: 2C:38:E3:5C:4B:F3:5D:3F39:C8:CE:4A:8
2:C1:AG:EE:34:53:A0:F3
SHA-256 Fingerprint: O05:0F:FE:CD:BO:C6:FC.:6F:EB:BAFC:86:F

JEIEFD4ASDICAOS2: 9B ET A4 T 0:B4:

52:F8:76:98:64:FA 23

Do vou want to trust this certificate?

75 XX DiFE

IS AADMENIBICIZ. RD2DODIF VAL HD T,
* ONTAPEEFEZ D BEMEARRNINT/IBE. I—HIFFLVWEERRZEZEEL TPy 7O— R I3 HEHLHD £
XS
* OTVIERRZE DO BMEARMUINTZEIE. Fx v IRV IR %A ICLTAERREX*BERMTE X7,
° ONTAPOFI LWISA 7Y NERREEER L F T,
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Maodify Storage System

Settings Provisioning Ophons
IP address or hostname: 10.237.149.72 b
Port: 443
Username: admin
Password: srrrmans
Upload Certificate BROWSE
(Optional)

|:I Skip monitoring of this storage system

Generate a new client certificate for ONTAP



o/

Updating storage system details..

ONTAP tools DHTTPSEERAZE

T 7 #)L FTld. ONTAP toolsid. Web UINDHTTPS7 VX% {RE T BT=DIC. T~
A M=ILEFICEFNICERSNSBCEBAMHAEEZHEAL £, ONTAP toolsiZIFZRD
KEEN B D £ 9,

1. HTTPSEERRZE OB 4R

ONTAP tools®D -1 > X b —JLEFIC. HTTPS CASERREN A VX b—ILE N, EEEAEHF—X F7ICHEME N X
Yo A—HIF maintI>V—I)LZzERA L THTTPSAIFEZBER T3 N TEEX T,

EROA T IV, TV Tr—2 a3 VERESEHEEOBYE/RICHEEI T S Z & T _maint_console TT7 7t X
ISEXR

OJ4 >N+ —
A-HHOTA > TOYTMIA—FREANT L. ROOT A Y NF—HRRSH

11



9o SSHIFT 7 AL FTEMICHES>TED. VMOV —ILH5BEMICT S E1ERD
DOO7A > ULHFRITNBEVWC EITERL TSR EL,

WARNING: Unauthorized access to this system is forbidden and will be
prosecuted by law. By accessing this system, you agree that your actions
may be monitored if unauthorized usage is suspected.

AN SSHF v RILZNLIcOT A 22T IBE. RDTHFIAMDBRREINET,

Linux UnifiedvSC 5.10.0-21-amd64 #1 SMP Debian 5.10.162-1 (2023-01-21)
x86 64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

T OT A4 TEHDORALTT b

RET7 OV R%ZHILETB70IC. IET7 T4 TRALTIEDRESNET, CDXRA
L7 M. eIz Y —XEFERALTVWSE. —EHRIET7 VT TRHR1I—H%
BEMIcOJ 7V LET, CNUICKD, BFRISNcA—HF—DHAN Y —RIZT7 It
ATEBLSICHED, X2 ) T4 OHFICKRIBET,

* 7 #)L LTI, vSphere Clienttt w3 > IE7 1 RILIREDM2096i< LRALE T, #0718, I—H(F
BEOJA YL TISATY NOEREZBHIZIBELNDHDET, FA LTI MEEEETSBIC
I&. webclient.properties 7 7 1 )L Z#RE L £9- vSphere ClientD X1 L7 7 F %R ETET £,
"vSphere Client® X 1 L7 7 MEDKE"

* ONTAP tools®Web-CLIZwv>a>oO4d 77 LREIZ3099 T,
IA—HH7cD DRRAKERE (XY bT—IFFa)T11x
E::DOSINE)

TIAIL LTI, A—FH7=D OFEKERFEREIZI48T I, ONTAP tools®Droot1—1f
3. REBEODBHICISCLTCIDEZZETEE T, CDEIF. DoOSHEICHTEZIAHN=X
LERMHETZ/-H. IEBICKIREICHRELBRVWTLIETL,

I—H—F. RKERtEY >3 YEPHR— TN TV ZOMD/INT X—2—
%*_|opt/netapp/vscserver/etc/dosfilterParams.json *7 71 JLTEETE X9,
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T4 INREZRETBICIE. RDNFXA—RZFERLET,
* delayMs : L — hHIRZBRIcINTOERDERENZ X TOEE (I UMEM) . BERZESTIBIC
I3 1zHEEL X T,
* throttlems: 2 < 7 #+ D IEERAFFIE TR
* maxRequestms . C DEXRDRE{TZFr0] 9 5 HAfE.
* ipWhitelist : L — FFIRSNBWVWIPFT RLADAVIRXYID ) Xk,  (vCenter. ESXi. SRADIP)
* maxRequestsPerSec : 1#)&% 1= D DIFEFH 5 DERAERE,

dosfilterParams 7 7 1 )LDT 7 # )L ME:

{"delayMs":"-1",
"throttleMs":"1800000",
"maxRequestMs":"300000",
"ipWhitelist":"10.224.58.52",
"maxRequestsPerSec":"48"}

v hkDO—o%+4 L7083 (NTP) OETE

v D —UBRBREDFA—HHARET,. EXa T OBEIERETIIHEENHD F
To COESHRBEECICIF. XY FT—=TJRDITARTDT /N1 RICIERERBEERE
hH3Z xR IT 3 CHEETY,

"RE7TSA47>2X

NTPH—NIE. RET7 FSA TV ADAYTFHF VXAV —ILHBRETET X T, I—HIL. System
Configuration=_ Add new NTP Server_option CTNTPH —/\NDFlZEBIMTEE T,

T 74 ETlE. NTPOH—E Xidntpd TS, CHIILHS—H—EXTHD. BFEICL>THRET VT
ISBUICHEEEL £H Ao

* Debian *

DebianTld. I —%(3/etc/ntp.conf7 71 ILICT 72X L INTPH —NDOFMEHETETE I,

INAT— KRR —

ONTAPY —I)LZHIHTEA TSR I—, £IFN—23 9. 12MUICT7y T L—RYT
321—HF. BEEI—HETF—EIR—IXA—HFOmMAICT LT, OGN T—RAR
) —ICROSMBELRHD X T, EATOLIFIZ. FILLWI—HIZNIT—ROAST%E
RDHDZTOAVT EDBREREINFE T, N—2 3 29.12LU&ICT v 745 L — K 9 3Brownfield
A—HDBEIE. XVTFURXAVY —=ILTENDBINZAT—RRY S —|IRSI AT 3
CEERATEET,
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s A—HHAmaintI>V—ILCOFd 14> TR NAT—RHAEMLZIL—ILEY MBS LTFIv IS
. EhaEh o758, I—FIFECNRT—RZ)tEy b d23L5ICKROENET,

* NAT—RDT 74 bOBEMHARIZO0OETY, 75BN RBT 3. I—HIFNAT—RE2LTET I
DB ZZ(TEDIEH £,

*HAIILNTEICHLUWART - R ZRETIUENHDE T, Y RATLIIREBDNRAT—RZHLL/NX
J—RELTRITRD FH A

c A—HYHmaintd>V—=ILICOTd A4 > T3EUIC. XM A Za—%0O—R$3HIC. RORI )=
Iy brDESBNRT—RARYS—HMRFTzvIINET,

* NRT—RAR) S —FTIFONTAP tools 9. 1MUABIN S D7y T L—RtEy b7y AT ->TULWAWI L
MRESNIBEE, NAT—RZUEy FI3HDOROBEARNKRRINET,

*A-YHBFWNRT-RFZRELELSETED BRERONZXAT—FZ2H5—EANTBL. ROTS—H
RLNINET,
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