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VM Storage Policies
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Create datastore Type X
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Destination: () Cluster-01

2 Name and protocol .
Datastore type: () NFS
() VMFS
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4 Storage attributes
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Create datastore Name and protocol X

|@1 Type

Datastore name: vVols_Datastore

| 2 Name and protocol
Protocol: iscsl v

3 Storage
4 Storage attributes

5 Summary

* ASAR2Y X7 LSVMZEIRL. next ZU)v I LET,

Create datastore Storage X

©1 Type
Choose a storage VM where the datastore will be created.

© 2 Name and protocol

Storage VM name h d Tier ¢ Platformtype T QoS configured Y
3 Storage @) rtp-a400-c02 / svm_iscsi Performance AFF No
() rtp-a400-c02 / svm_cluster Performance AFF No
4 summary O rtp-atk-cO1/ svm1 Performance ASA r2 No
4 »

Manage Columns 3 Storage VMs

v Advanced options

[TV YILET,

62



Create datastore

©1 Type

© 2 Name and protocol

© 3 Storage

4  Summary

* TNIIEETT!

° ONTAPY —JL 10.3 ¥ONTAP FAS. AFF. &KX TUASAr2 K DFIDASA,

Summary

A new datastore will be created with these settings.

Type
Destination:
Datastore type:

Name

Datastore name:

Protocol:

Storage
Storage VM:

s OROJLEERLTLIETWV

Create datastore

| © 1 Type

| 2 Name and protocol
3 Storage
4 Storage attributes

5 Summary

Name and protocol

Datastore name:

Protocol:

* SVMZERL. _next Z7 U v I LET,

Cluster-01
wols

vVols_Datastore

iscsl

rtp-alk-cO1/svmi1

NFS_vVols

NFS 3
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Create datastore Storage X

@1 Type
Choose a storage VM where the datastore will be created.
) 2 Name and protocol o a
Storage VM name Y2 Tier > Platform type T .
configured
© 3 storage @) rtp-a400-c02 / alpha_new Performance AFF No
@i, Seragesibribalies (] rtp-a400-c02 / gpvs2 Performance AFF No
O rtp-a400-c02 / alpha2 Performance AFF No
5 Summary () rtp-a400-c02 / cifs_depot_alpha Performance AFF No

qa »

Manage Columns 8 Storage VMs

v Advanced options

*[FLWARY a—L%EBM £/F [BFEOR) a—LEFER] 22 v o LT, BEZIEELXI, ONTAP
Y—JL 10.3 Tld. BHEDOAR) 2 —LZBERFIERTEEDICERTEIAZCIEEL TS L, £
Too BEORY) 2 —LEFHTEMLT. ONTAPYSRALETNS VA ZEZIEDHTEET, ™
Nl 2w

Add new volume

() singlevolume @ Multiple volumes

Volume Name: * NFS_vVols_Volumes

Volume name will be appended with sequential numbers. For
example, <volume_name>_01, <volume_name>_02 and so
on.

Count: *

Size (GB): * 1024

Space reserve: * Thin

Local tier: * aggrl_alpha_01(22.86 TB Free) v

v Advanced options
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Create datastore Storage attributes

@1 Type the datastore.

© 2 Name and protocol

© 3 storage ADD NEW VOLUME ]

NFS_vVols_Volume...

5 Summary

NFS_vVols_Volume...
NFS_vVols_Volume...

NFS_vVols_Volume..

TRV LET,

Create datastore Summary

© 1 Type
Type

@ 2 Name and protocol Déstination:
Datastore type:

© 3 Storage
Name

© 4 storage attributes
Datastore name:
Protocol:

5 Summary

Storage
Storage VM:

Storage attributes

Create volumes

Volumes: © Create new volumes

4 Storage attributes Name T | Size T Space reserve

17B Thin
1TB Thin
17B Thin
1TB Thin

A new datastore will be created with these settings.

Cluster-01

wvols

NFS_vVols
NFS 3

rtp-a400-c02/gpvs2

() Use existing volumes

QoS configured

No

No

No

Local tier

aggrl_alpha_...
aggrl_alpha_..
aggrl_alpha_..
aggr1_alpha_..

4 Volumes

X

Create new volumes or use the existing FlexVol volumes with free size equal to or greater than 5 GB to add storage to

cBDYUTENTWVWBHRY a—LAld. T—F X kT D[Configure] 2 7 DONTAP tools] X = 1 — TR TE £

ERS
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Connectivity with Hosts
Protocol Endpoints
Capability sets

Default profiles

v | Thinprovision ed v | space utiized ) v | woiscount v | Qosconfigured v
NetApp ONTAP tools v NFS_vVols_Volumes_01 aggri_alpha_01 Yes o% No
NFS_vVols_Volumes_04 aggri_alpha_o1 Yes 0% o
SnapCenter Plug-in for VMwe NFS_vVols_Volumes_03 aggri_alpha_O1 Yes 0% No
Ye

Resource Groups NFS_vVols_Volumes_02 aggri_alpha_O1
Backups

0% 1 No
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9o ONTAP'Y —)L VASA Provider Z L 7=flIC DL T, link:vmware-vvols-ontap.html#Best
Practices[NFS v3 f#2HDWolsZFR L7y b7 — @M OA zBRL T T, T
NetApp.clustered.Data. ONTAP.VP.VASA101 X L —2DIL—ILIE. FE wWols R—XDF—4& X b7 TER
TNET,
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Policies and Profiles

Q

— vSphere Client

VM Storage Policies

& VM Customization Specifications
[® Host Profiles
B3 Compute Policies

£& Storage Policy Components

Create VM Storage
Policy

1 Name and description

Create VM Storage
Policy

1 Name and description

2 Policy structure

VM Storage Policies

Quick Filter £

10000

CREATE

Name
VM Encryption Policy

VSAN Default Storage Policy

VVol No Requirements Policy

Management Storage Policy - Regular
Management Storage policy - Thin
Management Storage Policy - Large
Management Storage Policy - Stretched
Management Storage Policy - Stretched Lite
Management Storage Policy - Single Node
Management Storage policy - Encryption
Host-local PMem Default Storage Policy

VSAN ESA Default Policy - RAIDS

Name and description

vCenter Server:

Name:

[—@ VCF-VCO1.ONTAPPMTME.OPENENGLAB.NETAPP.COM v

NetApp VM Storage Policy

Description:

Policy structure

Host based services

vcf-veOl.ontappmtme.openenglab.netapp.com
vef-veOl.ontappmtme.openenglab.netapp.com
vcf-vcOl.ontappmtme.openenglab.netapp.com
vct-veOl.ontappmtme.openenglab.netapp.com
vcf-veOl.ontappmtme.openenglab.netapp.com
vcf-veOl.ontappmtme.openenglab.netapp.com
vcf-veOl.ontappmtme.openenglab.netapp.com
vef-veOl.ontappmtme.openenglab.netapp.com
vef-veol.ontappmtme.openenglab.netapp.com

vef-veot.ontappmtme.openenglab.netapp.com

R vcf-veOl.ontappmtme.openenglab.netapp.com

vef-veOl.ontappmtme.openenglab.netapp.com

Create rules for data services provided by hosts. Available data services could include encryption, I/O control, caching,
etc. Host based services will be applied in addition to any datastore specific rules.

[] Enable host based rules

Datastore specific rules

Create rules for a specific storage type to configure data services provided by the datastores. The rules will be applied
when VMs are placed on the specific storage type.

(") Enable rules for "vSAN"

storage

\:\ Enable rules for "vSANDirect" storage

[] Enable rules for "VMFS" storage

Enable rules for "NetApp.clustered.Data. ONTAP.VP.vvol" storage

\:\ Enable tag based placement rules

Tanzu on vSphere Storage topology

Create a Zonal rule for storage topology that will be applied to all other datastore-specific rules in this storage

policy.

["] Enable Zonal topology for multi-zone Supervisor
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Create VM Storage
Policy

1 Name and description

2 Policy structure

NetApp.clustered.Data.ONTAP.VP.

vvol rules

Create VM Storage
Policy

1 Name and description

2 Policy structure

NetApp.clustered.Data.ONTAP.VP.

vvol rules

Create VM Storage
Policy

1 Name and description
2 Policy structure

NetApp.clustered.Data.ONTAP.VP.

vvol rules

4 Storage compatibility

68

NetApp.clustered.Data.ONTAP.VP.vvol rules

Placement Tags

Platform Type @

Tier @

Space Efficiency @

{ ADD RULE v ]

QoS I0PS

AFF

Performance

Thin

NetApp.clustered.Data.ONTAP.VP.vvol rules

Placement Tags

Platform Type @

Tier @

Space Efficiency @

QoS I0PS @
MaxThroughput IOPS @

MinThroughput IOPS (@

Storage compatibility

COMPATIBLE INCOMPATIBLE

\:'\ Expand datastore clusters

Quick Filter  Enter v

ol
o

Name Datacenter

B NFs_vvols Raleigh

Type

vVol

AFF

Performance

Thin

10000

REMOVE

1000|

Free Space

3.80TB

N

Compatible storage 4 TB (3.8 TB free)

Capacity Warnings

4.00TB



Create VM Storage Review and finish x
Policy

General

o Name NetApp VM Storage Policy
1 Name and description
Description
vCenter Server vef-vcOl.entappmtme.openenglab.netapp.com

2 Policy structure
NetApp.clustered.Data.ONTAP.VP.vvol rules

Placement
NetApp.clustered.Data.ONTAP.VP.
Platform Type AFF
vvol rules
Tier Performance
i Space Efficiency Thin
4 Storage compatibility
QoS I0PS

5 Review and finish MaxThroughput IOPS 10,000
MinThroughput IOPS 1,000

CANCEL [ BACK ] FINISH

ONTAPY —JLICK B NT +—T VA EE

ONTAP toolsid. HBDOEEEE 7LD X LEZFERAL T, MMEFIFRERKRDASAY AT LEFERT 3 &E
7iFlexVol volume. F7IZASAR2S AT LR FEHITZAML—=JT7RASEUToYV—> (SAZ) ZWolT
—RZZARTARICEBBLE T, BBEBIX. TORXRL—SEVMARL—URU S —OBRICEIVWTITbNE
To CHUSED. T—ERRNTENYFXVITIRL—=IUH, HEESNIENT A= ABEHEZBERICHT-T
EDTEET,

/N IOPS PERAIOPS BREDNT # =XV AKBEZEET BICIE. BEDBHICEIETS2HEDHD T,

* *R/NOPS ¥ R AIOPS *IZVMAR ) S —TIEETEF £ 9,

e RUS—RDIOPS Z2ZEBLTH., ThZz®HAI S VMICVM RU L —HBERAINS ET. Wols
D QoS IFEBENF A, Fcld. BELIOPS THLWRU S —ZERL. TENZEX—7 v b VM
ICBERATZCHTETET, —MNICIE. BREZT—EXBTCICERNDO VM XL —Y RUS—%
EEL. VM EOVM AL =Y RUS—ZEEITBZEHHEINE T,

° ASA. ASAr2. AFF. B&LUFASN—=YVFT D T4 ICITERD IOPRENHDEXT, IRTDT v
a2 YZAFTLTIEMin & Max ORAIMERTET EFIH. AFFUAND S X F L Tld Max IOP 5RED &
HHEHATEED,

* ONTAP toolsid. IREHR—EFINTWVBE/N—J3 2 OONTAP ISR LT EBEETNTULZAELQOSHKY &
—Z@ERICERLET. 2D, 8 & ODVMDKIZIFEFNZNHBEDIOPSHAEID Y TESNET,

VMZ kL —=2RUS—ZBEALTVWET
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VM Storage Policies

CREATE  CHECK EDIT CLONE  REAPPLY DELETE A

()| Name vC £
(] E@ Management Storage Policy - Large | vm-is-vcenterOl.vtme.netapp.com

(] B VVol No Requirements Policy [J) vm-is-vcenterOl.vtme.netapp.com

\:l E3 Management Storage Policy - Stretched Lite | vm-is-vcenterOl.vtme.netapp.com

\':| EB VM Encryption Policy &) vm-is-vcenterOl.vime.netapp.com

\:| E Management Storage policy - Encryption [} vm-is-vcenterOl.vtme.netapp.com

\:| Ea Management Storage Policy - Single Node 5 vm-is-vcenterOl.vime.netapp.com

(] EB Management Storage policy - Thin [ vm-is-vcenterOl.vtme.netapp.com

= AFF_iSCS|_VMSP o vm-is-vcenterOl.vtme.netapp.com

o

LJ

3 Host-local PMem Default Storage Palicy [ vm-is-vcenterOl.vtme.netapp.com v

14 items

S |

VVOL%Z1R:ET D

gDt o> 3> TlE. VMware VVOLEONTAPZ KL —S % EHTA3FIBERZI NS
T4 AUCDWVWTEHALE T,

VASA Provider® S 6] Bt

NetApp VASA Providerid. vCenter>% -« >, RESTAPI*t—/\ (|HVirtual Storage Console[VSC]) . &
U'Storage Replication Adapter& & HIZIREET7 547> AD—8& L TEITINE T, VASA Provider% £
TEHWVWEE. VWOLZERATIVMIFZ I SHEIETINE T, 7L FHILULWOIT—R I T ZERT S C
CIETEF . vWolzvSphere TIERL £ /IINA1 Y RTB e HTEFEEH AL vCenterld X7 v FVVolDIERL %=
EBRTEARVWEDH. WolEERATBIVMOEREEZA VICTEEFHA. £/ WolZFILWRAMMINA Y RT
THRVH. ETHFDOVMTvMotionZfERA L TRIDRA MIBITIBZCIETET FH A

VASA Provider 71L& Tld. BEREEICT—EXZFATETBEELDICTBODHFH L LKEEEN T R—~ &
NTWET, VASAProvider i 7T —ENRN—AH—EXZE&ER T 2 L Liwatchdog 7O AAFZENTULE
T EEMNMEHIND . O T 71 IIHEHFRIN, T—EXDEFNICHESHINE T,

vSphere BIR2E& &, DI v a > I UFT o HILBRIYMEY T T T7. RAMN=RIxT7. BLUXRY +
D—UDEEHNSRET IO LRICATAMKEZFERL T, SOICREZREITIVELNHDEFT, 5D
HEEZ R T A1DICREB 7 IS4 7 ATEMOHREZITOHEILH D FHA. BEDVSphere 7 7O—F
EFERALTHRETSIEITTT, cNBIERY Ty ICL>2TTFR AN, Y R—FEINTVET,

vSphere High Availabilityl&. FEERERICAI M T XAZADFIDHRR F TVMEBIRREIT 5 KL S ICREICHE
L CE £, vSphere Fault Toleranceld. #EHICL 7 r— 3. FREDRRTTA 4 —/N\—TZ 3t
AVHAVVMEERTZ T, T ZEDET, CNSDEEEDEBMIBER I(FTHERTETET "ONTAP
tools for VMware vSphere® K& 2 X >  (ONTAP tools D S a 4D ERE) "« & & UVMware vSphere® R
Fa XYk (TESXi& & UvCenter ServerdvSphereDEJAM ) #EH) ,

ONTAP tools VASA Providerld. VVOLDERE%Z BIEXNRDONTAP AT LIC) TILEZA LTEENIC/NY D
Tyv7TLET, CDORXTLTIE. VVOLIEED FlexVol R 2 —LDARZT—RIBHEINE T, ASHOD

B TONTAP tools 7 754 7V ADMERTE R B TIBETH, BEIODARICFTLW T IS4 T7 VR %
BALTHREZAVYR—NTEZXY, VASAProviderd ') AN FIBOFEMICOWVWTIE. XROBMIBRT —T
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+ 4. Policies
Notification: Never i
« 5. Schedules —
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+ 6. Summary Errors |
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i
J
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Latest Snapshot name Enable _recent suffix for latest Snapshot Copy

Custom snapshot format: [C] Use custom name format for Snapshot copy
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New Protection Group Type X

1 Name st dif action Select the type of protection group you want to create:

° Datastore groups (array-based replication)

2 Type Protect all virtual machines which are on specific datastores

1 Individual WMs (vSphere Replication)

Protect specific virtual machines. regardless of the datastores

() Wirtual Volumes {(vVol replication)

Protect virtual machines which are on replicated vVol storage

1 Storage policies {array-based replication)

Protect virtual machines with specific storage palicies

Select array pair

Array Pair T 7 Array Manager Pair T
& clusterl:svmi — cluster2:sym2 vel array manager — vo2 array manager
+” clusterlisvm3 « cluster2:svm4 vcl trad datastores « vc2 trad datastores

CANCEL BACK MNEXT

YR—bESNBVWLATTIRTY

PR— b RARNDEETIE. B4 D VM HDFRET 2EEHD SVM IC7—4% (VMDK £7:1& RDM) h'dp b %
T ROEDHITIE. D2DDSVMEICH DT, & VM1 VLSRTCIREITDILSICHKRET DA LlgTE
Ao VM1
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SnapMirror Cascade Replication
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SnapMirror £ SnapVault

NetApp SnapVault V7 b = 7ZERAT2E. XFY NPV TR =P AT LB TIVR—T 54X T7—
RETARAIR=RTNYITvTTEEXT, SnapVault & SnapMirror IZE CBIEBRICHETET £ IH.
VLSR THR—hrENTWABDIE. SnapMirror RO 7 A ILA—/N—F1FT9,

@ NetApp SRAlF. mirror-vault RUI—&A 7,

SnapVault & ONTAP 8.2 T—h' S BIBRIN F L7z LARID Data ONTAP 7-Mode TER T TWLW1—H
SHEBESISEETIHRELNHD X LD TD/IN—2 3 2D SnapVault TlEEICHREEREENBIMIN TV E
o KIAESD 1 DIE. SnapVault ERXBFIC TS 1 7)) T —4X D Storage Efficiency ##iF TCE3 & T
ER

T—FX T F v DEBLRLEEHAIE. 7-Mode SnapVault DIFE L EIHRIC. ONTAP 9 @ SnapVault TH qtree
LAL TR R 2—LLAILTL U — R ShBETT. DE0D. SnapVault BIRDY — Z K 12—
LTRITNEERSS. FDARY a—LAlL SnapVault t AV R DS XTFLAEDMBOAR) a—LICLTUTr—F
SNBZBELNHD XY,

SnapVaultz BT 3RIETIE. TIATIVRA ML= AT LALEICRRBEFIOR Ty o a3y MHER T
NET, REINTVBERICKH L T SnapVaultX 42 2 — )L F 7=IENetApp Active IQ Unified Manager7: &
DT TVr—> a3 %FERAL T, &aifdESnapshotx 754X AT LICERTEE T, 751U R
T LTYERL S N 7=%Ei{d E Snapshoth'SnapMirrorm7 X 7« Z—> 3L FUr— kS, £2H
5SnapVaultT R 71 2—> 3 VICREINE T,

V—2ZKR a—LALlF. RJa—LH DR YA LD SnapMirror T X T4 Z—>a>IcLT)5— 33 AR
T—RIBTERTE. £2H'5 SnapVault T AT 4 2= 3 VICRESNE S, 772077 MEHRTIE. —
FDT AT« %—3>h SnapMirror T X714 %—> 3>, HS5—AN SnapVault 7 X714 %—>3 > TH
BY—ZAR) a—LBHERTEFET, 7=77L. VLSR 7z A IA—N—FIEL TV Tr—2 3 > O RERRE
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I« SRA . SnapMirror T X7« %—> 3 >R a— L% SnapVault DY —XE LTEATZLSIC
SnapVault BB Z BEITIFBEREL £t A

ONTAP 9®MSnapMirror & SnapVault O \RFIERICDOVWTIE. UTFTEBBL T IV, "TR4015 @ [
SnapMirror Configuration Best Practice Guide for ONTAP 9 g "

RANTIZS VT4 R

SnapVault £ VLSR = LIRIZETHER T 31545, @&E(E DR Y D SnapMirror 7 X7 1 %—> 3 >h'H
SnapVault /N2 7w 7% R{79 3. SnapMirror H*'5 SnapVault N\DH X — KRB EERT 3 Z & E#EE
LEJT. KENRETDE. COBRICK>TTSAIVHA MITIEATERSABDET, UANUY
4 MZ SnapVault 7 A7 4 %—>avEBRETD . 71 /LA —/N—1&IC SnapVault /\v 77 v T BR
FELT. UANIYA FT SnapVault /NI 7w THEBETEELSICHRDET,

VMware EIE Tld. &7 —4& X b 77IZ Universal Unique Identifier (UUID ) H'EIODH TSN, & VM ITIE—
R Managed ObjectID (MOID) HEIDHTSNET, VLSRIF. Tz AINA—N—TzAINYID
HITEFICCNSD ID Z#FLEFH A VLISRIZTZT T AIILA—/N—TFT—X2 X7 UUID & VM MOID % #t+F
LaWwEd. CNSDIDICKRFETZ T IV T—2aVIE VSR 7ML A—N—DH EICBRET DHEN
HDFEF, FceZxIF. SnapVault L F1)r— 3 > % vSphere IRIE C FHE 3 % NetApp Active IQ Unified
Manager 2 EDH D £7,

RDBEIZ. SnapMirror H*5 SnapVault NDH X7 — R ZRL 9. SnapVault 7 X7+ %—> 3 >h 7
FARVGA FOEFELEOEEEZRITRVWDR A M RIEB I DT A MIHBHEE. 7 1ILF—/N—1&IC
NI Ty TaFITTERLSICREBEZBRETIET,
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AETCCDT—REZRETETSLSICBDFE LT

Site Recovery Manager IRIE T qtree D{FEH

gtreeld. NASDT7 7 A IS AT LY A#—RZBETE 3BT LU M) TY, ONTAP 9 Tl& gtree Z1E
FTZE. SnapMirror TL U —hENfzAR) a—LAICEEETE XY, 7272 L. DSnapMirrorTld. 1@ 4
DatreeD L ) r—2 3 >%qtree LNILDL FUr—2 3 VIFRITTEEE A IRTOD SnapMirror L 1)
g=avidF. R)a—LLRIILTRITEINET, CDFH. VLSR Tqatree Z AT CIFHERINEE
A/O

FC ¥ iSCSI ORTEIEE

HR— RO SAN 7O R3JL (FC. FCoE. iSCSI) DIFE. ONTAPO [ LUN H—E X #ZBMH L F
Jo LUNH—EXDEMEIE. LUN Z{ERR L T, SN TVWBRRAMIVNYEY T TRHEETT, 75
ARIEHOIY FO—STHERIND O, LD LUN ADTILF/VR /0 TEIBINBZHIB/NAHER
HOET, KRR LT Asymmetric Logical Unit Access (ALUA ; JER#RRIEI=w h 7ot R) DMEAIN
23725, LUN ANDTRBER/NZADEREIN, T—RERERBICT I 71 TICBD £, LUN ANDFRE/NIHED
271358 (BMER) 2 —LHABEEINIZIEEAY) . ONTAPO IZEHEIMNICCOZEE#RHL. > XTFTL%E
BIETRICRCABLET, RBENADFIATIT R A STIBEE. ONTAP [SEELIETHOF ARIEER /N
ICUIDEBZZZ N TEXT,

VMware VLSR & NetApp SRA DIRIETIE. —ADY M TFC ZOMIJILEFEHRAL. B5—ADHY A KT
iSCSI 7O R EZFERATEX Y, 727°L. FCEHDT—HX XA MT7 L ISCSI#EHOT—2AMT7%EL
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ESXi RXFTRESHERED. AL ZRRZADORDARINTHERALIED T2 IETEEFHA. COERIE
VLSR TiEHR—hrENTWEEA. VISR 7T AIA—N—FTETRANT A ILA—N—DETH,
VLSR IFERICIEC TESXi RARDIARTDOFCAZII—REISCSI A= I —REEHET,
RANTZO074R

VLSR ¢ SRA Tld. RE YA b UANUY A FETOFC ZOMIJLE ISCSI 7O R JILDEEE HKR—
FLTWET, 727 L. B RTFC £IZiSCSIDEBE5H O 7OMILE 1 DIZIFERL. @ELCHA
FTHRADZONIIEFERTZZCIFTEEEFA. 1 20 MIFC ZORIJLE iSCSI 7O /LM

FEBETINELRHZHE. —EDHRRXNTISCSI ZFEAL. fIDRX NTFC #ERAT3 I EHEL

x99, £/-. VM 73\2:15'975‘—7'50)/1'\7\ EIIW—=TFFIEZMBEORINTI—=FICTAIINAF—N—TF 3B &

SICREINALSIC, VLSRUY —XRIYYEVITARRETDEHHRELED,

vWollL 74— 3 (EREBEDOVLSRM/ SRMD SISy a—F4 >0

ONTAP tools 9.13P2%Z R L TW315HE. WolL 74— 3 YR L TVWAIEE
IF. SRABLUVRERDT—H X 7 TERINZHZELIF. VLSREKXUSRMTOD T —
P7O0—NDKREILERDFT, LLeRlF. PLARXR=—DvDOBERIEHD EFEA. £D
7=&. ‘discoverarrays’ 1< > KX “discoverdevices' AY > RIFFRREINEH Ao

ST a—T4 7% T5%BEIR. UFCRIHLLWI—I7T70—ICDOVWTEBELTECERIBET,

1. queryReplicationPeer : 2 DD 7 #—ILE RXAVEOL FUr—23 08 BB LET,
2. queryFaultDomain : EER X1V OREBZEHLF T,

. queryReplicationGroup : YV —X R XAV XLFZ—T Y FRXAVIEETZL TV =232 0)L—
T2RELET,

. syncReplicationGroup : V—XRE&&—4w hETT—RZEHL X7,
queryPointinTimeReplica : =7 b EDORA >V AV RALL T HZEHLEFT,
testFailoverReplicationGroupStart : 7 XA M7 T ILA—/N—%FIBL £,
testFailoverReplicationGroupStop : 7TA R 7 A ILA—N—ZTL XTI,
promoteReplicationGroup : T X MDD T I — T2 ABRIRICAELF T,
prepareFailoverReplicationGroup : $EEIHD#fE%E L £,

10. FailoverReplicationGroup : 7«4 HXZ U ANV EZRITLET,

11. revertReplicateGroup : EAMEDL FUTr—> 3> %M LET,

12. queryMatchingContainer: 8 SN 7c R > —FER LA 7OEY a =V BERZ B TaEEEDH S O
VTt E (RAMEREL IV =23y dl—TeeHil) mRLED,

13. queryResourceMetadata : VASA Provider 5 3 RTDUY —ADXEZT7—2%EH L. )Y —IFEX
%#[O)% ¥ L T queryMatchingContainer B8RS C &N TEE T,
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—T9, k. R a—LE KLU SnapMirror BIRED ONTAP YV —ILZWRE LTcHDTIERWVWIHTT,
ZD7=H. SnapMirror BRI EBICTELICHEEINTWVWS e ZxESRL. LTUSr— SNz VWOL T—4
AT ZERT DEICEADY 1 D ONTAP YV — )L THBEBEEZETIACTHELE T,
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CORFaXYMIEBHEINTLBBEROFRICOVWTIE. UTDORFF a2 X2+ Web
YA hZEBRLTIEEL,

* ONTAP Tools for VMware vSphere 10.xD ')V —
A"https://mysupport.netapp.com/site/products/all/details/otv10/docs-tab"

* ONTAP Tools for VMware vSphere 9.xM ') Y/ —
A"https://mysupport.netapp.com/site/products/all/details/otv/docsandkb-tab"

* TR-4597 : [ VMware vSphere for ONTAP J
"https://docs.netapp.com/us-en/ontap-apps-dbs/vmware/vmware-vsphere-overview.html"

* TR-4400 : T VMware vSphere Virtual Volumes with ONTAP J
"https://docs.netapp.com/us-en/ontap-apps-dbs/vmware/vmware-vvols-overview.html"

* TR-4015 ONTAP 9 [[|FSnapMirrorf8 iR XA b 7S50 7«14 XAAA K
https://www.netapp.com/pdf.html?item=/media/17229-tr-4015-snapmirror-configuration-ontap.pdf

* VMware Live Site Recovery® k& 21 X > k"https://techdocs.broadcom.com/us/en/vmware-cis/live-
recovery/live-site-recovery/9-0.html"
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Clustered Applications:
vSphere Metro Storage Cluster (vMSC)
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Clustered Applications:

vSphere Metro Storage Cluster (vMSC)
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Edit Cluster Settings | Mcc Cluster X

vSphere HA @D N
5

Failures and responses Admission Control Heartbeat Datastores Advanced Options

You can configure how vSphere HA responds to the failure conditions on this cluster. The following failure conditions are
supported: host, host isolation, VM component protection (datastore with PDL and APD), VM and application.

Enable Host Monitoring @ @)

> Host Failure Response Restart VMs

> Response for Host Isolation Disabled

> Datastore with PDL Power off and restart VMs ~

> Datastore with APD Power off and restart VMs - Conservative restart policy
> VM Monitoring Disabled

1. [Failures and Responses]% 7 M[VM Monitoring] T. [VM Monitoring Only]# 7 3 > £71Z[VM and
Application Monitoring]4 7> 3 > %&RL £ 9,

104



Edit Cluster Settings | MCC Cluster %
Iy

> Response for Host Isolation Disabled
» Datastore with PDL Power off and restart VMs
> Datastore with APD Power off and restart VMs - Conservative restart policy
Enable heartbeat monitoring VM moenitoring resets individual VMs if their VMware tools heartbeats

are not received within a set time. Application monitoring resets
individual VMs if their in-guest heartbeats are not received within a set

time.

() pisabled

() VM Monitoring Only

Turns on VVMware tools heartbeats. When heartbeats are not
received within a set time, the VM is reset.

o VM and Application Menitoring

Turns on application heartbeats, When heartbeats are not received

within a set time, the VM is reset

1. [Admission Control] C. [HA Admission Control]4 < 3 > % [cluster resource reserve]l_5&E L. 50%
DCPUMEMZERL £7,
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Edit Cluster Settings | MCC Cluster %

vSphere HA @D

Failures and responses Admission Control Heartbeat Datastores Advanced Options

Admission control is a policy useda by vSphere HA to ensure failover capacity within a cluster. Raising the number of
potential host failures will increase the availability constraints and capacity reserved.

Host failures cluster tolerates 1 <]

w

Maximum is one less than number of hosts in cluster.

Define host failover capacity by Cluster resource Percentage

() Override calculated failover capacity.

Reserved failover CPU capacity: 50 ¢ % CPU

Reserved failover Memory capacity: 50 £ % Memory

C) Reserve Persistent Memory failover capacity @

Override calculated Persistent Memory failover capacity

- - BRI

1. [OK|ZEZUw o LET,
2. DRS|EH#IRL. [IREIZVV I LET,
3. TV =3 TRERBEZRE. BEMELLANILEFE#KRELE T,

Edit Cluster Settings | Mcc Cluster x

vSphere DRS ()

Automation Additional Options Power Management Advanced Options

Automation Level Manual

DRS generates both power-on placement recommendations, and migration
recommendations for virtual machines. Recommendations need to be manually

applied or ignored.

Migration Threshold @

Conservative @ Aggressive
(Less (3) DRS provides recommendations when workloads are moderately (More
imbalanced. This threshold is suggested for environments with stable
Frequent workloads. (Default) Frequent
vMotions) vMotions)
Predictive DRS @) O Enable

Virtual Machine Automation @ Enable
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APDZ A LT MCKBAPDY N DIGE 30

VMEERDRRE PR AR N

N—=—FrE—FBEODT—RXAT7ODETE

vSphere HATIE. BIERY FT—JICEEHNRELIHZE. T—XAMNTPEFEBL TR M eRETS V%
BERLET, vCenterTON—hE—FrTFT—Z XN TOBRAEZRETETEI, \—FE—FRHOTF—4EX
N7 ZRETDICIE. ROFIEZERITLET,

1. [Datastore Heartbeating]tzZ < 3 > T. [Use Datastores from the Specified List and Complement
Automatically if Needed] %2R L £,

2. vCenterCIEA T 3T — XA L T7Z@ADY A +HSFEIRL. [OKIZIHL T
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Edit Cluster Settings = cpoc ¥
vsphere HA @D

Failures and responses Admission Control Heartbeat Datastores Advanced Options

vSphere HA uses datastores to monitor hosts and virtual machines when the HA network has failed. vCenter Server selects 4

datastores for each host using the policy and datastore preferences specified below.

Heartbeat datastore selection policy
O Automatically select datastores accessible from the hosts
O Use datastores only from the specified list

=

@® Use datastores from the specified list and complement automatically if needed

Available heartbeat datastores

Name 1 Datastore Cluster Hosts Mounting Datastore
& an N/A 2 =
8 a2 N/A 2
8 o N/A 2
& 022 N/A 2
0O B8 e N/A 2
O B8 ae32 N/A 2
0O & ea N/A 2
0O B8 a2 N/A 2 =
1 items -
o
HlA TS 3 ORE

HAV SZXRZAADRA DRy F D=0 FIET S ARZANDODMMD R MMIIEHRTEIT R ABDE. DHARY +
NEELEFT, T 72 FTlE. vSphere HAISBIER Y N T—0 DT 74N NTF— b DOx14 2T T74ILED
DETRLRAELTHERALEYT, L. KX D pingZEERITT37-ODEBINMDIEE#HT7 RL XEZIEL T, IF
BMEEERN)H—IBI3DESIHEHIMTBZ DN TEET, pingeRITTCE3REIPEH A LT CIC1DTD
BMLET, ¥Y—bUTAIPIFERLBEVTLIZE WV, R %vSphere HADSHHERE
|ddas.isolationaddress T9 o CDHEMICIEZ. ONTAPEX7-IEAT 4 T—RX—DIP7 RL A EFERATEEX Y,

FHRICDWTIE. BB L TL T L) "VMware vSphere Metro Storage Cluster Recommended Practices"s
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Edit Cluster Settings @ cpoc X,
vSphere HA ()

Failures and responses Admission Control Heartbeat Datastores Advanced Options

You can set advanced options that affect the behavior of your vSphere HA cluster

o Add
Option Value
das.lgnoreRedundantNetWarning true =
das.isolationaddress0 'fO 61.99100
das.isolationaddress1 F?O 651.99110
das.heanbeatDsPerHost 4

rems

das.heartbeatDsPerHost WS EHAEREXBM TR . N—hrE— T —R AN T7OHEEP T ENTEE
T 4DDN\N—FrE—FFT—ZZX L7 (HBDSS) (¥ bZkiZ2D) #FERALE . [Select from List but
complent]# 7> 3> EBLE T, ThNld. 1201 FTEEHHEE L THHB DSSH2DOREICHR D=8
TY, L. TN BIE. MetroClusterSnapMirrord 7 2 5 « 7 REEATRE T ZHEIZH D £ Ao

FHRIC DWW TIE. ZBBRL TLZ T L) "VMware vSphere Metro Storage Cluster Recommended Practices"s

NetApp MetroClusterfa|F7VMware DRS7 7 « =7 «

Dt 3> TldE. MetroClusterFRIERND Y 1 I Z XX I, VMETRZA MDDRST IIL—F={ER L %
Fo RIS VMIRRA M7 74 Z714ZA— WAL= )Y —RET A XY T B KD ICVM\Host)L— )L
ERELET, Izl U1 FADVMBVMY )L — Tsitea vmsiZBL. B FADKRZX FHERZ RTIL—
Tsitea_hostsiICBL TWAE L J, KIC. VM\Host/L—)LT. sitea_vmsZ%sitea_hostsD7RX f TEITT 3
&OICEBLFT.
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* NetAppTld&. TMust Run on Hosts in Group] & WS 1t#kTld7Ze <. [Should Runon

Hosts in Group) & WS IRz AT 5 ZR<HERLTVET, 1 FADTX FTE
ENRLELT-IHZS. vSphere HAZERA L TH 4 FAOVMZE S FBDRX N THIEENT 5
RELRHD FTH. BEDOMLHTIEZ. HADY 1 FBOVMEBRSI 5 CId# L WIL—)L
THB-HDHFATNTVEH A, BIBDMERKIEY 7 MIL=ILTHD. HADRE L5 IF
BERCBZT=HD. NT+—I 2V ATIEBRLL AR ERSINE T,

CRERDVUHBVMERR DT 74 Z7 4 IL—ILISERLIZECEICR U AH—ChBARY K

R—=2ZADT 5—LEERTZT £, vSphere ClientT. IREY>>DFHLWT7 5 —L%EN
L. ARY kMU H—& LT[VMis violating VM-Host Affinity Rule]ZZRL £9. 75— LA
DYERR EAREDFMICDVWTIE. DRFa XY hEBBL T vSphereDERE /N T #—<
VA TET VN,

DRSKX b IL—TDIERL

Y1 ALY A FBICEBDDRSHKR b IL—TZEHR T 211 ROFIEZEITLE T,

—_

© N o o k~ w0 N

. vSphere Web ClientT. 1 R MJRDI SR RZ%ZHT ) v L. [Settings]ZERL £,

[VM\Host Groups]|Zz 27 w2 LF¥ T,

EmMzsUy I LET,

TIN—TD%F12 AN LET (B sitea_hosts) o

[Type] X = 2 —7h 5 [Host Group] % &R L £7,

[Add)Zz2 Vw2 L. B0 FADSBEBDRR b ZEIRL TOKZ2 )y o LFET,
BILFIEZ#EDIRLT. Y1 FBOKRIA NI INL—TZH51DEBMLET,
[OK|Z2Uw o LFT,

DRS VMY )L — 7 DYERL

Y1 ALY A FBICEBEDDRS VMU IL—TZ BT 3113, ROFIEZEITLE T,

—_

© N o g k~ w0 N

. vSphere Web ClientT. 1 >RV MJRDI S A Z%EZHY ') w2 L. [Settings]ZERL 95
[VM\Host Groups]|Z=Z ) w2 L X9,

Bmzo)y o LET,

TJIN—TD&eIEAILET (F: sitea_vms) o

[Type] X = 2 —h"5[VM Group] % &R L £7,

[Add|Zz2o Uw o L. 1 FADSBEBDOVMZEIRL TOK|Z2 ) v o LFT,
BILFIEZEDRLT. Y1 FBOKRA NI IL—THH51DBMLET,

OKlZ2 v o LET,

VMAE X ~JL—ILDERL

Y1 MACT A FBICEBDDRST 74 Z7 1 IL—ILZERR T B ICIE. ROFIEZEITLE T,

1. vSphere Web ClientT. 1 XY NJRADI SR RZ%EHT ) w2 L. [Settings]ZERL £7,
2. [VM\Host Rules]= 2 w2 L9,
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. BmEZVYILEY,
=L DZEIEADLET (B : sitea_affinity)
. Enable Rule# 7> 3 oA IcHE>TWBR e #HEELF T,

[Type] X = 2 —H 5 [Virtual Machines to Hosts]Z &R L & 97,

VMU IIL—T%ZFIRL £ (fl : sitea_vms) o
RANTI—TZFEIRLET (f: sitea_hosts) o

BILFIEZ#EDIERL T ¥+ FBOVMHost/L—I/LZH51DEML F T,
OK|Z2Uwv o LET,

Create VM/Host Rule | Cluster-01 X

sitea_affinity

Name Enable rule.

Type Virtual Machines to Hosts v

Virtual machines that are members of the Cluster VM Group sitea_vms should

run on host group sitea_hosts.

VM Group:

sitea_vms v
Should run on hosts in group v
Host Group:

sitea_hosts v

BEICIGECTT—R AT IS X 2215/

BYA DT —RANT IS AR ZHRET DICIE. ROFIEZETLE I,

1.

vSphere Web Client%x {#H L T. [Storage]® FICHBHAY S AZHDEBEINTWVWE T —R U2 —IlHBH
L,

2. F=REIR—FTT U EHRY ') v L. [Storage]>[New Datastore Cluster]%= 2R L £,
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* ONTAPX kL —C % EAT 335518, Storage DRSEEMICT D e HHRLE T,
* Storage DRSIZEFE. ONTAPR b L—U S AT LTOERICIIHNESH D £HA. HEH S

nNEH A
* ONTAPICIE. EEHBR. EME. Q> /NI >3 V7R Y. Storage DRSOFEZZ T 5MH
(D Storage EfficiencytgEN AR INTUVE T,
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BN B £ 9,

~ Storage DRES automation
Cluster automation level (+) No Automation (Manual Mode)

vCenter Server will make migration recommendations for virtual machine storage, but will

not perform automatic migrations.

() Fully Automated
Files will e migrated automatically to oplimize resource usage.

1. HAO S 242 %Z2R L. [Next]ZzZ U w I LFT,

55 New Datastore Cluster W
" 1 Name and Location Select all hosts and clusters that require connectivity to the datastores in the datastore cluster
+ 2 Storage DRS Automation | Fitter | (1) Selected Objects
+ « Storage DRS Runtime — o
Settings [Cius'le'rs' Standalone Hosts
'l 4 Select Clusters and Hosls (ar |
5 Select Datastores
Namsa
= ¥ [} MCC HA Cluster
_ — “
1. A FAICBT 2T —2 X LTZERL. Next]ZZ Uy LET,
9 New Datastore Cluster 2 M
v 1 Nameand Location | Show datastores connected to all hosts - ar =
b4l 2 Storage DRS Automation Name Host Connaction Status Capasity Fres Space Type
v 3 g‘?{'ﬁﬂeﬁRs Runtime M sitea_infra @ Al Hosts Connect..  10.00 GB 10.00 GB NES
ettings -
4l sitea_infra2 & AllHosts Connect..  10.00 GB 10.00 GB NFS
v 4 Select Clusters and Hosts
'l 5 Select Datastores

6 Ready to Compilete

1. 2723 %R, 7127 VvILET,

2. ALFIEZZDRLTHA FBOT—RRA LT ISA2%ZER L. 41 FBOT—H X N7 DANEIRETN

TWB Izl LET,

vCenter Server® ] A%

vCenter Server Appliance (VCSA) |dvCenter HATIRE T ZMUEHLH D £J, vCenter HATIE. 7T« 7/
INY S THARTIZ2DDVCSAZEBATE LT, BER XA VT EIZ1D, vCenter HAOFFMIC DWW TIE.
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Deploy OVF Template

+ 15elect an OVF template Review details

+ 2 Select a name and folder Verify the tempiate details.

« 3 Select a compute resource

4 Review details

5 License agreements Publisher

6 Select storage

Product

7 Select networks

8 Customize template Version

9 Ready to complete Verdor
Description

Download size

Size on disk

Entrust Code Signing CA - OVCS2 (Trusied certificate)

Virtual Appliance - NetApp Inc. ONTAP tools for VMware vSphere
See appiiance for version

NetaApp Inc

Virtual Appliance - NetApp Inc. ONTAP tools for VMware vSphere for
netapp storage systems. For more information or support please visit
https:fwww.netapp.com/

22GB

3.9 GB (thin provisioned)

53.0 GB (thick provisioned)

CANCEL ‘ BACK | NEXT

ONTAP tools ISO$ & UFSRA tar.gzDE L DHESS

NetAppld. B@mA TV O—RR—ITOA— RELIAEZEEZFRCHB L. OTV-ISOE &K Usra.tgzD & fazip

T771ILBIRELTVET,

J—RFERAED S, I—F—IFRDE S IC AR ZHETEE I,

#> openssl x509 -in <code-sign-cert, pem file> -pubkey -noout > <public-

key name>

RARZEAL T UTDLSICIsS0BE & VtgzHmzipDELERET 2HENDHD FT,

#> openssl dgst -sha256 -verify <public-key> -signature <signature-file>

<binary-name>

Bl
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#> openssl x509 -in OTV_ISO CERT.pem -pubkey -noout > OTV_ISO.pub
#> openssl dgst -sha256 -verify OTV ISO.pub -signature netapp-ontap-tools-

for-vmware-vsphere-9.12-upgrade-iso.sig netapp-ontap-tools-for-vmware-

vsphere-9.12-upgrade.iso

Verified OK

=> response

ONTAP tools 9.130D7R— O ROJL

Z CTlE. ONTAP tools for VMware vSpherett —/N &, BIERRODA L —J X F
Ly H—N. ZOMOAVE—RY FEE DIV T 1 74 AOBEICHBELA— k&7
Or3JNLZRLET,

OTVICMEBRA VNI RELIUVTIMNT Y RR—F

RDFTRIZ. ONTAP toolshH BYICHEBE T BT DICHBRA VNIV RIR—bETIMNT Y REAR—bERLE
To RICEHINTVWBRR—FEIFNIE-—FIDIUDSDEHAICEAVWVTWVWS I EZERL. OITARTD
R=MIVE—LIIODSOEGARICTOVITIHNEDRHDET, CNICED. PATFTLOEFa YT+
CREMIERINE T,

RORIC. A—TFVR—+OFBZRLET,

*TCP
V4V R — L ES*

8143
8043
9060

22
9080

908312

*7'3'['@*

A YNT R
1 YNT R
A YNRIYR

1YNT VR
1YNT YR
1YNT VR

TONTUR
TONTUR
RERD &

RERD &
IR

HERE

REST API D HTTPS it
HTTPS it

HTTPS#ET+

SOAP over HTTPSH#E#: | A+

27547 > EHONTAP tools APIT—NICERTETBELSICTD
IZIE. COR— b ERCHBELRHD £,

SSH (F7 #JL kb TIXER)
HTTPS 36 - VP & U SRA - JL—F/\w I h 5 D NERIERTD A

HTTPS#EH:- VPE K TU'SRA+
SOAP over HTTPS#E#5% |- F

VP SNMP k3w PN b
VE—-LTST1>

Derby7 —A2Z~R—XR— bk, TOAYEa—2ZNBEEOHED
H NEBIEFEIIFFAI SNFE A-WEBERDO A

OJ8EMY—EXFIR—FTEITFEINET
ONTAP S ZZADELICFERLET

Derby 7T — 2 R—ZXAD ) E— ~ 77t XD

BIEEIX. ROOY Y REFERL TDerby 7 —AR—XICT7 VX TE£T, ONTAP tools®O—AHILVME 1)
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E-—b—N\DBT7IERTBICIF. ROFIEZERTLE T,

java -classpath "/opt/netapp/vpserver/lib/*" org.apache.derby.tools.ij;
connect 'jdbc:derby://<OTV-
IP>:1527//opt/netapp/vpserver/vvoldb;user=<user>;password=<password>';

ol :

root@nifiedVSC:~# java -classpath “"/opt/netapp/vpserver/lib/*" org.apache.derby.tools.ij;

1j version 10.15

1j> connect 'jdbc:derby://localhost:1527//opt/netapp/vpserver/vvoldb;user=app;password=S ' ;
1j> show tables;

| TABLE_NAME | REMARKS

| SYSALIASES

| SYSCHECKS

| SYSCOLPERMS

| SYSCOLUMNS

| SYSCONGLOMERATES
| SYSCONSTRAINTS
| SYSDEPENDS

| SYSFILES

| SYSFOREIGNKEYS
| SYSKEYS

| SYSPERMS

ONTAP Tools for VMware vSphere 9.137 7t X R1 > kb (2 —1F)

ONTAP Tools for VMware vSpherezx 1 > X b—JL T3 . ROIEED I —HHER &
n. FAINZET,

1. 27 L2—Y Srootd—HT7Ho >V~

22 7)) r—oayia—4 I EBEI—Y mantl—%. LPdbI T HTT+

3. A R— b= I diaga—HT7Ho >~

1.7 L=

2 X T L(root) 1—H(F, BREBRDZFARL—T« T2 X T L(Debian)ic1 > X b—JLENIZONTAPY —)L
IC&k > TR SN E I,

* ONTAP toolsD 1 VX R=JLICED. TT7 I FDY AT L1—"root"h'Debian LICERSNE T, T 7
FILETIFEINCHES>TED, XVFF2R) AV —=ILhSEMICBMICTZZECATETET,
2.7 V) —a>ya—
ONTAP toolsTld. 7 XU r—o 31— 0&EIEO0—AhIILI—HTd, Zfnisid. ONTAP tools7 U
—>a VTR SN2 — T, RORIC. 7TV r—>3>1—Hor14T%RLET,
* :L_-U;_ * *wg*

EEEI1—Y ONTAP toolsD -1 > X b —LEFICYER S 41. ONTAP toolsDEARFICI—HH I LT
Dow)EIRELE Y, I—HIE Tmainty IV —JLT lpassword] #ZE T X
T NAT—ROBEZERIZOET. I—HFIEEL/NRAT—RZ2ZETINRELRD
D %9,
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*:L_-|j=‘_* *mg*

XTFFYZXA—YH  ONTAPtools®D- > X b —)LEFICIERL S 1. ONTAP toolsDEARFICI—HH I LT
Vv )LERELEFT, I—HIE Tmainty 3>V —JLT lpassword) #ZETCE X
To CHUIXAYTFIRA—HT, XFTF2RAVY—ILOMNIBEEITT S0
ICERSNE T,

T—RANR—I2—1  ONTAPtoolsD -1 > X b —JLEFIC{ERL 11, ONTAP toolsDEARFICI—HH I L T
Vv ILERELEFYT, 2—HIL Tmainty 3>V —JLT lpassword) #ZECTEF
To NAT—ROBEMHARIZOAT. 2—HIFRALC/INXRT— REZEETINELD
Dxd,

3.0 R—bk21—Y (diaga1—1)

ONTAP toolsD -1 X b—I)LHIC. B R—bI—YHMERINE T, COI—HEFEHRALT. —/\THEP
ZIEDRE LTIBEICONTAPY —JLIC 778X LT=Db, OJ#IELIEDTEET, T7FILETIE. ZOD
IA—HIFEPICHE>TWVWETH., TXVFFIUR) AVYV=IDSE T REAYITERNNCTEZENTEFXT,
CDIA—H—3—FHBRICEFNICENCLRZ CCICERTICHEETT,

ONTAP tools 9.1318ETLS (EEFBEZEA~R— X DEREF)

ONTAP/N— 3 > 9.7UUB&Tld. HHETLSEEL Y R— I EF, ONTAP Tools for
VMware$ & UvSphere 9. 12L& TlE. FTILKEBML I S XX & DBEICHEETLSHME
BHEnEd (ONTAPON— 3 VICK->TERDET) o

ONTAP

HHEICEMENIEIRTDRIA ML=V RT LI Ty FIL—RAIC, BIITNIEIRTDORIML—IUDRT
LOEEEEEIN. AERAER—XDFEEX N ZZALHRETNE T,

TDRIV=223 v bDKIIC. [P9FREZEY Ty FIR=DICIE. BIFTARIIH L TERESN
7=Mutual TLS (GEFFER—XDEZEE) DX T—RANKRINE T,

Storage Systems &~

U222 DB
VS AZEMOT—270—HIC. BT ST ZAEZHBMTILSZHR— L TWBHE. MTLSIZT 7 4L k

TREINE T, I—FRIOREZITOBERDD FE A RODRXTV—2T 3w ME 735 XZDEME
ICA—FICRRTNBEEZRLTLET,
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Add Storage System

{D Any communication between ONTAP tools plug-in and the storage
sy stem should be mutually authenticated.

vCenter server

Mame or IP address:

Username:

Password:

Port: 443

Advanced options ~.

ONTAP Cluster © Automatically fetch () Manually upload
Certificate:

CANCEL
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Add Storage System

(D Any communication between ONTAP tools plug-in and the storage
system should be mutually authenticated.

vCenter serves

Mame or IP address: 10_23L_85.142
Username: admin
Password: [ p—

Port: 443

Advanced options
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Authorize Cluster Certificate
Host 10.234 85.142 has identified itself with a self-signed certificate.
Show certificate

Do you want to trust this certificate?

MO YES
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Authorize Cluster Certificate

Host 10.234.85.142 has identified itself with a self-signed certificate. P
Hide certificate

Certificate Information
This certificate identifies the 10.234.85.142 host

Issued By

Name (CN or DN): C1_sti21-vsim-ucs581m 1678878260
Issued To

Name (CN or DN): C1_sti21-vsim-ucs581m 1678878260
Validity

Issued On: 03/15/2023 11:16:06

Expires On: 03/14/2024 M16:06

Fingerprint Information

SHA-1 Fingerprint: 2C:38:E3:5C:4B:F3:5D:3F39:C8:CE:4A:8
2:C1:AG:EE:34:53:A0:F3
SHA-256 Fingerprint: O05:0F:FE:CD:BO:C6:FC.:6F:EB:BAFC:86:F

JEIEFD4ASDICAOS2: 9B ET A4 T 0:B4:

52:F8:76:98:64:FA 23

Do vou want to trust this certificate?

75 X2 DIRE

75 2 DRELIBICIE. RD2DDLFH)AHBOET,

* ONTAPEEFAZE D ENHARAYIN/IZE. I—HIFHLVEREZIRE L T7 Yy 7O- R 38BN DD &
ERS

* OTVIEERZE OBZERDSINIIZEIF. FT VIRV IR ZF VICLTAEAZEZBERTET X I,
° ONTAPDFHFILWI A7 > MEERAEZERL 9o _
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Maodify Storage System

Settings Provisioning Ophons
IP address or hostname: 10.237.149.72 b
Port: 443
Username: admin
Password: srrrmans
Upload Certificate BROWSE
(Optional)

|:I Skip monitoring of this storage system

Generate a new client certificate for ONTAP
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o/

Updating storage system details..

ONTAP tools 9.13 HTTPS:IFH=

T 7 #JL b TlE. ONTAP toolsiE. Web UINDHTTPS7 Utz X% {RE T BRI, 1
A M=ILEFICEFNICERSNZBCEBAMASZHEAL £, ONTAP toolsiZIERD
MEEN B D £ 9,

1. HTTPSEEFRE DBERK

ONTAP toolsD - > X k—)LEFIC. HTTPS CASERAZEN 1 > X b—/L TN, SEAEDNF—I M T7ICRIASNE
o A—HIE maintd>V —ILZEAL THTTPSIIBRZ2#BEM T3 ENTE £,

EROA TV, TIIVr—2 a3 VRESTEHEEOBYE/RICHEEI T S Z & T _maint_console T7 7t X
TEET,

ONTAP tools 9.13D O 1 > /\F—
aA—HHAROJ0 > FAr T MIA—HLEANTBRE. ROOT A Y NF—HRRIN
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F9, SSHIZT 7 # )L FTIFEMICHE->TED, VMOV =)L SEMICLIZESIF
EROOOT A VAT EINET,

WARNING: Unauthorized access to this system is forbidden and will be
prosecuted by law. By accessing this system, you agree that your actions
may be monitored if unauthorized usage is suspected.

AN SSHF v RILZNLIcOT A 22T IBE. RDTHFIAMDBRREINET,

Linux UnifiedvSC 5.10.0-21-amd64 #1 SMP Debian 5.10.162-1 (2023-01-21)
x86 64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

ONTAP tools 9.13 CDIET7 I T+« TR LT T +

RET7 OV R%ZM[LET RO, IET 9T TEZALTIIDERESNET, COXA
L7 M. FFalcnfzUY —XE=FERALTVWSE. —EHRIET7 I T4 TR1I—H%
BEMNICOJ 7 MLET, CNICEKD. FRISN - —DHANIY —XIZT70t
ATEBESICHED, EXxa) T DHRFICIRILBEE I,

* 77 #4JL TIE. vSphere Clienttzw & 3 I 71 RILIKEN1200K:< LRALE T, D7, I—HiF
BEOJAYLTOZAT7  NOERZBRIIBERHDFT. I LTI MEZEETBIC
I&. webclient.properties7 7 1 JL%Z#REL £ 9, vSphere ClientD X1 L7 FERETET T,
"vSphere Client® X1 L7 7 MEDKE"

* ONTAP tools®Web-CLItZ v > 3 >n0O7 77 FEEIF305 T,

A—HF—HD DERAERERE (v hT—JtF% 171 1%#E DOSKZE) VMware
vSphere 9.13[1(7ONTAPY —/L

T A LTI, A—FH7=D DFEKERFFEREIZ48T I, ONTAP tools®Droot1—1f
. BEOEHICIGLTCZDEZZETEEX T, CDfEIE. DoSWEICXW T B XA AKX
LERHETZ=H. IEBICKIREICKELBRVWTLIETL,

dA—H—lF. RRERtEY a3 VP R—EEINTVWEZDMD/INT XA —52—
% *_Jopt/netapp/vscserver/etc/dosfilterParams.json *7 71 L TCEETET £,
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TAINRZRETDICIE. RDNFTA—RZERLET,
* delayMs : L — bHIRZEBRAICINTOBERDNEBEIND K TOELE (S UMWEA) . BRZESTI SIS
IF-1ZEELF T,
* throttlems: 1z < 7 #+ D IEERAFFHEEFRE
* maxRequestms . C DERDEITZFrA] 9 5 HA.
* ipWhitelist : L — FFIRSNEBEWIPTZRLXDAVIEXYID U X b, (vCenter. ESXi. SRADIP)
* maxRequestsPerSec : 1#)&H 1= D Ok H 5 DR AERE,

dosfilterParams 7 7 )L DT 7 # )L ~ME&:

{"delayMs":"-1",
"throttleMs":"1800000",
"maxRequestMs" :"300000",
"ipWhitelist":"10.224.58.52",
"maxRequestsPerSec":"48"}

ONTAP tools 913D %y hJ—20 X244 L 7O K3JL (NTP) DOFRTE

v b —UOREAREDA—HIRAT. tF+a) T OMENKEETZHENDHD F
To COEOIBRMBEZICIE. XY FT—TRDINTDT /N1 I IERELREREFRE
NHBezHRIBEHNEETT,

RE7 7514722

NTPH—NIF. RET7 FSAT7UADXAYTFIRAAVY —ILHEHRETETE I, 1—HIE. System
Configuration=_ Add new NTP Server_option CNTPH —/\DEMZBIMTET 9,

T 7 # ) ETlE NTPOTF—E X Entpd TT. CHEL AL —H—EXTHH. BHICL>THRETS VT
IET)ICHREL FE Ao

* Debian *

DebianTld. Z—HI|d/etc/ntp.conf7 71 ILICT X L TINTPY —N\NDFHEERTETE I,

ONTAP tools 9.13D/NX T — KRR > —

ONTAPY —LEHIO TEATZI—H. £HIIN—3 29 12UICT7 vy I L—RY
321—%iF. BEEI—HFT—2R—X2A—OMAICH LT, BHR/INXT— KRR
) —ICROIMBELRHDEFT., EATOLIPFIC. FILLWI—HFIZNAT—ROAN%E
kOB 7OV T EHBRERINE T, N—23 9. 12LICT7 v 75 L — K9 BBrownfield
A—HDHZEIE. XTFIVRAVY —=ILTEDBINZAT—RR) O —IZRSIFT TS 3
VEERATEFEY,

s A—HYHmaintd>V—=ILicOd14>ddE. NAT—RHBEMRIL—-ILEYy MIBSLTFzv oS
N, HOEHL-7BE. A—HIERICNZRT—RE2 Y FTBELSICKROENET,
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* NNRT—=FRDOT 7 #)L - OBEMEAMIFOETY, 75ANRBT 2. A—HIRINIAT—RZEEIT 3D
DB ZZITEDIRD E T

CHAUIINCICFHLUWNRTD—RERETZIHNELRHDE T, PXTLISREDNAT—RZH LW/
J—RELTEITRD £ A

s A—HHAmaintd>V—=ILICOJ A4 > §37-UNIC. XM AZa—20O— RT3 RDRI)—2
AV RDESBNRT—RRYS—PFTzvoInNEd,

* INAT— KRR S—FFIZONTAP tools 9. 1MUBIHD DTy T L—REy c7 v I >TWLWERWI &
PEEHINEE. NAT—RZUty b 93O0OXROEBERIRTEINET,

CA—YHBUART—RERELES LT EN. BRONXT—RELS—EANTE L. ROTS—H
RRENET,
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