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ONTAP REST API ONTAP CLI

[ get/protocols/file-security/effected- vserver security file-directory show-effected-permissions
permissions/ |

I POST/protocols ffile-security 1. T vserver security file-directory ntfs create |

[permissions/ | . vserver security file-directory ntfs dacl add

. vserver security file-directory ntfs sacl add

2
3
4. T vserver security file-directory policy create |
5. vserver security file-directory policy task add

6

I vserver security file-directory apply |

patch/protocols/file-security/permissions/  vserver security file-directory ntfs modify
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ONTAP REST API ONTAP CLI

'delete/protocols/file-security/permissions/ 1. T vserver security file-directory ntfs dacl remove |

2. T vserver security file-directory ntfs sacl remove |
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curl --request GET \

--location "https://$FQDN IP/api/protocols/file-security/effective-
permissions/$SVM_ID/$FILE_PATH" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON H /74

"svm": {
"uuid": "cf5f27la-1lbeb-11lea-8fad-005056bb645e",
"name": "vsl1"

b

"user": "administrator",

"type": "windows",

ToaEla®y ©/%,

"share": {
"path": "/"

}I

"file permission": |
"read",
"write",
"append",
"read ea",
"write ea",
"execute",
"delete child",
"read attributes",
"write attributes",
"delete",
"read control",
"write dac",
"write owner",
"synchronize",
"system security"

1,

"share permission": [
"read",
"read ea",
"execute",
"read attributes",
"read control",

"synchronize"

771 DEEBREIEI S
KFEDI 7AINELET A INADEERBREZIIFSTETE I,

HTTPXY w RE IV RKRA > b



CORESTAPIFUH L TlE. ROXYV Y REIVRRAY bZ2FRALEY,

HTTP XV v K IXR

e /api/protocols/file-security/permissions/ {svm.uuid} / {path}
WIBORA S

[E1HA

curlDFIDENMAFTIINT X—&

CDFIEDOcurlDFITIEZ. TARTOHORESTAPIFEUH LICHBED/NT XA —RITMA T, RONZA—2HEH
LTWET,

INTA—H #ASL A B
9
$SVM_ID AP [E{AN . ZFMIDEENTLSSYMOUUIDTY,
$file_path A4 [=4AN T77AIVERIETAIEAAND/INZATT,
H—ILDF

curl --request GET \

--location "https://$FQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH" \
-—-include \

--header "Accept: */*" \
--header "Authorization: Basic $BASIC AUTH"

JSON H A%

"svm": {
"uuid": "9479099d-5b9%9f-11eb-9c4e-0050568e8682",
"name": "vsl"
by
"path": "/parent",
"owner": "BUILTIN\\Administrators",
"group": "BUILTIN\\Administrators",
"control flags": "0x8014",
"acls": [
{
"user": "BUILTIN\\Administrators",
"access": "access allow",
"apply to": {
"files": true,
"sub folders": true,
"this folder": true



by

"advanced rights": {
"append data": true,
"delete": true,
"delete child": true,
"execute file": true,
"full control": true,
"read attr": true,
"read data": true,
"read ea": true,
"read perm": true,
"write attr": true,

"write data": true,

"write ea": true,
"write owner": true,
"synchronize": true,
"write perm": true
by
"access control": "file directory"
"user": "BUILTIN\\Users",
"access": "access allow",
"apply to": {
"files": true,
"sub folders": true,

"this folder": true

by

"advanced rights": {
"append data": true,
"delete": true,
"delete child": true,
"execute file": true,
"full control": true,
"read attr": true,
"read data": true,
"read ea": true,
"read perm": true,
"write attr": true,

"write data": true,

"write ea": true,
"write owner": true,
"synchronize": true,
"write perm": true

by

"access control": "file directory"



}
1,

"inode": 64,

"security style": "mixed",
"effective style": "ntfs",
"dos attributes": "10",
"text dos attr": "----D---",
"user id": "O",

"group_id": "O",
"mode bits": 777,

"text mode bits": "rwxrwxrwx"

T7AILCEH LWERZERY %
HLWEFa ) TR FERED T 7AINELE T AIINAICERATEET,

FlE1 : FHLWERZER T
HTTPXY W RE IV RRA >k
CDRESTAPIMEUH L TldF. OXY Y REIVRRA > M EFERALET,

HTTP XV v Kk INA

% (Post) /api/protocols/file-security/permissions/ {svm.uuid} / {path}
WMIBORA S

FEFIEA

curlDFIDEIMAFIINT X—4

CDFIEDcurDBITIE. TARNTORESTAPIUH LICHEBD/NS A —RIZAMRA T, RONFTX—2HEH
LTWET,

INTA—H #ASL B Bz

9
$SVM_ID JX R IEU\ ZNFE. TFAILBEENTULBSYMOUUIDTS,
$file_path INZ [EYAN T7AIINERIET AINEADINZA TS,



A—ILDFI

curl --request POST --location "https://SFQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
"{ \"acls\": [ { \"access\": \"access allow\", \"advanced rights\": {
\"append data\": true, \"delete\": true, \"delete child\": true,
\"execute file\": true, \"full control\": true, \"read attr\": true,
\"read data\": true, \"read ea\": true, \"read perm\": true,

\"write attr\": true, \"write data\": true, \"write eal\": true,

\"write owner\": true, \"write perm\": true }, \"apply to\": { \"files\":
true, \"sub folders\": true, \"this folder\": true }, \"user\":
\"administrator\" } ], \"control flags\": \"32788\", \"group\": \"S-1-5-
21-2233347455-2266964949-1780268902-69700\", \"ignore paths\": [
\"/parent/child2\" ], \"owner\": \"S-1-5-21-2233347455-2266964949-
1780268902-69304\", \"propagation mode\": \"propagate\"}'

JSON /11
{
"job": {
"yuid": "3015c294-5bbc-11eb-9c4e-0050568e8682",
" links": {
"self": {

"href": "/api/cluster/jobs/3015c294-5bbc-11eb-9c4e-0050568e8682"

FlE2: 23 TDRT—RRAZBIET S

D= 70—%FT"Oa A VRV AOEEFE" #7)wP L. state f#l& successo

X TR FIEREEHRLET

REDEFaUTsidFe. 75ARVABEE. JIL-T. §fll7575C. HFED
T7ANEFT AR L TERTETET,

FIE1: EXa VTR FEEHITS

HTTPX Y w RE IV KA Y b

CORESTAPIEUH L Tldy ROAY w RETY REA Y b EFRALET.
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HTTP XV v INA
INYF /api/protocols/file-security/permissions/ {svm.uuid} / {path}

WMBDRAT
FEFIHA

curlDFIDEIMAFTIINT X—4

CDOFIEDcurDBITIE. TANTORESTAPIUH LICHEBD/NS A —RIZAMRA T, RONFTX—2HEH
LTWET,

INTA—H #ASL A Bz
R
$SVM_ID INR 4R . ZFAIDEENTLSSYMOUUIDTY,
$file_path INZ [={AN T77A4IVERIETAINEAD/INZA T,
H—ILDF

curl --request POST --location "https://$FQDN IP/api/protocols/file-

security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
'"{ \"control flags\": \"32788\", \"group\": \"everyone\", \"owner\":
\"userl\"}'
JSON 736
{
"job": {
"uuid": "6f89e612-5bbd-11eb-9c4e-0050568e8682",
" links": {
"self": {

"href": "/api/cluster/jobs/6£89e612-5bbd-11eb-9c4e-0050568e8682"

Flg2 : o3 7DORT—2XAEEET S
J—O7O—%FT"V3aTA VA ZADEEFE" V1) v L. state fBIE successo
TOLEIFEHIY M) ZHIFRLE 9,

BFEDT 71 ILETITT LA D S5BEFEDAccess Control Entry (ACE ; 77t X&IfH1T
Vh)) ZHIBRTEX T, BERIFIRTOFATZS I MIEREEINET,
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F/[E1 : ACEDHIRR
HTTPXY w R ITY REA Yk
CDRESTAPIEDH L TlE. MDAV REIVRRA Y b EFEBLET,

HTTP XY v K IS 2

HIFR /api/protocols/file-security/permissions/ {svm.uuid} / {path}
WMIBORA S

FEFIHA

curlDFIDENMAFTIINT X—&

CDFIEDOcurlDFITIE. TARTOHORESTAPIEUH LICHBD/NZ X —RITMA T, KON A—2HEH
LTWET,

INT A=A ZASIL WA B
£9
$SVM_ID INZR [E{AN . ZFTIDEENTLSSYMOUUIDTY,
$file_path A4 [={AN T77AIVERIETAIEAAND/INZATT,
H—ILDF

curl --request DELETE --location "https://$FQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC_AUTH" --data
'{ \"access\": \"access allow\", \"apply to\": { \"files\":
\"sub folders\": true, \"this folder\": true }, \"ignore paths\": [
\"/parent/child2\" ], \"propagation mode\": \"propagate\"}'

true,

JSON /36
{
"job": {
"uuid": "3015c294-5bbc-11eb-9c4e-0050568e8682",
" links": {
"self": {

"href": "/api/cluster/jobs/3015c294-5bbc-11eb-9c4e-0050568e8682"

Flg2: o3 TDRT—2RAZBUFT 3

J—O7JO—%FT"VaTA VAV ADEE" 22U 1) v L. state fEIE successo
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