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curl --request POST \

--location "https://S$SFQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data Q@JSONinput

JSON D A 114
{
"name": "rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-f17c-11ec-9d19-005056bbad9l"
I

"privileges": [
{ "path": "volume create", "access": "all" },
{ "path": "volume delete", "access": "all" }

FlB2 : O— L2 EH TS

APIHUH Lz L TBIFEOO—-ILZEHRTET X I,
HTTPXY Y REI YV RERA > b+
CDORESTAPIEUH L TlE. MDAV W REIVRRA Y bE2FEBLET,
HTTP XV v I INA

#&%s (Post) lapi/security/rolesD & S ICASTLFT

curlDFIDEMAFIINT X—4



CDFIEDcurl DFITIE. TARTOHORESTAPIFUH LICHBED/NTZ XA —RITMA T, RONZA—2HEH
LTWET,

INS X —A& AL »BE Bl

9
$SVM_ID INR [E{AN . O—IILDERIEEFNTLBSVYMAOUUIDTY,
$O—JL% INR [E{AWN BT ASVMADO—)LDOLFI#IEEL X T,
H—ILDFI

curl --request POST \

--location

"https://$FQDN IP/api/security/roles/$SVM ID/$ROLE NAME/priveleges" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data Q@JSONinput

JSON DO A 14
{
"path": "volume clone",
"access": "all"
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curl --request POST \

--location "https://$FQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput

JSON D A F14
{
"name": "rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{"path": "volume snapshot create", "access": "all"},
{"path": "volume snapshot delete", "access": "all"},
{"path": "volume show", "access": "readonly"},
{"path": "vserver show", "access": "readonly"},
{"path": "snapmirror show", "access": "readonly"},
{"path": "snapmirror update", "access": "all"}
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curl --request POST \

--location "https://$FQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput

JSON DA A4
{
"name": "rest rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{"path": "/api/storage/volumes", "access": "readonly"},
{"path": "/api/storage/gtrees", "access": "readonly"},
{"path": "/api/storage/luns", "access": "readonly"},
{"path": "/api/storage/aggregates", "access": "readonly"},
{"path": "/api/cluster/nodes", "access": "readonly"},
{"path": "/api/snapmirror/relationships", "access": "readonly"},
{"path": "/api/svm/svms", "access": "readonly"}
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curl --request GET \

--location "https://SFQDN IP/api/svm/svms?order by=name" \
--include \

--header "Accept: */*" \
--header "Authorization: Basic $BASIC AUTH"
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curl --request GET \

--location "https://$FQDN IP/api/security/accounts?owner.name=dmp" \
-—include \

--header "Accept: */*" \
--header "Authorization: Basic $BASIC AUTH"
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curl --request GET \

--location "https://$FQDN IP/api/security/roles?owner.name=dmp" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput
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curl --request POST \

--location "https://S$SFQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput



JSON D A A4

"name": "dprolel",
"owner": {
"name ALl . n dmp n ,

"uuid": "752d96be-f17c-11ec-9d19-005056bbad9l"
by

"privileges": [

{"path": "/api", "access": "none"},
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curl --request POST \

--location

"https://$FQDN IP/api/security/roles/$SVM ID/$ROLE NAME/privileges" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data Q@JSONinput
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{
"path": "/api/storage/volumes",
"access": "readonly"
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curl --request POST \

--location "https://$FQDN IP/api/security/accounts” \
--include \

--header "Accept: */*" \
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--data @JSONinput
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"owner": {"uuid":"daf84055-248f-11ed-a23d-005056ac4feb"},

"name": "david",
"applications": [
{"application":"ssh",
"authentication methods":["password"],

"second authentication method":"none"}

1,
"role":"dprolel",
"password":"netappl23"

TTH
SVMBIBA VA —T A RHA 14> §3ICIF. FiLLWai—H5ooLTFoovIIl=EFERALET,

10



ZFEICET 3B

Copyright © 2024 NetApp, Inc. All Rights Reserved. Printed in the U.S.C D R 2 X > MIBEMEICEK > TR
EEINTVWET, EFREFMEEOEAICK 2FFIAFED HIHEZIRE. BRER. EFEEA. SLUEER
B, BHREE. T—THE EFREI X T LANDHEMAAZ STHEMIEAEL L. WHRBERE LUHEIC
LBEHBBILFT,

Y b7y TDERYHSIRELIY 7 U T7IE. RICRIERAFHERES FURBREOHRERD &
ERS

COVITRUT7IE Xy b7y FICE&oT MBRROFTF RESNATVE T, *v b7 v FIZATHERER
A X3E@MES LOREBNICN T 2 EEMEORTRNRIEZ S 2 CNURESNBVVLDRBEETR
NBRFRIEDITVEEA. R b7 v 7id. ABRILIIABY —EXOFEE. EBFEE. 7 —XEXR. FIRE
K. EHFFPHzEH. DOINURESNGL. SOV I MT T T7DERICEDE LT IRNTOEENEE.
BENIEE. BRVIEE. KRS, BEEE. KANBEZEOREICH L T, HROFEEDEREMENEN S
NTWcE LTH, TOEEER. RULE T35EH. ZHNOBE. BEREE. FETR BRFLIZEST
BWEEZE0) IChH 5T —TI0oEEZEVEEA,

XY R Ty TiE. CTICEHEHINTULERIRTOERICNTI2EEZMER. FELITSENEZRBLED,
FZY R TPy FICEBZERHNLBEBCLZEENDHZHEZRT. CICRBEITNTLVBRBDERICEDEL
BPEESLUVEHICH LT, my b7y TIdEEEEVEFEA. CORRBOERFIZEBAIRX. v b7y
DYSEFHE. BOIEME. FT-I3MORKNFRABIEICE DK StV ADHErIZABEINEE A,

CORZaTILCEEHINTUVBRERIE. 1 DU LEDOXKERE. ZOMOEORFF. BLUOEBROFEFICK
STHREINTWVWIEELHD £,

MEFOFIRICOWVWT | BAFIC K A, EH. FxRld. DFARS 252.227-7013 (2014%28) &KL UFAR
5252.227-19 (20074E12H) DRIights in Technical Data -Noncommercial ltems (17 —% - JEFEARE ICES
T BEEF) FED(b)3)E. ICHESNIHFIRMNMBERAINE T,

AEIIEFNZT—RIIBAERS LV £IFEBEY—EX (FAR2101DERICEDL) ICBERL. T—
R DFFEMEIINetApp, InclCHD F£F, AZNICEIIREINZ IRTORY b Ty TOEMT—2E LV
AYEa—&2YI7boz7id. BEENTHD. WEOATHEINLDDTY ., KEBMFIEERT—2ICH
L. FHEHDIOBES LIV TS AR T, 2HREXNRE T3 E L ARBEDFHIRT S EREES
L. KT =2 OREORIE 22 - o KEBAFZOICEZEL. YW OEMIT L T3H8ICOAERT -2 % E
BTEXY, ALDIBEZRET. NetApp, INcC.OEMEICLBZHFAIZER/ICEDI B, KTF—2%=FEA. B
T BnEy. BT BIEHD. EEFRIIBRIZZCIITEEFHA. EFRAEICHD D KEBAAD T —XERME
ICDWTId. DFARS 252.227-7015(b)3& (20144%F28) TEDH SN MEFDAHNEBHSNE T,

EIRICE T 3 15%k

NetApp. NetApp® O I, http://www.netapp.com/TMICEEEH SN TULB Y —2I&. NetApp, Inc.DFEIETY, £
DDEHHEERLIE. ENEFAEITIEHOBIZTHIHENHD FT,

11


http://www.netapp.com/TM

	RBAC : ONTAP Automation
	目次
	RBAC
	RBACを使用するための準備
	ロールの作成
	ロールを持つユーザを作成します


