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"yuid": "d877f5bb-3aa7-11e9-b6c6-005056a78c89",

"description": "PATCH /api/cluster",
"state": "success",
"message": "success",
"code": 0,
" links": {
"self": {

"href": "/api/cluster/jobs/d877f5bb-3aa7-11e9-b6c6-005056a78c89"
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https://github.com/NetApp/ontap-rest-python/blob/master/examples/rest_api/file_security_permissions.py

ONTAP REST API ONTAP CLI

[ get/protocols/file-security/effected- vserver security file-directory show-effected-permissions
permissions/ J

I POST/protocols /file-security 1. T vserver security file-directory ntfs create |

[permissions/ | 2. vserver security file-directory ntfs dacl add

3. vserver security file-directory ntfs sacl add

4. T vserver security file-directory policy create |

5. vserver security file-directory policy task add

6. T vserver security file-directory apply J

patch/protocols/file-security/permissions/  vserver security file-directory ntfs modify

'delete/protocols/file-security/permissions/ 1. T vserver security file-directory ntfs dacl remove |

2. T vserver security file-directory ntfs sacl remove |
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curl --request GET \

--location "https://$FQDN IP/api/protocols/file-security/effective-
permissions/$SVM ID/SFILE PATH" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

10



JSON H /74

"svm": {
"uuid": "cf5f27la-1lbeb-11lea-8fad-005056bb645e",
"name": "vsl1"

b

"user": "administrator",

"type": "windows",

ToaEla®y ©/%,

"share": {
"path": "/"

}I

"file permission": |
"read",
"write",
"append",
"read ea",
"write ea",
"execute",
"delete child",
"read attributes",
"write attributes",
"delete",
"read control",
"write dac",
"write owner",
"synchronize",
"system security"

1,

"share permission": [
"read",
"read ea",
"execute",
"read attributes",
"read control",

"synchronize"

ONTAP REST API% 5/ L7 7 7 1 L OB A B RO ES
BEDIT 7AINEIETAINADEEBRZIISTEX T,

HTTPXY W RE IV RRA >k
CDRESTAPIMEUH L TlEF. WOXY Y REIYVRRA > b EFERALET,
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HTTP XV v INR
g /api/protocols/file-security/permissions/ {svm.uuid} / {path}

WMBDRAT
[EIHA

curlDFIDEIMAFTIINT X—4

COFIEDcurlDFHITIE. TRTORESTAPIEUH LICHBDO/NSAXA—RIZIMZA T, MOINZA—2HEH
LTWET,

INTA—H #ASL A Bz
x9
$SVM_ID INR 4R . ZFAIDEENTLSSYMOUUIDTY,
$file_path INZ [={AN T77A4IVERIETAINEAD/INZA T,
H—ILDF

curl --request GET \
--location "https://$FQDN IP/api/protocols/file-

security/permissions/$SVM_ID/$SFILE_PATH" \
--include \

—--header "Accept: */*" \
--header "Authorization: Basic $BASIC AUTH"

JSON H /34

"svm": {
"uuid": "9479099d-5b9f-11eb-9c4e-0050568e8682",
"name": "vsl"
by
"path": "/parent",
"owner": "BUILTIN\\Administrators",
"group": "BUILTIN\\Administrators",
"control flags": "0x8014",
"acls": [
{
"user": "BUILTIN\\Administrators",
"access": "access allow",
"apply to": {
"files": true,
"sub folders": true,
"this folder": true
by

"advanced rights": {

12



"append data": true,
"delete": true,
"delete child": true,
"execute file": true,
"full control": true,
"read attr": true,
"read data": true,
"read ea": true,
"read perm": true,
"write attr": true,

"write data": true,

"write ea": true,
"write owner": true,
"synchronize": true,
"write perm": true
by
"access_control": "file directory"
by
{
"user": "BUILTIN\\Users",
"access": "access allow",
"apply to": {
"files": true,
"sub folders": true,

"this folder": true

by

"advanced rights": {
"append data": true,
"delete": true,
"delete child": true,
"execute file": true,
"full control": true,
"read attr": true,
"read data": true,
"read ea": true,
"read perm": true,
"write attr": true,
"write data": true,
"write ea": true,
"write owner": true,
"synchronize": true,
"write perm": true

by

"access_control": "file directory"

13



"inode": 64,

"security style": "mixed",
"effective style": "ntfs",
"dos attributes": "10",
"text dos attr": "----D---",
"user id": "0",

"g—roup_id": "O",
"mode bits": 777,

"text mode bits": "rwxrwxrwx"

ONTAP REST APIZfER LT 7 71 LICH L LWERZ @AY 5
HLWEF 2V TR FEREDT 7AIILELIEZTAIIRICERATEEXY,

FIE1 : HLWERZERY 3
HTTPXY w RE TV RRA U b
CDORESTAPIFUH L TlE. ROXY Yy RET YRRV b Z2ERALET,

HTTP XV w R JXX

&t (Post) /api/protocols/file-security/permissions/ {svm.uuid} / {path}
WIBDRA S

FEMRIHA

curlDFIDENMAFIINT X—&

CDFIEDOcurlDFITIE. TARTOHORESTAPIFUH LICHEBED/NT A —RITMA T, RONZA—2BHER
LTWET,

INTA—H #ASL WA Bl

£9
$SVM_ID INR [E{AR . ZFMIDEENTLSSYMOUUIDTY,
$file_path INZ [={AN T7A4IVERIETAIEAAD/INZATT,
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A—ILDFI

curl --request POST --location "https://SFQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
"{ \"acls\": [ { \"access\": \"access allow\", \"advanced rights\": {
\"append data\": true, \"delete\": true, \"delete child\": true,
\"execute file\": true, \"full control\": true, \"read attr\": true,
\"read data\": true, \"read ea\": true, \"read perm\": true,

\"write attr\": true, \"write data\": true, \"write eal\": true,

\"write owner\": true, \"write perm\": true }, \"apply to\": { \"files\":
true, \"sub folders\": true, \"this folder\": true }, \"user\":
\"administrator\" } ], \"control flags\": \"32788\", \"group\": \"S-1-5-
21-2233347455-2266964949-1780268902-69700\", \"ignore paths\": [
\"/parent/child2\" ], \"owner\": \"S-1-5-21-2233347455-2266964949-
1780268902-69304\", \"propagation mode\": \"propagate\"}'

JSON /11
{
"job": {
"yuid": "3015c294-5bbc-11eb-9c4e-0050568e8682",
" links": {
"self": {

"href": "/api/cluster/jobs/3015c294-5bbc-11eb-9c4e-0050568e8682"

FlB2: 23 TDRT—RAZEIFT 3

J—070—%KT"O3aTA VA ADEIE" 22U 1)wP L. state fElE successo

ONTAP RESTAPIZEA L=t 1) T+ b FIBIROEH

KEDEFa T8 Fz. 7T2AXVUMREER. JIL—7 §lHl7578E. HED
T7AINERIETAINAICHLTEFHFTETET,

Flg1: Exa) T8 FE=EFHIT S

HTTPXY YW REI YRRV~

CDORESTAPIMEUHE L Tld. ROXYV Wy REIYVRRA YV b EERALET,
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HTTP XV v INA
INYF /api/protocols/file-security/permissions/ {svm.uuid} / {path}

WMBDRAT
FEFIHA

curlDFIDEIMAFTIINT X—4

CDOFIEDcurDBITIE. TANTORESTAPIUH LICHEBD/NS A —RIZAMRA T, RONFTX—2HEH
LTWET,

INTA—H #ASL A Bz
R
$SVM_ID INR 4R . ZFAIDEENTLSSYMOUUIDTY,
$file_path INZ [={AN T77A4IVERIETAINEAD/INZA T,
H—ILDF

curl --request POST --location "https://$FQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data

'"{ \"control flags\": \"32788\", \"group\": \"everyone\", \"owner\":
\"userl\"} 1

JSON /341
{
"job": {
"uuid": "6£f89e612-5bbd-11eb-9c4e-0050568e8682",
" links": {
"self": {

"href": "/api/cluster/jobs/6£89e612-5bbd-11eb-9c4e-0050568e8682"

Flg2: a3 7DRT—RA%EET S
D=0 70—%FT"OaTAVRAAVAOEIEFE" #7)wP L. state f#l& successo
ONTAP RESTAPIZ{ER L TC7 7 XG> ) ZHIBRT

BEDT 71ILETIET LA D 5BEEFEDAccess Control Entry (ACE ; 772t Xl T
Yh)) ZHBRTEXS, BEREIFIIRTOFA Tz MIEHEINET,
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FE1 : ACEDHIR
HTTPXY YW R IV RRAV
CODRESTAPIEUH L TlE. ROXYV Yy REIYRRA YV b EFERALET,

HTTP XV v R JADZ4

HIBR /api/protocols/file-security/permissions/ {svm.uuid} / {path}
WMIBOZRA S
FEEHA

curlDFIDENMASIINT X—&

COFIEDcurlDFITIE. TANTOHORESTAPIFFUE LICHBD/NT X—RICMZA T RONFA—2HER
LTWET,

INTA—H #ASL A Bz
N
$SVM_ID INR [E{AR . ZFAIDEENTULSSYMOUUIDTY,
$file_path INZ [={AN T7A4IVERIETAINEAD/INZATT,
H—ILDF

curl --request DELETE --location "https://$FQDN IP/api/protocols/file-
security/permissions/$SVM ID/SFILE PATH?return timeout=0" --include
--header "Accept */*" --header "Authorization: Basic $BASIC AUTH" --data
"{ \"access\": \"access allow\", \"apply to\": { \"files\": true,

\"sub folders\": true, \"this folder\": true }, \"ignore paths\": [
\"/parent/child2\" ], \"propagation mode\": \"propagate\"}'

JSON H 7361
{
"job": {
"yuid": "3015c294-5bbc-11eb-9c4e-0050568e8682",
" links": {
"self": {

"href": "/api/cluster/jobs/3015c294-5bbc-11eb-9c4e-0050568e8682"

FlB2: 23 TDRT—2AZEIFT 3

J—07O0—%KT"V3aTA VAV ZADEIEFE 22U 1)wP L. state fEIE successo
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2y kD—%>5
ONTAP REST APIZER L7-IPM > X —TJ 1 AD—EXRT

IS AZBELUSVMICEID Y THENTWLWBIPLIFEERETE X9, CDIREIF. vk
D—OREXERTDIHEER. JOLIFZEBIMNT 3 BEICETLET,
HTTPXY W RE IV REKRA>V+
ZDRESTAPIEUE L TIE. XOXY Y REIVRRAY b EFEHRHLET,

HTTP XV v k INR

B8 /api/network/ip/interfaces
MIBD & A7

[E]HA

CurlDRIDEMATI/ING X—&

IARTD RESTAPI U LICHIBET B/NFX—ZIZINZ T, COFIED curl DFITIZRDINS XA—2HE
BHINnxd,

INTA—& #ASL A Bz
EC]
Ja4—ILR 1) IRy BEEYAEREEDRESNTUIMERLET,

curlDffll : IRTOLIFET 7 4 DR EMETERT

curl --request GET \

--location "https://$FQDN IP/api/network/ip/interfaces" \
-—include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

curlDfl I FEDADDREMBZIFOIARTOLIFZRT

curl --request GET \

--location

"https://SFQDN IP/api/network/ip/interfaces?fields=name, scope, svm.name, ip.
address" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

18



JSON H /74

"records": [

{
"yuid": "5ded9%9e38-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 mgmtl",
"ip": {

"address": "172.29.151.116"
by
"scope": "cluster",
" links": {

"self": {

"href": "/api/network/ip/interfaces/5ded9e38-999%e-1lee-acad-
005056ae6bd8™"

"yuid": "bb03cl62-999%e-1lee-acad-005056ae6bd8",

"name": "cluster mgmt",
"ip": {

"address": "172.29.186.156"
by
"scope": "cluster",
" links": {

"self": {

"href": "/api/network/ip/interfaces/bb03cl162-999%e-1lee-acad-
005056ae6bd8"

"uuid": "c5ffbd03-999%9e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o datal",
"ip": {
"address": "172.29.186.150"
b
"scope": "svm",
"svm": {
"name": "vsQO"
b
" links": {
"self": {

"href": "/api/network/ip/interfaces/c5ffbd03-999%e-1lee-acad-



005056ae6bd8"

"yuid": "co66l2abe-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o0 dataz",
"ip": |

"address": "172.29.186.151"
b
"scope": "svm",
"svm": {

"name": "vsO"
b
" links": {

"self": {

"href": "/api/network/ip/interfaces/c6612abe-999%e-1lee-acad-
005056ae6bd8"

"yuid": "c6b21b94-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o0 data3",
"ip": |

"address": "172.29.186.152"
b
"scope": "svm",
"svm": {

"name": "vs0O"
o
" links": {

"self": {

"href": "/api/network/ip/interfaces/c6b21b9%94-999%e-1lee-acad-
005056ae6bd8"

"yuid": "c7025322-999%e-11lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o data4d",
"ip": |
"address": "172.29.186.153"
by
"scope": "svm",

"svm": {



"name": "vsO"

by

" links": {
"self": {
"href": "/api/network/ip/interfaces/c7025322-999%e-11lee-acad-
005056ae6bd8™"

"yuid": "c752cc66-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o0 databd",
"ip": |

"address": "172.29.186.154"
b
"scope": "svm",
"svm": |

"name": "vsQO"
b
" links": {

"self": {

"href": "/api/network/ip/interfaces/c752cc66-999%e-1lee-acad-
005056ae6bdg8"

"uuid": "c7a03719-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o data6",
"ip": |

"address": "172.29.186.155"
by
"scope": "svm",
"svm": |

"name": "vsO"
by
" links": {

"self": {

"href": "/api/network/ip/interfaces/c7a03719-999%e-1lee-acad-
005056ae6bd8"

}
}
by
{
"yuid": "ccd4c59c-999%9e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 data4 ineto",



"ip": {

"address": "fd20:8ble:b255:300f::ach"
by
"scope": "svm",
"svm": |

"name": "vsO"
by
" links": {

"self": {

"href": "/api/network/ip/interfaces/ccd4c59c-999%e-1lee-acad-
005056ae6bd8"

"uuid": "d9144c30-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr027o0 data6_ ineto6",
"ip": |

"address": "fd20:8ble:b255:300f::ac7"
b
"scope": "svm",
"svm": {

"name": "vsQO"
b
" links": {

"self": {

"href": "/api/network/ip/interfaces/d9144c30-999%e-1lee-acad-
005056ae6bd8"

"uuid": "d961cl3b-999%e-1llee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 datal ineteoe",
"ip": |

"address": "fd20:8ble:b255:300f::ac2"
b
"scope": "svm",
"svm": |

"name": "vsO"
by
" links": {

"self": {

"href": "/api/network/ip/interfaces/d961cl3b-999%e-1lee-acad-

005056ae6bd8"
}



"yuid":

"d9ac8d6a-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 data5 inetoe",
"ip": |
"address": "fd20:8ble:b255:300f::aco6"
by
"scope": "svm",
"svm": |
"name": "vsQO"
by
" links": {
"self": {
"href": "/api/network/ip/interfaces/d%ac8d6a-999%e-1lee-acad-
005056ae6bd8"
}
}
by
{
"yuid": "d9fcela3-999%e-1lee-acad-005056ae6bd8",
"name": "sti2l4-vsim-sr0270 dataZ inetoe",
"ip": {
"address": "fd20:8ble:b255:300f::ac3"
b
"scope": "svm",
"svm": |
"name": "vsO"
by
" links": {
"self": {
"href": "/api/network/ip/interfaces/d9%fcela3-999%e-1lee-acad-
005056ae6bd8"
}
}
by
{
"uuid": "dad4995a0-99%e-1lee-acad-005056ae6bd8",
"name": "sti2l4-vsim-sr0270 data3 ineto",
"ip": |
"address": "fd20:8ble:b255:300f::ac4"
by
"scope": "svm",
"svm": {
"name": "vsO"

by

23



" links": {
"self": {
"href": "/api/network/ip/interfaces/dad4995a0-999%e-1lee-acad-
005056ae6bd8"

"yuid": "da9e7afd-999%e-1lee-acad-005056ae6bd8",

"name": "sti2l4-vsim-sr0270 cluster mgmt ineté6",
"ip": |

"address": "fd20:8ble:b255:300f::ac8"
by
"scope": "cluster",
" links": {

"self": {

"href": "/api/network/ip/interfaces/da%9e7afd-999%e-1lee-acad-
005056ae6bd8™"

"yuid": "eo6db58b4-999%e-1lee-acad-005056ae6bd8",
"name": "sti2l4-vsim-sr0270 mgmtl ineto",
"ip": {
"address": "fd20:8ble:b255:3008::1a0"
by
"scope": "cluster",
" links": {
"self": {
"href": "/api/network/ip/interfaces/e6db58b4-999%e-1lee-acad-
005056ae6bd8"

}

}
1,
"num records": 16,
" links": {
"self": {
"href":
"/api/network/ip/interfaces?fields=name, scope, svm.name, ip.address"

}
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X))«
ThoYk
ONTAP RESTAPIZfERLTC7HU Y hERRT S

TATVERDIVZA M ZEIETEERT, ChUd. EFa) T RIEZFTHET 570,
EFHFLWT AT Y b 2B BRIICITTO CENTEE T,

HTTPXY W REI YRRV~
CDRESTAPIEUHE L TIE. KOXY W REIYVRKRA Y bEFEARALET,

HTTP XV w JADZ

BF lapi/security/accounts (/api/security/ 7 1o > )
WMIBORA S

[EIHA

=LA

curl --request GET \

--location "https://$FQDN IP/api/security/accounts” \
-—include \
—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

7
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JSON H /74

"records": [
{
"owner": {
"uuid": "642573a8-9d14-11ee-9330-005056aed3de",
"name": "vsO",
" links": {
"self": {
"href": "/api/svm/svms/642573a8-9d14-11ee-9330-
005056aed3de"
}
}
b
"name": "vsadmin",
" links": {
"self": {
"href": "/api/security/accounts/642573a8-9d14-11lee-9330-
005056aed3de/vsadmin"
}
}
b
{
"owner": {
"yuid": "fdb6fe29-9d13-11ee-9330-005056aed3de",
"name": "sti2l4nscluster-1"
b
"name": "admin",
" links": {
"self": {
"href": "/api/security/accounts/fdb6fe29-9d13-11ee-9330-
005056aed3de/admin"
}
}
b
{
"owner": {
"uuid": "fdb6fe29-9d13-11ee-9330-005056aed3de",
"name": "stiZ2l4nscluster-1"
bo
"name": "autosupport",
" links": {
"self": {
"href": "/api/security/accounts/fdb6fe29-9d13-11ee-9330-

26



005056aed3de/autosupport"
}

}
I

"num records": 3,

" links": {
"self": {

"href": "/api/security/accounts"

}

}

}
AERAE C *—

ONTAP RESTAPIZfEA L TA YA —ILENTWBEAEZRTT B

ONTAPY SR RICA VA F=ILENTVWBRIRAZZR I TET£9, NIk, FEDIEA
EHMFEHBIEENE DD EESR LD, BEDEFAEDIDEZEIE LD TB37=HICETL
x99,

HTTPXYw REIYVRRA U+

CDRESTAPIEUH LTl ROXY W RETY RBA > hEEBALET,

HTTP XV v | AW
g /api/security/certificates

curlDFIDENMAFTIINT X—&

CDFIEDOcurlDFITIE. TARTOHORESTAPIFUH LICHBED/NZ XA —RITMA T, RONZA—2BHEA
LTWET,

INT A=A ZANDL WA B
E3CH
max_records o) WWX RSB LO—ROEEIRELET,

curlOff] : 3DDEFBAE®IR Y

curl --request GET \

--location "https://SFQDN IP/api/security/certificates?max records=3" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON H /74

"records": [

{
"yuid": "dad822c2-573c-11ee-a310-005056aecc29",

"name": "vs0 17866DB5C933E2EA",
" links": {
"self": {
"href": "/api/security/certificates/dad822c2-573c-1lee-a310-
005056aecc29"

}
}
by
{
"uuid": "7d8e5570-573c-11lee-a310-005056aecc29",

"name": "BuypassClass3RootCA",
" links": {
"self": {
"href": "/api/security/certificates/7d8e5570-573c-11lee-a310-
005056aecc29"

}
}
b
{
"yuid": "7dbb2191-573c-11ee-a310-005056aecc29",

"name": "EntrustRootCertificationAuthority",
" links": {
"self": {
"href": "/api/security/certificates/7dbb2191-573c-11lee-a310-
005056aecc29"
}
}
}
I
"num records": 3,
" links": {
"self": {
"href": "/api/security/certificates?max records=3"
by
"next": {
"href": "/api/security/certificates?start.svm id=sti2l4nscluster-

l&start.uuid=7dbb2191-573c-11lee-a310-005056aecc29&max records=3"
}
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ONTAP REST APIZfER L/=SEFBZE D1 > X =)L

B EMAXS09EFBZ#ONTAPY SR AICA VA =)L TEFET, Chldk. BAORER:
ZPQREY FTAONTAPKEE X I3 7O JILDOHRED—BE L TITS N TEFET,
Ve % BItAT B A0IC

AV M= BAREEABETT, Ffow BEICSL THREEBEEN 1 YA F—ILShTWS Z 2 REL
TLET W,

(D USRI ISONASNBIZER T DR1IC. public certificate IRIEDIEAZZEA L TE
ZRELE I,

FIE1 : SEEEE AV =TS

APIEUH L ZRIEL CAFRE R 1 VA =L TE XS,

HTTPXY W RE IV RRA >k

CODORESTAPIMEUH L Tld. ROXYV wREIYVRRA Y b EFERALET,

HTTP XV v INZX

#fs (Post) lapi/security/certificates
CcURLODAY : JL— FCASERREZ I S XX LANILTA VA +—ILT B

curl --request POST \

--location "https://$FQDN IP/api/security/certificates” \
--include \

--header "Content-Type: application/json" \
—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput
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JSON D A A4

"type": "server ca",
"public certificate":

MIIDOTCCArkCFGYdznvIVvaY1lVZPNfy4yCCyPphoMAOGCSgGSIb3DOEBCWUAMIGK
MQOswCQYDVQQGEwWJVUzZELMAKGA1UECAWCTkMxDDAKBgNVBACMA1 JUUDEWMBQGA1UE
CgwNTO5UQVAgRXhhbXBsZTETMBEGA1IUECWWKTO05UQVAgOS4xNDECMBOGA1UEAWWT
Ki5vbnRhcC1l1eGFtcGx1LmNvbTEVMCOGCSGSIb3DOEJARYGZGEF2aWQucGV0ZXJz
b25Ab250YXAt ZXhhbXBsZS59b20wHhcNMiMxMDA1IMTUYOTE 4WhcNMj QxMDAOMT Uy
OTE4WjCBpDELMAKGA1UEBhMCVVMxCzAJBgNVBAgMAkS5DMOwwCgYDVQQHDANSVEAX
FjJAUBgNVBAOMDUYOVEFQIEV4YW1lwbGUxEZARBgNVBAsSMCkOOVEFQIDkuMTQxHDAa
BgNVBAMMEyoub250YXAtZXhhbXBsZS5)b20xLzAtBgkghkiGOwOBCOEWIGRhdml k
LnB1dGVyc29uQGOudGEFwLWVAYW1lwbGUuY29tMIIBIjANBgkghkiGIwOBAQEFAAOC
AQ8AMI IBCgKCAQEAXQgy8mhblJhkf0D/MBodpzgW0aSp2jGbWI+Zv2G8BXkpl762
dPHRkv1hnx9JvwkK4Dba05GiCiD5t3gjH/jUQMSFb+VwDbVmubVEnXjkm/4Q7sea
tMtA/ZpQdZbQFZ5RKtdWz7dzzPYE12x8Q1 Jc8Kh7NXERNMtgupGWZZn7mfXKYr40
N/+vgahIhDibS8YK5rflwobfmrik9E2D+PEab9DX/1DL5RX4tZ21H20kyN2Ux0OBR6
Fg716n1H1/5yR0011xStN6sO7EPoGak+KS1K41g+EcIKRoObPAMEQP8WM)JuiTkb
5MmeYoIpWEUgJK7S0M6Tp/3bTh2CST3AWXiNxQIDAQABMAOGCSgGSTIb3DQERCWUA
A4TBAQABEfBgOUROMYxdfrj930yIiRoDcoMzvo8cHGNUsuhnl1BDNnL203ghWEs97s0
mIy6zFMGnyNYa0t4ilcFsGDKP/JuljmYHjvv+21HWNnxH])To7A0QCNXmQH5swoDbf
01Vjqgz80xz+PRJ+PA3dF5/8zqaAR6QreAN/iFR++6nUglsbbM7w03tthBVMgo/hl
E9I23V0OZsgMFujm2CYfMs4XkZtrYmN6nZA8JcUpD]IWCcAVbQYurMnna9r420S3GB
WB/FEOn+P+FfJyHJI93KGcCXbHS5RF2pi3wL1Hi1bvVuCjLRrhJ8U20I5mZoiXvABC
IpYuBcuKXLwAarhDEacXttVjC+Bg

Flg2 : sERAEN A YA b—ILEN T 2 RT3

D= 70— 2RT" 1 VA —ILENTVSAEZ R AEREL BRI TH DS 2HR/L T,
RBAC

ONTAP REST APIZ £ L TRBAC%Z £ % 7= D #fig

ONTAP RBACHEREIX. BREBICIEL TWLK DO DAETERTEEFd, CcOEI>3>T
= L\<973‘®—ﬂxﬁ’3793y7")2|'%'7—77ﬂ—2: LTHENMLET, WITNhDIFED.
BHEDLEXa )T BLUVBEEBELOBEICESZYTTUVWETD,
O—JL%ZERM L CTONTAPZ—H7 AT Y MIO—IILZEDHTBHIC. RISRIERBREF 2V T BHCF
7>3>%Eﬁbfﬁﬁbfﬁ<%ﬁﬁ%0§?oit\mwwwﬂ4hf—$mtv—77u—wmﬁ%ﬁ
BLTLESV, "J—0 70— %FRET3%EEELET"

EDONTAP U —RZFERLTVWEITH?
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ONTAP U —RIZ& > T, EARTREBRRESTI Y RARA > b ERBACKBED RED £,

REHRD ) Y — R CHEZFE
RENRD) Y —XFXFAV Y FEEZDEE (V5 XZXIIESVM) ZRHET ILEDHD £7

IA—tFICIEED LSBT I RIEDNBRETI HY
)Y =R HEEHFELES. FATEIT7IEIIRILZRETIHRELHD £,

A—HIZCDLSICONTAP IC 772 AL ETH,
2—1f|FRESTAPI. CLI. £7IFZDmAZFERAL TONTAP ICT IV EATEXT,

HAHAHDEENDIDTHRD FhlFHIXZLDREIDBED,

BEOHAAAFO—ILZFERTI2AMNMMEFTIN. BEICHELCTHFLVWARZLAO-IINZERTDZICHTE
9,

ED&SBEEDREINBETTH ?

LXAUTFAEHRLONTAP 77 XIZEDWT, RESTEREDEESDO—IILEERT 3D 2 EIRT 34
ENHDET,

O—JLDOER
ONTAP REST APIZ R L TSVMA Y 12— LAIBADT 7t X %=FHIRT 3
SVMATDORX L —UAR) a—LOEEBAFIRIZO0-IILZEEHZETETET,

COT—oT70—-IC2WT

BN, 70—V 7 ZBRIRTOEELR) a— LEEREAND T VLA ZFRITH1e®HIC. bST0>
IFINO-IPMERETNET. O—JILIFROFETERINE T,

* GET. CREATE. MODIFY. DELETEZR Y DCRUDAR 2 —LIR{FZ §RTERITTET 3
c AR a—LoO0—-%ERTEEHA

Z0®%. BEICKLTAO—-IIZEHRFTEEI, COT—2o70—TI 2BBOFIETO-IILHEESN, 1
— PRV 2 —-—L7O0-2ZFRTE L IICBRDET,

FlE1 : O—ILZELT D

APIEUH L 2 RE L CTRBACAO— L ZERTE £ 9,
HTTPXY w REIY RRA >k

CDORESTAPIEUH L Tl MDAV W REIVRRA Y bZzERLET,
HTTP XV v XX

&fa (Post) /api/security/rolesD K SICASLET
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A—ILDFI

curl --request POST \

--location "https://$FQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data Q@JSONinput

JSON D A F14
{
"name": "rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{ "path": "volume create", "access": "all" },
{ "path": "volume delete", "access": "all" }

Flg2: O—-IIL%Z2FHT 3

APIFUE Lz L TEIFOO—-ILZEHTET X T,

HTTPXY Y REI YRRV bk
CDRESTAPIFEUH L TlE. ROXYy REI Y RARA > bzEFERALET,
HTTP XV v R JADZ4

#&%& (Post) lapi/security/rolesD & SICATTLE T

curl OBIDEBMATI/INT X —&

CDFIEDcurlDFITIE. TARTHORESTAPIFFUH LICHEED/NS X —RICIMZ T, RONTA—2HEA
LTWET,

INTG X —4& #FASIL B B
E3C
$SVM_ID INR [E{AN . O—IILDEBRIEENTLBSVMOUUIDTY,

$O—J)L% INZ (=AM BEHITBSYMADO—ILDRFIZIEEL FT,

32



A—ILDFI

curl --request POST \

--location

"https://$SFQDN IP/api/security/roles/$SVM ID/S$SROLE NAME/privileges" \
--include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput

JSON D A F34
{
"path": "volume clone",
"access": "all"

ONTAP REST APIZfER L 7T — X REDEE
A—HIIRBETET 37— X FREREIIESNTUVET,
CDT7—270—-I2DWT
?E;E@D_}LL;\ ;Ko)%'&f“i%énij—o

* SnapshotD1ERL L HIBR. & & UFSnapMirrorBI RO EFHHAIEET S

* AR a—LWSVMBED ENDA T U b Z2ERFIZEETZ I TEEFEA

HTTPXY W RE IV RRA >k
CDRESTAPIMEUH L Tld. OXY Y REIVRRA > b EFERALET,

HTTP XV v R JADZ
& (Post) lapi/security/rolesD K SICAALET
H—IL DB

curl --request POST \

--location "https://$FQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput
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JSON D A A3

"name": "rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{"path": "volume snapshot create", "access": "all"},
{"path": "volume snapshot delete", "access": "all"},
{"path": "volume show", "access": "readonly"},
{"path": "vserver show", "access": "readonly"},
{"path": "snapmirror show", "access": "readonly"},
{"path": "snapmirror update", "access": "all"}

ONTAP REST APIZ £ L 7=-ONTAPL 7KR— DR ZHFAI§ 5

ONTAP L R— b Z & T 21eE%E 1 —HICIRMH I ARESTO—IILZERLTE £ 7

COT—070-IC2WT
ER N2 0O0—)LiE. ROBFUETERINE T,

cBEBYNTF—IY >R (R a—LA, gtree. LUN. ZF 45—k, /—FK. SnapMirrorBS{RDIEFE)

cHUOF Tz b (R a—LXPSVMAY) ZEREIFEETIT AL

HTTPX VY RETYRRA 2 b
CDRESTAPIFUH L TIdF. ROXY Y REIV R b Z2ERLEY,

HTTP XV v XX
&fa (Post) /api/security/rolesD K SICASLET
H—=ILDBF

curl —--request POST \

--location "https://$FQDN IP/api/security/roles" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput
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JSON D A A4

"name": "rest rolel",
"owner": {
"name": "cluster-1",

"uuid": "852d96be-fl17c-11ec-9d19-005056bbad9l"
by

"privileges": [
{"path": "/api/storage/volumes", "access": "readonly"},
{"path": "/api/storage/gtrees", "access": "readonly"},
{"path": "/api/storage/luns", "access": "readonly"},
{"path": "/api/storage/aggregates", "access": "readonly"},
{"path": "/api/cluster/nodes", "access": "readonly"},
{"path": "/api/snapmirror/relationships", "access": "readonly"},
{"path": "/api/svm/svms", "access": "readonly"}

ONTAP REST APIZfEA L TA—ILZFOIA—HZEKT D

CDT7—7 70— %FERALT. RESTO— I ZBE&EMITII—TFZERTETE T,

COT—070-IC2WT

CDT—2770—IClE&. ARRZLRESTO=ILZERL THFLWIA—HTHT Y MIBEERITR-HICHNER
—MRBFIENEEFNTUVEYT, I—HFrO—ILOEAICSVMRAI—THHD . HEDT—XZSVMIZEENT
ITENTVWET, —EDOFIBIZA T3> THIHGEDHNL. BEBICIGLCTEEITINELNHZI55HHD
£9,

FIE1: VS AZRDT—RZSVME ) X L3

KRORESTAPIEUHLZEITLT. 5 XAXHADSVMERTELEF T, FSVMOUUIDE&EIRHEAICRT S
nxd,

HTTPXY w RE IV RAKRA > b
CDRESTAPIFUH L TIE. XDOXY Y REIYRRAY hZERLET,

HTTP XV v INR
B8 lapi/SVM/SVMs
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curl --request GET \

--location "https://SFQDN IP/api/svm/svms?order by=name" \
--include \

--header "Accept: */*" \
--header "Authorization: Basic $BASIC AUTH"

&
2D ESREASVMZERL, LW —eO—ILZERLE T,
FE2 : SVMICERZINTVWBRI—HERRTS

BIRLESYVMTERIN TV A—HERRTD7-HIC. RORESTAPIEDHLEZETLE T, SVM
l&. ownerN\S X—2%EFERLTHANTETZXI,

HTTPXY w RE IV RKRA >V b+
CDRESTAPIFUH L TId. ROXY Y REIVRRA> b2ERLE Y,

HTTP XV v R X2
g lapi/security/accounts (/api/security/ 7 7170 > )
H—=ILDBF)

curl --request GET \

--location "https://SFQDN IP/api/security/accounts?owner.name=dmp" \
-—include \

—--header "Accept: */*" \
--header "Authorization: Basic $BASIC AUTH"

T
SVMTYd TICEREINTVLWRI—HICESVWT, HILLWIA—TFD—EDLr=&ERL E 9,
FE3 : SVMICEZE SN TLWBRESTO—IILERTRT 3

RORESTAPIEDH LZFEITL. BIRLASVMTEREINTWBO—I)LEZ )X MLET, SYMIE. owner/\
SA—REFERALTHNTETET,

HTTPXY w REI Y RAKRA > b
CORESTAPIFUH LTl ROXYV Y REIVRRAY bZ2FRALEY,

HTTP XV R )X
S /api/security/rolesD K SICAALFT
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curl --request GET \

--location "https://$FQDN IP/api/security/roles?owner.name=dmp" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput

ETH%
SVMT 3 TICERINTLWAO-JLICESWVWT, HHILLWO—JILIC—ED&RI=&ERLE T,
Fg4 : h XX LRESTO—ILZ{ERRT 3

JRORESTAPIEUH LZFEITLT. SYMTHRXRZLDRESTO—IILZER L X T, RYIIMHEREZ1DLHET -
. TARTODT7IVEADEEINDZLSICTBEHIC. CoO=ILICIEFT 7AIL DT O XTHS* none *
DRESNET,

HTTPXYw REYI YRRk

CDRESTAPIMEUH L Tld. WOXY Y REIYVRRA Y b EFERALET,

HTTP XV v i IXR
&5 (Post) lapi/security/rolesD & S ICASTLFT
=L DA

curl --request POST \

--location "https://S$SFQDN IP/api/security/roles" \
-—include \

—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput

JSON D A6
{
"name": "dprolel",
"owner": {
" name LAl : " dmp " ’

"uuid": "752d96be-fl7c-11ec-9d19-005056bbadol™
by
"privileges": [

{"path": "/api", "access": "none"},
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IR’

MEBIZIHLC T, FIE3ZHS5S—EEZTLTHLLO—IILEZRRLET, ONTAPCLITHO—/LZRRTCEZF
XS

FlBEs : #ERZEML TO—IILZEHT S

HEICHCTHERZEML TO—ILZZEET 3ICIE. RORESTAPIFUE LZEITLE T,
HTTPAY Y REIVRERA >V b+

CDORESTAPIEUH L Tl MDAV W REIVRRA Y bZERALET,

HTTP XV v Ik INR

&t (Post) lapi/security/roles/ {owner.uuid} / {name} /privileges

curlOBIDEBMATI/INT X —&

CDFIEDcurlDFITIE. TARTHORESTAPIRFUH LICEED/NS X —RICIMZ T, RONTA—2HEA
LTWET,

INT X—A& AL B Bz

x9
$SVM_ID INR [={AN O—J)LOEHREHIESENTLSBSVYMODUUID,
$O—JL% INR [={AN BT ASVMADO—)LDOLFI#IEEL X T,
H—ILDFI

curl --request POST \

--location

"https://$FQDN IP/api/security/roles/$SVM ID/$SROLE NAME/privileges" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput

JSON D A A4l
{
"path": "/api/storage/volumes",
"access": "readonly"
}
TR

MEIZIGL T, FE3ZH5—ERTLTHLLVO—IILEZRTLET, ONTAPCLITHO—J/LZRRTEX
ER
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FE6 : 1—H%=ERT D

A—HTHI Y b EERT BICIE. RORESTAPIFUH LERTLE T, ETIER L 7O—)L*dprole1*|Z.
FLOLWI—HICEENMITONTWET,

A—-LZEEETICA—HEZERTEE Y. COBE. I—FIFT 74/l boa—iL (
(@  adnin Fl vsadnin) I—HHYSIZAI—FLSVMAI—TDLSE 5 TEEIATL
BMCIELTEDD EF. HOO—LEHD LTI, 1—FEEETSUBNBD £,
HTTPXY Y RE IV RRA > b
C DRESTAPIEUH L Tl ROXY v KETY REA Y MEBALET,

HTTP XV v K X2
#&fs (Post) /api/security/accounts (/api/security/ 77 7177 > k)
=L DA

curl --request POST \

--location "https://$FQDN IP/api/security/accounts” \
--include \

—--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \
--data @JSONinput

JSON D A4

"owner": {"uuid":"daf84055-248f-11ed-a23d-005056ac4feb"},

"name": "david",
"applications": [
{"application":"ssh",
"authentication methods":["password"],

"second authentication method":"none"}
1,
"role":"dprolel",
"password" :"<password>"

TTH
SVMEBIBA VA —T A RICHA1 12T 3ICId. FiLLwaI—HF0ILFoovILEFERLED,

AbL—=2
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ONTAP RESTAPIZER L T7J U r—raERRTS

IISRAZRDT IV TF—rDIR MBI TEET, Ctd FBARENT+—T R
ZFHBT B1cHICTTI LA TEET,

HTTPXY W RE IV RKRA > b

CORESTAPIFEUE L Tlde ROAY v REIY REA Y b EBRALET.

HTTP XV v INZX

S IAPUZ L =274 RY
WEBDRAT

[EJHA

CurlDRIDEMATI/ING X—&

IARTD RESTAPI MUH LICHBE T /AT X—=FIZMMZA T COFIED curl DFITIZRD/INT X—2HE
HEh&Ed,

INTA—HR #ASL A Bz
9
node.name Zany RIRY-3 EEALT. 77— EHREINTVWD/ —R%E
ETTET,

curldfl : T AL FOREBZFEABLTINTOT I VT — b 2RY

curl --request GET \

--location "https://$FQDN IP/api/storage/aggregates” \
-—include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

curl Ol BEDHREEZIFTOIARTDTI IS — bEIRT

curl --request GET \

--location "https://$FQDN IP/api/storage/aggregates?fields=node.name" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON H /34

"records": [

{
"uuid": "760d8137-£fc59-47da-906a-cc28dbl0alclb",

"name": "sti2l4 vsim sr027o0 aggrl",
"node": {
"name": "sti2l4-vsim-sr0270"
by
" links": {
"self": {
"href": "/api/storage/aggregates/760d8137-fc59-47da-906a-
cc28dblalclb"
}
}
}
1,
"num records": 1,
" links": {
"self": {
"href": "/api/storage/aggregates?fields=node.name"

ONTAP RESTAPIZER L TT 1 XV %ZF&RRT B

TSRALRADT A ATDV X ZRIETEE T, COREIF. 777 — b OIERE

ERTZ1DULDARTZRET 3HEICITTVET,

HTTPXY w RE IV KRRV
CORESTAPIFUH L TlE. RDOXY Y RET Y RKRA >V b 2fERALET,

HTTP XYV w R N

S IAPIR NL—1F 4 R
WIBORA S

=R

CurlOBIDEBIMASIINT XA—&

[

IARTD RESTAPI MUH LICHBE T /AT X—=FIZMMZA T COFIED curl DFITIZRD/INZ X—2HE

RAENE,
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INT A=K ZANDL WA &R
9

RRE 7y WYAY-4 EEARATZE. FILLWIIUFXF—MNIERTEZART T
A RUVERETEET,

curlDfll : IRTOTF 4 AV %R

curl --request GET \

--location "https://SFQDN IP/api/storage/disks" \
-—include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

curldf : ART T4 RT%IRY

curl --request GET \

--location "https://$FQDN IP/api/storage/disks?state=spare" \
-—include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON H /74

"records": [
{
"name": "NET-1.20",
"state": "spare",
" links": {
"self": {
"href": "/api/storage/disks/NET-1.20"
}
}
by
{
"name": "NET-1.12",
"state": "spare",
" links": {
"self": {
"href": "/api/storage/disks/NET-1.12"
}
}
by
{
"name": "NET-1.7",
"state": "spare",
" links": {
"self": {
"href": "/api/storage/disks/NET-1.7"
}
}
}
I
"num records": 3,
" links": {
"self": {
"href": "/api/storage/disks?state=spare"

HR— bk
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EMS

ONTAP REST APIZ L TEMSHR— b —E X% EIR$ 5 %(E

ONTAPU S ZXZDARY BB XT L (EMS) MIB%EFREL. BEICG L TEMSX
=SB TE XY,
=

CCTIE. ONTAPEMSHY—EXDERAEZRIT7—2770—00z VW< OMBENLET, 7—770—%
fEFA L TRESTAPIFUH LZEITI BHIIC. "V—7 70— =FERAT 3% FEzLFT"%

PythonZ AT 2HEIE. RV TRHBBLTLETL, "events.py"' EMSESED—ED T IV T4 ET 1 %
BEt 23 HEDHZERLTLEETL,

ONTAP REST APl 1Y > R ¥ ONTAP CLI <> RODtb#E

%< DE XU TIE. ONTAP RESTAPIZERT 3 &\ FIZDONTAP CLIOT Y R&EDEHDHEVWIFUH L TF
HETo RDRIC. APIFUHL L. BRAVICHERCLIAYY RZRLET,

ONTAP REST API ONTAP CLI

GET /support/ems event config show

RANYR—FEMS/TZXF 1. ARY FEROEELEZIERLET

TRTvar 2. ARy BRI " ZERLEY
I get/support/ems/events | I event log show | ZBEBL T TV
[ POST/support/ems/filters 1 1. 'event filter create -filter-name <filtername>"
EAALET 2. 'event filter rule add-filter-name <filtername>’
R EHR

* "EMS%Z /R 9 PythonX o7 1) 7/ k"
* "ONTAP RESTAPI| : EAEOEWVWIRY FOEMZEHEML L F 3"

ONTAP REST APIZ{ERH L/cEMSOF 1 XY hD—EXRT

IARTDARY FEFHIAYE—CZFZRIE T8 HEDEHEZFOAvE—S0DH
HFERIETBRCEHTEED,

HTTPXY Y REIVRKRA Y b+

CDORESTAPIMEUH L Tld. ROXYV W REIVRRA YV b EERALET,

HTTP XV v k JAWZ4
) /api/support/ems/events

WBDZRAT
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[EJHA

CurlOBIDEMATIINT X—Z

IANTD RESTAPI FUH LICHBIB/NSX—RICMRA T COFIED curl DFITIZRD/INT XA —R2BHE
REnZE9,

INS X —A& AL A Bl
EIC

J4—=JLK T WWR IBBICEDRARED T4 —ILRZERTBOHICFERIN
£9,

max_records oT) WWZ 1EIOBRTIRENBZL O— R¥ESIPRTR3-HICERT
TFEI,

LOG_MESSAGE oxTl) WWR  BEOTFAMEZREL. T3 XvE—JDA%FIR
LEY,

message.severity oxTl) (A1AY-¢ RENBAvE—=IE OIS BEBFEDEREDOXAvE

—JREIFICHIBELE T, alerto
curl OB RFIDOX Yy —J E EHIDER IR T

curl --request GET \

--location

"https://SFQDN IP/api/support/ems/events?fields=message.nameé&max records=1
"\

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

curlDfll . BFEDTHFRANEEAEZSUAYE—UHIRT

curl --request GET \

--location

"https://$FQDN IP/api/support/ems/events?log message=*disk*smessage.severi
ty=alert" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"
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JSON H /74

"records": [
{
"node": {
"name": "malha-vsiml",
"uuid": "dad4f9%e62-9de3-11ec-976a-005056b369de",
" links": {
"self": {
"href": "/api/cluster/nodes/dad4f9%e62-9de3-11lec-976a-
005056b369de"

}
}

b
"index": 4602,
"time": "2022-03-18T06:37:46-04:00",

"message": {
"severity": "alert",
"name": "raid.autoPart.disabled"
b
"log message": "raid.autoPart.disabled: Disk auto-partitioning is

disabled on this system: the system needs a minimum of 4 usable internal

hard disks.",
" links": {
"self": {
"href": "/api/support/ems/events/malha-vsiml/4602"

}
1,

"num records": 1,
" links": {
"self": {
"href":
"/api/support/ems/events?log message=*disk*&message.severity=alerté&max rec
ords=1"

by

"next": {
"href": "/api/support/ems/events?start.keytime=2022-03-

18T06%3A37%3A46-04%3A00&start.node.name=malha-
vsimlé&start.index=4602&log message=*disk*&message.severity=alert"

}
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ONTAP REST API% f£F L 7cEMSE&E D EViF

ONTAPY S X ZDIRIEDEMSEEZEIE TET X9, < DAUIE(K,
LWEMSE X Z1ER T Da1ICEITLE 9,

HTTPXY W RE IV RRA> K
CDRESTAPIMEUH L TldF. HOXY Y REIYVRRA Y b EFERALET,

HTTP XYV w K JAWZ4

g /api/support/ems
MmBorA~

[EIEA

H—IL DA

curl --request GET \

--location "https://$SFQDN IP/api/support/ems" \
-—include \

—-—header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

JSON i /141
{

"proxy url": "https://proxyserver.mycompany.com",
"proxy user": "proxy user",
"mail server": "mail@mycompany.com",
" links": {

"self": {

"href": "/api/resourcelink"

}
I
"pubsub enabled": "1",

"mail from": "administrator@mycompany.com"

ONTAP REST APIZ £/ L 7-EMS:BZ1 D 1ERL

REZBHY DEIPH

ROT—2770—-=FRALT. BERLEARY M XA yE—U%RET S5 LVLEMSER]

DIXEFRZ RN TE X T,

FlE1 : AT LLEDEX—IILREZEBHT B

ROAPIHUH L ZEBL T Y RATLEBEDEX—ILREZTOIEHTEE Y,
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HTTPXY w RE IV RRA Y b
CDRESTAPIFUH L TId. ROAY Y REIVRRA2 b Z2ERLEY,

HTTP XV v k INA

INYF [api/support/ems
WMIBORA S

[E1HA

Curl DB DEBIMATIINT A —%

IARTD RESTAPI MU LICHIBE T BN X—ZICINZ T, COFIED curl DFITIZRDINS X—2HE
HENEzd,

INT X —4& #ASIL A ie8

£9
X=JLOEBA 7y [={AN ERELXT, from Za4—ILREIUYILET,
X—=)LH—N gT) [={AWN =7y FOSMTPX— LY —N%ZHRELE T,
H—ILDFI

curl --request PATCH \
--location

"https://$FQDN _IP/api/support/ems?mail from=administrator@mycompany.comé&ma
il server=mail@mycompany.com" \

--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH"

FlE2: Xyt —J T I EEETD
APIRDHLZBIBEL T, XvtE—JIC—IT D370 I RIL—ILEEXTTET,

HTTPXY w RE IV RRA Y
CORESTAPIFUH L TlE. ROXY Yy RET YRRV b 2fERALET,

HTTP XYV w K JAD

##s (Post) /api/support/ems/filters
WMIBORA S

[E1HA

CurlOBIDEBIMASIINT X—&

IARTD RESTAPI MUH LICHBE TS/ X—=FIZMMZA T COFIED curl DFITIZRD/INZ X—2HE
RAENE,
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INT A=K ZANDL WA &R
9

TqIL3 RTra ( 1FL, T4 IILEBREDELNZENE T,
Body )

A—ILDF

curl --request POST \

--location "https://$FQDN IP/api/support/ems/filters" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput

JSON D A 114
{
"name": "test-filter",
"rules.type": ["include"],
"rules.message criteria.severities": ["emergency"]

FIB3 : X vt —SDEELEERT S
APIFOH LZRBRELT. XvtE—COXEAEERTETE T,

HTTPXY Y RE IV RARA Vb
CDORESTAPIFUH L TIE. ROXY Yy RET YRRV b 2fERALET,

HTTP XYV w K JAW4

%% (Post) /api/support/ems/destinations
WIBORA S

[FIHA

CurlOBIDEBIMASIINT XA —&

IARTD RESTAPI U LICHIBE T B/NFX—ZIZIMZ T, COFIED curl DFITIZRDINS XA—2HE

BEnzxzd,
INTX—4 AL WA BTl
Er
FRATA4X—2a>DFR Rra (&L, ARY FDOEEFXDELETENE T,
E Body )
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A—ILDFI

curl --request POST \

--location "https://$FQDN IP/api/support/ems/destinations" \
--include \

--header "Accept: */*" \

--header "Authorization: Basic $BASIC AUTH" \

--data @JSONinput

JSON D A 716
{
"name": "test-destination",
"type": "email",
"destination": "administrator@mycompany.com",
"filters.name": ["important-events"]
}
SVM

ONTAP REST APIZ{EH L TSVMZR/R9 3

ONTAPZY 5 X RN TEHE S 11 TL) 3 Storage Virtual Machine (SVM) 1) X FTE &

o COMIBIE. FEDSVMODBERFZIRERT D5, HFTLLSVMZERM T 2HIICH
HIZ—RICT A 5RICEITLED,

HTTPXY w RE IV RRA Y b
CDRESTAPIFUH L TIF. ROXY Y REIVRRA2 b 2ERLEI,

HTTP XV v R INR
S /api/SVM/SVMs
H—ILDFI

curl --request GET \

--location "https://$FQDN IP/api/svm/svms" \
--include \

—--header "Accept: */*" \
--header "Authorization: Basic $BASIC AUTH"
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JSON H /74

"records": [
{
"uuid": "71bd74f8-40dc-11ee-b51a-005056aece9fa",
"name": "vs0",
" links": {
"self": {
"href": "/api/svm/svms/71bd74f8-40dc-11lee-b51a-005056aee9fa"

}
1y
"num records": 1,
" links": {
"self": {
"href": "/api/svm/svms"
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