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oA —F—F— (MOK) ELTUEFI 77—LTT7ICBMTBRIET. YATLNELBEAES 21—l
EEELTO-RTEIDILSICHEDFET, mokutil /XX 7L —XIFRERBAICREFELTLET L. ¥ XF
LEBEEBLTMOK ZT7 V71 7T IERICHBIZED £T,

FiE
1. XFLATUEFIEX 27 7 — b EMCHE > TVEIDESHEEELET ¢

mokutil --sb-state

BRIZ. COPRXTLTUEFIEF a7 T— DR BEMICHE>TVBIDE S D ZERLET,

wn BEhik...

UEFIE* a7 7— bABMICHE->TUVE
5

UEFILX a7 7 — FHEICEHE > TWVWE "ONTAP Mediatord -1 > A b —JLICU RS ) 7O +1 2 %12
El Hg 3"

c NATL—RZEERTBESICKDENET, NATL—RFBREBBFAICHEELTH
<RHERBHDET, TD/NXTL—XIE. UEFI Boot ManagerTH—% BRI T BKEIC
@ REICTED T,

° ONTAP Mediator 1.2.0AID/N—2 3 > Tl CODE—RIFTR—FTNTLEEA.

2. mokutll A—F 4 VT4 DA VA M=)LENTVARWMERIF. ROOATYV RZRTLET -
yum install mokutil

RiE?
"ONTAP Mediator® 1 > XA b —JLICU RIS K 7O %=1 HT 3"

ONTAP Mediator® -1 > X b—JLICURIS MU 7o X =igH
ERA

ONTAP Mediator b1 > X b—JL 7O XRUCHREBLG/N YT —JICTI7ECRATESB LS
IS VIR MIUADT I R%=BMICTIHNRELHD FT,

FIE
1. ROKR=ZBRBLT. TI/ELRITBBEDNHBZ VR MIZRELF T,

ARL=T 12T VAT L TIEIDRERIRI R
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Oracle Linux 10.x

Oracle Linux 9.x

RHEL 10.x

RHEL 9.x

RHEL 8.x

RHEL 7.x
CentOS 7.x

Rocky Linux 10

Rocky Linux 9

Rocky Linux 8

ol-10-for-x86_64-baseos-rpms
ol-10-for-x86_64-appstream-rpms
ol-9-for-x86_64-baseos-rpms
ol-9-for-x86_64-appstream-rpms
rhel-10-for-x86_64-baseos-rpms
rhel-10-for-x86_64-appstream-rpms
rhel-9-for-x86_64-baseos-rpms
rhel-9-for-x86_64-appstream-rpms
rhel-8-for-x86_64-baseos-rpms
rhel-8-for-x86_64-appstream-rpms
rhel-7-server-optional-rpms
C7.6.1810 -Base!J R k1)
appstream

baseos

appstream

baseos

appstream

baseos

2. 4> X F—JLHIZONTAP MediatorhBM A B /N r —JIC T IR TED LS. ROWTNHDFEE
EITLTLEROURS NIADT IR ZBMCLE T,

ONTAP Mediator H' Textras] V7R k1 & Toptional) VRS ~JIZ#H 3 Python Y 2 —
JLICZEIFEL TWBI5EIE. rhel-X-for-x86_64-extras-rpms’$ & Tf “rhel-X-for-x86_64-
optional-rpms’ 7 7 1 JLIC 7 VL R T 2RENHZHENHD £7,

¥ Oracle Linux 10.x A XL —F 4 VI XFLDF|E
ARL—F 4 >F > 27 LM Oracle Linux 10.x DFEIE. COFIEZFERLTURIS KIADT It

2EBMMILET :

FIE

a MEBLRURSKMIICHTRIZA4TLET,

subscription-manager repos --enable 0l-10-for-x86 64-baseos-rpms

subscription-manager repos --enable 0l-10-for-x86 64-appstream-rpms

ROFINE. CHOAXY ROETHIETRLTVET,

[root@localhost ~]# subscription-manager repos --enable o0l-10-for-
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x86 64-baseos-rpms

Repository 'ol-10-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable ol-10-for-
x86 64-appstream-rpms

Repository 'ol-10-for-x86 64-appstream-rpms' is enabled for this
system.

b. EMICHo>TVB VRIS FD—EZRTIBICIE. ROIYY RZERITLTLZEL !

yum repolist

LY TRISATLIRIVRS MUY X MMIRTEINFT,

V¥ Oracle Linux 9.x 7 RL—57 4 > J > X7 LDFIE

ARL—T7a0 2T > X7 LD Oracle Linux 9.x DIFEIE. COFIEZFEHALTIRS FIADT I+
2zBMLET .

FIE

a MEBLURSKMIICHTRIZA4TLET,

subscription-manager repos --enable 0l-9-for-x86 64-baseos—-rpms

subscription-manager repos --enable o0l-9-for-x86 64-appstream-rpms

ROFE. COAIRYROETHETRLTLWET,

[root@localhost ~]# subscription-manager repos --enable ol-9-for-
x86 64-baseos-rpms

Repository 'ol-9-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable ol-9-for-
x86 64-appstream-rpms

Repository 'ol-9-for-x86 64-appstream-rpms' is enabled for this
system.

b. BMICHES>TWBR VRS FUD—EBZRRTBICIE. KOOIV RERITLTLETL .

yum repolist

LY TRISAT LIRS FUBRU X MMIRTREINET,

19



20

¥ RHEL10xA XL —F 4 >4 S XF LDOFIE
ARL—=FT4 >0 SXFTF LD RHEL10.x D3FE. VRIS KNIADT I I%ZBMICT BICIE. ROF
EEERLET :
F|&@
a PERYRSKNIICHITZRISA4TLET,

subscription-manager repos --enable rhel-10-for-x86 64-baseos-rpms
subscription-manager repos --enable rhel-10-for-x86 64-appstream-
rpms

ROBNE. THARY FDOERTHIZRLTVWET,

[root@localhost ~]# subscription-manager repos --enable rhel-10-
for-x86 64-baseos-rpms

Repository 'rhel-10-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-10-
for-x86 64-appstream-rpms

Repository 'rhel-10-for-x86 64-appstream-rpms' is enabled for this
system.

b. BMICHES>TWBR VRIS FUD—EZRRTBICIE. KOOI RERITLTLETL .

yum repolist

LK TRISATLIEIVRS FUNRU X MIRREEINFT,

V RHELO.xA XL —F« > X7 LDOFIRE
ARL=T 1420 AT LN RHEL9.x DIHE. URI FUADT IV RZBMICT BICIF. ROF
IEZERLET !
FIE
a MBLRURSKIICHTRIZA4TLET,

subscription-manager repos —--enable rhel-9-for-x86 64-baseos-rpms
subscription-manager repos --enable rhel-9-for-x86 64-appstream-
rpms



ROBIE. COARY ROETHIETRLTVET,

[root@localhost ~]# subscription-manager repos --enable rhel-9-for-
x86 64-baseos-rpms

Repository 'rhel-9-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-9-for-
x86 64-appstream-rpms

Repository 'rhel-9-for-x86 64-appstream-rpms' is enabled for this
system.

b. BMICHSTVB VRS R D—EEZRFTBICIE. ROIATY RERFTLTLLEETL

yum repolist

LB TRISATLIEIVRD FUNRU I MIRREEINET,

VY RHEL 8.xARL—FT o4 2T AT LDOFIE
ARL—=FT4 >0 PXFTLN RHEL8.Xx DiFE. VRS MIADTIEAZEMICT ICIE. RDF
|E%fERLET :
FliE
a pBERYRSNIICHIRIZA4TLED,

subscription-manager repos --enable rhel-8-for-x86 64-baseos-rpms
subscription-manager repos --enable rhel-8-for-x86 64-appstream-
rpms

ROBNE. THARY FDOERTHIZRLTVWET,

[root@localhost ~]# subscription-manager repos --enable rhel-8-for-
x86 64-baseos-rpms

Repository 'rhel-8-for-x86 64-baseos-rpms' is enabled for this
system.

[root@localhost ~]# subscription-manager repos --enable rhel-8-for-
x86 64-appstream-rpms

Repository 'rhel-8-for-x86 64-appstream-rpms' is enabled for this
system.

b. BFICHOTVBURY FUD—EERTT ZICIE. ROV RERTLTLLTV
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yum repolist

LY TRISATLIRIVRS MUY X MMIRTREINFT,

VY RHEL 7x#A XL —F7« >J X7 LDOFIRE

ARL—=FT4 >0 PXFTLNRHEL7.X Di5a. VRS KNIADT A ZEBMICTBICIE. RDOF
% fERL £ :

FIE
a MELURSKMIICHTRIZA4TLET,

subscription-manager repos --enable rhel-7-server-optional-rpms

ROFE. COARYROETHETRLTULWETD,

[root@localhost ~]# subscription-manager repos --enable rhel-7-
server-optional-rpms

Repository 'rhel-7-server-optional-rpms' is enabled for this
system.

b. EMICHE>TVWB VRS FD—EZRTIBICIE. ROIIY RZERTLTL TV

yum repolist

ROFIE. COAXY RDETHZERLTWVWET, [rhel-7-server-optional-rpmsy JART ~UH) X b
ICRRINFT,

[root@localhost ~]# yum repolist

Loaded plugins: product-id, search-disabled-repos, subscription-
manager

rhel-7-server-optional-rpms | 3.2 kB 00:00:00

rhel-7-server-rpms | 3.5 kB 00:00:00

(1/3): rhel-7-server-optional-rpms/7Server/x86 64/group |
26 kB 00:00:00

(2/3): rhel-7-server-optional-rpms/7Server/x86 64/updateinfo |
2.5 MB 00:00:00

(3/3): rhel-7-server-optional-rpms/7Server/x86 64/primary db |
8.3 MB 00:00:01

repo id repo name

status

rhel-7-server-optional-rpms/7Server/x86 64 Red Hat Enterprise Linux
7 Server - Optional (RPMs) 19,447



rhel-7-server-rpms/7Server/x86 64 Red Hat Enterprise Linux
7 Server (RPMs) 26,758

repolist: 46,205

[root@localhost ~1#

V¥V CentOS 7.xARL —F 1 >J P XFT LDF|E

ARL—=FT 420 SXFTLH CentOS 7.x DIFE. VRIS KNIADTIEIZB/MICT BICIE. XRDF
JBICHEVE T ©

ROBFFZ. CentOS 7.6ADIRI FZRLTED. ZDMDCentOS/N—2 3 > T
() BETERLAEEASBDET. HELD/—D 3> 0CentOSADBase K kU %
ERLT I,

FIE

a. C7.6.1810-Base VR F U ZBML XJ, C7.6.1810 - BaseRER AR L JIZIX. ONTAP
MediatoriC A E 7L Tkernel-devell /Ny —IREZENTWVWE T,

b. /etc/yum.repos.d/CentOS-Vault.repol X RDITEEBML £ 95

[C7.6.1810-base]

name=Cent0S-7.6.1810 - Base
baseurl=http://vault.centos.org/7.6.1810/0s/Sbasearch/
gpgcheck=1
gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-7
enabled=1

C.BMIHELDTVLWBRVRS NID—EXZRRITDICIE. ROOATY REZRTLTLLEIL

yum repolist

ROBNIE. THOIXY ROERTHZRLTVET, Cent0S-7.6.1810 - Base R hUH U X MMIKRR
INhEd,

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile
* base: distro.ibiblio.org
* extras: distro.ibiblio.org
* updates: ewr.edge.kernel.org

C7.6.1810-base | 3.6 kB 00:00:00
(1/2): C7.6.1810-base/x86 64/group gz | 166 kB 00:00:00
(2/2): C7.6.1810-base/x86 64/primary db | 6.0 MB 00:00:04
repo id repo name status
C7.6.1810-base/x86 64 Cent0S-7.6.1810 - Base 10,019
base/7/x86_ 64 Cent0S-7 - Base 10,097
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extras/7/x86 64 Cent0S-7 - Extras 307
updates/7/x86 64 Cent0S-7 - Updates 1,010
repolist: 21,433

[root@localhost ~]#

V¥ Rocky Linux 10. 9. £7II8ARL—FT o4 VI AT LDFIE

FRL—F 4 >% X7 LH Rocky Linux 10. Rocky Linux 9. F7z(& Rocky Linux 8 DIF&. )R
SrIANDTIERZEBWICT BICIE RDOFIBICREWVET

FIE
a MELURSKMIICHTRIZA4TLET,

dnf config-manager --set-enabled baseos

dnf config-manager --set-enabled appstream
b. “clean 1R fEZXITLF 7 !

dnf clean all
C URISHIDIR+ZHEEELET,

dnf repolist

[root@localhost ~]# dnf config-manager --set-enabled baseos
[root@localhost ~]# dnf config-manager --set-enabled appstream
[root@localhost ~1# dnf clean all

[root@localhost ~]# dnf repolist

repo id repo name

appstream Rocky Linux 10 - AppStream
baseos Rocky Linux 10 - BaseOS

[root@localhost ~]#

[root@localhost ~]# dnf config-manager --set-enabled baseos
[root@localhost ~]# dnf config-manager --set-enabled appstream
[root@localhost ~]# dnf clean all

[root@localhost ~]# dnf repolist

repo id repo name

appstream Rocky Linux 9 - AppStream

baseos Rocky Linux 9 - BaseOS



[root@localhost ~]#

[root@localhost ~
[root@localhost ~
[root@localhost ~
[root@localhost ~
repo id
appstream

baseos

[root@Rlocalhost ~]#

RIE?

dnf
dnf
dnf
dnf

config-manager --set-enabled baseos
config-manager --set-enabled appstream
clean all
repolist
repo name
Rocky Linux 8 - AppStream
Rocky Linux 8 - BaseOS

"ONTAPA T4 T—R—DA YA =L\ y 7= KR 7> O0—-RLET"

ONTAPXT A T—X—DA VA L=INyT—2%2Fo>0O—

FLEXT

ONTAP Mediator ¥ > XA b—JL N\ —SH% A O—RLTAVAM=ILLET,

FIE

1. ONTAP Mediator # 7 > O — K R—IH 5 ONTAP Mediator 1 X b—J)L NwHr—JH# Ao O—RL

9,

"ONTAP Mediatordd X0 > O— KR R—"

2. Mediatord 1 Y R b=\ T —2ZREDIEET « LI b IICEEBEL T 2T L !

ls ontap-mediator-1.12.1.tgz

ontap-mediator-1.12.1.tgz

(D ONTAP Mediator /N\—2 3 > 1.4 LIEITIE. 1 >~ X b= D%#1IE “ontap-mediator T9 o

SRATLDBA =2y MICTIERATERWVESIF. A1 VA =5 RELNY T—JICTIERT

TBRCEMEBLTSITE L,

3. MBI LT Mediator T R =L Xy —S% AV A =L T LI MJICBEILE T,
4 4R = N T—2%BELET,

tar xvfz ontap-mediator-1.12.1.tgz
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ontap-mediator-1.12.1/
ontap-mediator-1.12.1/csc-prod-ONTAP-Mediator.pem
ontap-mediator-1.12.1/csc-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.12.1/tsa-prod-ONTAP-Mediator.pem
ontap-mediator-1.12.1/tsa-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.12.1/0ONTAP-Mediator-production.pub
ontap-mediator-1.12.1/ontap-mediator-1.12.1
ontap-mediator-1.12.1/ontap-mediator-1.12.1.sig.tsr
ontap-mediator-1.12.1/ontap-mediator-1.12.1.tsr
ontap-mediator-1.12.1/ontap-mediator-1.12.1.sig

miE?
"ONTAP Mediator® 11— KR E4 DI&sE"

ONTAP Mediator® O — R ZEZ DAL

NetAppTld. 1> X b—JLETICONTAP Mediatordd 1— REZEZ&ZIET DI e #HEL
TWFEd, COFEIZA TS a>TT,

s B EIIC

ONTAP Mediator 1— RELZIRIET BHIIC. AT LDRINSDEHEZR/B L TWVWA e =ERLTLIEE
LYo

* 2025615 UMIE. O— R ERIRLEERAZ OB RNERRA I TUWL S 7=, ONTAP
Mediator 1.9 K V1.8% 1 VA M—=ILERIZTvTIL—RTEEHA. KD
@ IZ. ONTAP Mediator 1. 10 &% 4 > A =L ETE 7 v FHIL—RLTLFETU,

* AT LDUTOEHGZFE L L TULWAWES., ROt XISHELR . BEFE'ONTAP
Mediator 1 Y A =)L Ny =2 DA VA F—=)LIICEC e TEET,
* OpenSSL/A—< 3 1.0.2~3.0 : EANARITDES
* OpenSSL/N—2 3 2 1.1.0L40%  BFZIEREER (TSA) DAUEDIZE
CNTNY T AR —F%y hADT 1 X . OCSPRIIDIES

AooO—F Ny T —=2II3RODT7AIILHEENTVET !

T BT

ONTAP-Mediator-production.pub EHOREEICER SN HABE
csc-prod-chain-ONTAP-Mediator.pem NEEFBRZECADEREF T —>
csc-prod-ONTAP-Mediator.pem F—DEMICERINT-EASE
ontap-mediator-1.12.1 N=2 3 1NROBREA VI N=ILRT I 71
ontap-mediator-1.12.1.sig SHA-256T/\'v < afb TN, csc-prodF*—%=ERA L

TRSAZZEINTc. 1R =5 DES

26


install-mediator-pkg-task.html
install-mediator-pkg-task.html
install-mediator-pkg-task.html
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ontap-mediator-1.12.1.sig.tsr OCSCPH A1 Y A b= DERKICERT BRMEK

ontap-mediator-1.12.1.tsr BALRRYTELERT 71
tsa-prod-ONTAP-Mediator.pem TSROD /A FIFEERAZE
tsa-prod-chain-ONTAP-Mediator.pem TSRO LFEERBEDCAF T — >
FlE

1. “csc-prod-ONTAP-Mediator.pem TH4 > 5 VEIBAE X 7—42 X 7O~ 3JJL (OCSP) %R L TEF

TV ERITLET,
a. SEFAEDOCSP URLZR DT £ 9, RARELRAE TIRURINMEHINBVWEEDHD XY !

openssl x509 -noout -ocsp uri -in csc-prod-chain-ONTAP-Mediator.pem

b. SEFAZEDOCSPERZEM L 7

openssl ocsp —-issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-
prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem
—-reqout reqg.der

C. OCSP Manager|C##i L TOCSPERZEFEL £,

openssl ocsp -issuer csc-prod-chain-ONTAP-Mediator.pem -CAfile csc-

prod-chain-ONTAP-Mediator.pem -cert csc-prod-ONTAP-Mediator.pem -url

${ocsp uri} -resp text -respout resp.der -verify other csc-prod-
chain-ONTAP-Mediator.pem

2. O—NIL RRAMIBS LTCSCOERF T— Y E BMEARZIRIEL £

openssl verify

(D PATH "5 ® openssl N—2 3 VIZid. BWR “cert.pem (HEEBLHTIFERL) HRE

T9,

openssl verify -untrusted csc-prod-chain-ONTAP-Mediator.pem -CApath
S{OPENSSLDIR} csc-prod-ONTAP-Mediator.pem
openssl verify -untrusted tsa-prod-chain-ONTAP-Mediator.pem -CApath
S {OPENSSLDIR} tsa-prod-ONTAP-Mediator.pem

OA—RERF v ZARE R IE 21 LR 2 Y FARREOEMHRITIN TV S NMENRIZE. AX VR

IFKBL £9, ONTAP Mediator®FT L WNN—2 3> R0 >O— LTS,
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3. BEd ZEEAZ A=A L T, “ontap-mediator-1.12.1.sig.tsr' & & U “ontap-mediator-1.12.1.tsr' 7 7 1 JL %
MIELET .

OpenSSL 3.x

openssl ts -verify -data ontap-mediator-1.12.1.sig -in ontap-
mediator-1.12.1.sig.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem
-untrusted tsa-prod-ONTAP-Mediator.pem

OpenSSL 1.x

openssl ts -verify -data ontap-mediator-1.12.1 -in ontap-mediator-
1.12.1.tsr -CAfile tsa-prod-chain-ONTAP-Mediator.pem -partial chain

tsr 7 7 AILICIE. AR M—=FICEAEMITONTZA LAV T L AR A I—RE
@ ZHEENTUVET, WETIE. 41 LAY TICTSAOBHMHRELNHD. AHT 71

IHZEETNTVWARVWC TR LE T, REEIEY> > ETO—AILICETINE

T TSAH—N—IZT7 7R THIREIEIHD FH A

4 F—|CHBS L TERERILELE T,

openssl -dgst -verify

openssl dgst -sha256 -verify ONTAP-Mediator-production.pub -signature
ontap-mediator-1.12.1.sig ontap-mediator-1.12.1

i ?
"ONTAP Mediator®1 > X b—J)L N\wT—2 DA X k—=JL"

ONTAP Mediator® 1 > XA =L N T —2DA1 VA M=)

ONTAP Mediator 1 > X r—=IL T BRIl 1A=L\ T —C%BUS L. AR B
FTCAVRAN—Z%RTITIRERHD X,

(D BfZDONTAP Mediator® 1 > X b =)L 7 v TJ L — R 3FEIE. KHDIZ"ONTAP
Mediatord 7w 740 L —R"#E2BLTLEEL,

R EE

* ONTAP 9.19.1 & & TF ONTAP Mediator 1.12 LB Tld. iSCSI & HTTPS OMA %= H7R— k95 ONTAP
Mediator. 7= HTTPS O &% 7R— k9% ONTAP Mediator 1 Y XA =)L 3F T3> hHD %
9o HTTPS O A% H7R— k925 ONTAP Mediator 1 > X =)L 33 % EIRL1=35E. SCST /Ny
T=IEA A R=ILENEE A
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* SCST ' > X k—JLE N7z ONTAP Mediator 1.1 UBiH 57w FFL—R L. 7w FFL— R
HTTPS OADA > a v EBIRLIEES. SCST NI —JIE7 1A R—=ILE e HLL ONTAP
Mediator /N\— 3 ICIE SCST X —IWEFENFH A

* ONTAP Mediator Z{#F L THEHD MetroCluster IP 18 Z R T 3HE. Y R— MIXT4 I —2—DFE
. ONTAP N—2 3>, LU OSICE>TEAD X9, FHHICDVTIE. "ONTAP Mediator Z /A L
THEID MetroCluster IP 18 % Bt 3" BB L TS EE LY,

* HTTPSO &% t7R— k9 30NTAP Mediator®d 1 > X b—)Lid. U TFOI—XT7—XATHR—FEINET

> ONTAP Mediatorz £ L TSnapMirror7 7 7« 7RIV S R 2% B/ T e DAHEFTE L TV
ER

° HTTPS %R L T ONTAP Mediator Z3%E L. 1 DL _E® MetroCluster IP 18 =B T3 FE T
ER

* UTFTDSF+ 1) ATIE. iISCSIEHTTPS%Z H7R— k9 B20ONTAP Mediatorz 1 Y XA =L T 2Z3REHARHD £

° iSCSIZfEH L T1 2 _EDMetroCluster IPHERY % Bi #8972 ONTAP Mediatorz 88 €9 2 FE T o

* ONTAP Mediator 1.12BEANDA VX b —ILEXcFT7 v FIL—FHRIZ. 1 VXA =5 H5RDIGEZR
HENET !

ONTAP Mediator can be installed with iSCSI and HTTPS support, or HTTPS support
only.

Do you wish to install ONTAP Mediator with i1iSCSI and HTTPS support?

Y (es)/n (o) :

° {SCSI| TEHE 7= ONTAP Mediator Z{EH L T 1 DL LD MetroCluster IP 18 Z RT3 FENDH
3EEelE. IBELTLIEETV Yes,

° "No'IZIHE L £9 - ONTAP Mediator % SnapMirror 727 7« JRHRICOAER T3 FEDIBE. £/
I& HTTPS %Z A L T ONTAP Mediator Z5%E L. 1 DU ED MetroCluster IP 18z 8189 2 FED
BEIGEIRL TLETL,

F 71, ".Jontap-mediator-1.12.1/ontap-mediator-1.12.1° A< > R D “--https-only' 4 7> 3 > ZFERH L
T. HTTPSDAZIEETSZ_LHTETFT,

* BEMb D1 — X4 — X Tld. .Jontap-mediator-1.12.1/ontap-mediator-1.12.1 -y AY¥ > R &= ERL T >
Ah=Z—07OYF b EXFXYTTEET,

F@
1L A= %RTL. BREICHLCTFOY T MIRELE T,

./ontap-mediator-1.12.1/ontap-mediator-1.12.1

[root@mediator host ~]# ./ontap-mediator-1.12.1/ontap-mediator-1.12.1

AVAM=IIHRICBETF VI ZAFXY TTBICIE
(:) ./ontap-mediator-1.12.1/ontap-mediator-1.12.1 --skip-code-signature
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—check AV RZFERALET

AA=F—IREBRT7THI Y b EER L. REBLUNYT—22A4 A M—=I)LLEX T, ONTAP
Mediatori’ g TICA VY A R—ILENTWBREE. 1A —F—FRDDICT7YvTIL—RERELET,
Tw7TIL—REBOFIBEBZHICDOWVWTIE. "ONTAP Mediatord 7w 745 L — R"#BB LTI,

¥ ONTAP Mediator O-f > X k—)Lffl (HTTPS &L U iSCSI HR—r3EF) (QA>V—ILEH)

[root@mediator host ~]# tar -zxvf ontap-mediator-1.12.1.tgz
ontap-mediator-1.12.1/
ontap-mediator-1.12.1/csc-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.12.1/0ONTAP-Mediator—-production.pub
ontap-mediator-1.12.1/tsa-prod-ONTAP-Mediator.pem
ontap-mediator-1.12.1/csc-prod-ONTAP-Mediator.pem
ontap-mediator-1.12.1/tsa-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.12.1/ontap-mediator-1.12.1
ontap-mediator-1.12.1/ontap-mediator-1.12.1.sig
ontap-mediator-1.12.1/ontap-mediator-1.12.1.tsr
ontap-mediator-1.12.1/ontap-mediator-1.12.1.sig.tsr
[root@mediator host ~1# ontap-mediator-1.12.1/ontap-mediator-1.12.1

ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

+ ONTAP MEDIATOR INSTALL HTTPS ONLY is set to '0O', args are: ''

+ Starting ONTAP Mediator install/update process: previous

installation mode is ''

ONTAP Mediator can be installed with iSCSI and HTTPS support, or
support for HTTPS only.

Do you wish to install ONTAP Mediator with iSCSI and HTTPS support?
Y(es)/n(o): yes

ONTAP Mediator will be installed with mode: ISCSI HTTPS

+ Selected install package mode: ISCSI HTTPS

+ Checking that required ports 3260 and 31784 are free

ONTAP Mediator requires two user accounts. One for the service
(netapp), and one for use by ONTAP to the mediator API
(mediatoradmin) .

Would you like to use the default account names: netapp +

mediatoradmin? (Y (es)/n(o)): yes
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Enter ONTAP Mediator user account (mediatoradmin) password:
Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode

SELinux is set to Enforcing. ONTAP Mediator server requires modifying
the SELinux context of the file

/opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi from type 'lib t' to
'bin t'.

This is necessary to start the ONTAP Mediator service while SELinux is
set to Enforcing.

Allow SELinux context change? Y(es)/n(o): yes

The installer will change the SELinux context type of
/opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi from type 'lib t' to
'bin t'.

+ Checking for default Linux firewall

+ Installing required packages.

Last metadata expiration check: 2:16:00 ago on Tue 24 Mar 2026
12:58:28 PM EDT.

Package openssl-1:3.5.1-7.0.1.e19 7.x86 64 is already installed.
Package openssl-devel-1:3.5.1-7.0.1.el9 7.x86 64 is already installed.
Package kernel-uek-devel-6.12.0-109.67.6.el9%uek.x86 64 is already
installed.

Package gcc-11.5.0-11.0.2.e19.x86 64 is already installed.

Package make-1:4.3-8.e19.x86 64 is already installed.

Package which-2.21-30.el9 6.x86 64 is already installed.

Package libselinux-utils-3.6-3.e19.x86 64 is already installed.
Package patch-2.7.6-16.e19.x86 64 is already installed.

Package perl-Data-Dumper-2.174-462.e19.x86 64 is already installed.
Package perl-ExtUtils-MakeMaker-2:7.60-3.el9.noarch is already
installed.

Package bzip2-1.0.8-10.el9 5.x86 64 is already installed.

Package efibootmgr-16-12.0.1.e19.x86 64 is already installed.

Package mokutil-2:0.7.2-1.e19.x86 64 is already installed.

Package python3-pip-21.3.1-1.el9.noarch is already installed.

Package elfutils-libelf-devel-0.193-1.e19.x86 64 is already installed.
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Package policycoreutils-python-utils-3.6-3.el9.noarch is already

installed.

Package python3.12-3.12.12-4.0.1.el19 7.1.x86 64 is already installed.
Package python3.12-devel-3.12.12-4.0.1.el19 7.1.x86 64 is already

installed.

Package gcc-toolset-14-14.0-2.e19.x86 64 is already installed.

Dependencies resolved.

Package

Installing:
efibootmgr

8.ell0

mokutil
2:0.7.2-1.el110
patch

26.el110
perl-ExtUtils-MakeMaker
513.e110
python3-devel
3.12.12-4.e110 1
python3-pip

7.e110
Upgrading:
libselinux

1.e110
libselinux-utils
1.e110

libsemanage

1.e110

libsepol

1.el110
policycoreutils
1.e110
policycoreutils-python-utils
1.e110
python-unversioned-command
3.12.12-4.e110 1
python3
3.12.12-4.e110 1
python3-1libs
3.12.12-4.e110 1
python3-1libselinux

x86 64
baseos
x86 64
baseos
x86 64
appstream
noarch
appstream
x86 64
appstream
noarch
appstream
x86 64
baseos
x86 64
baseos
x86 64
baseos
x86 64
baseos
x86 64
baseos
noarch
appstream
noarch
appstream
x86 64
baseos
x86 64
baseos
x86 64

48 k
2.7.6-
131 k
2:7.70-
295 k

329 k
23.302=

97 k

122 k

122 k

348 k

224 k

51 k

11 k

28 k

9.4 M



1.e110
python3-libsemanage
1.e110
python3-policycoreutils
1.e110

Installing dependencies:
annobin-docs

1.e110
annobin-plugin—-gcc
1.e110

dwz

1.e110

efi-filesystem
7.el110.rocky.0.1
efi-srpm-macros
7.e110.rocky.0.1
efivar-libs

3.e110

fonts-srpm-macros
1:2.0.5-18.e110

forge-srpm-macros

6.e110
gcc-plugin-annobin
2.1.el10
go—-srpm-macros
7.e110 1
kernel-srpm-macros
26.el110
lua-srpm-macros
15.e110
ocaml-srpm-macros
4.e110
openblas-srpm-macros
19.e110

package-notes-srpm-macros
13.el110

perl-AutoSplit
512.2.e110 0
perl-Benchmark
512.2.e110 0
perl-CPAN-Meta-Requirements
11.e110
perl-CPAN-Meta-YAML
512.e110

perl-Devel-PPPort
512.el10

appstream
x86 64
appstream
noarch

appstream

noarch
appstream
x86 64
appstream
x86 64
appstream
noarch
baseos
noarch
appstream
x86 64
baseos
noarch
appstream
noarch
appstream
x86 64
appstream
noarch
appstream
noarch
appstream
noarch
appstream
noarch
appstream
noarch
appstream
noarch
appstream
noarch
appstream
noarch
appstream
noarch
appstream
noarch
appstream
x86 64
appstream

88 k

998 k

127

219 k

12.99-

12,99=

k

26 k
0.4.0-

14.3.1-

3.6.0=

2.143-

0.018-
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perl-ExtUtils-Command
513.e110
perl-ExtUtils-Constant
512.2.e110 0
perl-ExtUtils-Install
511.e110
perl-ExtUtils-Manifest
511.e110
perl-ExtUtils-ParseXS
512.e110
perl-File-Compare
1.100.800-512.2.e110 0
perl-File-Copy
512.2.e110 O
perl-I18N-Langinfo
512.2.e110 0
perl-JSON-PP

512.e110
perl-Test-Harness
512.e110

perl-1ib

512.2.e110 0
perl-srpm-macros
57.el110

perl-version
8:0.99.32-4.e110
pyproject-srpm-macros
1.e110
python-srpm-macros
10.e110
python3-pyparsing
7.e110

gt6-srpm-macros
1.e110
redhat-rpm-config
1.e110.rocky.0.2

rust-toolset-srpm-macros

1.e110
systemtap-sdt-devel
3b.ell0
systemtap-sdt-dtrace
3b.ell0

Installing weak dependencies:

perl-CPAN-Meta
2.150010-511.e110
perl-Encode-Locale

noarch
appstream
noarch
appstream
noarch
appstream
noarch
appstream
noarch
appstream
noarch
appstream
noarch
appstream
x86 64
appstream
noarch
appstream
noarch
appstream
x86 64
appstream
noarch
appstream
x86 64
appstream
noarch
appstream
noarch
appstream
noarch
baseos
noarch
appstream
noarch
appstream
noarch
appstream
x86 64
appstream
x86 64
appstream

noarch
appstream
noarch

2:7.70-

14 k
0.25-
43 k
2.22-
43 k
1:1.75-
34 k
1:3.51-
189 k
13 k
2.41-
20 k
0.24-
25 k
1:4.16-
66 k
1:3.48-
282 k
0.65-
15 k
1_
8.5 k
63 k
1.16.2-
14 k
3.12-
23 k
3.1.1-
271 k
6.9.1-
9.6 k
293-
78 k
1.88.0-
12 k
5.3-
69 k
5.3-
70 k
197 k
1.05-



31.e110 appstream 18 k

perl-Time-HiRes x86 64

4:1.9777-511.e110 appstream 58 k
perl-devel x86 64

4:5.40.2-512.2.e110 O appstream 770 k
perl-doc noarch 5.40.2-
512.2.e110 O appstream 4.9 M

Transaction Summary

Install 52 Packages
Upgrade 12 Packages

Total download size: 26 M

Is this ok [y/N]: y

Downloading Packages:

(1/64): efi-filesystem-6-7.e110.rocky.0.1.noarch.rpm

206 kB/s | 7.8 kB 00:00

(2/64): efibootmgr-18-8.e110.x86 64.rpm

1.2 MB/s | 47 kB 00:00

(3/64): efivar-1ibs-39-3.e110.x86 64.rpm

2.8 MB/s | 127 kB 00:00

(4/64) : mokutil-0.7.2-1.e110.x86 64.rpm

6.4 MB/s | 48 kB 00:00

(5/64) : annobin-docs-12.99-1.el110.noarch.rpm

11 MB/s | 88 kB 00:00

(6/64): python3-pyparsing-3.1.1-7.ell0.noarch.rpm
13 MB/s | 271 kB 00:00

(7/64) : dwz-0.16-1.e110.x86_ 64.rpm

12 MB/s | 139 kB 00:00

(8/64): efi-srpm-macros-6-7.el110.rocky.0.1.noarch.rpm
2.7 MB/s | 22 kB 00:00

(9/64): fonts-srpm-macros-2.0.5-18.ell0.noarch.rpm
5.1 MB/s | 26 kB 00:00

(10/64): forge-srpm-macros—-0.4.0-6.el10.noarch.rpm
4.3 MB/s | 20 kB 00:00

(11/64): gcc-plugin-annobin-14.3.1-2.1.e110.x86 64.rpm
10 MB/s | 67 kB 00:00
(12/64): go-srpm-macros-3.6.0-7.e110 1l.noarch.rpm

4.7 MB/s | 27 kB 00:00

(13/64) : kernel-srpm-macros-1.0-26.el10.noarch.rpm
2.0 MB/s | 9.4 kB 00:00

(14/64) : lua-srpm-macros—-1-15.el10.noarch.rpm

2.0 MB/s | 8.8 kB 00:00

(15/64) : ocaml-srpm-macros-10-4.el10.noarch.rpm
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2.0 MB/s | 9.2 kB 00:00
(16/64): annobin-plugin-gcc-12.99-1.e110.x86 64.rpm

16 MB/s | 998 kB 00:00
(17/64) : openblas-srpm-macros-2-19.el10.noarch.rpm
432 kB/s | 7.7 kB 00:00

(18/64) : package-notes-srpm-macros—-0.5-13.el110.noarch.rpm
519 kB/s | 9.2 kB 00:00
(19/64): perl-AutoSplit-5.74-512.2.e110 O.noarch.rpm

4.5 MB/s | 21 kB 00:00

(20/64): patch-2.7.6-26.e110.x86 64.rpm

14 MB/s | 131 kB 00:00

(21/64): perl-Benchmark-1.25-512.2.e110 O.noarch.rpm
3.5 MB/s | 27 kB 00:00

(22/64) : perl-CPAN-Meta-Requirements-2.143-11.ell10.noarch.rpm
10 MB/s | 35 kB 00:00

(23/64): perl-CPAN-Meta-YAML-0.018-512.el110.nocarch.rpm

5.3 MB/s | 26 kB 00:00

(24/64) : perl-CPAN-Meta-2.150010-511.el10.noarch.rpm

12 MB/s | 197 kB 00:00

(25/64) : perl-Encode-Locale-1.05-31.ell0.noarch.rpm

2.6 MB/s | 18 kB 00:00

(26/64) : perl-ExtUtils-Command-7.70-513.el110.noarch.rpm

3.0 MB/s | 14 kB 00:00

(27/64): perl-Devel-PPPort-3.72-512.e110.x86 64.rpm

13 MB/s | 219 kB 00:00

(28/64) : perl-ExtUtils-Constant-0.25-512.2.e110 0.noarch.rpm
4.9 MB/s | 43 kB 00:00

(29/64): perl-ExtUtils-Install-2.22-511.ell10.noarch.rpm

4.7 MB/s | 43 kB 00:00

(30/64) : perl-ExtUtils-Manifest-1.75-511.el10.noarch.rpm

6.2 MB/s | 34 kB 00:00

(31/64) : perl-File-Compare-1.100.800-512.2.e110 0.noarch.rpm
4.2 MB/s | 13 kB 00:00

(32/64) : perl-ExtUtils-MakeMaker-7.70-513.el10.noarch.rpm

17 MB/s | 295 kB 00:00

(33/64) : perl-ExtUtils-ParseXS-3.51-512.el110.noarch.rpm

11 MB/s | 189 kB 00:00

(34/64): perl-File-Copy-2.41-512.2.e110 O.noarch.rpm

1.7 MB/s | 20 kB 00:00

(35/64) : perl-I18N-Langinfo-0.24-512.2.e110 0.x86 64.rpm

5.0 MB/s | 25 kB 00:00

(36/64) : perl-JSON-PP-4.16-512.el110.noarch.rpm

9.3 MB/s | 66 kB 00:00
(37/64): perl-Time-HiRes-1.9777-511.e110.x86 64.rpm
11 MB/s | 58 kB 00:00

(38/64) : perl-Test-Harness-3.48-512.ell0.noarch.rpm



13 MB/s | 282 kB 00:00
(39/64): perl-1ib-0.65-512.2.e110 0.x86 64.rpm

4.4 MB/s | 15 kB 00:00

(40/64) : perl-srpm-macros—-1-57.ell10.noarch.rpm

2.7 MB/s | 8.5 kB 00:00

(41/64): perl-devel-5.40.2-512.2.e110 0.x86 64.rpm
19 MB/s | 770 kB 00:00

(42/64) : perl-version-0.99.32-4.e110.x86 64.rpm
4.3 MB/s | 63 kB 00:00

(43/64): pyproject-srpm-macros-1.16.2-1.el10.noarch.rpm
4.5 MB/s | 14 kB 00:00
(44/64) : python-srpm-macros-3.12-10.el110.noarch.rpm

5.1 MB/s | 23 kB 00:00

(45/64) : python3-devel-3.12.12-4.e110 1.x86 64.rpm
20 MB/s | 329 kB 00:00

(46/64) : gt6-srpm—-macros—-6.9.1-1.ell10.noarch.rpm
3.0 MB/s | 9.6 kB 00:00

(47/64): redhat-rpm-config-293-1.e110.rocky.0.2.noarch.rpm
16 MB/s | 78 kB 00:00

(48/64): rust-toolset-srpm-macros-1.88.0-1.ell0.nocarch.rpm
3.6 MB/s | 12 kB 00:00

(49/64): systemtap-sdt-devel-5.3-3b.ell10.x86 64.rpm

11 MB/s | 69 kB 00:00

(50/64): systemtap-sdt-dtrace-5.3-3b.ell10.x86 64.rpm
16 MB/s | 70 kB 00:00

(51/64): libselinux-3.9-1.e110.x86 64.rpm

10 MB/s | 97 kB 00:00

(52/64): libselinux-utils-3.9-1.e110.x86 64.rpm
14 MB/s | 122 kB 00:00

(53/64): libsemanage-3.9-1.e110.x86 64.rpm

13 MB/s | 122 kB 00:00

(54/64): libsepol-3.9-1.e110.x86 64.rpm

18 MB/s | 348 kB 00:00

(55/64): python3-pip-23.3.2-7.ell0.noarch.rpm
21 MB/s | 3.2 MB 00:00

(56/64): policycoreutils-3.9-1.e110.x86 64.rpm
4.3 MB/s | 224 kB 00:00

(57/64): python3-3.12.12-4.e110 1.x86 64.rpm
5.7 MB/s | 28 kB 00:00

(58/64): policycoreutils-python-utils-3.9-1.el110.noarch.rpm

6.7 MB/s | 51 kB 00:00

(59/64): perl-doc-5.40.2-512.2.e110 O.noarch.rpm

17 MB/s | 4.9 MB 00:00

(60/64) : python-unversioned-command-3.12.12-4.e110 l.noarch.rpm
175 kB/s | 11 kB 00:00

(61/64): python3-libselinux-3.9-1.e110.x86 64.rpm



16 MB/s | 200 kB 00:00

(62/64): python3-libsemanage-3.9-1.e110.x86 64.rpm

7.0 MB/s | 81 kB 00:00

(63/64): python3-policycoreutils-3.9-1.ell10.noarch.rpm
28 MB/s | 2.2 MB 00:00

(64/64): python3-1ibs-3.12.12-4.e110 1.x86_ 64.rpm

31 MB/s | 9.4 MB 00:00
Total
19 MB/s | 26 MB 00:01

Running transaction check
Transaction check succeeded.
Running transaction test
Transaction test succeeded.
Running transaction

Preparing
1/1

Upgrading : python3-1ibs-3.12.12-4.e110 1.x86 64
1/76

Upgrading : python-unversioned-command-3.12.12-
4.e110 1.noarch
2/76

Upgrading : python3-3.12.12-4.e110 1.x86 64
3/76

Upgrading : libsepol-3.9-1.e110.x86 64
4/76

Upgrading : libselinux-3.9-1.e110.x86 64
5/76

Running scriptlet: libselinux-3.9-1.e110.x86 64
5/76

Installing : perl-version-8:0.99.32-4.e110.x86 64
6/76

Installing : perl-File-Copy-2.41-512.2.e110 O.noarch
7/76

Installing : perl-CPAN-Meta-Requirements-2.143-11.el10.noarch
8/76

Upgrading : libsemanage-3.9-1.e110.x86 64
9/76

Upgrading : python3-libselinux-3.9-1.e110.x86 64
10/76

Installing : perl-Time-HiRes-4:1.9777-511.e110.x86 64
11/76

Installing : perl-JSON-PP-1:4.16-512.el110.noarch
12/76

Installing : perl-File-Compare-1.100.800-512.2.e110 0O.noarch



13/76
Installing
14/76
Installing
15/76
Upgrading
16/76
Installing
17/76
Installing
18/76
Upgrading
19/76
Upgrading
20/76

Running scriptlet:

20/76
Upgrading
21/76
Installing
22/76
Installing
23/76
Installing
24/76
Installing
25/76
Installing
26/76
Installing
27/76
Installing
28/76
Installing
29/76
Installing
30/76
Installing
31/76
Installing
32/76
Installing
33/76
Installing
34/76
Installing

perl-ExtUtils-ParseXS-1:3.51-512.el110.noarch

efivar-1ibs-39-3.e110.x86 64

python3-libsemanage-3.9-1.e110.x86 64

perl-ExtUtils-Command-2:7.70-513.el110.nocarch

perl-ExtUtils-Manifest-1:1.75-511.el10.noarch

libselinux-utils-3.9-1.e110.x86 64

policycoreutils-3.9-1.e110.x86 64

policycoreutils-3.9-1.e110.x86 64

python3-policycoreutils-3.9-1.el110.noarch

python3-pyparsing-3.1.1-7.el1l10.nocarch

systemtap-sdt-dtrace-5.3-3b.el10.x86 64

systemtap-sdt-devel-5.3-3b.ell0.x86 64

python3-pip-23.3.2-7.el110.noarch

rust-toolset-srpm-macros-1.88.0-1.el10.noarch

gt6-srpm-macros-6.9.1-1.e110.noarch

pyproject-srpm-macros—-1.16.2-1.el10.noarch

perl-srpm-macros-1-57.el10.noarch

perl-1ib-0.65-512.2.e110 0.x86 64

perl-doc-5.40.2-512.2.e110 0O.noarch

perl-I18N-Langinfo-0.24-512.2.e110 0.x86 64

perl-Encode-Locale-1.05-31.ell10.noarch

perl-ExtUtils-Constant-0.25-512.2.e110 O.noarch

perl-Devel-PPPort-3.72-512.e110.x86 64
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35/76
Installing
36/76
Installing
37/76
Installing
38/76
Installing
39/76
Installing
40/76
Installing
41/76
Installing
42/76
Installing
43/76
Installing
44/76
Installing
45/76
Installing
46/76
Installing
47/76
Installing
48/76
Installing
49/76
Installing
50/76
Installing
51/76
Installing
52/76
Installing
53/76
Installing
54/76
Installing
55/76

Running scriptlet:

55/76
Installing

56/76
Installing

perl-CPAN-Meta-YAML-0.018-512.el110.noarch

perl-CPAN-Meta-2.150010-511.el10.noarch

perl-Benchmark-1.25-512.2.e110 0O.noarch

perl-Test-Harness-1:3.48-512.el10.noarch

perl-AutoSplit-5.74-512.2.e110 O.noarch

package-notes-srpm-macros-0.5-13.el1l10.noarch

openblas-srpm-macros-2-19.el10.noarch

ocaml-srpm-macros-10-4.e110.noarch

lua-srpm-macros-1-15.el110.noarch

kernel-srpm-macros-1.0-26.e110.nocarch

gcc-plugin-annobin-14.3.1-2.1.e110.x86 64

efi-srpm-macros-6-7.ell0.rocky.0.1.noarch

dwz-0.16-1.e110.x86 64

annobin-docs-12.99-1.el10.noarch

annobin-plugin-gcc-12.99-1.e110.x86 64

fonts-srpm-macros-1:2.0.5-18.el110.noarch

forge-srpm-macros-0.4.0-6.e110.noarch

go-srpm-macros—-3.6.0-7.el110 1.noarch

python-srpm-macros-3.12-10.el110.noarch

redhat-rpm-config-293-1.e110.rocky.0.2.noarch

redhat-rpm-config-293-1.e110.rocky.0.2.noarch

perl-ExtUtils-Install-2.22-511.el110.noarch

perl-devel-4:5.40.2-512.2.e110 0.x86 64



57/76
Installing
58/76
Installing
59/76
Installing
60/76
Installing
61/76
Upgrading
62/76
Installing
63/76
Installing
64/76
Cleanup
65/76
Cleanup
66/76

Running scriptlet:

67/76
Cleanup
67/76
Cleanup
68/76
Cleanup
69/76
Cleanup
70/76
Cleanup
71/76
Cleanup
72/76
Cleanup
73/76
Cleanup
2.e110 0.2.noarch
74/76
Cleanup
75/76
Cleanup
76/76

Running scriptlet:

76/76

Upgraded:

perl-ExtUtils-MakeMaker-2:7.70-513.el10.noarch
efi-filesystem-6-7.el10.rocky.0.1l.noarch
efibootmgr-18-8.e110.x86 64
python3-devel-3.12.12-4.e110 1.x86 64
policycoreutils-python-utils-3.9-1.el110.noarch
mokutil-2:0.7.2-1.e110.x86 64
patch-2.7.6-26.e110.x86 64
policycoreutils-python-utils-3.8-1.el10.noarch
python3-policycoreutils-3.8-1.el10.noarch
policycoreutils-3.8-1.e110.x86 64
policycoreutils-3.8-1.e110.x86 64
python3-libsemanage-3.8.1-1.e110 0.x86 64
libsemanage-3.8.1-1.e110 0.x86 64
python3-libselinux-3.8-2.e110 0.x86 64
libselinux-utils-3.8-2.e110 0.x86 64
python3-3.12.9-2.e110 0.2.x86_ 64
libselinux-3.8-2.e110 0.x86 64

python-unversioned-command-3.12.9-

libsepol-3.8-1.e110.x86 64
python3-1ibs-3.12.9-2.e110 0.2.x86 64

python3-1ibs-3.12.9-2.e110 0.2.x86 64
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libselinux-3.9-1.e110.x86 64
libselinux-utils-3.9-1.e110.x86 64
libsemanage-3.9-1.e110.x86 64
libsepol-3.9-1.e110.x86 64
policycoreutils-3.9-1.e110.x86 64
policycoreutils-python-utils-3.9-1.el10.noarch
python-unversioned-command-3.12.12-4.e110 1.noarch
python3-3.12.12-4.e110 1.x86 64
python3-1ibs-3.12.12-4.e110 1.x86 64
python3-libselinux-3.9-1.e110.x86 64
python3-libsemanage-3.9-1.e110.x86 64
python3-policycoreutils-3.9-1.el10.noarch
Installed:
annobin-docs-12.99-1.el110.noarch
annobin-plugin-gcc-12.99-1.e110.x86 64
dwz-0.16-1.e110.x86_ 64 efi-
filesystem-6-7.el110.rocky.0.1.noarch
efi-srpm-macros-6-7.el110.rocky.0.1.noarch
efibootmgr-18-8.e110.x86 64
efivar-1ibs-39-3.e110.x86 64
fonts-srpm-macros-1:2.0.5-18.e110.nocarch
forge-srpm-macros-0.4.0-6.e110.noarch Tee=
plugin-annobin-14.3.1-2.1.e110.x86 64
go-srpm-macros—-3.6.0-7.e110 1.noarch
kernel-srpm-macros-1.0-26.el110.noarch
lua-srpm-macros-1-15.el110.noarch
mokutil-2:0.7.2-1.e110.x86 64
ocaml-srpm-macros-10-4.e110.noarch
openblas-srpm-macros-2-19.el110.noarch
package-notes-srpm-macros-0.5-13.el110.noarch
patch-2.7.6-26.e110.x86_ 64
perl-AutoSplit-5.74-512.2.e110 0.noarch
perl-Benchmark-1.25-512.2.e110 0O.noarch
perl-CPAN-Meta-2.150010-511.el110.noarch
perl-CPAN-Meta-Requirements-2.143-11.el10.noarch
perl-CPAN-Meta-YAML-0.018-512.e110.noarch
perl-Devel-PPPort-3.72-512.e110.x86 64
perl-Encode-Locale-1.05-31.el10.noarch
perl-ExtUtils-Command-2:7.70-513.el110.noarch
perl-ExtUtils-Constant-0.25-512.2.e110 O.noarch
perl-ExtUtils-Install-2.22-511.el110.noarch
perl-ExtUtils-MakeMaker-2:7.70-513.el110.noarch
perl-ExtUtils-Manifest-1:1.75-511.el110.noarch
perl-ExtUtils-ParseXS-1:3.51-512.el10.nocarch
perl-File-Compare-1.100.800-512.2.e110 O.noarch
perl-File-Copy-2.41-512.2.e110 0O.noarch



perl-I18N-Langinfo-0.24-512.2.e110 0.x86 64
perl-JSON-PP-1:4.16-512.el110.noarch
perl-Test-Harness-1:3.48-512.el10.noarch
perl-Time-HiRes-4:1.9777-511.e110.x86 64
perl-devel-4:5.40.2-512.2.e110 0.x86 64
perl-doc-5.40.2-512.2.e110 0O.noarch
perl-1ib-0.65-512.2.e110 0.x86 64
perl-srpm-macros-1-57.el10.noarch
perl-version-8:0.99.32-4.e110.x86 64
pyproject-srpm-macros-1.16.2-1.e110.noarch
python-srpm-macros-3.12-10.el110.noarch
python3-devel-3.12.12-4.e110 1.x86 64
python3-pip-23.3.2-7.e110.noarch
python3-pyparsing-3.1.1-7.el10.noarch qte6-
srpm-macros-6.9.1-1.el10.noarch
redhat-rpm-config-293-1.e110.rocky.0.2.noarch
rust-toolset-srpm-macros-1.88.0-1.el10.noarch
systemtap-sdt-devel-5.3-3b.ell10.x86 64
systemtap-sdt-dtrace-5.3-3b.el10.x86 64

Complete!
OS package installations finished
OS package installations finished
+ Installing ONTAP Mediator. (Log:
/root/ontap mediator.pJBcIv/ontap-mediator-1.12.1/ontap-mediator-
1.12.1/install 20260324151410.109)
This step will take several minutes. Use the log file to view
progress.
Sudoer config verified
ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/install 20260324151410.109)
+ WARNING: This system supports UEFI
Secure Boot (SB) is currently disabled on this system.
If SB is enabled in the future, SCST will not work
unless the following action is taken:
Using the keys in
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys follow
instructions in
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.mod
ule-signing
to sign the SCST kernel module. Note that reboot will
be needed.
SCST will not start automatically when Secure Boot is enabled
and not configured properly.
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+ Note: ONTAP Mediator generated a self-signed server certificate

for temporary use on

this host. If the DNS name or IP address for the host is
changed, the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority
prior to use for production.

For more information, see
/opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically
for the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see
/opt/netapp/lib/ontap mediator/README
[root@mediator host ~]#

¥V ONTAP Mediator O > X k— )Ll (HTTPS OAZHR—F) (A>YV—ILHA)

[root@mediator host ~]# tar -zxvf ontap-mediator-1.12.1.tgz
ontap-mediator-1.12.1/
ontap-mediator-1.12.1/csc-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.12.1/tsa-prod-ONTAP-Mediator.pem
ontap-mediator-1.12.1/csc-prod-ONTAP-Mediator.pem
ontap-mediator-1.12.1/tsa-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.12.1/0ONTAP-Mediator—-production.pub
ontap-mediator-1.12.1/ontap-mediator-1.12.1
ontap-mediator-1.12.1/ontap-mediator-1.12.1.sig
ontap-mediator-1.12.1/ontap-mediator-1.12.1.tsr
ontap-mediator-1.12.1/ontap-mediator-1.12.1.sig.tsr
[root@mediator host ~1# ontap-mediator-1.12.1/ontap-mediator-1.12.1
-—-https-only

ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

Error querying OCSP responder

40E72F35407F0000:error:1E800080 :HTTP

routines:0SSL HTTP REQ CTX nbio:failed reading

data:crypto/http/http client.c:596:

40E72F35407F0000:error:1E800067 :HTTP



routines:0SSL HTTP REQ CTX exchange:error
receiving:crypto/http/http client.c:1045:server=http://ocsp.entrust.ne
t£t:80

WARNING: The OCSP check failed while attempting to test the Code-
Signature-Check certificate

Continue without code signature checking (only recommended if
integrity has been established manually)? y(es)/N(o): yes
SKIPPING: Code signature check, manual override due to lack of OCSP
response
+ Unpacking the ONTAP Mediator installer
+ ONTAP_MEDIATOR INSTALL HTTPS ONLY is set to 'l', args are: ''
+ Starting ONTAP Mediator install/update process: previous
installation mode is ''
+ Selected install package mode: HTTPS ONLY

+ Checking that required port 31784 is free

ONTAP Mediator requires two user accounts. One for the service
(netapp), and one for use by ONTAP to the mediator API
(mediatoradmin) .

Would you like to use the default account names: netapp +
mediatoradmin? (Y (es)/n(o)): yes

Enter ONTAP Mediator user account (mediatoradmin) password:
Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode

+ Checking for default Linux firewall

+ Installing required packages.

Last metadata expiration check: 0:38:52 ago on Mon 20 Apr 2026
11:23:22 AM EDT.

Package openssl-1:3.5.1-7.el9 7.x86 64 is already installed.
Package openssl-devel-1:3.5.1-7.el9 7.x86 64 is already installed.
Package gcc-11.5.0-11.e19.x86 64 is already installed.

Package make-1:4.3-8.e19.x86 64 is already installed.
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Package which-2.21-30.el9 6.x86 64 is already installed.
Package libselinux-utils-3.6-3.e19.x86 64 is already installed.
Package patch-2.7.6-16.e19.x86 64 is already installed.
Package perl-Data-Dumper-2.174-462.e19.x86 64 is already installed.
Package perl-ExtUtils-MakeMaker-2:7.60-3.el9.noarch is already
installed.
Package bzip2-1.0.8-10.el9 5.x86 64 is already installed.
Package efibootmgr-16-12.e19.x86 64 is already installed.
Package mokutil-2:0.7.2-1.e19.x86 64 is already installed.
Package python3-pip-21.3.1-1.el9.nocarch is already installed.
Package elfutils-libelf-devel-0.193-1.e19.x86 64 is already installed.
Package policycoreutils-python-utils-3.6-3.el9.noarch is already
installed.
Package python3.12-3.12.12-4.e19 7.2.x86 64 is already installed.
Package python3.12-devel-3.12.12-4.el9 7.2.x86 64 is already
installed.
Dependencies resolved.
Nothing to do.
Complete!
OS package installations finished
+ Installing ONTAP Mediator. (Log: /root/ontap mediator.CJgNqu/ontap-
mediator-1.12.1/ontap-mediator-1.12.1/install 20260420120204.109)
This step will take several minutes. Use the log file to view
progress.
Sudoer config verified
ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/install 20260420120204.10og9)

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README
[root@mediator host ~1#

UEFILXa77—bDExa )T F—%FERT S

ONTAP Mediator 1.4L4F%. UEFIS X 7L TSecure Boot X H Z X LW BE#NICHR > TULFE§, Secure BootxH
MICTBE AVAM=IILEBICEF AT —2FRIDTE-ODOEMFIENREICHED £,

() HTTPS &% H%— 133 ONTAP Mediator 1.12 X% > X k—JLL7c3A. SCST /ty
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T=R3AVRA=ALETNTVRWNS. CORRVIFRFYTTEERT,

F@
1. README 7 71 JLDIERICHES> T SCSTH—RILES a—JLICEBLLEFT :

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.modul
e-signing

2 BELF—ERHELEFT,

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys

() ArRF—LiE S RFLEAK README 77 1L EF— DRI ERENET,

3. NFA#EEMOK!) X MIBMLET,

mokutil —--import
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module
key.der

MERIZT 7 AIL FDBRICEL THELL I CH. BEBRBAICBEI T2 CHTEF XD,
NFA#(IBoot ManagerhMFRTE 3 & SIC. BIFDOBAICRE T 2HENH D £9, 554
IZDWTld. README.module-signingZ 7 1 L& CELL 723 L) ¢

®

[root@hostname ~]# 1ls
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/
README .module-signing scst module key.der scst module key.priv

4 KA L% T—kL. T/N1 ZDUEFI Boot Managerz A L TH L LWMOKE&FEL £ 9, "UEFIZF 2
7T — D BERICE > TLWBIHEIZONTAP Mediatorz 1 > X b—JLL £ 9"® "mokutir 1—F+4 7T+ T
BEINLNRTL—IHDBEICED £T,

SCSTH—XILEZS 2—ILICEBLT S

ONTAP Mediator % -1 > X k—JL L7=#. systemctl status “mediator-scst' /' failed (inactive) ¥ RRIN 3%
BlI. XOFIEICRE>TSCSTH—FIL EDa—ILICBHALET,

@ HTTPS D&% H7R— k9% ONTAP Mediator 1.12 LM%+ > X b— )L L71=#EE. SCST /\w
T=JFA VA =ILTNTVWERW S, CORRTIFRFYTTEED,
Flig

1. EJL R ZO+E XHIC. /opt/netappllib/ontap_mediator/ontap_mediator/SCST_mod_keys/' 57+ L 2 k1) |C
RHEAREMBERORTHERINE T, ERINF—ZRRTDICE. ROOATVRZRTLTLES
LYo
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ls /opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/

README .module-signing scst module key.der scst module key.priv
2 UTFOOYY FZETLT RABZUEFIF—URS MIICAVR— b33 70X zMBLET !

mokutil --import
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module

key.der

‘mokutil A—TFT a4 T4 T NRAT—RE2BIANTDILSICKROENE T,
3. mokutl V7 bz 7Ild. A1 VR—bF ZOCRFUCZDOF—ICFERATI—BNRT—REERLET,
4 UTFOOAT Y REFERALTA VR— MUIBH BB INIAESHERSEL. TR ATLEZBEHLT
<7FEV, 7—rO—4H—IFEFIMOKY % —> v =& L £ 9,

mokutil --list-new

S . BELEDOAZa—%FAL T, SCSTHA—FRILEDa—ILF—%2BML TV, BFHE. UTonO
IURERFTLTLET VL, H—EXDBEBIND L. SCSTH—XILED a—ILICBAfThbNE T,

systemctl status mediator-scst

R ?
"ONTAP Mediator® 1 > A b — )L AT —3R A =R T 3"

ONTAP Mediator®D 1 VXA b—I)LXAT—RAEFERT S
ONTAP Mediator 1 > XA h—JLL 7%, ERBICEITINTUVWBR xR LEX T,

Flig
1. ONTAP Mediator DX T —XX%=HRRLFET .

systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator
Loaded: loaded (/etc/systemd/system/ontap mediator.service; enabled;
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vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1
days ago

weeks O

Process: 286710 ExecStop=/bin/kill -s INT SMAINPID (code=exited,

status=0/SUCCESS)

Main PID: 286712 (uwsgi)

Status: "uWSGI is ready"

Tasks: 3 (limit: 49473)

Memory: 139.2M

CGroup: /system.slice/ontap mediator.service
F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi

/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini
F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi

/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini
L—286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi

/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

2. SCSTORT—RRA%=HERT S !

systemctl status mediator-scst

--ini

——ini

——ini

@ HTTPS D&% H7R— k9% ONTAP Mediator 1.12 UfE% 1 > X b—)LL7=3HE. SCST

NYT=JR3A YA =TTV ARW S, COFEIFRFYTTEET,

Loaded: loaded (/etc/systemd/system/mediator-scst.service;
vendor preset: disabled)

Active: active (running) since Mon 2022-04-18 10:41:47 EDT;
days ago

enabled;

1 weeks 0

Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,

status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)
Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
L 286662 /usr/local/sbin/iscsi-scstd

3. ONTAP Mediator TfEEEN3KR— FZREEL X9,

netstat -anlt | grep -E '3260|31784"

tcp 0 0 0.0.0.0:31784 0.0.0.08°% LISTEN
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tcp 0 0 0.0.0.0:3260 0.0,0,08% LISTEN

tcp6 O 0 :::3260 388w LISTEN

ROFIE

ONTAP Mediator®-f > X b —JLERREENTET LTcH. UMTFDA VX F—IILBOREZ R VIECZEDTE
9

* "SnapMirror active syncd & U*MetroCluster IPTDONTAP MediatorD{EF"
* "ONTAP Mediator® B4z HET 3" (ER)
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ONTAP Mediator®D{EH

SnapMirror active syncd &K U*MetroCluster IPTTDONTAP
MediatorD{& A

ONTAP Mediatorld. ONTAPY 5 X2 —IIRIDEIDEE K X1 > IZH BLinux kR b
EFTERITIN. 5AAY (HA) X257 —32B0OKGHNTRESNI-I NTZRML £
o ONTAPIZ. Mediator® ./ — RAJL ABEHEEES K Uping7OF EEEE CHICZD
A L7 %=EB L T. SnapMirror7 2 7« J[EIHAEEf% & MetroCluster IPAERZ B548 L £
ER

CORFaXVME F2TFL I XIROONTAP Mediatorz xR & L TWE T, ONTAP 9.17.1
@ LABE THI R BE% ONTAP Cloud MediatorD &l IC D W TId. "SnapMirror 772 7« JEHAD R
FaXYFZEBRBRLTIIZEL,

B247 : SnapMirror 7 7 T« J[EIHEEA%

SnapMirror active syncld. BEEM I —THOTZAT) IE— I 5—OE—DN\v I TRERCL
TONTAP MediatorZ AL £ 9o Xy hT—JDRMDNRELIIGE. EF—FOIAE—DHRATE%HL
o 7=354E. SnapMirror active synci&dONTAP MediatoriCZ T #E{TL T. £5 50— TI/ODIRH% ik
HIB3DZREL. B —ADIAE—TDIOZFILEL X,

ONTAP 9.8LUB&ETIx. EED/N— 3 > DONTAP MediatorZ A L T. SnapMirror7 2 7« J RIEAR %R % B2
HWTEE,

B —@DONTAP Mediator-f > X X > X H'E&4R T B SnapMirror 7 7 7+« JRHEIY S5 X ZRT7 D
@ DFHIPRICDULTIE. "ONTAP SnapMirror Active SyncD A4 72 =7 hFIR"ZBB LTS
LYo

"SnapMirror 772 7« 7 EHARIC ONTAP Mediator % 5% E"

MetroCluster IP1ER D E51H

MetroCluster IPA&RE Tld. ONTAP Mediatorid X —JL7Rw 27 XLUNICMetroCluster ./ — R DIRAEIE R % &1

L. KECPEEOEES FUADRRELILIBEICIE. X T4 IT—42—FEBICLZBHHAENRA v FA—/N\—
(MAUSO) T/ —R%=%ZELET,

ONTAP 9.19.18 & T'ONTAP Mediator 1.12L4f% Tld. MetroCluster IPHERZ R 9 2 7= IC. BEICHTTPS

Z{EH 9 20NTAP Mediatorz R TX £ 9, iSCSIZO +OJ)L%=EH L TONTAP Mediatorz 8¢ 2555
IF. FEED/IN— 3 > DONTAP Mediatorz € L TMetroCluster IPHBRZ B4R TET £ 9

B —@DONTAP Mediator-f > X & > X H'&5 17 T & B MetroCluster IPIBEL D DHIFRICD VT
@ IZ. "ONTAP Mediator % £ L T## D MetroCluster IP R Z5R T 2" 28R L T LT
Lo

"MetroCluster IP#&RFH DONTAP MediatordD & E"

E e E:
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N, 7v7FI9L—ROERERDENET :

ONTAP Mediator will be upgraded from version <current-version> to <new-
version>.

Do you wish to continue? Y(es)/n(o):

* VW IIL—RO—EBE LT, 1Y RXF—SIZONTAP MediatorY 7 bz 7% 7w 79 L — R T 38]
IS 7w 7L —ReIDBROYR— NV RILEREBL. T—A4R—XZBTLET,

* B8tk 21— X4 — X Tld. ".Jontap-mediator-1.12.1/ontap-mediator-1.12.1 -y AX > R &= FERL T >
Ah=Z—07OYF b EXFXYTITEET,

Fg
1TLEHN=3 0D YA —=5—52FT L. IBERICIE > TRIEL T T L

./ontap-mediator-1.12.1/ontap-mediator-1.12.1

Ty TOL—RHRICBRFIvIZRAFY TTBICIE
@ *.Jontap-mediator-1.12.1/ontap-mediator-1.12.1 --skip-code-signature-check’ 1< > K Z 5
LET

AVA=5—3BFEDAI VA b—I)LZBHL. Vv FIL—FZRLcB BBBNYT—J%1VR
F—ILL. BREZBITLET,

V¥ ONTAP Mediator HTTPS& L UiSCSIHR— b ST T v I L—FRDf (3>V—ILHH)
[root@mediator host ~]# ontap-mediator-1.11.0/ontap-mediator-1.11.0

ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive
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+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

ONTAP Mediator requires two user accounts. One for the service

(netapp), and one for use by ONTAP to the mediator API

(mediatoradmin) .

Using default account names: netapp + mediatoradmin

Enter ONTAP Mediator user account (mediatoradmin) password:
Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode

+ Checking for default Linux firewall

+ Installing required packages.

Last metadata expiration check: 0:03:56 ago on Mon 20 Apr 2026
02:49:08 PM EDT.

Package openssl-1:3.5.1-7.el9 7.x86 64 is already installed.
Package openssl-devel-1:3.5.1-7.el19 7.x86 64 is already installed.
Package kernel-devel-5.14.0-611.45.1.el19 7.x86 64 is already
installed.

Package kernel-modules-core-5.14.0-611.45.1.el19 7.x86 64 is already
installed.

Package gcc-11.5.0-11.e19.x86 64 is already installed.

Package make-1:4.3-8.e19.x86 64 is already installed.

Package which-2.21-30.el9 6.x86 64 is already installed.

Package libselinux-utils-3.6-3.e19.x86 64 is already installed.
Package patch-2.7.6-16.e19.x86 64 is already installed.

Package perl-Data-Dumper-2.174-462.e19.x86 64 is already installed.
Package perl-ExtUtils-MakeMaker-2:7.60-3.el9.noarch is already
installed.

Package bzip2-1.0.8-10.el9 5.x86 64 is already installed.

Package efibootmgr-16-12.e19.x86 64 is already installed.

Package mokutil-2:0.7.2-1.e19.x86 64 is already installed.

Package python3-pip-21.3.1-1.el9.noarch is already installed.
Package elfutils-libelf-devel-0.193-1.e19.x86 64 is already installed.

55



Package policycoreutils-python-utils-3.6-3.el9.noarch is already
installed.
Package python3.12-3.12.12-4.e19 7.2.x86 64 is already installed.
Package python3.12-devel-3.12.12-4.el9 7.2.x86 64 is already
installed.
Dependencies resolved.
Nothing to do.
Complete!
OS package installations finished
+ Installing ONTAP Mediator. (Log: /root/ontap mediator.uigddi/ontap-
mediator-1.11.0/ontap-mediator-1.11.0/install 20260420145003.109)
This step will take several minutes. Use the log file to view
progress.
Sudoer config verified
ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/install 20260420145003.109)

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README
[root@mediator host ~1# ontap-mediator-1.12.1/ontap-mediator-1.12.1

ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

+ ONTAP MEDIATOR INSTALL HTTPS ONLY is set to '0O', args are: ''

+ Starting ONTAP Mediator install/update process: previous

installation mode is ''



ONTAP Mediator can be installed with i1iSCSI and HTTPS support, or
support for HTTPS only.

Do you wish to install ONTAP Mediator with iSCSI and HTTPS support?
Y(es)/n(o): yes

ONTAP Mediator will be installed with mode: ISCSI HTTPS

+ Selected install package mode: ISCSI HTTPS

ONTAP Mediator will be upgraded from version 1.11.0 to 1.12.1.

Do you wish to continue? Y (es)/n(o): yes
Capturing support bundle to save pre-upgrade configuration. API
Credentials are required.
Mediator API User Name: mediatoradmin
Password: Running plugins, please wait...

Creating tar archive...

Support bundle has been generated at

/opt/netapp/data/support bundles/scs001097036-1 1776711598 BASIC.tgz
Testing the DB can be upgraded

Cloning database...

Cloning successful.

Verifying database is up-to-date...

Database out-of-date.Migrations are necessary:

Current revision: 0d5dcf349b27, Head revision: 758e4873c40d
Performing database migrations against clone...

Migrations successful.

Database upgrade operation complete.

+ Adding python312 specific packages

+ Upgrading ONTAP Mediator. (Log: /root/ontap mediator.gwaGmU/ontap-
mediator-1.12.1/ontap-mediator-1.12.1/upgrade 20260420145942.109)

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for

the current

0S. Using 'yum update' to upgrade the kernel might cause
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service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README
[root@mediator host ~]1#

V HTTPSD &% 1 7R— b § 2ONTAP Mediator® 7w 7o L— ROF (O>Y—ILEH)

[root@mediator host~]# ontap-mediator-1.11.0/ontap-mediator-1.11.0
ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

ONTAP Mediator requires two user accounts. One for the service

(netapp), and one for use by ONTAP to the mediator API

(mediatoradmin) .

Using default account names: netapp + mediatoradmin

Enter ONTAP Mediator user account (mediatoradmin) password:
Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode

+ Checking for default Linux firewall

+ Installing required packages.

Last metadata expiration check: 0:33:41 ago on Tue 21 Apr 2026
10:48:35 AM EDT.

Package openssl-1:3.5.1-7.el9 7.x86 64 1is already installed.
Package openssl-devel-1:3.5.1-7.el9 7.x86 64 is already installed.
Package kernel-devel-5.14.0-611.45.1.el19 7.x86 64 is already
installed.

Package kernel-modules-core-5.14.0-611.45.1.e19 7.x86 64 is already
installed.

Package gcc-11.5.0-11.e19.x86 64 1is already installed.



Package make-1:4.3-8.e19.x86 64 is already installed.
Package which-2.21-30.el9 6.x86 64 is already installed.
Package libselinux-utils-3.6-3.el9.x86 64 is already installed.
Package patch-2.7.6-16.e19.x86 64 is already installed.
Package perl-Data-Dumper-2.174-462.e19.x86 64 is already installed.
Package perl-ExtUtils-MakeMaker-2:7.60-3.el9.noarch is already
installed.
Package bzip2-1.0.8-10.el9 5.x86 64 is already installed.
Package efibootmgr-16-12.e19.x86 64 is already installed.
Package mokutil-2:0.7.2-1.e19.x86 64 is already installed.
Package python3-pip-21.3.1-1.el9.noarch is already installed.
Package elfutils-libelf-devel-0.193-1.e19.x86 64 is already installed.
Package policycoreutils-python-utils-3.6-3.el9.noarch is already
installed.
Package python3.12-3.12.12-4.e19 7.2.x86 64 is already installed.
Package python3.12-devel-3.12.12-4.el9 7.2.x86 64 is already
installed.
Dependencies resolved.
Nothing to do.
Complete!
OS package installations finished
+ Installing ONTAP Mediator. (Log: /root/ontap mediator.JclgnS/ontap-
mediator-1.11.0/ontap-mediator-1.11.0/install 20260421112205.109)
This step will take several minutes. Use the log file to view
progress.
Sudoer config verified
ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/install 20260421112205.109)

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
OS. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README

[root@mediator host~]#



[root@mediator host~]# tar -zxvf ontap-mediator-1.12.1.tgz
ontap-mediator-1.12.1/
ontap-mediator-1.12.1/csc-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.12.1/tsa-prod-ONTAP-Mediator.pem
ontap-mediator-1.12.1/csc-prod-ONTAP-Mediator.pem
ontap-mediator-1.12.1/tsa-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.12.1/0ONTAP-Mediator—-production.pub
ontap-mediator-1.12.1/ontap-mediator-1.12.1
ontap-mediator-1.12.1/ontap-mediator-1.12.1.sig
ontap-mediator-1.12.1/ontap-mediator-1.12.1.tsr
ontap-mediator-1.12.1/ontap-mediator-1.12.1.sig.tsr

[root@mediator host~]#

[root@mediator host~]# ontap-mediator-1.12.1/ontap-mediator-1.12.1

--https-only
ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

+ ONTAP MEDIATOR INSTALL HTTPS ONLY is set to 'l', args are: ''

+ Starting ONTAP Mediator install/update process: previous

installation mode is ''

+ Selected install package mode: HTTPS ONLY

ONTAP Mediator will be upgraded from version 1.11.0 to 1.12.1.

Do you wish to continue? Y(es)/n(o): yes
Capturing support bundle to save pre-upgrade configuration. API
Credentials are required.
Mediator API User Name: mediatoradmin
Password: Running plugins, please wait...

Creating tar archive...

Support bundle has been generated at

/opt/netapp/data/support bundles/scs001097036-1 1776785423 BASIC.tgz
Testing the DB can be upgraded

Cloning database...

Cloning successful.

Verifying database is up-to-date...

Database out-of-date.Migrations are necessary:

Current revision: 0d5dcf349b27, Head revision: 758e4873c40d
Performing database migrations against clone...



Migrations successful.
Database upgrade operation complete.
+ Adding python312 specific packages
+ Upgrading ONTAP Mediator. (Log: /root/ontap mediator.cRyOmN/ontap-
mediator-1.12.1/ontap-mediator-1.12.1/upgrade 20260421113003.109)
fapolicyd not installed or no rules.d directory found, skipping
fapolicyd configuration

ONTAP Mediator rsyslog and logging rotation enabled
+ Upgrade successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/upgrade 20260421113003.1og) \n

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README

[root@mediator host ~]#

RZAROSZT7wYFJL—RL. ONTAP Mediatorz B > X b—I)LEXTIE7 v oL —
FLET

SCSTH M > X =)L ETNT=ONTAP Mediator®7F X ROSZEF LWN—2a it 7y 7Y
L—Rd3ICIE. ONTAP Mediatorzs 7> VX —=ILT2ZREBEHLHD X, OSDT7 v
T L—R#%. BIED/N—23 > DONTAP Mediatorz BL Y X h—JLF 2D FLLN
—oaoIlT7yTIL—RTEXT,

22U EE

*c ZDORRTIE. SCSTHA VX b—JLEMNT=ONTAP Mediator®d/N\—> 3 VICERAINE T, HTTPSDOH
ZHR— b9 BONTAP Mediator 1.12LE%Z 1 > XA =)L L35S SCSTNNY T —JlF1A VA =L E
9. ONTAP MediatoriCEH# 523 B KA MOSE TSI L—RTEEY, 0OSOT7 v oL
—RFIEICOWVWTIEZ, RRXAROSARIUYA—DRFa XY hESBLTLEIL,

CTHLWOS UU—=XIZT7YvTIL—KRETIC. RAMOS h—XILZEHR—FINTWVWEIN-a VICE
HITA3EITTEIWVESIE. KD DIC "ONTAP Mediatord 7R 2 FOSHERST T 5" BB LTI,

* leapp-upgrade"y — )L %z {#F L TONTAP Mediator® 7K X kOS% 7w 74 L — R g BHiIC. "ONTAP
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uninstall-mediator-task.html

Mediatord 7 >+ > Z b —JL" TOY—ILid. BREADIVRD FUIZHLWVRPMN—2 3 VA 0D
ZHERLET,

* ONTAP Mediatorf > X b—=Z&.rpm7 7 1)Lz A > X b—)LL £9 D\ leapp-upgrade*y —JLIZC DT 7
TINZBRBENRICEDE T, A1 VA —F@FBHEBEAIVRS FIDS T 7ML ERT7>O—RT2DTIE
B, BERETDRD. V=IIETvTIL—RERBDIIZZ W TEEXFHA. N\UT—SBTOAVR B
— L9 BICIE. leapp-upgrade'y —ILEER T Z2HEHLNH D £,

FlE
1. 00 2740 ENYIT7 v ITLET

[rootmediator-host ~]# tar -czf ontap mediator file backup.tgz -C
/opt/netapp/lib/ontap mediator ./log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]# tar -tf ontap mediator file backup.tgz
./log/

./log/ontap mediator.log

./log/scstadmin. log

./log/ontap mediator stdout.log
./log/ontap mediator requests.log

./log/install 20230419134611.1log

./log/scst.log

./log/ontap mediator syslog.log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]#

2. leapp-upgrade V—ILZERLTT7 Y /I L—RERITLET :

[rootmediator-host ~]# leapp preupgrade --target 9.8
..<snip upgrade checks>..
..<fix issues found>..

[rootmediator-host ~]# leapp upgrade --target 9.8
..<snip upgrade>..

[rootmediator-host ~]# cat /etc/os-release | head -2

NAME="Red Hat Enterprise Linux"

VERSION="8.4 (Ootpa)"

[rootmediator-host ~]#

3. ONTAP Mediatorz B> X b—JLLE T :
@ 04 771N LnL SIc. ONTAP Mediatord B > X b— L3 <ICHERD OFE
HERITLTLIETL,

[rootmediator-host ~]# ontap-mediator-1.12.1/ontap-mediator-1.12.1
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uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
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uninstall-mediator-task.html
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uninstall-mediator-task.html
uninstall-mediator-task.html

ONTAP Mediator: Self Extracting Installer

..<snip installation>..
[rootmediator-host ~]#

4. ontap_mediatorzfElEL £ :

[rootmediator-host ~]# systemctl stop ontap mediator
[rootmediator-host ~]#

S. O 77N eBEIHRRFT !

[rootmediator-host ~1# tar -xf ontap mediator file backup.tgz -C
/opt/netapp/lib/ontap mediator
[rootmediator-host ~]#

6. ontap_mediatorzfLE L £ :

[rootmediator-host ~]# systemctl start ontap mediator
[rootmediator-host ~]#

7. §RTOHOONTAPY S R 2% 7w F4 L — K L7ONTAP MediatoriCB#EF L £ ¢ :

IP#2E M MetroCluster

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true false
siteA-nodel true false
siteB-node?2 true false
siteB-node?2 true false

siteA::> metrocluster configuration-settings mediator remove

Removing the mediator and disabling Automatic Unplanned Switchover. It
may take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:



Automatic Unplanned Switchover is disabled for all nodes...
Removing mediator mailboxes...
Successfully removed the mediator.

siteA::> metrocluster configuration-settings mediator add -mediator
-address 172.31.40.122

Adding the mediator and enabling Automatic Unplanned Switchover. It may
take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Successfully added the mediator.

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true true
siteA-nodel true true
siteB-node?2 true true
siteB-node?2 true true

siteA::>

SnapMirror77 7 7« 7EHA

SnapMirror Active Sync DIZE. /optinetapp DABBICHFEINT WS TLSEAAEZEBI > A M—ILT3
NEIXHD £ Ao /opt/netapp ICIRFESNTWBIBAZEE NI 7 v L TETLTLIEET L,

peerl::> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status

172.31.49.237 peer? unreachable true

peerl::> snapmirror mediator remove -mediator-address 172.31.49.237
-peer-cluster peer2

Info: [Job 39] 'mediator remove' job queued

peerl::> job show -id 39
Owning
Job ID Name Vserver Node State

39 mediator remove peerl peerl-nodel Success



Description: Removing entry in mediator

peerl::> security certificate show -common-name ONTAPMediatorCA
Vserver Serial Number Certificate Name Type

47790360081F41145E14C5D7CE721DC6C210007F
ONTAPMediatorCA server-
ca
Certificate Authority: ONTAP Mediator CA
Expiration Date: Mon Apr 17 10:27:54 2073

peerl::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peerl::> security certificate install -type server-ca -vserver peerl

Please enter Certificate: Press <Enter> when done
..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future

reference.

The installed certificate's CA and serial number for reference:
CA: ONTAP Mediator CA

serial: 44786524464C5113D5EC966779D3002135EA4254

The certificate's generated name for reference: ONTAPMediatorCA

peer2::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peer2::> security certificate install -type server-ca -vserver peer?2
Please enter Certificate: Press <Enter> when done

..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.

The installed certificate's CA and serial number for reference:

CA: ONTAP Mediator CA

serial: 44786524464C5113D5EC966779D3002135EA4254

The certificate's generated name for reference: ONTAPMediatorCA
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peerl::> snapmirror mediator add -mediator-address 172.31.49.237 -peer

-cluster peer2 -username mediatoradmin
Notice: Enter the mediator password.

Enter the password:
Enter the password again:

Info: [Job: 43] 'mediator add' job queued

peerl::> job show -id 43

Owning
Job ID Name Vserver Node State
43 mediator add peerl peerl-node?2 Success

Description: Creating a mediator entry

peerl::> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status
172.31.49.237 peer? connected true
peerl::>

B E R

"security certificate delete"

* "security certificate install"
*"tFal) T AREORT"
* "SnapMirror Mediator add"

* "SnapMirror Mediator M HIJB&"

» "storage iscsi-initiator show"

ONTAP Mediator® 2 £ %= RE T B
=

SRS REDERTE PO L
EE

¥, ONTAP Mediatord 7R X FMAIEMZRETET

ONTAPXF 4 T— & —DRFEIEE

ONTAP Mediatorld. W< DD DOREFTREARIBERZ Y R—FLTUWET, CNOSDREDT 7 #/L MEIE.
‘low_space_threshold_mib: 10 AEDER 7 7ML TRIEESNE T, 77 MILIEULTDFBFRICHD 7 ¢

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.user c
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onfig.yaml

‘ontap mediator.user config.yaml ICEEESNI-IANTOMEIF. T4 MMEZ EES L.
IARTD ONTAP Mediator 77w ST L—RIZhlcoTHIFINE T,

ZE% ontap mediator.user config.yaml. ONTAP Mediator Z BitcE1 L £,

systemctl restart ontap mediator

Dt 3> TiHHAT S ONTAP Mediator Bl Id. REICISLTEETEF£7,

(D “ontap_mediator.config.yaml'AD € DD T 7 # )L M. ZE S NT{EH'ONTAP Mediator®
7y T L—RRICHIFINGW D, BELBRVWTLIEEL,

WERZ# % “ontap_mediator.user_config.yaml' 7 7 1 JLICOE—LTT 7 4L bREZ EESTTZ L
T. ONTAP Mediator 4% ZE L £,

B—RN—=FT 1 DSSLEAEZ 1 VY XA b—ILT B
ONTAP MediatorORE7 7 A V2 EET B LT 774 FOEEBRIAPEZ Y — R/X\—F 1 OSSLE
BAEICBSMRZILHTEET,

TI7AIMOBECEBLIBEE Y — R/N—FT« DSSLEAFAEICEZ TR BICIE. UTOT7 71 ILROEEDRE
MEZELET

* /opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml

* /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

NS0T 71 IILADELIL. ONTAP Mediator TERBINBFERET 7 ML Z2FIHT 2 1cHICERINE
ER

ONTAP Mediator 1.9L([%

MORICVZATINTWVWEDT T AL ~DOEHD
*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/lontap_mediator.config.yaml’ 7 7 1 JLIC&
FNTVET,

T INZ
cert path /opt/netapp/lib/ontap mediator/ontap m

ediator/server config/ontap mediator s
erver.crt

key path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key
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68

K

ca_cert path

ca_key path

ca_serial path

cert valid days

x509 passin pwd

* “cert_valid_days'ld. 25172~

(1095H) T,

* x509 passin pwd [FBHINIIZA T+

INR
/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.srl

1095

pass:ontap

AERAZEDORNERZRE T B IcHICERATNE T, RAMEIF3E

SFFHZED/NRXTL—XT9,

RDORICVZARTNTWBT T )L EDOZEEH Jopt/inetappl/lib/ontap_mediator/uwsgi/ontap_mediator.ini’

T7AIIEENTVET,

ZH

mediator cert

mediator key

ca_cert path

ONTAP Mediator 1.8 ULl

RDORICUZ TN TWVWBET T 4L EDOEHH

INR
/opt/netapp/lib/ontap mediator/ontap m

ediator/server config/ontap mediator s
erver.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.crt

*lopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml’ 7 7 1 JLIC &

ENTVET,

cert path

key path

ca_cert path

ca key path

JAWZ4
/opt/netapp/lib/ontap mediator/ontap m

ediator/server config/ontap mediator s
erver.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.crt

/opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.key



T8 INZ
ca serial path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.srl

cert valid days 1095
x509 passin pwd pass:ontap
* “cert_valid_days'l&. 75414 7> FMIERREDOEWHRZRET I HICERINE T, RAMBIFIE
(1095H) TY,

* x509 passin pwd FBRHINLI A7 MEAEDNRTL—XTT,
RDORICUZARTNTWBDT T )L EDOZEEH Joptinetappl/lib/ontap_mediator/uwsgi/ontap_mediator.ini’
T7A4IICEENTVET,

8 INZ
mediator cert /opt/netapp/lib/ontap mediator/ontap m

ediator/server config/ontap mediator s
erver.crt

mediator key /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

ca cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.crt

CNSDEMZEELIIGEIR. EEZBERY 57-HICONTAP Mediatorz B8 L T2 W T 77/l

b

DIFREZ Y — FN—T 1 OFIPAEICE TR 2 HEDFHICOVWTIE, "EETE 5T — F/N\—7 1 DA

ENDOECELIAZOBEFT " ZBRBL TSIV,
NAT—RIENRZHRET D

MOBEIE. TI— T+ —RINAT— RHEAREICH T S REXIRHELE T,
CDKBEEBRICT BICIE. “window_seconds' & “retry limit DEEFREL I,

i :
s JEHEICER T 3EBRIZ5DICERTE L. soRICEKEH=FOICUEY LET,

authentication lock window seconds: 300
* BERICSERIKR LB aIc7Av Y b 2Oy I LET,

authentication retry limit: 5

c BRITOIREEELSEZ T BEZAO—A TV, BYULDICKZNRAT— REHRKREZDE
=EBLET,

authentication failure delay seconds: 5

£l

=
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replace-self-signed-certificates-task.html
replace-self-signed-certificates-task.html
replace-self-signed-certificates-task.html

authentication failure delay seconds: O # seconds (float) to delay

failed auth attempts prior to response, 0 no delay

authentication lock window seconds: null # seconds (int) since the

oldest failure before resetting the retry counter, null = no window
authentication retry limit: null # number of retries to allow
before locking API access, null = unlimited

INRT—ROEMMEIL-ILZRET S

DT« —)LKIF ONTAP Mediator APl 21— —7HO Y FDINRT—ROEMTDIL—ILZFHIEL F9,

password min length: 8

password max length: 64

password uppercase chars: 0 # min. uppercase characters

password lowercase chars: 1 # min. lowercase character

password special chars: 1 # min. non-letter, non-digit
password nonletter chars: 2 # min. non-letter characters (digits,

specials, anything)

ONTAP Mediator® 7 « A7 LV OV EIHDRE (ZEZIEFD L T VMEEFHNBEAOJEEHEZST) B
LEY,

IAR—ADLEIWVMEERET D

‘/opt/netapp/lib/ontap mediator T4 RVICHERTEIREZHIETIRENHD X7,

i

EENLEWVMEZ TFES . H—ERFESANY b Z2REITLE T,

EERENE

)
g

low space threshold mib: 10

FHIBEAOYT AR—REZERKT D

"RESERVE_LOG SPACE MEBEIIFEDREICKL > THIEISNE T, 77 4JL M TIE. onNTAP
MediatorDA YA —JLIC&K D, OFBICERDT 1 RV ZAR—ZADMEREINE T, 1V R —3
I&. ONTAP MediatorDHAJEERICFATIICFERAINS. &5t
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TOOMBDT A R AR—RA%=ZHZFHDFLVLWEEH A XD T 71 ILZEBR L £,

COMEELENCLTCT IAILEDT 4 XY AR—ZAZFEATZICIE. UTOFIBEICRWVET,
1. D7 74 )L T. RESERVE_LOG_SPACE Df% 1 h5 0 ICEELFT :
/opt/netapp/lib/ontap mediator/tools/mediator env

a RXOIARXVREERTLET,

cat /opt/netapp/lib/ontap mediator/tools/mediator env | grep
"RESERVE LOG_SPACE"

RESERVE_LOG_SPACE=0

b. ONTAP Mediatorz BicEIL £7 :

systemctl restart ontap mediator

KEEEBEEBMICTRICIE. EZ 0H5 1ICEE L. Mediator #EBEEFH L £,

FA R AR—ZEGD BRI TH, BEOOIE\—SEhEE A, LEIOOTBTRTNY
(D) 279 73n. GOBR EMediatorDBEBETT > 18 LISREDT 1 25 ZR—AITBI
nEv,

ONTAP Mediator®O 1—H—ZE/NAT—KR%2EET S

ONTAP MediatorH* 1 > X =)L EINTWBLinux’h X bH5. ONTAP Mediator® 21—
—ZFIINRT—REZTELET,

A—Y—RZEXEIT S

UTOFIETA—H—8B%ZEZETETET,

RRIIE
CDIEZEIZ. ONTAP Mediator -1 > X b—JL L 7= Linux RX R TERITLTLIET LY,

COOARY RZRITTETRWVESEIF. ROFIDELSICELNRZFERLTIAYY RZRITIZHELDHD X
ERS

/usr/local/bin/mediator username

FIE
ROWTNAZRITLTA—HTRZEELE T,
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*F7> a3y (a) : OY 2K ‘mediator_change user #E{TL. XROFICRTLSICTOV T MIRHEBL
x9:

[root@mediator-host ~1# mediator change user
Modify the Mediator API username by entering the following values:
Mediator API User Name: mediatoradmin
Password:
New Mediator API User Name: mediator
The account username has been modified successfully.
[root@mediator-host ~]#

cFA7F 3> (b) :ROOAITVREEITLET,.

MEDIATOR USERNAME=mediator MEDIATOR PASSWORD=mediator2
MEDIATOR NEW USERNAME=mediatoradmin mediator change user

[root@mediator-host ~]# MEDIATOR USERNAME=mediator
MEDIATOR PASSWORD='mediator2' MEDIATOR NEW USERNAME=mediatoradmin
mediator change user
The account username has been modified successfully.
[root@mediator-host ~]1#

INAT—RDZEE

UTOFIETNKNAT—REZZTETIFET,

R E

Z DEZIZ. ONTAP Mediator -1 > X b—JL L 7= Linux FX R TEITLTLIEETLY,

COOAXY RZRITTERVERIE. ROBIDESICTEENRAZFERALTIAV Y RZRITIZIHELNDHD F
ERS

/usr/local/bin/mediator change password

FIE
ROVWTNHZRITLTNRAT—RFZ2EELE T,

* 723> (a) : 'mediator_change password A< > RERETL. XOFNTRITLSICTOY T RS
HLFT:

[root@mediator-host ~]1# mediator change password
Change the Mediator API password by entering the following values:
Mediator API User Name: mediatoradmin
0ld Password:
New Password:

72



Confirm Password:
The password has been updated successfully.
[root@mediator-host ~]1#
A7 ar (b) (ROARVRZERITLEY,

MEDIATOR USERNAME=mediatoradmin MEDIATOR PASSWORD=mediatorl
MEDIATOR NEW PASSWORD=mediator2Z mediator change password

CDHITIE. INXT— K% mediator1] H*5 mediator2) ICZELTLWET,

[root@mediator-host ~]# MEDIATOR USERNAME=mediatoradmin
MEDIATOR_PASSWORD=mediator1 MEDIATOR_NEW_PASSWORD=mediator2
mediator change password

The password has been updated successfully.

[root@mediator-host ~]1#

ONTAP Mediator®D R4 & {S1E

RAMDADTFH IR —EXDBEMEHNRERIZESIEX. ONTAP Mediatord &
U'SCST#EIEF-IZBEFHL £,

ONTAP MediatorZ{£1E9 %
ONTAP Mediator {21 T 3 ICIE. KROFIEERTLET :

FIE
1. ONTAP Mediatorz{ElE L %7 :

systemctl stop ontap mediator

2. SCSTZ=fELEL £,

systemctl stop mediator-scst

3. ONTAP X7/ IT—X—¥X SCSTZEMIC L ¥ :

systemctl disable ontap mediator mediator-scst
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ONTAP Mediator®Rit4
ONTAP Mediator ZBBEE®ICT DICIF. XOFIEZETLET -
FIE

1. ONTAP Mediator£ SCSTZEMICL 9 .

systemctl enable ontap mediator mediator-scst

2. SCST =Bk :

systemctl start mediator-scst

3. ONTAP Mediatorz#c&1 L £ :

systemctl start ontap mediator

ONTAP MediatorD IEE 4 = 2T 5
ONTAP MediatorD  EFBICE{EL TWB Z & ZHEFRL £ 95,

B —EXDREZFHEET B

FE
1. ONTAP Mediator DX 57T —2X X %=HRRLFT .

a xXOIAIVREETLET,

systemctl status ontap mediator

[root@mediator host ~]# systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator

Loaded: loaded (/etc/systemd/system/ontap mediator.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1 weeks O
days ago

Process: 286710 ExecStop=/bin/kill -s INT SMAINPID (code=exited,
status=0/SUCCESS)
Main PID: 286712 (uwsgi)

Status: "uWSGI is ready"
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Tasks: 3 (limit: 49473)
Memory: 139.2M
CGroup: /system.slice/ontap mediator.service

F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L—286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

[root@mediator host ~]#

b. SCSTH—EXDRT—2 A %ZMRT S :

@ HTTPS D&% t7R— k9% ONTAP Mediator 1.12 LAfE%E 1 > X b—ILLT23B AN
SCSTNY T —IEA VA R=ILENTVWAEWESD., COXRRTIFAFYTITEXT,

systemctl status mediator-scst

[root@mediator host ~]# systemctl status mediator-scst

Loaded: loaded (/etc/systemd/system/mediator-scst.service; enabled;
vendor preset: disabled)

Active: active (running) since Mon 2022-04-18 10:41:47 EDT; 1 weeks O
days ago

Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)

Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
286662 /usr/local/sbin/iscsi-scstd

[root@mediator host ~]#

JR=ZVTR—bEBESRLTLETWL
1. ONTAP Mediator TfEH N3 KR— b =R L £,

netstat -anlt | grep -E '3260|31784"

[root@scsprl1905507001 ~]# netstat -anlt | grep -E '3260]31784"
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tcp 0 0 0.0.0.0:31784 0.0.0.0:* LISTEN

tcp 0 0 0.0.0.0:3260 0.0.0.0:% LISTEN
tcpe O 0 :::3260 388% LISTEN
AERAZE D EIE

ONTAP Mediator’ s X F HO—BFHR B EBRIIFAEZBEM T 5

RRARBILIZIPT FLZAOEBICK D BFOIAENEN ICHE > THE. HEDKR
FRO—KHGECERURESEBEMLET,

(D) COFIEE. ONTAP Mediator 1.75% £TLTLB S X7 LTOHF K- FShET,

22U EE
s ZOEE(IX. ONTAP Mediator Z1 > X b—JL L7z Linux "X FTEIFTLTLEEL,
* TDOARRXYUIE. ONTAP Mediator D1 > X b —JLIBICHRA FDHRRA MEERIZIP PRLADEEINIT-
DIC. EREINT-BCEBERIAENE L B IGRICOAERITTEEXT,

RN ECERMREZERCESI Y- FN—T s OIS ICETRIRIZ. COXRTZ2FERLT
AERREZBEML_BV_TLRETVW. BEELIRENTVEE. COFIRRRKKL I I,

FIE
REDRR O—RNBECERIARAEZHICBERT BICIE. UTOFIEZETLEI,

1. ONTAP Mediatorz B2 L £ 7 :

./make self signed certs.sh overwrite

[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
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Generating a RSA private key

..................................................................... +++
+

writing new private key to 'ontap mediator server.key'

Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =

ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
supportl@netapp.com
Getting CA Private Key

ONTAP MediatorO H 2 B4 IEZ S CET 2 E =B DIIAESICETRZ S

BHEVORELNNIGL TLWEBEIE. BCERMMAEZRRANFRITLIEETET 3T
BAZICETHBITLIEE L,

* B — R/N—T 1 FEBHEIZONTAP 9.16. 14 K T Z NI O—EBDONTAP/ Ny F 1) 1) — X
TOHYR—EENET, "NetApp Bugs Online /\Z'ID CONTAP-243278"%# 2B L TL 12

C) eI A

* H— R/N—F 1 OFEEEEIZ. ONTAP Mediator 1.7EZR1TLTWVWE Y X T LATDHHR
- I\éhi_g_o

RRAUE
* ZOOEEIL. ONTAP Mediator Z-f > X b—JL L7z Linux R X R TRITLTLIET LY,

cHAMINI-BCERIRAER. EETTSCEEKE (CA) HSEE LIEIREEICET R ZHNED
HBGEIC. CORRIVEERTTETET, INETSICIE. EETTILMEEE (PKI) #EICT7ot¢
ATEBZ3NELRHDET,

* MO IE. ZBONTAP MediatorsFFAZEDO B Z R L TWVWE T,
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ONTAP Mediator Certificate Purposes

Root CA

» PKl used to secure
the private
Certificate
Authority’s key

* Only need the
public cert after
signing the
Intermediate CA

Intermediate

* Used as a signing
authority

* Creates the server
cert + signs all
client certs

* Needs a key + srl
file to perform
signing

Server Chain

* Used for SSL
mutual
authentication /
encryption

Server Cert

*Used for HTTPS

*Need the private
key for encryption
ops

Client Certs

* Used by ONTAP for
mutual
authentication

* Unique per cluster
pair

* Generated
automatically
when adding a

cert. mediatorto a
cluster.

s XOXIE. Web H—/NDtw k77w ¥ ONTAP Mediator Dtz k7 v 7D#ERERL TWVWE T,

ONTAP Mediator Certificates

intarmadiate Cart

Sarver Cart
T ) |

sontap_mediator_server.crt
=ontap_mediator_server.key

sintetmadiate.crt
sintermediate. key
sIntarmadiate.srl

sroot_caert

ontap_mediator_server.cri
+ intermediate.crt

* ontap_mediator_server
_chain.crt

uwsgifontap_mediator.ini
\WebServer Setup

+ set-placeholder = mediator_cert=/opt/netapp/lib/ontap_mediator/ontap_mediator/server_configfontap_mediator_server chain.crt
+ set-placeholder = mediator_key=/opt/netapp/lib/fontap_t 'ontap_mediator/: _configlontap_mediator_serverkey
* set-pl holder = ca_ ifi fopt/netapp/lib/ontap_mediator/ontap_mediator/server_configiroot ca.crt

ontap_mediator.user_config.yaml
ONTAP Mediator Server Setup

* cert_path: 'fopt/netapp/lib/ontap_mediator/ontap_mediator/server_config/ontap mediator_servercri'
+ key path: Jopt/netapp/libfontap_mediatorfontap_mediator/server_configlontap mediator_samverkey'
= ca_cert_path: Yopt/netapp/lib/ontap_mediatorfontap_mediator/server_config/intermediate.crt’

* ca_key_path: 'fopt/netapp/libfontap_mediator/ontap_mediator/fzserver_config/intermeadiate. kay'

+ ca_serial_path: Yopt/i peflibfortap_medi fontap_mediator/server_configfintermeadiate sl

ATV CASIREZE R FHITI B — RN—T s H SEAE XIS T 3

MTOFIBICHE>T. PKIHEENSHAZEZEIRTET £,

ROBIE. BSELIIEET U 2 —% lopt/netappl/lib/ontap_mediator/ontap_mediator/server _config/ I #% %
H—RN—FTABET VR —ICBIRZ 25 EETRLTVLWET,
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C OBITIE. ONTAP Mediatorlc WERIEHEOUELREZ R L TV T, PKIRIBH S
() mEzmEvarEE. COTIBLRREZBENBD FT. ESRIZ—XICH L CFIEE
BELTRTL,

ONTAP Mediator 1.904[%

1. PKI BBANGERREZE T £ T 2 7D ICER T 2 HEF — “intermediate.key L& 7 7 1L
‘openssl_ca.cnf Z1ER L £9 .

a MEREZEMLET intermediate.key :

ll

openssl genrsa -aes256 -out intermediate.key 4096

b. ¥ 7 7 1 JL openssl ca.cnf (
*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/openss|_ca.cnf iC#H D £79) (3.
R ENBARAEICHRELRTONT 1 ZEELE T,

2 MEBEERT 71V EERAL TIRAEZEEREKRZER L £9 intermediate.csr !

B

openssl req -key <private key name>.key -new -out
<certificate csr name>.csr -config <config file name>.cnf

[root@mediator host server config]# openssl req -key
intermediate.key -new -config openssl ca.cnf -out intermediate.csr
Enter pass phrase for intermediate.key:

[root@mediator host server configl]# cat intermediate.csr

3. SFRAEZE L EK "intermediate.csr ZPKIERHICEE L TELEZDHBHVE T,

PKIB#EAIZ) VT A FZRRIEL. .csr ICBRBLTHAEEZEM L XY "intermediate.crto &
5IC. PKIEEEED S “intermediate.crt SERRZE ICE % L 72 “root_ca.crt GEFAZE ZES § 2 MENLH D F
ED

HTTPS TR & 117=ONTAP MediatorZ {3 % SnapMirror 7 7 7« JEHIY 5 X &
H K U'MetroCluster IPHERDIHEIX. ONTAPZ 5 X4 |C “intermediate.crt & & U

@ ‘root_ca.crt SERBE % BT 2HENH D £, "SnapMirror 727 7« TEEAD =8
ONTAP Mediator £ U 5 XA X & &E I 5"H &£ U"MetroCluster IPHERLHDONTAP
Mediatorz #8 L £ "2 BB LTI,

ONTAP Mediator 1.8 L{Fi

1. PKI AN GERRE M T 2 7-DICERT 2WEF* — ‘cakey E## 7 7 1)L "openssl_ca.cnf % {F
BLZ%Ed,

a MEREEMLET ca.key !
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B

openssl genrsa -aes256 -out ca.key 4096

b. #8877 71l openssl ca.cnf (
*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/openss|_ca.cnf iC#H D £79) (3.
AR CNBAREICHKELRONT s ZEELE T,

2. BB T 71 )L eEAL CABREERERZERLE T ca.csr !

B

openssl req -key <private key name>.key -new -out
<certificate csr name>.csr -config <config file name>.cnf

[root@mediator host server configl# openssl req -key ca.key -new
-config openssl ca.cnf -out ca.csr

Enter pass phrase for ca.key:

[root@mediator host server configl# cat ca.csr

3. EEIFAEERLENK ‘ca.csr ZPKIEEICIXEL TERZHHVET,

PKIHEAIZ) VT A FZRREAEL. .csr ICBRALTHRAEZERL XY "ca.crte IHIC. PKIEE
REH 5 “ca.crt sSEFAEICER L7 ‘root_ca.crt sSEFAEZE BT 3MENRH D £,

SnapMirror7 7 7« 7RIV 5 X ZDiHEIE. ONTAPY 5 X R cacrt BLX U
@ ‘root_ca.crt SERBE % BN T 2HENH D £, "SnapMirror 727 7« TEEAD =81
ONTAP Mediator £ 7 5 A2 ZHKRET 3" 2BRLTLEE L,

ATv T2 Y—RN—T 1 DCASIFAETEL L T —N—SIHEEZEMT S

ONTAP Mediator 1.9L4[%

H— N\—FEREE L. MWEBR intermediate key' &t — R/N—F « DFEEAE “intermediate.crt’ IC & > TE%
TNTVWBRIRENLRHBDET, THIC. BT 7T
“lopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/openss|_server.cnf |C . OpenSSL IC &
SDTHITINZ T —N—FIREICHNERTONT s ZIEEIT AR EDEEINSENTULET,

ROAR Y P TH—N—FERAEZEMTET X I,

FIE

1. = N—FERAEZERER (CSR) ZEMT BICIE.
*lopt/netappl/lib/ontap_mediator/ontap_mediator/server_config' 7 # LA —Hh'5XD AT RZEITL
x9:

openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shabl2 -keyout ontap mediator server.key -out

80


https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html
https://docs.netapp.com/us-en/ontap/snapmirror-active-sync/mediator-install-task.html

ontap mediator server.csr

2. CSRh o —N—FREZTERT 3 ITIE.
/opt/netapp/lib/ontap mediator/ontap mediator/server config 7 # LA —H5RD
ARV RZER{TLET

NBEDT 7AILIGPKIFREERD SBIGEINE LT, BLZAAELZFERAL TVSE
@ &l intermediate.crt' & “intermediate.key Z 5% H TR T 7ML RAICBIT BRI T
eI AN

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA
intermediate.crt -CAkey intermediate.key -CAcreateserial -shab5l12 -days 1095
-req -in ontap mediator server.csr -out ontap mediator server.crt

° “_CAcreateserial' 4 7> 3 > |& “intermediate.srl' 7 7 1 L 2R T B -DICFERINE T,

ONTAP Mediator 1.8 L{H]

H—N\—GERREIF. WER cakey & — F/N—TF 1 OFEEAZE ‘cacrt iC& > TELAINTVIHRELD
DET, I5IC. BT 7L
*lopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/openss|_server.cnf |Z|&. OpenSSL IC &
STHEITEINZT—N—GREIHNEBELTONT 1 ZEEET IR EDRBUNZTENTVE T,

ROARX Y RTH—N—SBREEEMTEE T,

Fli&
1. H—N—FEAZFBSREK (CSR) ZEMT I
*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config' 7 # L X —H 5RO AT Y REFERITL
£9:

openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shabl2 -keyout ontap mediator server.key -out
ontap mediator server.csr

2. CSRh o —N—FREZTEMT 311
/opt/netapp/lib/ontap mediator/ontap mediator/server config 7 # LA —H5XD
ARV RZRITLET

C) NBEDT 7 ILIGPKIFREERD SBIGEINE LT, BAZHMHEZELEZFERAL VWSS
BlF. ‘cacrt ¥ cakey ZEZEHT BT FAIINBICEZTHRA T,

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA ca.crt
-CAkey ca.key -CAcreateserial -shab5l12 -days 1095 -reqg -in
ontap mediator server.csr -out ontap mediator server.crt

° “_CAcreateserial & 7> a>vid casl 77 Iz ERTI=DICFERINE T,

2T w73 . ONTAP Mediatori&m TH L LW\ — R/X—F ¢ CASFRRZ  h— N\ifBAE%# B2 3
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ONTAP Mediator 1.10L4[%

SEBAE DERE 1.
*/opt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml |Z & % 5% 7
7 JLCONTAP MediatoriCfRIt SN E o, COT7AILICIE. UTOBMENZENET !

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia

te.srl'

* “cert_path' & KU “key_path'lgH —/N\N—FBHEZH T,
* ca_cert path. ca key path. & U ‘ca_serial_path’ld CAFFBAEZEH T,
FlE
1. FRTD intermediate.* 7 71 L — R N—FT 1« QIFFASZICEZT BRI £,
2. “intermediate.crt' & & ¥ “ontap_mediator_server.crt sEFAEN SEEBAEF T — > #ERRL F T ©

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

3. *Jopt/netappl/lib/ontap_mediator/uvicorn/config.json' 7 7 1 L= E#H L £ 9,

‘ssl keyfile'. ‘ssl certfile'. LU 'ssl ca certs DEZEFHLFT !

ssl keyfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

ssl certfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator

server chain.crt

ssl ca certs:



/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° “ss|_keyfile & “ontap_mediator_server.crt' 7 7 1 LIID F — /N X T\
‘ontap_mediator_server.key' T9,

° “ss|_certfile % “ontap_mediator_server chain.crt 7 7 1 JLD/XZX T,
° “ssl_ca_certs fild “root_ca.crt 7 71 JLD/NX T,
4 FLUSEMTNIEEBREORDBUNELKRETNTVS e 2R LET -
° Linux Z')L— 7D FA —F—: netapp:netapp
° Linux D&R : 600
5. ONTAP Mediatorz BBitcE# L £ 9 :

systemctl restart ontap mediator

ONTAP Mediator 1.9.1 5 & U 1.9

HIEEEOR S =N
*lopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml' | 3 % 5% 7E 7
7 1 JL CTONTAP MediatorlCieftEINE T, CDT 7AILICIE. UTDBMEDEENF T ©

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.srl'

* “cert_path' & & U ‘key_path' (g —/N\N—FRAZEZH T,
* ca cert path. ca key path. H&U ‘ca_serial_path'l& CAFFRAEZEH T,
FliE
1. §RTOD intermediate.* 7 7 1 L EH— RN—FT 1 QFAEICEI BRI I,
2. “intermediate.crt' $ & Uf “ontap_mediator_server.crt sEFAEN SEEAEF T — > FERL F T :

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

83



84

3. “/opt/netappl/lib/ontap_mediator/uwsgi/ontap_mediator.ini' 7 7 1 L= EF L £,

‘mediator cert'. ‘mediator key'. H&U
‘ca certificate DEZEHLET :

set-placeholder = mediator cert =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° “mediator_cert | “ontap_mediator_server_chain.crtt 7 7 1 JLD/NZATY,

° mediator key value'l& ‘ontap mediator server.crt ' 77 JILADF—/NATY
‘ontap mediator server.keyo

° “ca_certificate Bl “root_ca.crt 7 7 1 JILD/NX T,

4 FLSEMSNTIEERREDORDBENELKBRETNTVWS e 2R LET -
° Linux Z)L—FMDA—7F—: netapp:netapp
° Linux DMEPR : 600

5. ONTAP Mediatorz Bic#hL £ :

systemctl restart ontap mediator

ONTAP Mediator 1.8 L{Fi

FERRE DERE I
*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml' | & % 5% 7
7 1 JL CONTAP MediatorlCIREENE T, CDT 7AILICIE. UTDEBMERZTENE T ©

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca_serial path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl'



* “cert_path' & KU “key_path'lgH —/N\N—FBHEZH T,
* ca_cert path. ca key path. & U ‘ca_serial_path’l& CAFFBAEZEH T,
FlE
1. IRTD ca* 7 7MW EY—RN—FT 1 DIABAEICEZHRIF T,
2. “ca.crt KU ‘ontap_mediator_server.crt SEEAZED SEERZEF =t — > HERL X9 ¢

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt

3. *Jopt/netappl/lib/ontap_mediator/uwsgi/ontap_mediator.ini' 7 7 1 LEZEBH L £,

‘mediator cert'. ‘mediator key'. &Y
‘ca_certificate DEZEFHLFT :

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° “mediator_cert'{El3 “ontap_mediator_server_chain.crt 7 7 1 JLD/N X TY,

° mediator key value'ld ‘ontap mediator server.crt ' 7 F7AJIADF—/NXTT
‘ontap mediator server.keyo

° “ca_certificate &l “root_ca.crt 7 7 1 ILD/NZA T,

4 FLERSNTIEERREDRDBENELKBRETNTVS e ZzHERLET -
° Linux Z)L—FMDA—7F—: netapp:netapp
° Linux O1ERR : 600

5. ONTAP Mediatorz BB L £ :

systemctl restart ontap mediator

2TV T4 AT 3>T Y= RN—FT 1 DHRZICHDONR F-13&eE=FERALET

ONTAP Mediator 1.10L4p%

‘intermediate.* UANDRDEBI TH— RN—FT 1 OFBE%=FEAL =D . BDFBFAICRE
LD T3 HTEET,
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FIE

1. */opt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.user_config.yaml 7 7
1IL%FEEL T, “ontap_mediator.config.yaml' 7 7 1 JLADT 7 # )L FOZHEE LEZL X9,

‘intermediate.crt ZPKIMENSEIEL. TDOMWER intermediate.key %&
‘/opt/netapp/lib/ontap mediator/ontap mediator/server config DIFFTIC
RETBHEE.

‘ontap mediator.user config.yaml ' 7 7TJLIEZRDFIDLSICHD FT !

‘intermediate.crt' Z M L T “ontap_mediator_server.crt SEBAZICE% L 1-3HA.
@ ‘intermediate.srl’ 7 7 A ILAAER INE T, FHICOWVWTIE. AT7wv 72— F/{—
T4 DCASERAE CTE L L TH—N—GIREZEMT2ZBRBL TLETL,

[root@mediator host server configl# cat

ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca_serial path:



'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.srl'

a. “root_ca.crt' sSEFAZEH' “ontap_mediator_server.crt' SERAZE ICE % T 5 Cintermediate.crt SERAZ % 17
9 ZEEEREZFER L TLW3I58IE. Cintermediate.crt SEABE &
‘ontap_mediator_server.crt SEEBE N SAFRAE F T — > = ERL L £ ¢

@ FIEDRVERFET. PKI #E8H 5 intermediate.crt SEEAE &
‘ontap_mediator_server.crt ZAFRAZE ZEF L TE K BENRH D 7,

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

b. */opt/netapp/lib/ontap_mediator/uvicorn/config.json' 7 7 1 L= B L £ 7,

“ssl _keyfile'. ‘ssl certfile'. XU
"ssl ca certs’ DIEZEFHFLET .

ssl keyfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

ssl certfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

ssl ca_ certs:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

= “ssl_keyfile fEl& “ontap_mediator_server.crt 7 7 1 JLIRD F —/V X T\
‘ontap_mediator_server.key T,

* “ssl_certfile'{E|& “ontap_mediator_server _chain.crt 7 71 JLD/NA T,

* “ss|_ca_certs &S ‘root_ca.crt 7 71 JLD/NA T,

HTTPS THERL & 117=ONTAP Mediatorz {£F3 9 % SnapMirror7” 7 7« 7 EHIY
2 X2 H & UMetroCluster IPHER DZEIE. ONTAPY 5 X R|C

@ “intermediate.crt & & U “root_ca.crt FEFAZ % BM T 2 HEHLH D £
95 "SnapMirror 77 7« JREIEED 7= I ONTAP Mediator ¥ 7 5 X X % :R7E
9 3"$H & U"MetroCluster IPAEELF DONTAP Mediatorz #8m L £ 9" 8B L
TLIZE0,

CHLLEREINIGEIAZDRDEBMENELKHRESNTVWB =L £T !
* Linux Z)L—7FDA—7F—: netapp:netapp
* Linux OHERR : 600
2. RET 7L TIARAENBEF I N5, ONTAP Mediator ZHEEE L £ 9
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systemctl restart ontap mediator

ONTAP Mediator 1.9.1 5 & U 1.9

‘intermediate.* " UANDRDHZEITH— R/N—F 0 OEBERFRAL =D, FIDSFRICHFEE
LD T3 HTEET,

FIE

1. */opt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.user_config.yaml 7 7
1 )LZFKE L T, “ontap_mediator.config.yaml' 7 7 1 LADT 7 # )L FOEE=Z LEZL X T,

‘intermediate.crt ZPKIMEINSEUS L. ETOMWEHE intermediate.key %&
‘/opt/netapp/lib/ontap mediator/ontap mediator/server config DIFFFIC
RET ZHE.

‘ontap mediator.user config.yaml ' 7 71 JLIZRDFDKSICHED FT !

‘intermediate.crt' Z /A L T “ontap_mediator_server.crt SEBAEICEL L1358
@ ‘intermediate.sr’ 7 7 A ILAAERSNE T, FFEICOVWTIE. XA7v 72 T—R/N—
T4 DCAGERAE TEAL T —N—BRZEZER T2 Z2BRL T L,

[root@mediator host server configl# cat

ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'



ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca_serial path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.srl'

a. ‘root_ca.crt' sSEBHE N “ontap_mediator_server.crt sSEBAEICE R T B “intermediate.crt SEFAE % 12
HY 2AEEEEEZFERL TLWBIHESIFE. intermediate.crt SEFAE &
‘ontap_mediator_server.crt SEERENSAEFAE F T — U HERL L £ ¢

(D FIEDRWVERPET. PKI #E3H 5 “intermediate.crt SIERAE &
‘ontap_mediator_server.crt ZAFBAZE Z AR L TE K BENH D 7,

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

b. */opt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini' 7 7 1 L= EBFH L £,

‘mediator cert’. ‘mediator key'. H&U
‘ca_certificate DEZEFHLFT :

set-placeholder = mediator cert =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or_ server chain.crt

set-placeholder = mediator key =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

mediator_cert' {Eld “ontap_mediator_server_chain.crt 7 7 1 JLD/NX TE,

* ‘mediator_key {3 “ontap_mediator_server.crt' 7 7 1 LD F —/V X T\
‘ontap_mediator_server.key' T9,

* “ca_certificate fE|& ‘root_ca.crt 7 7 1 JLD/XA T,
SnapMirror ¥ % Z#ik#ttE (SM-BC) 75 X2 DHZEIE. intermediate.crt' &
@ KT “root_ca.crt SEBBEZONTAPY 5 X ZIEBMT 2HEBENH D F

95 "SnapMirror 72 7« 7REIEED 7= | ONTAP Mediator & 7 5 X R % 5&TE
T5"EBRLTLIZEL,
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C HLLEMINTAZDXRDBEMNELSBRESNTWVWA L ZHERLET !
* Linux Z')L— DA —7+—: netapp:netapp
* Linux OHERR : 600
2. RET 7L THAEHLEHF SN 5. ONTAP Mediator *HBIEE L £ 7,

systemctl restart ontap mediator

ONTAP Mediator 1.8 L{Fi

‘ca. A DRIDREITY — R N—T « OFEEAZEZ A LD BIOBARICRELIED TS
CHTEET,

FIE

1. *Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.user_config.yaml’ 7 7
1L %ZKEL T, ‘ontap_mediator.config.yaml' 7 7 1 LADT 7 # )L FDZEHEE FEZL X T,

‘ca.crt ZPKIMEANSEIEL. TOWER ca.key %

' /opt/netapp/lib/ontap mediator/ontap mediator/server config DIFFRIC
REIBEE.

‘ontap mediator.user config.yaml ' 7 71 JLIZRDBIDLSICHED FT !

“ca.crt’ Z f£F L T “ontap_mediator_server.crt sEFAEICEZ LIBE. casl 7740
() AvEmSnET, SEICOWTE, 27 v 72 ¥ —K/{—7 1 DCATEHAE T4
LTH—N—GREZER T 2Z8RBL TV,

[root@mediator host server configl# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:



'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’
ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl’

a. “root_ca.crt' sSEFHZE N “ontap_mediator_server.crt sSEBAEICER T S “ca.crt SIFBE % IRt 9 S 5IHE
EREEFERLTWVWSHEEIE. ‘cacrtSEBHZE ¢ “ontap_mediator_server.crt' SEEFE D S EERRE F
T—>%ERLET :

@ FIEDFRWVERPET. PKI #E8H 5 “ca.crt' SEBAE & “ontap_mediator_server.crt' SEFH
ETRRLTEBELHD FT,

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt

b. */opt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini' 7 7 1 L= EBFH L £,

‘mediator cert’. ‘'mediator key'. BXUY
‘ca certificate DEZEHMLEXT :

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

* “mediator_cert'{El& “ontap_mediator_server_chain.crt 7 7 1 JLD/NX TY,

* ‘mediator_key {3 “ontap_mediator_server.crt' 7 7 1 LD F —/V X T\
‘ontap_mediator_server.key' T9,

* “ca_certificate fEld “root_ca.crt 7 7 1 JLD/NX T,

SnapMirror ¥ % X (SM-BC) 75 X2 DIFEIFE. ‘cacrt B&LU

@ ‘root_ca.crt sSEFHZ % ONTAPY S XA R IEBMT 2HEHLH D £, "SnapMirror
7O T4 7EEADT=HIZ ONTAP Mediator £ 7 5 XA R ZRET 3" BB L T
<TET W,
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C.HLLEREINIGEEAZDRDEBMNELKHRESNTVWB =L £ T !
* Linux Z')L— DA —7+—: netapp:netapp
" Linux OMEPR : 600
2. RET 7L TIRAENBEF I N5, ONTAP Mediator ZHEEE L £ 7

systemctl restart ontap mediator

ONTAP MediatorDiFBAZREDRIED S TN a—FTa >

SERREOMEX b ST a—Ta 0 93BICIE. TS50 F oy 7EB®FERALT
SERAZED ONT ¢ ZHEEEL TLEE LY,

SAE O AR AT 3

SFRREDAEREE BT BICIE. KOO REFEALET,

ONTAP Mediator 1.9L([%

[root@mediator host server config]# openssl x509 -in intermediate.crt
-text —-noout
Certificate:

Data:

Validity
Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

ONTAP Mediator 1.8 L{Fi

[root@mediator host server config]# openssl x509 -in ca.crt -text
-noout
Certificate:

Data:

Validity

Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

CAEBAZE(CH (T3 X509v3 LR DAREE
KDY RZERL T, CARERRZE D X509v3 HLRIEREZREEL £ 95
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ONTAP Mediator 1.9L([%

‘openssl ca.cnf WD “*v3 ca* TERINLTONT 1 IE
‘intermediate.crt Tl "X509v3 extensions & L TEREIRINZEFT,

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server configl# cat openssl ca.cnf

[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeylIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server configl# openssl x509 -in intermediate.crt
—-text -noout
Certificate:

Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

ONTAP Mediator 1.8 ULl

‘openssl ca.cnf D “*v3 ca* TERSNLTONTAIE. “ca.crt T
*X509v3 extensions & LTERRINZET,

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server config]# cat openssl ca.cnf
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[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeylIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server config]# openssl x509 -in ca.crt -text
-noout
Certificate:

Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

H—N—FFRErH T U FOREBERBICEIT S X509v3 HLRIEBER IREET 5

‘openssl server.cnf M7 7ML TERINT: "v3 req  7ONTrld. SEFAEAT
*X509v3 extensions & LTERRINZEXT,

XDFHITIE. ONTAP Mediator h*f > X k=)L TN TL B Linux VM T “hostname -A'$ & Tf “hostname -I" 1
IYRERTIBIET. ‘alt names I a VRHOEH BB TEET,

THOELWMEICDOWTIE. *y bT—IEEBZFICHEEL TLIETE L,

ONTAP Mediator 1.9L([%

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server config]# cat openssl server.cnf
[ v3 req ]

basicConstraints = CA:false
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extendedKeyUsage serverAuth

keyUsage
subjectAltName

keyEncipherment, dataEncipherment

@alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-vb6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abed:abed

[root@mediator host server configl# openssl x509 -in intermediate.crt
-text -noout
Certificate:

Data:

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcecd:abcecd:abed

ONTAP Mediator 1.8 L{Fi

[root@mediator host server configl# pwd

/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@mediator host server configl# cat openssl server.cnf

[ v3 _req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 abcd:abcd:abcd:abcd:abcd:abcd
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[root@mediator host server config]# openssl x509 -in ca.crt -text
-noout
Certificate:

Data:

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcecd:abced:abed

MERHIGEAZS C—BL TVWB =R T 5
BEOWERNIAZT L — I 3NN ZHRTETE I,

F—CEREICH L TENZENR®D OpenSSL AV REFEAL T,

ONTAP Mediator 1.9L([%

[root@mediator host server configl]# openssl rsa -noout -modulus -in
intermediate.key | openssl md5

Enter pass phrase for intermediate.key:

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

[root@mediator host server configl# openssl x509 -noout -modulus -in
intermediate.crt | openssl md5

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

ONTAP Mediator 1.8 L{FT

[root@mediator host server configl]# openssl rsa -noout -modulus -in
ca.key | openssl mdb

Enter pass phrase for ca.key:

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

[root@mediator host server config]# openssl x509 -noout -modulus -in
ca.crt | openssl mdb

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc
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M7 D -modulus’ BIEH —H T 3355, WRRBLIAZORTICEHRENDHD . HEICHECE S 2R
L&,

B —N—EERRENREDCASERAZE D SIER S NIcC L 2 HEER 9
ROAR Y FfERAL T, Y—N—SFAEIMEDCASERAEN SIE SN TVLWB CE ZHEETE X T,

ONTAP Mediator 1.9L([%

[root@mediator host server configl# openssl verify -CAfile root ca.crt
-—-untrusted intermediate.crt ontap mediator server.crt

ontap mediator server.crt: OK

[root@mediator host server config]#

ONTAP Mediator 1.8 ULl

[root@mediator host server config]# openssl verify -CAfile ca.crt
ontap mediator server.crt

ontap mediator server.crt: OK

ZYZ4VEAEXT—4 X 7O KJL (OCSP) #RikzfERA L TW3IFEIE. IV Ropenssl-verify" % &
RALEY,

ONTAP Mediator®7r X FOSZRFT B

BEANT A —IVAEEIRT B0, ONTAP Mediator D7R X k OS A ERIRYIC X
VTFFIURATINTWVWBR 2R L TLIESLY,
R LD)T—Fk

IS ZAADEBRIREICH S TBRICOARI FZEBEE L T IV, ONTAP Mediatorh’4 7541 > D
lE. V5 RARIIEEICHIGTETEFHA. BEFTBHIC. XTFVRADEBEZEREL TSIV,

ONTAP Mediator (T EEEEICEEIMNICER L. ONTAP 25 XX X DUBICHRESNT-BREBAHNLE
ER

KA NYT—DEH

A—FINZRSIRNTDSA T IV EByumN\y T —CZBHLE T, BEEZEMICT B DICHERIZE
id. RA+ZBEFHLET, KA M 2BEHTIEIC. Y—EXVr 2V FIZERTPa—-I)LLET,

‘yum-utils N T —=JF A VA =)L T B58IE.  needs-
restarting" AN Y REFEHALT. Ny T —COEBICHBESDURENE SHZHEELET,
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ZEITT<ICIFERICA SR L=, ONTAP Mediator D&ZEREGR 2 EH L1-BIFEREH L T ET L,

RAFOSAH—RILETYTIL—FTB

SCSTIE. AL TWA3A—RILICEDLETAVNTILTIHNELRHD FT, OSET7 v 77— T 3BICIE.
ATFIZADHDOEEE R TS a—ILT232HRELHD T,

He 9 BHEIIC

SCST /X\w4 —<% ONTAP Mediator £ £ B IcA VR M—ILT B3EEE. ROBEIABEREINE T,
CH—HRILEBRSIRTOZATZUNYyTF—S%BHTTEIH. ONTAP MediatoriCEE# AT B 1C

FEEHVVBRICEIGEENDD LY. BEIDVVEREEIE. 4V VXA LR TP 2a—-I)LLTLES
LYo

*OSH—FRIEZRFDREICHITL TLIET VW, A—FRILOT7 %, "ONTAP Mediatord/N\—2 3 > k1w
JANCHREHINTWVWBRTR—ENARN=a3 N7y TIL—RLTLETW, YXATLEZEEHT I
BENH Do, FIHEBREICHEI TAYTFH Y AEBERITTLETL,

° BEEE T BRIICSCSTA—RILED 2 —ILZT YA YA b=I)LL. EOBBAIVRAL—ILLET,
c A= OS DTy TIL— Rz T 3. BAIYA—ILTB3HR-IEREN—-2320
SCST =z #{HL £ 9,

HTTPS &% H7R— k9% ONTAP Mediator 1.12 LIfE% 1 > X b—)L L 7=3B4&. SCST /\v
@ F—JIEA YA R=ILEINTHEST. KX+ 0S A—FJLIE ONTAP Mediator |C B &% 5% 3
CEBLKTYIIL—RTEET, 7vTIL—FRFEICOWTIE. RXFOSDY a7l
HEBBLTLIEETL,
Fig
RIAMOS A—FIINETYTITL—RT3ICIE. ROFIBICHREWLE T,
H—FI)IE 7w T L—RT3E1IC. OSEONTAP Mediatord/N\—> 3 VICE#BEERH D Z &
() EmRLTETV. $H— FSATVS A=Y 3 VITDWTH, "0SOH K — MR 25
L TLIETL,
1. ONTAPX T4 I —&X—%{EIEL T,

2. SCSTNY T —=SHTIUAVAM=ILLET, [FRAFDAYTF U 2AEEITITZ)ZBBLTIETL,
(SCSTTIE 7 v UL —R XWX LIFRHEINFEA, )

3. 0SE7wvTIL—RL. UT—FLZEFT,
4. SCSTNY T —SHBAVAR—=ILLET,
5. ONTAP Mediator #BEB®MICL £ 9,

RAMDAYTF U R%2ERITTS

VMAO—IWN%ZT7vTFIL—RF3E. SCSTED a—ILEOE#RMEOBENRET BRIEENHD X
Yo SCSTZFH TV VAV Ab—ILL. BAYRXAF—=JLLTLIZE LY,

@ HTTPS O &% 7R— k9% ONTAP Mediator 1.12 g%z 1 > X b—)LL73FE. SCST /Vw
T=IRBA VA =ILENTUVARWED., CORIAVIFRFYTTEET,
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ATV T1.:SCST2#T7 VA >VRAM—ILT3B
SCSTH 7MY AM—=ILTBICIE. ONTAP Mediator N\— 3> D tar NV RILEFERBLE T,

FE
1. @74 SCST NV RIL CROFXREER) 24U >O—RLTHEELET,

CDON—23>TIE... CDtar N FILEFRALTZT0...
ONTAP Mediator 1.12.1 scst-3.10.tar.gz
ONTAP Mediator 1.12 scst-3.10.tar.gz
ONTAP Mediator 1.11 scst-3.9.tar.gz
ONTAP Mediator 1.10 scst-3.9.tar.gz
ONTAP Mediator 1.9.1 scst-3.8.0.tar.bz2
ONTAP Mediator 1.9 scst-3.8.0.tar.bz2
ONTAP Mediator 1.8 scst-3.8.0.tar.bz2
ONTAP Mediator 1.7 scst-3.7.0.tar.bz2
ONTAP Mediator 1.6 scst-3.7.0.tar.bz2
ONTAP Mediator 1.5 scst-3.6.0.tar.bz2
ONTAP Mediator 1.4 scst-3.6.0.tar.bz2
ONTAP Mediator 1.3 scst-3.5.0.tar.bz2
ONTAP Mediator 1.1 scst-3.4.0.tar.bz2
ONTAP Mediator 1.0 scst-3.3.0.tar.bz2

a. "SCST SourceForge A 7 > O— R"WoFd =TV =X N Tr—JICT70E2ALET,
b. *Download released versions*% &R L £ 7
. NYRILZ VM ICHEHL £,
2 sest TA L MURTRDTZ VA VA =)L AX Y RZEITLET
ad. systemctl stop mediator-scst
b. make scstadm uninstall
C. make iscsi uninstall
d. make usr uninstall
€. make scst uninstall

f. depmod

ATwT2.8CSTZzA VA M—ILT B

SCSTZFHTA VR —ILTBICIF. A1V b—ILENTWVB/N—23 > D ONTAP Mediator TEFATN 3
SCSTtar N> FILAMETY (SCSTT—TILARPT—TIILZER) ,

2R E
* ONTAP Mediatorz 1 > X k—JL g ZRIICCDFIEEETLTLIEET WV, FEHALTWVWABSCSTO/N—-S 3>
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HONTAP Mediator1 VX b—ZICNAY RILETNTVWBRN=23 >V KDBFLVWEE. 10X =51
COFIEERF Vv TLET,

*HBEICES2TE. Py T T L—RENOSIINY FHREBER IO, 7vTJL—RENTOSADSCST
DT T A EA VA=K T B EDBD ET,

ONTAP Mediator 1.12.1 AR Tld. 1> XA F—ILHKRB L 7155, /usr/local/bin/mediator_repair_scst |
H3 SCSTEEY—INEZFRLTA YA M—IILZBETET T,

Ty T L—RENT 0S Iy FHRBRIFE. V—ILIZIE ONTAP Mediator /N —JICEMR TN T
W3 SCSTDON—2 a3 VEDONYFHAEENTWVWET, “mediator_repair_scst™Y —JLIFHBEDY —JL T
HD. XA VA2 A —=F—IFFIC. ONTAP Mediator 'tgz' 7 7 1 ILRIZ/Nw 7 —J3NTVE

o ONTAP Mediator D1 VX b—=ILE X7 v T L—RFIBICIZFEL FH A

FIE
1. sest 74 LY FUTROA VA R—)LOAY Y RERITLET !
a. make 2release
b. make scst install
C. make usr install
d. make iscsi install
€. make scstadm install

f. depmod

HDTA VA R—I)LZEITL. ONTAP MediatorzEFiic1 > X —ILT3ESIE. K
DFIBISECHNICKDAY Y RERTLET ©

®

mkdir -p
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys

9. cp scst/src/certs/scst_module key.der
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/

h. patch /etc/init.d/scst < /opt/netapp/lib/ontap mediator/systemd/scst.patch

FIE > X b —ILEFICONTAP Mediator®DHiIICSCSTZ FHiICT > X b—ILT 2I5E
(D) B COFBERFYTLTET V. 7YX b—FIck > CHET BSCST/ y F1¢
BAShET,

2. F772a>e LT £Fa7 T—rBEMIB > TVWEIHEIE. BRSTIFIROFIEZEITLET -

a. scst vdisk. scst. KLU iscsi_scst ED a—ILDRET 7 AMILEZRELET -

[root@localhost ~]1# modinfo -n scst vdisk
[root@localhost ~]# modinfo -n scst
[root@localhost ~]1# modinfo -n iscsi scst

b. A—ILU—XZzMHRLFT :
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[root@localhost ~]1# uname -r

CBEDa—ILI7MINEh—RILTERLET !

[root@localhost ~1# /usr/src/kernels/<KERNEL-RELEASE>/scripts/sign-
file \sha256 \
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
le key.priv \
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
le key.der \

_module-filename

d 727—LOx 7 HICUEFI F—%2 41> X —=ILLE T,
UEFIF—DA YA F—=ILFIBICDOWVWTIE. UTEEBBLTLLETL,

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.module-
signing

ERENTUEFIF —ITRDGFRICHRIFINE T,

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module key.de
r

3. PRTFLEBEHMLET !

reboot

RAMDERR NG EIZSIPOEE
AR E
* CODYEEIZ. ONTAP Mediator #-1 > X b—JL L7z Linux "X R TRITLTLEEET L,

* ONTAP Mediator 1 A b —=JLLT=RBICKRRA MEFIFZIP 7P RLADREESN-HICECELIAS
BEMTHRLLBL2TZZBEICOHI. CNEETLTLIET L,

RN ECERRAEZERTCESI Y - RN—T s DIRAZSICETRZIRIZ. COXRTZ2FERALT
AERAEZBEML_BV_TLRETV, BEELAZEZHEHETRVEEIE. COFIRIIEATEIE
Ao

FIE
BEDKRI bO—KHNBEHCERIAZSZERLET !

1. ONTAP Mediatorz Big8i L £ 7 :

./make self signed certs.sh overwrite
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[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
support@netapp.com

Getting CA Private Key

[root@xyz000123456 server configl# systemctl restart ontap mediator

ONTAP Mediator® 77 >1 > XA =)L

MEIZIGEL T, ONTAPHO'SHIRT L 728 & ICONTAP Mediatorz 7> > XA b—JLL F
ER

HIR Y B HIIC
ONTAP 55 ONTAP Mediator ZHIFR Y B HIIC. YT B2HENHD £,

B2 UNE
CDIEEIZ. ONTAP Mediator -1 > X b—JL L7z Linux RX R TERITLTL T LY,

COOAXRY RZERITTERVGEEIE. ROBIDESICHENRAZFEALTIAN Y FZERITIZHEDNDD F
ERS

/usr/local/bin/uninstall ontap mediator

FIE
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1. ONTAP Mediator 7> > XA b—J)LLET :

uninstall ontap mediator

[root@mediator-host ~]# uninstall ontap mediator

ONTAP Mediator: Self Extracting Uninstaller

+ Removing ONTAP Mediator. (Log:
/tmp/ontap mediator.GmRGdA/uninstall ontap mediator/remove.log)

+ Remove successful.

[root@mediator-host ~]#
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Mediator

* "ONTAP Mediator 1.12.1ICB8 9 3 B 5HE"
* "ONTAP Mediator 1.11ICR8 g 3 &S558

* "ONTAP Mediator 1.10ICB§ 9 3 &5 5"
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