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ONTAP Mediator will be upgraded from version <current-version> to <new-
version>.

Do you wish to continue? Y(es)/n(o):
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[root@mediator host ~]# ontap-mediator-1.11.0/ontap-mediator-1.11.0

ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive
+ Performing the ONTAP Mediator run-time code signature check
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Using openssl from the path: /usr/bin/openssl configured for
CApath:/etc/pki/tls
+ Unpacking the ONTAP Mediator installer
ONTAP Mediator requires two user accounts. One for the service
(netapp), and one for use by ONTAP to the mediator API
(mediatoradmin) .
Using default account names: netapp + mediatoradmin

Enter ONTAP Mediator user account (mediatoradmin) password:
Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode

+ Checking for default Linux firewall

+ Installing required packages.

Last metadata expiration check: 0:03:56 ago on Mon 20 Apr 2026
02:49:08 PM EDT.

Package openssl-1:3.5.1-7.el9 7.x86 64 is already installed.
Package openssl-devel-1:3.5.1-7.el9 7.x86 64 is already installed.
Package kernel-devel-5.14.0-611.45.1.el19 7.x86 64 is already
installed.

Package kernel-modules-core-5.14.0-611.45.1.e19 7.x86 64 is already
installed.

Package gcc-11.5.0-11.e19.x86 64 is already installed.

Package make-1:4.3-8.e19.x86 64 is already installed.

Package which-2.21-30.e19 6.x86 64 is already installed.

Package libselinux-utils-3.6-3.e19.x86 64 is already installed.
Package patch-2.7.6-16.e19.x86 64 is already installed.

Package perl-Data-Dumper-2.174-462.e19.x86 64 is already installed.
Package perl-ExtUtils-MakeMaker-2:7.60-3.el9.noarch is already
installed.

Package bzip2-1.0.8-10.el19 5.x86 64 is already installed.

Package efibootmgr-16-12.e19.x86 64 is already installed.

Package mokutil-2:0.7.2-1.e19.x86 64 is already installed.

Package python3-pip-21.3.1-1.el9.noarch is already installed.
Package elfutils-libelf-devel-0.193-1.e19.x86 64 is already installed.
Package policycoreutils-python-utils-3.6-3.el9.noarch is already



installed.
Package python3.12-3.12.12-4.e19 7.2.x86 64 is already installed.
Package python3.12-devel-3.12.12-4.el19 7.2.x86 64 is already
installed.
Dependencies resolved.
Nothing to do.
Complete!
OS package installations finished
+ Installing ONTAP Mediator. (Log: /root/ontap mediator.uigddi/ontap-
mediator-1.11.0/ontap-mediator-1.11.0/install 20260420145003.109)
This step will take several minutes. Use the log file to view
progress.
Sudoer config verified
ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/install 20260420145003.109)

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README
[root@mediator host ~1# ontap-mediator-1.12.1/ontap-mediator-1.12.1

ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

+ ONTAP MEDIATOR INSTALL HTTPS ONLY is set to '0O', args are: ''

+ Starting ONTAP Mediator install/update process: previous

installation mode is ''



ONTAP Mediator can be installed with iSCSI and HTTPS support, or
support for HTTPS only.

Do you wish to install ONTAP Mediator with iSCSI and HTTPS support?
Y(es)/n(o): yes

ONTAP Mediator will be installed with mode: ISCSI HTTPS

+ Selected install package mode: ISCSI HTTPS

ONTAP Mediator will be upgraded from version 1.11.0 to 1.12.1.

Do you wish to continue? Y(es)/n(o): yes
Capturing support bundle to save pre-upgrade configuration. API
Credentials are required.
Mediator API User Name: mediatoradmin
Password: Running plugins, please wait...

Creating tar archive...

Support bundle has been generated at

/opt/netapp/data/support bundles/scs001097036-1 1776711598 BASIC.tgz
Testing the DB can be upgraded

Cloning database...

Cloning successful.

Verifying database is up-to-date...

Database out-of-date.Migrations are necessary:

Current revision: 0d5dcf349b27, Head revision: 758e4873c40d
Performing database migrations against clone...

Migrations successful.

Database upgrade operation complete.

+ Adding python312 specific packages

+ Upgrading ONTAP Mediator. (Log: /root/ontap mediator.gwaGmU/ontap-
mediator-1.12.1/ontap-mediator-1.12.1/upgrade 20260420145942.109)

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause

service interruption.



For more information, see /opt/netapp/lib/ontap mediator/README
[root@mediator host ~]#

Y HTTPSD % %7K — 95 ONTAP Mediator®> 7 v 74 L — ROl (I>Y —IJLHH)
[root@mediator host~]# ontap-mediator-1.11.0/ontap-mediator-1.11.0
ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

ONTAP Mediator requires two user accounts. One for the service

(netapp), and one for use by ONTAP to the mediator API

(mediatoradmin) .

Using default account names: netapp + mediatoradmin

Enter ONTAP Mediator user account (mediatoradmin) password:
Re-Enter ONTAP Mediator user account (mediatoradmin) password:

+ Checking if SELinux is in enforcing mode

+ Checking for default Linux firewall

+ Installing required packages.

Last metadata expiration check: 0:33:41 ago on Tue 21 Apr 2026
10:48:35 AM EDT.

Package openssl-1:3.5.1-7.el9 7.x86 64 is already installed.
Package openssl-devel-1:3.5.1-7.el9 7.x86 64 1is already installed.
Package kernel-devel-5.14.0-611.45.1.el19 7.x86 64 is already
installed.

Package kernel-modules-core-5.14.0-611.45.1.e19 7.x86 64 is already
installed.

Package gcc-11.5.0-11.e19.x86 64 is already installed.

Package make-1:4.3-8.e19.x86 64 is already installed.



Package which-2.21-30.el9 6.x86 64 is already installed.
Package libselinux-utils-3.6-3.e19.x86 64 is already installed.
Package patch-2.7.6-16.e19.x86 64 is already installed.
Package perl-Data-Dumper-2.174-462.e19.x86 64 is already installed.
Package perl-ExtUtils-MakeMaker-2:7.60-3.el9.noarch is already
installed.
Package bzip2-1.0.8-10.el9 5.x86 64 is already installed.
Package efibootmgr-16-12.e19.x86 64 is already installed.
Package mokutil-2:0.7.2-1.e19.x86 64 is already installed.
Package python3-pip-21.3.1-1.el9.nocarch is already installed.
Package elfutils-libelf-devel-0.193-1.e19.x86 64 is already installed.
Package policycoreutils-python-utils-3.6-3.el9.noarch is already
installed.
Package python3.12-3.12.12-4.e19 7.2.x86 64 is already installed.
Package python3.12-devel-3.12.12-4.el9 7.2.x86 64 is already
installed.
Dependencies resolved.
Nothing to do.
Complete!
OS package installations finished
+ Installing ONTAP Mediator. (Log: /root/ontap mediator.JclgnS/ontap-
mediator-1.11.0/ontap-mediator-1.11.0/install 20260421112205.109)
This step will take several minutes. Use the log file to view
progress.
Sudoer config verified
ONTAP Mediator rsyslog and logging rotation enabled
+ Install successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/install 20260421112205.10g9)

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README
[root@mediator host~]#

[root@mediator host~]# tar -zxvf ontap-mediator-1.12.1.tgz



ontap-mediator-1.12.1/
ontap-mediator-1.12.1/csc-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.12.1/tsa-prod-ONTAP-Mediator.pem
ontap-mediator-1.12.1/csc-prod-ONTAP-Mediator.pem
ontap-mediator-1.12.1/tsa-prod-chain-ONTAP-Mediator.pem
ontap-mediator-1.12.1/0ONTAP-Mediator-production.pub
ontap-mediator-1.12.1/ontap-mediator-1.12.1
ontap-mediator-1.12.1/ontap-mediator-1.12.1.sig
ontap-mediator-1.12.1/ontap-mediator-1.12.1.tsr
ontap-mediator-1.12.1/ontap-mediator-1.12.1.sig.tsr

[root@mediator host~]#

[root@mediator host~]# ontap-mediator-1.12.1/ontap-mediator-1.12.1

--https-only
ONTAP Mediator: Self Extracting Installer

+ Extracting the ONTAP Mediator installation/upgrade archive

+ Performing the ONTAP Mediator run-time code signature check
Using openssl from the path: /usr/bin/openssl configured for

CApath:/etc/pki/tls

+ Unpacking the ONTAP Mediator installer

+ ONTAP MEDIATOR INSTALL HTTPS ONLY is set to 'l', args are: ''

+ Starting ONTAP Mediator install/update process: previous

installation mode is ''

+ Selected install package mode: HTTPS ONLY

ONTAP Mediator will be upgraded from version 1.11.0 to 1.12.1.

Do you wish to continue? Y(es)/n(o): yes
Capturing support bundle to save pre-upgrade configuration. API
Credentials are required.
Mediator API User Name: mediatoradmin
Password: Running plugins, please wait...

Creating tar archive...

Support bundle has been generated at

/opt/netapp/data/support bundles/scs001097036-1 1776785423 BASIC.tgz
Testing the DB can be upgraded

Cloning database...

Cloning successful.

Verifying database is up-to-date...

Database out-of-date.Migrations are necessary:

Current revision: 0d5dcf349b27, Head revision: 758e4873c40d
Performing database migrations against clone...

Migrations successful.



Database upgrade operation complete.
+ Adding python312 specific packages
+ Upgrading ONTAP Mediator. (Log: /root/ontap mediator.cRyOmN/ontap-
mediator-1.12.1/ontap-mediator-1.12.1/upgrade 20260421113003.109)
fapolicyd not installed or no rules.d directory found, skipping
fapolicyd configuration

ONTAP Mediator rsyslog and logging rotation enabled
+ Upgrade successful. (Moving log to
/opt/netapp/lib/ontap mediator/log/upgrade 20260421113003.1og)\n

+ Note: ONTAP Mediator generated a self-signed server certificate for
temporary use on

this host. If the DNS name or IP address for the host is changed,
the certificate

will no longer be valid. The default certificates should be
replaced with secure

trusted certificates signed by a known certificate authority prior
to use for production.

For more information, see /opt/netapp/lib/ontap mediator/README

+ Note: ONTAP Mediator uses a kernel module compiled specifically for
the current
0S. Using 'yum update' to upgrade the kernel might cause
service interruption.
For more information, see /opt/netapp/lib/ontap mediator/README

[root@mediator host ~1#

R OSE 7w I L —K L. ONTAP MediatorzEB -1 VXA b—JLF g7 v oL —
RLEYT

SCSTH A > X b —JLETNT-ONTAP Mediatord 7R X ROSEFH LWN—a 7y 5
L—Rd3ICIE. ONTAP Mediators 71 VA =L TI3HNELRHD FI, OSOT7 vV
T L—R#%. BED/N—3 > DONTAP Mediatorz B VXA =)L 32D FLLN
—o AVl TSI L—RTEET,

R EE

* TDHRRTIE. SCSTHA VX b—ILENT-ONTAP Mediator®/N\—> 3 VICBEBINE T, HTTPSO A
& H7R— k9 B0ONTAP Mediator 1.12&% 1 > X =)L L7356, SCSTNY T —JIE1A VA =)L E
9. ONTAP MediatoriCE# 523 < KA MOSE T v SIL—RTEEd, OSOT7vSIL
—RFIEIZDOWTIE. RAROSARIUYA—DRFa XY bESBBLTLIEETL,

*HLWOSU—=RIZT7YvTIL—FETIC. RRAFOS A—RILEZHR—FEINTWVWEIN—=S3 VICE
FITA3RITTEIVESIE. KHDIC "ONTAP Mediatord 7R 2 FOSERST T 5" #BB L TLIEEL,

* leapp-upgrade"’ — )L % {FF L TONTAP Mediator® 7R X ROS% 7w 4 L — R 9§ BHiIC. "ONTAP
Mediatord 7 >« > Z b —JL"s TDY =)L, BERBEAHDURD FUIZFHTLVLRPMN— 3 AR WLD
ZHERLET,


uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html
uninstall-mediator-task.html

* ONTAP Mediator-f > X b—=ZF.rpm7 71 )L+ > XA F—=JLL £ H leapp-upgrade —JLIZC DT 7
TNZBRENRICEDE T, T VA M—FR@BEBHEBEAVRS IS T 7AILERT7>O—RTZDTIE
B BRTDBHO. V=ILETvTIL—RERDIFZ e TE EFA N T—CETF AV
— L9 3ICIE. leapp-upgradey — L ZERATZ2HNEHLHD X9,

FE
1.0 727141V EaNvIT7vITLET .

[rootmediator-host ~]# tar -czf ontap mediator file backup.tgz -C
/opt/netapp/lib/ontap mediator ./log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]# tar -tf ontap mediator file backup.tgz
./log/

./log/ontap mediator.log

./log/scstadmin.log

./log/ontap mediator stdout.log
./log/ontap mediator requests.log

./log/install 20230419134611.log

./log/scst.log

./log/ontap mediator syslog.log

./ontap mediator/server config/ontap mediator.user config.yaml
[rootmediator-host ~]#

2. leapp-upgrade V—ILZERLTT7 Y I L—R%ZRITLET :

[rootmediator-host ~]# leapp preupgrade --target 9.8
..<snip upgrade checks>..
..<fix issues found>..

[rootmediator-host ~]# leapp upgrade --target 9.8
..<snip upgrade>..

[rootmediator-host ~]# cat /etc/os-release | head -2

NAME="Red Hat Enterprise Linux"

VERSION="8.4 (Ootpa)"

[rootmediator-host ~]#

3. ONTAP Mediators B > X h—IJLLET :

C) O 771 ILHRDONE WK SIS, ONTAP Mediatord BT > X b —)L#& T <IZFRD OFIE
ZRITLTLRE L,

[rootmediator-host ~]# ontap-mediator-1.12.1/ontap-mediator-1.12.1

ONTAP Mediator: Self Extracting Installer
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..<snip installation>..

[rootmediator-host ~]1#

4. ontap_mediatorzf2IEL £ 9 :

[rootmediator-host ~]# systemctl stop ontap mediator

[rootmediator-host ~]#

S. OJ 77N EEHAFT !

[rootmediator-host ~]# tar -xf ontap mediator file backup.tgz -C

/opt/netapp/lib/ontap mediator

[rootmediator-host ~]#

6. ontap_mediatorx{cE L £ 9 :

[rootmediator-host ~]# systemctl start ontap mediator

[rootmediator-host ~]#

7. $RTODOONTAPY S XA % 7w I L— K L7-ONTAP MediatoriCB#ZE#Hi L £ 9 :

IP#2H D MetroCluster

siteA::> metrocluster configuration-settings mediator show

Mediator IP Port Node Configuration

Connection

172.31.40.122

Status Status

31784 siteA-node?2 true false
siteA-nodel true false
siteB-node?2 true false
siteB-node?2 true false

siteA::> metrocluster configuration-settings mediator remove

Removing the mediator and
may take a few minutes to
Please enter the username
Please enter the password

disabling Automatic Unplanned Switchover. It
complete.

for the mediator: mediatoradmin

for the mediator:

Confirm the mediator password:

Automatic Unplanned Switchover is disabled for all nodes...

Removing mediator mailboxes...

11



Successfully removed the mediator.

siteA::> metrocluster configuration-settings mediator add -mediator
-address 172.31.40.122

Adding the mediator and enabling Automatic Unplanned Switchover. It may
take a few minutes to complete.

Please enter the username for the mediator: mediatoradmin

Please enter the password for the mediator:

Confirm the mediator password:

Successfully added the mediator.

siteA::> metrocluster configuration-settings mediator show
Mediator IP Port Node Configuration
Connection

Status Status

172.31.40.122

31784 siteA-node?2 true true
siteA-nodel true true
siteB-node?2 true true
siteB-node?2 true true

siteA::>

SnapMirror7” 7 7« J[EHA

SnapMirror Active Sync DIFE. /opt/netapp DAEBICHREIN TS TLSIEAEZHA VX h—ILT3
WE(IHD £ Ao, lopt/netapp ICREFSNTWVWBIRAZEZ NI 7 v L TETLTLLEET L,

peerl::> snapmirror mediator show
Mediator Address Peer Cluster Connection Status Quorum Status

172.31.49.237 peer?2 unreachable true

peerl::> snapmirror mediator remove -mediator-address 172.31.49.237
-peer-cluster peer?2

Info: [Job 39] 'mediator remove' job queued

peerl::> job show -id 39

Owning
Job ID Name Vserver Node State
39 mediator remove peerl peerl-nodel Success

Description: Removing entry in mediator



peerl::> security certificate show -common-name ONTAPMediatorCA
Vserver Serial Number Certificate Name Type

4A790360081F41145E14C5D7CE721DC6C210007F
ONTAPMediatorCA server-
ca
Certificate Authority: ONTAP Mediator CA
Expiration Date: Mon Apr 17 10:27:54 2073

peerl::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peerl::> security certificate install -type server-ca -vserver peerl

Please enter Certificate: Press <Enter> when done
..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.

The installed certificate's CA and serial number for reference:
CA: ONTAP Mediator CA
serial: 44786524464C5113D5EC966779D3002135EA4254

The certificate's generated name for reference: ONTAPMediatorCA

peer2::> security certificate delete -common-name ONTAPMediatorCA *
1 entry was deleted.

peer2::> security certificate install -type server-ca -vserver peer2
Please enter Certificate: Press <Enter> when done

..<snip ONTAP Mediator CA public key>..

You should keep a copy of the CA-signed digital certificate for future
reference.

The installed certificate's CA and serial number for reference:

CA: ONTAP Mediator CA

serial: 44786524464C5113D5EC966779D3002135EA4254

The certificate's generated name for reference: ONTAPMediatorCA

peerl::> snapmirror mediator add -mediator-address 172.31.49.237 -peer

13



-cluster peer?2 -username mediatoradmin

Notice: Enter the mediator password.

Enter the password:
Enter the password again:

Info: [Job: 43] 'mediator add' job queued

peerl::> job show -id 43

Owning
Job ID Name Vserver Node State
43 mediator add peerl peerl-node? Success

Description: Creating a mediator entry

peerl::> snapmirror mediator show

Mediator Address Peer Cluster Connection Status Quorum Status
172.31.49.237 peer?2 connected true
peerl::>

BEE R

* "security certificate delete"

* "security certificate install"
*"tF¥al) T AREORT"
* "SnapMirror Mediator add"

* "SnapMirror Mediator D HlJFR"

* "storage iscsi-initiator show"

ONTAP Mediator® B %= HET D

SFEREREEDHRECHER DO LEZT A Y. ONTAP Mediator®d 7R X FMAIBEZRETE £
ER

ONTAPXF 4 T—4—DHREIEH

ONTAP Mediatorid. W DO DEREAREAERZYR—FLTWET, CNOSDREDT 7 4L MBI,
‘low_space_threshold_mib: 10 5tABDBERT7 7ML TIREINE T, 777 ILIIULTOBRICHD 7 :

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.user c
onfig.yaml
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https://docs.netapp.com/us-en/ontap-cli/security-certificate-delete.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-install.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html
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https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html
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https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html
https://docs.netapp.com/us-en/ontap-cli/security-certificate-show.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-add.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-remove.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-remove.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-remove.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-remove.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-remove.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-remove.html
https://docs.netapp.com/us-en/ontap-cli/snapmirror-mediator-remove.html
https://docs.netapp.com/us-en/ontap-cli/storage-iscsi-initiator-show.html

‘ontap mediator.user config.yaml ICEEESNI-IANTOMEIF. T4 MEZ EES L.
IARTD ONTAP Mediator 77w FTL—RIIhlco THIFEINE T,

Z¥E#% ontap mediator.user config.yaml. ONTAP Mediator ZBitcE L £,

systemctl restart ontap mediator

ZDtU 3> THAT S ONTAP Mediator BlfId. HREICIGLTEETEF XY,

@ ‘ontap_mediator.config.yaml' D & DD 7 7 + )L MMElIE. ZE SN 7-EH'ONTAP Mediator®
Ty 7L —RPICHFINERVZSH. ZELBEVWTIRESIL,

WEBRZ R % “ontap_mediator.user_config.yaml' 7 71 JLICOAE—LTCTF 7L bREZ LEZT TS L
T. ONTAP Mediator BZZEL £7,

B—RFN—T 1 DSSLAAZEZ 1V XA b—ILT 3

ONTAP MediatorDiRE 7 7 A LEZET B LT, T 74 FOBCBRIBFEE Y — K/S—F 1 DSSLEE
BHEICBIMRABZ LN TEZFT,

TI74ILEDOBECERREZY — FN—T 1 DSSLAAZICEZT R 31213 UTDOT7 71 ILRDOFEDE
MeZELFXT !

° /opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator.con
fig.yaml

° /opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

cN5DT 71 ILARDEEIE. ONTAP Mediator TER INBEEAE T 7MLzl T3 7-OICFERAINE
ER

ONTAP Mediator 1.9L[%

RORICVZAETNTWVWET T 4L EOEHN
*lopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml’ 7 7 1 JLIC&

ENTLET,

Z# INR

cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.crt

key path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

ca_cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.crt
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T8 INZ
ca key path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.key

ca serial path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.srl

cert valid days 1095

x509 passin pwd pass:ontap

* “cert_valid_days'i&. 7547 > MERAZEOBEWHARZRE T 2 -DICFERAINF T, RAMEIFIFE
(1095H) T9Y.

* x509 passin pwd [ FBHINI A7V MERED/NXTL—XTY,

RDORICUZARTNTWBDT T )L EDZEEH Jopt/inetappl/lib/ontap_mediator/uwsgi/ontap_mediator.ini’
T771ILICEENTVET,

T INZ
mediator cert /opt/netapp/lib/ontap mediator/ontap m

ediator/server config/ontap mediator s
erver.crt

mediator key /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

ca cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/intermediate.crt

ONTAP Mediator 1.8 L{Fl

MORICUZRTINTWBET T AL EOEHN
*lopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml’ 7 7 1 JLIC &
FNTVET,

zH INR
cert path /opt/netapp/lib/ontap mediator/ontap m

ediator/server config/ontap mediator s
erver.crt

key path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s
erver.key

ca cert path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.crt

ca key path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.key

ca_serial path /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ca.srl



ZH AV
cert valid days 1095

x509 passin pwd pass:ontap

* “cert_valid_days'l&. 754 7> FMIERREDOEWHRZRET I HICERINE T, RAMBIFIE

(10958) TY.
* x509 passin pwd [ FBHINCI ATV MEREDNZXTL—XTY,

RORIC)ZAREINTWVWET T AL EOEED  Jopt/inetapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini’

Z71ILCEENTVET,

Z# INR

mediator cert /opt/netapp/lib/ontap mediator/ontap m

ediator/server config/ontap mediator s

erver.crt

mediator key /opt/netapp/lib/ontap mediator/ontap m
ediator/server config/ontap mediator s

erver.key

ca cert path /opt/netapp/lib/ontap mediator/ontap m

ediator/server config/ca.crt

CNSDEMZEELIIGEI. EEZBERY 37HICONTAP Mediatorz Big®# L T< 728V, T 7 4Lk
DIFAEZ Y — FN—T 1 OFIFAEICE TR 2 HEDFHICOVWTIE, "EETE 5T — F/N\—7 1 DA

ENDECELAZDESTHZ"ZBRB LTI,

NRT— FHBNRZHRET S

MDFEEIF. TI— T A—RNZAT— FHERIREIC T 2 REZIRMEL £ 75
C DORBEE BRIC T BICIE. "window_seconds’ & “retry limit DEZEFREL £,

i :
s JEHEICER T 3EBRIZ5DICERE L. soRICKKEH=FOICUEY LET,

authentication lock window seconds: 300

* BRERICSEIKRBLISHZEICT AU ey I LETD,

authentication retry limit: 5

c BITOIREEELESEZ T WBEZAO—A TV, BULDICKZNRT— REHRKEZD
=EBLET,

authentication failure delay seconds: 5

authentication failure delay seconds: 0 # seconds (float) to delay

=AY

Ve
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replace-self-signed-certificates-task.html
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replace-self-signed-certificates-task.html
replace-self-signed-certificates-task.html
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failed auth attempts prior to response, 0 = no delay
authentication lock window seconds: null # seconds (int) since the

oldest failure before resetting the retry counter, null = no window
authentication retry limit: null # number of retries to allow
before locking API access, null = unlimited

INRT—ROEMMEIL-ILZRET S

KD T 4 —)L KiL ONTAP Mediator APl Z—H—7H I hCDIXZAT—ROEMIDIL—ILZFIFIL T,

password min length: 8

password max length: 64

password uppercase chars: 0 # min. uppercase characters

password lowercase chars: 1 # min. lowercase character

password special chars: 1 # min. non-letter, non-digit
password nonletter chars: 2 # min. non-letter characters (digits,

specials, anything)

ONTAP Mediator® 7« A7 LUV OV EIHDRE (EZIEFDL T VMEEFHNBEAOJEEHEZST) B
LEY,

IZAR—ZADLETVMEZERTET S

‘/opt/netapp/lib/ontap mediator T4 RVICHERTEIREZHIEHTIRENHD X7,

i

EEBEHE

EENLEWVMEZ FES . H—ERFESAANY b ZREITLET.

)
g

low space threshold mib: 10

FHIBEAOT AR—XAZBKT D

"RESERVE_LOG SPACE MEEEIIFEDREICKL > THIEISNE T, 77 4JL A TIE. onTAP
MediatorDM YA M=JLICE D, OFBICEANDT 4 RV AR—IADMERINET, 1V X —F
|&. ONTAP MediatorDOAYJEEHRICBATHICERINS. G5t

TOOMBDT A4 AT AR—ZAEHFIOFLVLEET A XD T 71 IILEERL £ 9,
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COMEETENLTCT IAILEDT 4 XY AR—ZZFEATBICIE. UTOFIBEIRWVET,
1. XD7 741 )L . RESERVE_LOG SPACE DfE%Z 1 "5 0ICEBLET :
/opt/netapp/lib/ontap mediator/tools/mediator env

a ROAXVEFZHRITLET,

cat /opt/netapp/lib/ontap mediator/tools/mediator env | grep
"RESERVE LOG SPACE"

RESERVE_LOG_SPACE=0

b. ONTAP Mediatorz BB&E£&# L £ 9 -

systemctl restart ontap mediator

ez BEBMICTBICIE. EZ 0H'5 1ICEEL. Mediator ZHIEEE L 7,

T4 R AR—ZEGDERTH, BEOOYE N~V ThEtA. LEHOOTETRTY
(D 27v73n. YOBR EMediatorDBEBET > 78 LISTEDT 1 25 ZR—RIBBS
nxJ,

ONTAP Mediator®O 1—H'—ZE/NAT—R%2ZEEJT S

ONTAP Mediatorh’f > X b—JLEINTWBLinux7k X EH 5. ONTAP Mediator® 21—
—ZFIINAT—REZZELET,

A—H—%=ZTEITS

UTOFIETA—HY—B%E=EETETET,

RRAUE
ZDIEEILZ. ONTAP Mediator - > X b—JL L7z Linux R X R TRITLTLIET LY,

COOAXRYRZRITTERVGEEIE. ROBIDESICKEENAZFERLTIOAV Y RZRITIIHNELDHD F
ER

/usr/local/bin/mediator username

FIE
ROWTNDZRITLTA—TRZEELE T,

*F7>3> (@) OV K ‘mediator_change user #&{TL. XOFICRTLSICTOY T MIIHEL
x9:
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[root@mediator-host ~]1# mediator change user
Modify the Mediator API username by entering the following values:
Mediator API User Name: mediatoradmin
Password:
New Mediator API User Name: mediator
The account username has been modified successfully.
[root@mediator-host ~]1#

AT 3> (b)) XROOATVREERITLET,

MEDIATOR USERNAME=mediator MEDIATOR PASSWORD=mediator2
MEDIATOR NEW USERNAME=mediatoradmin mediator change user

[root@mediator-host ~]# MEDIATOR USERNAME=mediator
MEDIATOR PASSWORD='mediator2' MEDIATOR NEW USERNAME=mediatoradmin
mediator change user
The account username has been modified successfully.
[root@mediator-host ~1#

INAT—RDEE

UTFOFIET/INAT—REZZEETEET,

B2 UNE

CDIEEIE. ONTAP Mediator -1 > X b—JL L 7= Linux RX R TERITLTL T LY,

CHOAX Y REZEZFTTERVESIE. XOFDLSICRENAZFERALTIOAV Y REETITINELHD F
ER

/usr/local/bin/mediator change password

FIE
ROWITNHZRITLTNRT—RZEELXT,

* F7>3> (a) : “mediator_change password AV > R%ZE{TL. XOFICRIT LS ICFOV T MMIG
ELFT:

[root@mediator-host ~]# mediator change password
Change the Mediator API password by entering the following values:
Mediator API User Name: mediatoradmin
O0ld Password:
New Password:
Confirm Password:

The password has been updated successfully.
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[root@mediator-host ~]#

*A7Far (b) IROIARVREZERITLET,

MEDIATOR USERNAME=mediatoradmin MEDIATOR PASSWORD=mediatorl
MEDIATOR NEW PASSWORD=mediator2 mediator change password

ZOHITIE. /INXT— K% mediatorly 55 mediator2) ICZEELTWVWET,

[root@mediator-host ~]# MEDIATOR USERNAME=mediatoradmin
MEDIATOR_PASSWORD=mediatorl MEDIATOR_NEW_PASSWORD=mediator2
mediator change password

The password has been updated successfully.

[root@mediator-host ~]1#

ONTAP Mediator®DRi4 & {S1E

RARDAYTFU AP —EXDBEMEDUERIZEIL. ONTAP Mediatord &
USCSTZELEFlFBEEL £,

ONTAP Mediatorz {E1-9 3
ONTAP Mediator Z121E§ 3 ICIF. XROFIEEZRITLET :

FE
1. ONTAP Mediatorz{ElE L %7 :

systemctl stop ontap mediator
2. SCSTZ=fELEL £,
systemctl stop mediator-scst
3. ONTAP X574 I —R—¥ SCST ZEMICLFT :

systemctl disable ontap mediator mediator-scst

ONTAP Mediator® 94
ONTAP Mediator FBEBMICT B ICIE. XOFIEERITLET .

FIE
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1. ONTAP Mediator SCSTZBMICL F 7 :

systemctl enable ontap mediator mediator-scst

2. SCST = hith :

systemctl start mediator-scst

3. ONTAP Mediatorz 281 L £ :

systemctl start ontap mediator

ONTAP MediatorDIEE S =89 3
ONTAP MediatorD' EFICEIM{EL TWB Z e xR L £ 95

B —EXDREZFHRT B

FlE
1. ONTAP Mediator DX 57 —X X&KL FT .

axOIAT Y REERITLED,

systemctl status ontap mediator

[root@mediator host ~]# systemctl status ontap mediator

ontap mediator.service - ONTAP Mediator
Loaded: loaded (/etc/systemd/system/ontap mediator.service; enabled;
vendor preset: disabled)
Active: active (running) since Mon 2022-04-18 10:41:49 EDT; 1 weeks O
days ago
Process: 286710 ExecStop=/bin/kill -s INT SMAINPID (code=exited,
status=0/SUCCESS)
Main PID: 286712 (uwsgi)
Status: "uWSGI is ready"
Tasks: 3 (limit: 49473)
Memory: 139.2M
CGroup: /system.slice/ontap mediator.service
F—286712 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini
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F—286716 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

L—286717 /opt/netapp/lib/ontap mediator/pyenv/bin/uwsgi --ini
/opt/netapp/lib/ontap mediator/uwsgi/ontap mediator.ini

[root@mediator host ~]#

b. SCSTH—EXDRT—2 A %ZMRT S :

@ HTTPS D&% H7R— k9% ONTAP Mediator 1.12 LfE%E 1 > X b—IL L2382 AN
SCSTNY T —TIEA VA R=ILENTVWAEWESD., COXRRTIFAFY T TEEXT,

systemctl status mediator-scst

[root@mediator host ~]# systemctl status mediator-scst

Loaded: loaded (/etc/systemd/system/mediator-scst.service; enabled;
vendor preset: disabled)

Active: active (running) since Mon 2022-04-18 10:41:47 EDT; 1 weeks O
days ago

Process: 286595 ExecStart=/etc/init.d/scst start (code=exited,
status=0/SUCCESS)
Main PID: 286662 (iscsi-scstd)

Tasks: 1 (limit: 49473)
Memory: 1.2M
CGroup: /system.slice/mediator-scst.service
286662 /usr/local/sbin/iscsi-scstd

[root@mediator host ~]#
DRZ2VIR— bR LTIREY
1. ONTAP Mediator TER SN SR — b ZHRL £7

netstat -anlt | grep -E '3260|31784"

[root@scsprl905507001 ~]# netstat -anlt | grep -E '3260|31784"'
tcp 0 0 0.0.0.0:31784 0.0.0,08% LISTEN

tcp 0 0 0.0.0.0:3260 0.0.0.0:* LISTEN
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tcpe O 0 :::3260 338% LISTEN

SEFAZS D EE
ONTAP Mediator’ s X F HO—BFAR B ERIIAEZBEMT 2

RAMBERRIFIP7 RLADEEICK DEFOIEEENEMICR > TFE. IREDEKRR
FREO—ENAGBECELIBAEZBERL X,

()  COFIEE. ONTAP Mediator 1.7MBEETLTVS S X FLTOAY K- FENET,

22U EE

* ZOEE(X. ONTAP Mediator Z1 > X b—JL L7z Linux "X FTEIFTLTLEEIL,

* TDORRXYUIE. ONTAP Mediator D1 > X b —JLEBICHRA FDHRRA MEERIZIP 7PRLADNEBEINIT
HIC. ERINT-BCERIIBEN G BB BICDAERITTETET,

RN ECERREZERCESI - FN—T s DRSS ICETRIRIZ. COXRTZ2FERALT
AEAREZBEML_BV_TLRTW, BEELIRENZVEE. COFIRRRKBLII,

FIE
REDRR DO—RNBECERIARAEHICBERT BICIE. UTOFIEZERTLEI.

1. ONTAP Mediatorz B2 L £ :

./make self signed certs.sh overwrite

[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key
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writing new private key to 'ontap mediator server.key'

Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
supportl@netapp.com

Getting CA Private Key

ONTAP Mediatord) B EXFIFAEZ G CET 3= EREDIIASICEZTIRZ S

BEEVORIFHIHIG L TWBIEEIE. BCERARSZRARNEITLIERTE L
BAZICESH|A TSI L,

* H— RNN—7 1 FEBAEIFONTAP 9.16. 1A S & U ZNURTD—EDONTAP/N Y F U 1 — X
TOAYR—REINET, "NetApp Bugs Online /VZID CONTAP-243278"%# BB L TL 72

@ T\,

o H— R/)N—F ¢ DIFFAZE (L. ONTAP Mediator 1.7 %2 ETLTVWB Y XA T LTDHIAHR
—rENFET,

B2 UNE
* CODOYEEIZ. ONTAP Mediator #1 > X b—JL L7z Linux "X R TERITLTLEEET L,

*ERCNICBECERIMAEZZ. ERTT3ERHE (CA) HSEUG LICGGIREICES R ZHEN
HBHBEIC. CORRTVERITTEET, ChZE1T5ICIF. FETTZ L HEBER (PK) #EICT It
ATEBUENDD XY,

* ROEIE. FONTAP MediatorsEFBEDENZRL TWE T,

ONTAP Mediator Certificate Purposes

Root CA Intermediate Server Chain Server Cert Client Certs

= PKl used to secure * Used as a signing * Used for SSL *Used for HTTPS = Used by ONTAP for
the private authority mutual * Need the private mutual
Certificate » Creates the server authentication / key for encryption authentication
Authority’s key cert + signs all encryption ops «Unique per cluster
*Only need the client certs pair
public cert after * Needs a key + srl « Generated

signing the file to perform automatically

Intermediate CA signing

when adding a
cert.

mediator to a
cluster.
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s RDEIE. Web H—/\Dtw k77w F¥ ONTAP Mediator Dt k7w FOERERLTULWET,

ONTAP Mediator Certificates

Intarmadiats Cart

- Sarver Cart

=ontap_mediator_server.crt
sontap_mediator_server.key

-

*root_ca.crt sintermediate.crt
sintarmediate. key

sIntarmadiate.srl

ontap_mediator_server.cri
+ intermediate.crt

* ontap_mediator_server
_chain.crt

uwsgifontap_mediator.ini
‘WebServer Setup

+ set-placeholder = mediator_cert=/opt/netapp/lib/ontap_mediator/ontap_mediator/server_configfontap_mediator_server_chain.cr
* set-placeholder = mediator_key=fopt/netapp/lib/ontap_mediatorfontap_mediator/server_configfontap mediator_serverkey
» set-placeholder = ca_certificate=/opt/netapp/lib/ontap_mediatorfontap_mediator/server_config/root_ca.crt

ontap_mediator.user_config.yaml
ONTAP Mediator Server Setup

+ cert_path: fopt/netapp/lib/fontap_mediator/ontap_mediator/server_configiontap mediator servercrt'
* key_path: opt/netapp/libfontap_mediatorfontap_mediator/server_configlontap mediator_semverkey'
* ca_cert_path: Yopt/netapp/lib/ontap_mediatorfontap_mediator/server_config/intermediate.crt’

= ca_key_path: fopt/netapp/lib/fontap_mediator/fontap_mediator/server_configfintermediate. kay'

= ca_serial_path: Yopt/netapp/libfontap_mediatorfontap_mediator/server_configlintermediate sl

2T7w 1. CASERBZEARRIT I3 — RN—FT s H SREZTET 3

WTFOFIBEICHE> T PKI D SEEAZEZEIE TE £ 9,

ROBIE. BSELIIEET U 4 —% lopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/" I % %

.'j.
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—RN=FTARET I F—ICES R B HEZRLTVET,

C OB TIE. ONTAP MediatoriC W ELFEAAEDMEREEZ R L TVWE T, PKIFSEERH 53
() ®mEzmETIHEE. COTBLRREZBENBD FT. EVRIZ—XICH L CFIEE
BEL TR,

ONTAP Mediator 1.9L4[%

1. PKI BN GERRE T £ T 2 7= ICEB T 2%+ — ‘intermediate.key’ L7 7 1 )L
‘openssl_ca.cnf Z{ER L £9 .

a WEEZEMLET intermediate.key -

B

openssl genrsa -aes256 -out intermediate.key 4096

b. ¥ 7 7 1 JL openssl ca.cnf (
*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/openss|_ca.cnfiCH D £9) (3.
ERRENBEREICHELTONT 1 Z2EELE T,

2. MR T 7V EER L CIFAEERERZEHR L X9 intermediate.csr ¢

B



openssl req -key <private key name>.key -new -out
<certificate csr name>.csr -config <config file name>.cnf

[root@mediator host server config]# openssl req -key
intermediate.key -new -config openssl ca.cnf -out intermediate.csr
Enter pass phrase for intermediate.key:

[root@mediator host server config]# cat intermediate.csr

3. SFEAEZELEK "intermediate.csr ZPKIMESICEEL TELZH 5V E T,

PKIH#EAIZ) VT A FZRRIEL. .csr ICBRALTEHAEZEM L XY "intermediate.crto &
5. PKIFEEED S “intermediate.crt SEEAE ICE % L 7z “root_ca.crt SERAE ZEUS T 2 HEHH D F
ED

HTTPS TH#EL & 1 7/=ONTAP Mediatorz {9 % SnapMirror7 27 7« JREIHAY 5 X %
& & U'MetroCluster IPHERDIZE S Z. ONTAPY S X 4| “intermediate.crt & & T

@ ‘root_ca.crt SEFHEZEBMT Z2HENH D £, "SnapMirror 72 7« TEEAD 7= |
ONTAP Mediator £ 5 XX ZH&HE T "6 & U"MetroCluster IPHERHDONTAP
Mediatorz i8R L £ "2 BB L T T,

ONTAP Mediator 1.8 L{Fi

1. PKI AN GERRE M T 2 7-DICER T 2WEF — ‘cakey E##m 7 7 1)L "openss|_ca.cnf %z {F
BLZ%Ed,

a MEREEMLEIT ca.key !
B

openssl genrsa -aes256 -out ca.key 4096

b. ¥ 7 7 1 JL openssl ca.cnf (
*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/openssl_ca.cnfiC® D £7) (&,
SR ECNBZAREFICHKELRIONT 1 ZEELEX T,

2. MERBEEBR T 7ML EERAL TGGERREZELXERZIER L XY ca.csr :
fl -

openssl req -key <private key name>.key -new -out
<certificate csr name>.csr -config <config file name>.cnf

[root@mediator host server configl# openssl req -key ca.key -new
-config openssl ca.cnf -out ca.csr

Enter pass phrase for ca.key:

[root@mediator host server configl# cat ca.csr

<certificate value>
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. SEFAZELER “ca.csr ZPKIEEIICEE L TEREDHHSVE T,

PKI#EIIZ VT A MEIRIEL. .csr ICBBLUTEHEEZERLET ca.crte THIC. PKIE
BEHS “ca.crt SERAZEICER L7- ‘root_cacrt SEBAE S I IMNENLH D £9,

SnapMirror7 7 7« RV 5 XA ZDiHEIEF. ONTAPY S R R cacrt BL U
() ‘root cact EEBREEBMT ZBENBD £, "SnapMiror 72 7+ TRHAD =12
ONTAP Mediator £ 7 5 22 %ZRET 2" 2BBL TSIV,

ATv T2 HY—RN—T 1 OCASEFRETEL L TH—N—SIHEEEMT S

ONTAP Mediator 1.9L(F%
H— N\—FEREE L. MWER intermediate key' &t — R /N—F « DFEBAE “intermediate.crt’ IC & > TE%

SNTVBHEDHD T, THIC. BT 7L

“lopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/openssl_server.cnf |Cl&. OpenSSL IC &

STHITEINZT—N—EREICHNEBELTONT « ZIBET IR EDRUNZTENTULE T,

ROIARY R TH—N—GEREZERTEE T,

FIE
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1. —N—FEREBLENR (CSR) ZEMT BICIE.

*/opt/netappl/lib/ontap_mediator/ontap_mediator/server_config' 7 # LA —H' 5RO AT > RZEITL
x9:

openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shabl2 -keyout ontap mediator server.key -out
ontap mediator server.csr

- CSRD'O U —N—ZIAEZ LR T B I3,

/opt/netapp/lib/ontap mediator/ontap mediator/server config 7 # WA —hBERD
ANV RZRITLET

oD 7 7 ILIEPKIEREERD SBEENF LT, BAJMAASTLZFEALTVSES
@ &l&. intermediate.crt' & intermediate.key ZZEHT B3 7 7 A IILRAICEZHRRA T
TN

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA
intermediate.crt -CAkey intermediate.key -CAcreateserial -shab5l12 -days 1095
-req -in ontap mediator server.csr -—-out ontap mediator server.crt

° “_CAcreateserial’ 4+ 7> 3 & “intermediate.st 7 7 1 IL 2S£ T 2 T=DICERINE T,

ONTAP Mediator 1.8 LA&i

H—N—3EBHE L. WEHE cakey & — F/N—TFT 1 OFBAE cacrt ik > TERLINTVWBIRENLDH
DEJ, THIC. BRTZ 71l
“lopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/openss|_server.cnf |Cl&. OpenSSL IC &
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STHEAINAB3Y—N—IBREICKNEL ONT 2IEETA3EEDEENZTENTULET,
ROARXY RTH—N—SIBEE*EMTETE I,

FIE

1. H—N—FEREZBLER (CSR) ZEMT BICId.
*Jopt/netapp/lib/ontap_mediator/ontap_mediator/server_config' 7 # L X —H'5 XD X > RZE1TL
x9 .

openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shabl2 -keyout ontap mediator server.key -out
ontap mediator server.csr

2. CSRh o —N—FREZEMT 3 ITIE.
/opt/netapp/lib/ontap mediator/ontap mediator/server config 7 # WA —hBERD
OV RZRITLET

@ N5DT 7 ILIFPKIEREEBR D OBECNFE LTce BLZHAZELZFEAL TWVDIE
Bld. ‘cacrt & cakey ZEZET AT FAIINBICEETHATIIETL,

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA ca.crt
-CAkey ca.key -CAcreateserial -shabl2 -days 1095 -reqg -in
ontap mediator server.csr -out ontap mediator server.crt

° “.CAcreateseriall + > 3 i casl 771 I =SB T D=DICERINE T,

2T w73 . ONTAP MediatoriZf TH L LW — R /N—FT 4 CASERREZ v — NIBAEZ B XX 3

ONTAP Mediator 1.10L4[%

SERAE DERE 1.
*Jopt/netapp/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml |C % % &€ 7
7 -1 JL TCONTAP MediatoricigftENE 3, COT7 71ILICIE. UTOERMDNEENET ¢

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca_serial path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
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te.srl'

* “cert_path'& & U key_path' (&t —/N\—sEEAZZH T,
* ca_cert_path. ca_key path. KU ‘ca_serial_path'ld CAGEEAEEH T,

Flig
1. FRTD intermediate.* 7 71 L — R N—FT 1« QIFFAZICEZI R £9,
2. “intermediate.crt' $ & U “ontap_mediator_server.crt sEBAZE N SEBAEF T — > #ERRL F T :

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

3. */opt/netapp/lib/ontap_mediator/uvicorn/config.json' 7 7 1 L = EFH L £,

‘ssl keyfile'. ‘“ssl certfile'. LU “ssl ca certs DEZEHLET !

ssl keyfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

ssl certfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

ssl ca certs:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° “ss|_keyfile f#ld “ontap_mediator_server.crt' 7 7 1 LJIID F — /N X T\
‘ontap_mediator_server.key ' T9,
° “ss|_certfile |3 “ontap_mediator_server_chain.crt 7 71 JLD/XX T,
° “ss|_ca_certs' &S ‘root_ca.crt 7 71 ILD/NZX T,
4 FLEMTNTEERREORDBMNELKBRETNTVWS e 2R LET -
° Linux Z)L—FDA—7F—: netapp:netapp
° Linux DR : 600
5. ONTAP Mediatorz BicEI L £ :

systemctl restart ontap mediator

ONTAP Mediator 1.9.1 5K T 1.9

FERRE DERE I
*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml'{Z & % 5% 7
7 1 JL CONTAP MediatorlCIREENE T, CDT 7AILICIE. UTDBUENRZENE T ©

cert path:



'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.srl'

* “cert_path' & LU ‘key_path'igH—/N\N—FBHEZH T,

* ca cert path. ca key path. H&U ‘ca_serial_path'i& CAFFRAEZE T,

FIE
1. §RTD intermediate.* 7 7 1 ILEH— R NN—FT 1 DFEREICEZT BRI E T,
2. “intermediate.crt'# & Uf “ontap_mediator_server.crt SEFAZE N SIRAEF T — % ERRL £ ¢ -

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

3. “Jopt/netappl/lib/ontap_mediator/uwsgi/ontap_mediator.ini' 7 7 1 L= BFH L £,

‘mediator cert’. ‘'mediator key'. BXUY
‘ca certificate DEZEHLEXT :

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° “mediator_cert' {Bld “ontap_mediator_server_chain.crt 7 7 1 JLD/NX TY,

° mediator key value' ¥ ‘ontap mediator server.crt 77 INDF—/NITY
‘ontap mediator server.keyo

° “ca_certificate | “root_ca.crt 7 7 1 ILD/NX T,
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4 FLEMSNTIEERREDRDBENELKBRETNTVWS e ZzHERLET -
° Linux Z)L—7FDA—7F—: netapp:netapp
° Linux DMEPR : 600

5. ONTAP Mediatorz B8 L £ :

systemctl restart ontap mediator

ONTAP Mediator 1.8 L{Fi

SERRE DERTE I
*Jopt/netapp/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml |C % % &€ 7
7 1 JL TCONTAP MediatoricigftENEx 3, COT7 71ILICIE. UTOERMELNEENET .

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi

ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi

ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl’

* “cert_path' & KU ‘key_path'lgH —/N\N—FBHEZH T,
* ca_cert path. ca key path. & U ‘ca_serial_path’ld CAFFBAEZEH T,

FE
1. IRTD ca* 7 7MW EY—RN—FT 1 DIABEEICBEIHRIF T,
2. “ca.crt KU “ontap_mediator_server.crt SEEAED SEEREF T — > HERL X9 ¢

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt

3. “/opt/netappl/lib/ontap_mediator/uwsgi/ontap_mediator.ini' 7 7 1 L= EBFH L £,

‘mediator cert'. ‘mediator key'. B&U
‘ca_certificate DEZEFHLFT :

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
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/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator

server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° “mediator_cert'{Eld “ontap_mediator_server_chain.crt 7 7 1 JLD/N X TY,

° mediator key value' | ‘ontap mediator server.crt 77 JILNDF—/NIXTY
‘ontap mediator server.keyo

° “ca_certificate {E(3 root_ca.crt 7 7 1 JLD/N XTI,

4 FLSERSNTIEERREDRDBENELLKBRESNTVS e zBERLET -
° Linux ZI)L—D#A —F—: netapp:netapp
° Linux OEPR : 600

5. ONTAP Mediatorz FBitcE#N L £ ¢ :

systemctl restart ontap mediator

2TYVT4 . F T a>T Y—RN—T 1 ORREICHIDONR F/-I3aiEERLET

ONTAP Mediator 1.10.4f%

‘intermediate.* UANDRDHZEITH— R/NN—F 0 OEBERFERAL =D, FIDSFRICHFEE
L7932 cHTETEY,

FIE

1. */opt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.user_config.yaml' 7 7
1L %EFEL T, ontap_mediator.config.yaml' 7 7 1 LADT 7 # )L FOZHEZ LEZL XY,

‘intermediate.crt  ZPKIMEAMNSEIEL. TDMEHR " intermediate.key %
‘/opt/netapp/lib/ontap mediator/ontap mediator/server config DIFFFIC
RETZHE.

‘ontap mediator.user config.yaml ' 7 71 JLIZRDFDLSICHD FT !

‘intermediate.crt" Z{#H L T “ontap_mediator_server.crt sEFAZ ICER L1215 A.
@ ‘intermediate.sr" 7 7 A LA ERINE T, FEBICOVWTIE. A7 v 72 H—F/)N—
T4 DCASIBEETEA L TH—N—SIRAZEZEM T2 ZBB LTIV,

[root@mediator host server configl# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml
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# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.srl'

a. ‘root_ca.crt' SIEFBZE ' “ontap_mediator_server.crt' SEFAZE ICEH T 5 “intermediate.crt’ SEFAZE & 12
9 ZEEEEREZFER L TLW3I58IE. Cintermediate.crt SERBE &
‘ontap_mediator_server.crt SEFAE D SEFAEF T — > ERLL £ T -

@ FIED R WVERPET. PKI#E8H 5 “intermediate.crt ZEEAE &
“ontap_mediator_server.crt SEBAEZ UG L THE K HBENHD £7,

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

b. */opt/netappl/lib/ontap_mediator/uvicorn/config.json' 7 7 1 L= B#FH L £,

“ssl _keyfile'. ‘ssl certfile'. XU
‘ssl ca certs DIEZEFHLFT :

ssl keyfile:



/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

ssl certfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

ssl ca_ certs:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

* “ssl_keyfile'fEl& “ontap_mediator_server.crt' 7 7 1 LD F— /N X T.
‘ontap_mediator_server.key' T9,

* “ssl_certfile fE|& “ontap_mediator_server _chain.crt 7 71 JLD/NZA T,

" “ssl_ca_certs fEld ‘root_ca.crt 7 71 JLD/NA T,

HTTPS THEEL & 117=ONTAP Mediator%z {#F3 9 % SnapMirror77 7 7« 7 RIERY
< XA & UMetroCluster IPBRDIZEIE. ONTAPY S X & |(C

(D ‘intermediate.crt'# & Uf “root_ca.crt SEEAEFBINT 2 HEHNH D £
9, "SnapMirror 72 7« 7REEAD 7= |- ONTAP Mediator £ ¥ 5 X X % 5&E
9 3"H5 &K U"MetroCluster IPHERE DONTAP Mediatorz 1A L £ "2 SHEL
TLET L,

CHLLEMINIGEAZEDOXRDEMENELKRESNTVWEDCZzHERELET
* Linux Z)L—7FDA—7F—: netapp:netapp

* Linux O1&RR : 600
2. RET 7 I THEBEENEHF NS5, ONTAP Mediator =B L £

systemctl restart ontap mediator

ONTAP Mediator 1.9.1 5 & U 1.9

‘intermediate.* UANDRDEEI TH— R/NN—FT 1 OFBEEFEARAL =D . BDFZFAICRE
L7eb9d35&HTETEY,

FIE

1. ‘/opt/netapp/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.user_config.yaml‘ 77
1 ILZKREL T, ‘ontap_mediator.config.yaml' 7 7 1 LADT 7 4L FrODZEHEE FEZL T,

‘intermediate.crt ZPKIMSREANSEIG L. EOMEHE " intermediate.key %
‘/opt/netapp/lib/ontap mediator/ontap mediator/server config DIFFRIC

RET BHAE.
‘ontap mediator.user config.yaml ' 7 7AJLIEZRDBIDLSICHD FT !

‘intermediate.crt' Z{#F L T “ontap_mediator_server.crt sSEFAZ ICEZ L1215 E.
(D ‘intermediate.srl’ 7 7 A ILAVER INE T, FHICOWVWTIE. A7 w72 H—F/{—
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T4 DCAFEFAE TERB L TH —N—GRAZZEM T2 Z2BR LTI,

[root@mediator host server config]# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.srl'

a. ‘root_ca.crt' sSEBHE N “ontap_mediator_server.crt sEBAEICE R T B “intermediate.crt SEFAE % 12
HY ZAEEBEEFER L TLWBIHESIFE. Cintermediate.crt SEFAE &
‘ontap_mediator_server.crt SERAEN SIFAEF T — > ZER L £T -

@ FlEDRWERRET. PKI #EH' 5 intermediate.crt SEEAE &
‘ontap_mediator_server.crt AEBAZE ZEE L TE K BENH D 7,

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt



b. */opt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini' 7 7 1 L= EF L £,

‘mediator cert'. ‘mediator key'. B&U
‘ca_certificate DEZEFHLFT :

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or_ server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

* “mediator_cert'{E|& “ontap_mediator_server_chain.crt 7 7 1 JLD/NXTY,

* “mediator_key {E|& ‘ontap_mediator_server.crt' 7 7 -1 LD F — /N X T.
‘ontap_mediator_server.key T9,

* “ca_certificate Bl “root_ca.crt 7 7 1 JLD/NX T,

SnapMirror ¥ % ittt (SM-BC) 75 XX DHZEIE. intermediate.crt' &
(D & U root_ca.crt sSEFAEZEZONTAPY S X AZIEBMT BA3HEHLH D F
Fs "SnapMirror 72 7« JREIHAD 7= - ONTAP Mediator £ ¥ 5 X X % J/E
TH5"ZBRLTLIEEL,
CHiLLEMTNIHEEDXDBEINELLRESNTVWSCZHERLET !
* Linux Z)L—MDF —7F—: netapp:netapp
* Linux OERR : 600
2. RET 7L TIAREEHNEF INF=5. ONTAP Mediator # BB L 7

systemctl restart ontap mediator

ONTAP Mediator 1.8 L{Fi

‘ca. DA DRIDRFITY — RN—T « OFEEAEZ R LD BIOBARICRELILD TS
CHTEET,

FIE

1. */opt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.user_config.yaml’ 7 7
1 )LZFKE L T, “ontap_mediator.config.yaml' 7 7 1 LD T 7 # )L FOEEZ LEZL X7,

‘ca.crt  ZPKIMEANSERL. TOWER ca.key %&
‘/opt/netapp/lib/ontap mediator/ontap mediator/server config DIFFFIC
REI B35S,
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‘ontap mediator.user config.yaml' 7 7AJLIZRDFDKSICHD FT !

‘ca.crt’ =M L T “ontap_mediator_server.crt SEFBEICE & LB E. ‘casl 7741
(D) AnERmSnET, BEICOWTE, 27y 72— K/{—7 1 DCATHHE T8,
LTH—N—GEAZEZER T 2Z2BR L TLEEL,

[root@mediator host server configl# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’
ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl'

a. ‘root_ca.crt' SEBAZ Y “ontap_mediator_server.crt sSEFHZICE4 9 B “ca.crt SEFAZ Z 1Rt 9 B 5ERA
EREEFERLTVWSEEIE. ‘cacrtZEFHZ ¢ “ontap_mediator_server.crt' SEEHZEH S FERAZE F
T—>ZERLFT :

@ FIEDRWVERPET. PKI #E3H 5 “ca.crt' SEBEE & “ontap_mediator_server.crt' SEFH
EERRLTEBELNHD FT,

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt



b. */opt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini' 7 7 1 L= EF L £,

‘mediator cert'. ‘mediator key'. B&U
‘ca_certificate DEZEFHLFT :

set-placeholder = mediator cert =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or_ server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

* “mediator_cert' {El3 “ontap_mediator_server_chain.crt' 7 7 1 JLD/N X TY,

* “mediator_key {El& “ontap_mediator_server.crt' 7 7 1 LD F—/V X T\
‘ontap_mediator_server.key T9,

* “ca_certificate & “root_ca.crt 7 7 1 ILD/NZA T,

SnapMirrort & % Z#kEtE (SM-BC) 75 X2 DIFEIF. “cacrt BL UV
C) ‘root_ca.crt' SEFAEZEZ ONTAPY 5 X ZITBMT ZHEHLH D £9, "SnapMirror
7T« TEEADT=5IZ ONTAP Mediator ¥ 7 T XA X% RET 3" BB L T
<T2EL,
C HLLEMINIEERZEDOXRDEENELKRESINTVWACZzHEELET
* Linux ZI)L—7D#A —F—: netapp:netapp
* Linux OERR © 600
2. RET 7L TIAREEHNEF INF=5. ONTAP Mediator # BB L 7

systemctl restart ontap mediator

ONTAP MediatorDsFBAZEEDRBIED ST a—FTa >

ARAZEDOREZ FS TN a—T4 VI TBRICIE. INSDOF Ty VEEZFERALT

SEFAED 7ONT 1« ZHEGRL T ET LY,

SFERZE D ERNEAR = FEER S 5
SERRZ0EEEZ#ATBICIE. KOO REFEALET,
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ONTAP Mediator 1.9L([%

[root@mediator host server configl# openssl x509 -in intermediate.

-text —-noout
Certificate:
Data:

Validity

Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

ONTAP Mediator 1.8 ULl

[root@mediator host server config]# openssl x509 -in ca.crt -text

-noout
Certificate:
Data:

Validity
Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

CAFFRZI(CH TS X509v3 L3R DIREE
RDIAT Y R%EFERL T, CAERRZD X509v3 HLRIEREERIEL £ 9,

ONTAP Mediator 1.9L([%

‘openssl ca.cnf D “*v3 ca*  TEZRSNLTONT 1 I,
‘intermediate.crt  Tl¥ X509v3 extensions ¥ L TERRINZET,

[root@mediator host server configl# pwd

/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@mediator host server config]# cat openssl ca.cnf

[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeylIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign
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[root@mediator host server config]# openssl x509 -in intermediate.crt

-text —-noout
Certificate:
Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27

X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

ONTAP Mediator 1.8 L{Fi

‘openssl ca.cnf 'RAD ‘*v3 ca*  TEBENILTAONTIE. “ca.crt Tl
"X509v3 extensions & LTRRINZKT,

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server config]# cat openssl ca.cnf

[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeyIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server config]# openssl x509 -in ca.crt -text
—-noout
Certificate:

Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:
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keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Basic Constraints: critical
CA:TRUE

X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

H—N—FEREL Y T2 0 bORBRICET S X509v3 ILRIEREZ IR T B

‘openssl server.cnf BT 7ML TEREN "v3 req 7ONT 7 Id FGEFAEAT
*X509v3 extensions & LTRRINZET,

IOFTIE. ONTAP Mediator B’ > X b—JLEMLTWL B Linux VM T “hostname -A'$ L U “hostname -I" 1
I RERTIBIET. ‘alt names I a VAHOEREZEETETET,

ZHOIELWMEICDWVWTIE. Xy F D=0 BBEICHEELTLIETL,
ONTAP Mediator 1.9L4[%

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server config]# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]
DNS.1
DNS. 2 abc-v6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abed:abed

abc.company.com

[root@mediator host server config]# openssl x509 -in intermediate.crt
-text -noout
Certificate:

Data:

X509v3 extensions:
X509v3 Basic Constraints:
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CA:FALSE
X509v3 Extended Key Usage:
TLS Web Server Authentication
X509v3 Key Usage:
Key Encipherment, Data Encipherment
X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP
Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcd:abcd:abecd

ONTAP Mediator 1.8 L{Fi

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server config]# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-v6.company.com

IP.1 = 1.2.3.4
IP.2 = abcd:abcd:abcd:abcecd:abced:abed

[root@mediator host server config]# openssl x509 -in ca.crt -text
—-noout
Certificate:

Data:

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcecd:abecd:abed
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MERNIAST L —HBLTVWB L =HRT S
REDWERNARS L —HIIDNE SN ZHETETE I,

F— CEERREIC L TENZNRD OpenSSL IR Y RZEAL FT,

ONTAP Mediator 1.9L([%

[root@mediator host server config]# openssl rsa -noout -modulus -in
intermediate.key | openssl md5

Enter pass phrase for intermediate.key:

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

[root@mediator host server configl# openssl x509 -noout -modulus -in
intermediate.crt | openssl md5

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

ONTAP Mediator 1.8 L{Fi

[root@mediator host server config]# openssl rsa -noout -modulus -in
ca.key | openssl mdb

Enter pass phrase for ca.key:

(stdin)= 14c6b98b0c7c59012blde89%eeed4adbc

[root@mediator host server configl# openssl x509 -noout -modulus -in
ca.crt | openssl mdb

(stdin)= 14c6b98b0c7c59012blde89%eeed4adbc

M0 “-modulus’ BN —HT 3355, WERLBREOXRTICEBRMELHO. HEICEHETES Szl
9,

Y —N—FEFAE DR EDCASERAE D STER SN C e 2 /R T %
ROIARY RZERLT. T—N—ASEIMEFEDCARAZEN SER TN TVWE C E ZHERTET X J,
ONTAP Mediator 1.9L4F#
[root@mediator host server config]# openssl verify -CAfile root ca.crt
-—untrusted intermediate.crt ontap mediator server.crt

ontap mediator server.crt: OK

[root@mediator host server configl#

ONTAP Mediator 1.8 L{Fl

[root@mediator host server config]# openssl verify -CAfile ca.crt
ontap mediator server.crt
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ontap mediator server.crt: OK

F2SAVEIBERT—2 X FOrJL (OCSP) itz AL TWLWAHEIE. <> R'openssl-verify" Z &
BLZEY,

ONTAP Mediator® 7~ X FOSHERFTT 3

BRERINT A —I 2V RAEERTZ7-0HIC. ONTAP Mediator 7R X + OS A EHRRYIC X
VTFIURINTWVWBR e Z2ESRLTLIEE L,

RADYT—h

VS RAZDEBBIRREICHE S THRICDOHA R M ZHBIEE L T TV, ONTAP Mediatorh' 4 7 1 > D
3. VS5 RRIIEZICHIETETEHA. BEENTIHIIC. XOT TV IXOBEEREL TR,

ONTAP Mediator | EEERICEEINICER L. ONTAP 2S5 XX EDUAICHRESIN-BREBADLE
ER

RS Nwir—YOEH

A—XNZRSIRTDSA T ERByumN\Ny T —CZBHLE T, EEZBMCT 3LDICHERIZE
iF. RAMZBEFHLET. KA Z2BEHTIHIC. Y—EXVr 2V FIZRXTTa—-IILLET,

‘yum-utils NI =% A VXA =)L T B5HFIE.  needs-
restarting"’ ANV RZEHALT. Ny T—COEBICHEEBDURENE 5D ZHEEHLF T,

ZEIZTCICIFERICA SR L=, ONTAP Mediator D&EFERGR 2 EH L-BIFEREH L T ET L,

RALOSH—RINETVTITL—FTB

SCSTIE. AL TWA3A—RILICEDLETAVNTILTIVELRHDF T, OSET7 v 77— T BICIE.

XVTFIAD-ODOREE AT a—ILT2RELRHD FI,

Fga 9 Bailc

SCST /Vw 4 —% ONTAP Mediator £ £ HICA VX =L T BEEIF. ROBHENERINE T,
CH—FIINEBRSIRTODSATZIUNYT—J%FBHTETEIH. ONTAP MediatoriCBE#EAT 3 1C

IBEFBNBBICHEZBEN DD T, BEIDVELIZEIE. 4V YFA LZRT7TVa—)LLTLRE
LYo

* OSH—FRILZRFOREICHRFL T ZTEL, BH—=JLOT%Z. "ONTAP Mediatord/N\—2 3 > k1w
JZNCRBEESNTWVWBRYR— b{RN=23 VT vy T L—RLTLEE W, YR T LZEIEET 24
ENH 37D, FLEIBICHERI TAY T Y AR/EZ&ITTLIEE WL,

- BEHTIFIICSCSTA—RILEDa—ILZ2T7 oA YA =)LL. EOBBAVXAL—ILLET,

c A= OS DTy TJL—RZzRBTZHIC. BTV AM—ILTBHR-IRIFEN—-23 20
SCST Z#fEL 7,
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HTTPS O &%= H7R— k33 ONTAP Mediator 1.12 MAf&E%= 1 > X =)L L7=3HE. SCST/Vw
@ =l M=IILENTE ST, R~ 0S H—FJLIE ONTAP Mediator ICRER® 52 3
CUBL T YT L—RTEE T, 7w FTL— RFIEICOWNTIE. KRk O0S DT=27 )L
EBEL TR0,
FIE
KRRk OS H—ZIET v FIL—RE3I0d ROFEIBICHWET.
H— I ETw T L—RKRT3FiIC. OSEONTAP Mediatord/N\— 3 VICHEERH B &
() EEELTEIV, H$H— FSATUBN—IaVITDWTH, 0SOYHi— FIHEES
BLTEE 0,
1. ONTAPXF 4 IT—&X—%{EIELF T,

2. SCSTNYy =% T UOAVAR=ILLET, [FALDA YT F U A%EETTZ)2BBLTIIET L,
(SCSTTIZT7 v TIL—R XHWZXLIFRHEINFEA, )

3. 087w SIL—RL. UT—FLET,
4. SCSTNNY T —S%#BA VA M—=ILLET,
5. ONTAP Mediator #BEEMICLF 9,

RAMDAYTF U RZ2RTITS

VMA—XINZ2T7 v T L—Rd3L. SCSTED a— L OEEMORENKELE T Ba/edENH D F
Yo SCSTZFHTV VMY AXb—ILL. BAYRXAF—=JLLTLIZEE L,

@ HTTPS D&% H7R— k9% ONTAP Mediator 1.12 LAfE% 1 > X b—)L LT3 E. SCST /\w
T=IIFA VA R=ILTNTVWRW D, TOXXVIERAF Y ITEET,

ATYT1:SCST#T7 VA >VRM—ILT3B

SCSTH# 7M1 >YAR—ILTBICIE. ONTAP Mediator /N\—> 3> D tar N> RILEFERALE T,

Fg
1. @74 SCST NV RIL CROFREER) 24U >vO—RLTHEELE T,

CON—23 VTR CDtar N FILZERALTLRET V..
ONTAP Mediator 1.12.1 scst-3.10.tar.gz

ONTAP Mediator 1.12 scst-3.10.tar.gz

ONTAP Mediator 1.11 scst-3.9.tar.gz

ONTAP Mediator 1.10 scst-3.9.tar.gz

ONTAP Mediator 1.9.1 scst-3.8.0.tar.bz2

ONTAP Mediator 1.9 scst-3.8.0.tar.bz2

ONTAP Mediator 1.8 scst-3.8.0.tar.bz2

ONTAP Mediator 1.7 scst-3.7.0.tar.bz2
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ONTAP Mediator 1.6 scst-3.7.0.tar.bz2

ONTAP Mediator 1.5 scst-3.6.0.tar.bz2
ONTAP Mediator 1.4 scst-3.6.0.tar.bz2
ONTAP Mediator 1.3 scst-3.5.0.tar.bz2
ONTAP Mediator 1.1 scst-3.4.0.tar.bz2
ONTAP Mediator 1.0 scst-3.3.0.tar.bz2

a. "SCST SourceForge A 7 > O— R"WNoFd =TV =X N Tr—JIZT70E2ALET,
b. *Download released versions*Zz 2R L £ 7,
. NYRILZE VM ICHEHL Y,
2 sest TA L MURTRDTZ VA VA =)L AX Y RZEITLET
a. systemctl stop mediator-scst
b. make scstadm uninstall
C. make iscsi uninstall
d. make usr uninstall
€. make scst uninstall

f. depmod

ATwT2.8CSTZzA VR +—ILT D

SCSTZFHMTA VR —ILTBICIF. AV b—ILENTWVB/N—23 > D ONTAP Mediator TEFAT N3
SCSTtar N> FILAMETY (SCSTT—TILARPT—TJIILZER) ,
BATHE

* ONTAP Mediatorz 1 > X k—JL g ZRIICCDFIEEETLTL IV, FEHALTWVWABSCSTO/N—-S 3>
MONTAP Mediator-f > XA =S ICNAY RILETNTWVWAN=—a>vEDHEHLWES. 1R M—F1EC
DFIEZXFvTILET,

*BRICE ST Py TFTL—RENOSICNY FRBERTO. 7y TJL—RFENIcOSADSCST
DT ITAIEA VA S=ILHRETZEDBHD T,

ONTAP Mediator 1.12.1 AR Tld. 1> XA b—ILHKR L 7355, /usr/local/bin/mediator_repair_scst |
»H3 SCSTEEY—IEZFRLTA YA M—IILZBETET T,

Ty I L—RENT 0OS IC/Ny FHRERIGZE. Y —ILIZIE ONTAP Mediator /N 7 —JICREIMRE N T
W3 SCSTDON—2 3 VDN FHRFENTWVWET, “mediator_repair_scst™Y —JLIFHHE DY —I)L T
HD. A VAV A =T —LIERIC. ONTAP Mediator ‘tgz' 7 7 T ILRIC/Nw T — SN TV E

o ONTAP Mediator D1 > A b—ILETIF Ty 7L — RFIBICITREEL £FEA.

FE
1. sest T4 L M) TROA VA M=ILOAR VY REETLET -
a. make 2release

b. make scst install
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C. make usr install
d. make iscsi install
€. make scstadm install

f. depmod

MHTA YR b—)L%ERITL. ONTAP Mediatorz BaijIC1 > X b—ILT 3B EIE. K
C) OFIBICETHICROOAT Y RERITLET ©

mkdir -p

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys

g. cp scst/src/certs/scst module key.der
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/

h. patch /etc/init.d/scst < /opt/netapp/lib/ontap mediator/systemd/scst.patch

#El > X ~—JLEFICONTAP Mediator®#iCSCSTEERIICT VX b—ILT 215G
() & COFEERFYTLTRS N, 1R =510k > TEHET BSCST/Ty F 1t
BRTNET,

2. 773 e LT £Fa7 T EMIB>TVERHREIE. BESTIFICROFIEZEITLET !

48

a. scst_vdisk. scst. KU iscsi_scst ED a—ILDRET 7 AINERZRELET :

[root@localhost ~]1# modinfo -n scst vdisk
[root@localhost ~]# modinfo -n scst
[root@localhost ~]1# modinfo -n iscsi scst

b. A—JLU ) —XzMRLFT !

[root@localhost ~]1# uname -r

C BEVa—ILI7MINEA—RILTERLALET !

[root@localhost ~1# /usr/src/kernels/<KERNEL-RELEASE>/scripts/sign-
file \sha256 \
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
le key.priv \
/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst modu
le key.der \

_module-filename

d 7J7—LUTT7EEBICUEFI F—Z1A YR —ILLET,



UEFIF—DA Y X F—ILFIEICOWVWTIF. UTFZERBLTZTE L,

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/README.module-
signing

ERENTUEFIF —IRDGFRICHRFSINET T,

/opt/netapp/lib/ontap mediator/ontap mediator/SCST mod keys/scst module key.de
r

3. PRTFLEBEHLET !

reboot

RAMDERRA NG EISIPOEE

22U NE
* COEEIE. ONTAP Mediator #-1 > X b—JL L7z Linux RX F TETLTL T L,
* ONTAP Mediator 2 > A =)L LTZRICTHR A MR FIZ IP 7 R L ANKRE SN HICH S ERIRE
NEMTHLBRTEHBRICOHA. CNEFEITLTLEETL,

RN ECERARAEZERCESI Y —RN—T s DIFAZSICETRZIRIZ. COXRTZ2FERALT
AERAEEBEML_BV_TLRETV, BEELMAZEZHEHETRVEEIE. COFIRIIEATEIE
Ao

FIE
BEDKRI bO—KHNBEHCERIAZSZERLET !

1. ONTAP Mediatorz Big8i L £ 7 :

./make self signed certs.sh overwrite

[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key
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Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
support@netapp.com

Getting CA Private Key

[root@xyz000123456 server configl]# systemctl restart ontap mediator

ONTAP Mediator® 77 >1 > A =)L

HEIZIHLC T, ONTAPH S HIMT L /2@ & ICONTAP Mediatorz 7 > > A b—J)LL &
ERS

He 9 BHEIIC
ONTAP H'5 ONTAP Mediator ZHIBRT 2 8iIIC. YVIET T A2REBEHLRHD £7,

RRAUE
ZDIEEIL. ONTAP Mediator - > X b—JL L 7= Linux R X R TRITLTLIET LY,

COOAXRYRZERITTERVGEEIE. ROBDLSICKEENZAZFEALTIAY Y RZRITIIHBELNDHD F
ER

/usr/local/bin/uninstall ontap mediator

FlE
1. ONTAP Mediator 2 7> VX b—JLLE T :

uninstall ontap mediator

[root@mediator-host ~]# uninstall ontap mediator

ONTAP Mediator: Self Extracting Uninstaller

+ Removing ONTAP Mediator. (Log:
/tmp/ontap mediator.GmRGdA/uninstall ontap mediator/remove.log)

+ Remove successful.
[root@mediator-host ~1#
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