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1. ONTAP Mediatorz B2 L £ :

./make self signed certs.sh overwrite

[root@xyz000123456 ~]# cd
/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@xyz000123456 server configl# ./make self signed certs.sh overwrite

Adding Subject Alternative Names to the self-signed server certificate
#

# OpenSSL example configuration file.

Generating self-signed certificates

Generating RSA private key, 4096 bit long modulus (2 primes)

e is 65537 (0x010001)
Generating a RSA private key

writing new private key to 'ontap mediator server.key'



Signature ok

subject=C = US, ST = California, L = San Jose, O = "NetApp, Inc.", OU =
ONTAP Core Software, CN = ONTAP Mediator, emailAddress =
supportl@netapp.com

Getting CA Private Key

ONTAP MediatorO ECELIFAZE X EFE CET 2 E=FHKE D
SERAEICETRZ S

BEVORIFHIHIG L TWVWBI5EIE. BCERARSZRAERNEITLIERTE BEL
BAZICESH|A TR,

* ' — RNN—7 1 FEBAE IFONTAP 9.16. 1A 5 & U ZNURTD—EDONTAP/Nw F U 1 — X
TOAYR—EEINET, "NetApp Bugs Online /VZID CONTAP-243278" %8B L T 2

@ T\,

o H— R/)N—F ¢ DIFFBAZE (L. ONTAP Mediator 1.7 %2 ETLTVWB Y XA T LTDHIAHR
—rENFET,

22 UNE
* TODOYEEIZ. ONTAP Mediator #1 > X b—JL L7z Linux RX R TERITLTLEEET L,

*ERCNIcBECERIMAEZZ. ERTT3ERHE (CA) HSEUG LICGGIREICES R ZHEN
HBHBEIC. CORRATVERITTEET, ChZfT5(ICIk. BETIT3 RERER (PK) #EICT It
ATEBUENDD T,

* ROEIE. FONTAP MediatorsEFBEDENZRL TWE T,

ONTAP Mediator Certificate Purposes

Root CA Intermediate Server Chain Server Cert Client Certs

= PKl used to secure * Used as a signing * Used for SSL *Used for HTTPS = Used by ONTAP for
the private authority mutual * Need the private mutual
Certificate » Creates the server authentication / key for encryption authentication
Authority’s key cert + signs all encryption ops «Unique per cluster

*Only need the client certs pair
public cert after » Needs a key + srl * Generated

signing the file to perform automatically
Intermediate CA signing when adding a

cert. mediatorto a
cluster.
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ONTAP Mediator Certificates

Intarmadiats Cart

- Sarver Cart

=ontap_mediator_server.crt
sontap_mediator_server.key

-

*root_ca.crt sintermediate.crt
sintarmediate. key

sIntarmadiate.srl

ontap_mediator_server.cri
+ intermediate.crt

* ontap_mediator_server
_chain.crt

uwsgifontap_mediator.ini

‘WebServer Setup

+ set-placeholder = mediator_cert=/opt/netapp/lib/ontap_mediator/ontap_mediator/server_configfontap_mediator_server_chain.cr
* set-placeholder = mediator_key=fopt/netapp/lib/ontap_mediatorfontap_mediator/server_configfontap mediator_serverkey

» set-placeholder = ca_certificate=/opt/netapp/lib/ontap_mediatorfontap_mediator/server_config/root_ca.crt

ontap_mediator.user_config.yaml
ONTAP Mediator Server Setup

+ cert_path: fopt/netapp/lib/fontap_mediator/ontap_mediator/server_configiontap mediator servercrt'
* key_path: opt/netapp/libfontap_mediatorfontap_mediator/server_configlontap mediator_semverkey'
* ca_cert_path: Yopt/netapp/lib/ontap_mediatorfontap_mediator/server_config/intermediate.crt’

= ca_key_path: fopt/netapp/lib/fontap_mediator/fontap_mediator/server_configfintermediate. kay'

= ca_serial_path: Yopt/netapp/libfontap_mediatorfontap_mediator/server_configlintermediate sl
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‘openssl_ca.cnf Z{ER L £9 .

a WEHEZEMLFT intermediate.key :

:ll

openssl genrsa -aes256 -out intermediate.key 4096

b. ¥ 7 7 1 JL openssl ca.cnf (
*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/openss|_ca.cnf iCH D £9) (3.
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openssl req -key <private key name>.key -new -out
<certificate csr name>.csr -config <config file name>.cnf

[root@mediator host server config]# openssl req -key
intermediate.key -new -config openssl ca.cnf -out intermediate.csr
Enter pass phrase for intermediate.key:

[root@mediator host server config]# cat intermediate.csr
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openssl genrsa -aes256 -out ca.key 4096

b. ¥ 7 7 1 JL openssl ca.cnf (
*Jopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/openssl_ca.cnfiC® D £7) (&,
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2. MERBEEBR T 7ML EERAL TGGERREZEELXRERZIER L XY ca.csr:
fl -

openssl req -key <private key name>.key -new -out
<certificate csr name>.csr -config <config file name>.cnf

[root@mediator host server configl# openssl req -key ca.key -new
-config openssl ca.cnf -out ca.csr

Enter pass phrase for ca.key:

[root@mediator host server configl# cat ca.csr

<certificate value>
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*lopt/netappl/lib/ontap_mediator/ontap_mediator/server_config' 7 # LA —H'5XD AT RZEITL
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openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shabl2 -keyout ontap mediator server.key -out
ontap mediator server.csr

2. CSR o —N—FEEZTER T B IC13.
/opt/netapp/lib/ontap mediator/ontap mediator/server config 7 # LA —H5RD
IRV RZRITLET

CNBEDT 7 ILIEPKIERERD SBIG SNE LT, BARZMEZELEFERHL VLSS
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openssl x509 -extfile openssl server.cnf -extensions v3 req -CA
intermediate.crt -CAkey intermediate.key -CAcreateserial -shab5l12 -days 1095
-req -in ontap mediator server.csr -out ontap mediator server.crt

° “_CAcreateserial' 4 7> 3 >|& “intermediate.st 7 71 L= £ T R T=DICERBINFE T,

ONTAP Mediator 1.8 L{H{
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STHEAINAB3Y—N—IBREICKNEL ONT 2IEETA3EEDEENZTENTULET,
ROARXY RTH—N—SIBEE*XEMTETE I,

FlE
1. H—N—FEREZBLER (CSR) ZEMT 3ICId.
*Jopt/netapp/lib/ontap_mediator/ontap_mediator/server_config' 7 # L X —H'5 XD X > RZE1TL
3

openssl req -config openssl server.cnf -extensions v3 req -nodes -newkey
rsa:4096 -shabl2 -keyout ontap mediator server.key -out
ontap mediator server.csr

2. CSRh o —N—FREZEMT 3 ITIE.
/opt/netapp/lib/ontap mediator/ontap mediator/server config 7 # WA —hBERD
OV RZRITLET

@ N5DT 7 ILIFPKIEREEBR D OBECNFE LTce BLZHAZELZFEAL TWVDIE
Bld. ‘cacrt & cakey ZEZET AT FAINBICEETHA T,

openssl x509 -extfile openssl server.cnf -extensions v3 req -CA ca.crt
-CAkey ca.key -CAcreateserial -shabl2 -days 1095 -reqg -in
ontap mediator server.csr -out ontap mediator server.crt

° “.CAcreateseriall + > 3 i casl 771 I =SB T D=DICERINE T,

27w 3 . ONTAP Mediatort&m TH L L\ Y — K /N— 7« CASEREZ &t — /\i[FEZ %
BBz 3

ONTAP Mediator 1.10L4[%

SEBAE DERTE 1.
“lopt/netapp/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml' (Cd %
7 1 JL CONTAP MediatorlCIREEINE T, CDT 7AILICIE. UTDBMENRZTENE T ©

&
i
N

cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.crt!

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca_serial path:



'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia

te.srl'

* “cert_path' & LU ‘key_path'igH—/N\N—EBHEZH T,

* ca cert path. ca key path. H&U ‘ca_serial_path'|& CAFFRAEZEH T,

FIE
1. §RTD ‘intermediate.* 7 7 1 )L ZH— RNN—F 1 ODFEFAEICBE IR £,
2. “intermediate.crt’ & & U “ontap_mediator_server.crt sEBAE D SBAEF T — > & ER L F T :

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

3. *Jopt/netapp/lib/ontap_mediator/uvicorn/config.json' 7 7 1 L= E#H L £ 9,

‘ssl _keyfile'. ‘ssl certfile'. LTV 'ssl ca certs DEZEHLEXT !

ssl keyfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

ssl certfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

ssl ca_ certs:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° “ss|_keyfile |3 “ontap_mediator_server.crt' 7 7 1 LD F — /N X T\
‘ontap_mediator_server.key' T3,
° “ssl_certfile'fE|& “ontap_mediator_server_chain.crt 7 71 JLD/NZA T,
° “ssl|_ca_certs fild “root_ca.crtt 7 7 1 JLD/NX T,
4 FLERSNTIEERREDRDBMNELKBRETNTVWS e ZzHERLET -
° Linux Z)L—FDA—7F—: netapp:netapp
° Linux OERR : 600
5. ONTAP Mediatorz FBicEI L £ :

systemctl restart ontap mediator

ONTAP Mediator 1.9.1 5 & U 1.9

SERRE DR IS
*Jopt/netapp/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml |C % % &€ 7
7 -1 JLCONTAP MediatoriCiRfEENE T, COT7AILICIE. UTOBMINSENET



cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/intermedia
te.srl'

* “cert_path' & KU ‘key_path'ldH —/N\N—FBHEZH T,

* ca _cert path. ca key path. & U ‘ca_serial_path'i& CASEEAZEZH T,

FlE
1. FRTD intermediate.* 7 71 L= — R /N—FT 1« OIS ICEZT BRI £,
2. “intermediate.crt' & & U* “ontap_mediator_server.crt sERAEN SEEBHEF T — > #ERL F T ©

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

3. “Jopt/netappl/lib/ontap_mediator/uwsgi/ontap_mediator.ini' 7 7 1 L= BFH L £,

‘mediator cert’. ‘mediator key'. B&U
‘ca_certificate DEZEFHLFT :

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt
° “mediator_cert'{Bld “ontap_mediator_server _chain.crt 7 7 1 JLD/N X TY,

° mediator key value |& ‘ontap mediator server.crt 77 INDF—/NIXTY
‘ontap mediator server.keyo



° “ca_certificate | “root_ca.crt 7 7 1 ILD/NX T,

4 FUSEMTNTIEEBREORDOBENELKRESNTVS e 2R LET -
° Linux Z')L— 7D # —F—: netapp:netapp
° Linux D&R : 600

5. ONTAP Mediatorz BBitcE# L £ 9 :

systemctl restart ontap mediator

ONTAP Mediator 1.8 LL#i

FERAE DERTE 1.
*lopt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.config.yaml' | 3 % 57 7
7 -1 JL TCONTAP MediatoriCiRIE SN E T, COT7ILICIE. UTOBENEENF T !

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap medi
ator server.key'

ca cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt'
ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca serial path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl’

* “cert_path' & & U “key path' (3 —/N\N—FRAEZEZH T,
* ca_cert path. ca key path. H&U ‘ca_serial_path’l& CAFFRAEZEH T,
Flig
1. IRTD ca* 77N EY—RN—FT 1 DIAEZICEZTIRZIF T,
2. “ca.crt KU “ontap_mediator_server.crt SEEAED SFEAEF Tt — > EZERL £ 7 ¢

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt
3. “Jopt/netappl/lib/ontap_mediator/uwsgi/ontap_mediator.ini' 7 7 1 L= EBF L £,

‘mediator cert’. ‘'mediator key'. BXUY
‘ca certificate DEZEHMLET :

set-placeholder = mediator cert =

/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server chain.crt



set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediator
server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

° “mediator_cert'{El& “ontap_mediator_server_chain.crt 7 7 1 JLD/N X TY,

° mediator key value'ld ‘ontap mediator server.crt ' 7 7AJILADF—/NXTT
‘ontap mediator server.keyo

° “ca_certificate | “root_ca.crt 7 7 1 ILD/NA T,

4 FLSERSNTIEERREDRDBENELKBRETNTVWS ez LET -
° Linux Z)L—FDA—7F—: netapp:netapp
° Linux OEPR : 600

5. ONTAP Mediatorz LI L £ :

systemctl restart ontap mediator

ATV T4 AT 3T Y= FN—T 1 OFERZICHIDONI X /cI3BRIZERALET

ONTAP Mediator 1.10L4[%

‘intermediate.* UANDRDEBI TH— RN—FT 1 OEBE%FEAL =D . BDFBFAICHRE
L7chd352HTETEY,

FIE

1. */opt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.user_config.yaml’ 7 7
1 )LZFKE L T, “ontap_mediator.config.yaml' 7 7 1 LADT 7 # )L FOERE=Z LEZL T,

‘intermediate.crt  ZPKIMBEANSEIG L. FOMEHE " intermediate.key %
‘/opt/netapp/lib/ontap mediator/ontap mediator/server config DIFFFIC

RET BHE.
‘ontap mediator.user config.yaml ' 7 71 JLIERDBDLSICHD FT !

‘intermediate.crt' Z /A L T “ontap_mediator_server.crt SEFAEZICEL L1558
(D ‘intermediate.srl’ 7 7 ALK EINE T, FHFMICOVWTIE. RTv 72— F/)N—
T4 DCASERAE TEA L TH—N—GIAZEZEMT2ZBRBL T,

[root@mediator host server configl# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in

10



ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.srl'

a. ‘root_ca.crt' sSEBHE N “ontap_mediator_server.crt sSEBAEICE R T B “intermediate.crt SEFAE % 12
HY 2AEEBEEFER L TLWBIHESIFE. Cintermediate.crt SEFAE &
‘ontap_mediator_server.crt SEEEENSIEFAEF T — U EERL £ ¢

@ FIEDRWVERFET. PKI #%E8H 5 “intermediate.crt sEBAE &
‘ontap_mediator_server.crt GAFBAZE Z AR L TE K HENHD 7,

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt

b. */opt/netapp/lib/ontap_mediator/uvicorn/config.json' 7 7 1 L= BFH L £,

‘ssl _keyfile'. ‘ssl certfile'. XU
‘ssl ca certs DEZEHLET !

11



ssl keyfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server.key

ssl certfile:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

ssl ca_ certs:
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

* “ssl_keyfile {3 “ontap_mediator_server.crt' 7 7 1 LJIID F — /N X T\
‘ontap_mediator_server.key' T9,

= “ssl_certfile (& “ontap_mediator_server_chain.crt 7 7 1 JLD/XZXA T,

" “ssl_ca_certs'fBl& ‘root_ca.crt 7 71 ILD/NATY,

HTTPS TH&HL & 117=ONTAP Mediatorz {§F8 9 % SnapMirror77 27 7« 7 EE~
2 AR E & UMetroCluster IPHER DIZEIE. ONTAPY S X Z|C

@ ‘intermediate.crt & & U “root_ca.crt SFEAZ # BT A3HEHH D F
95 "SnapMirror 72 7« JREIEED 7= IC ONTAP Mediator ¥ 7 5 X X % & E
9 3"$H & U"MetroCluster IPAEELF DONTAP Mediatorz iR L £ 9" B8R L
TLIEELY,

CHLLERENIGGIAZDRDEMNELKRESNTVWB =L £ T !
* Linux Z)L—7FDA—F—: netapp:netapp
* Linux OERR : 600
2. |/ET 7 I TIARSHEHF SN/ 5. ONTAP Mediator ZBEEL £,

systemctl restart ontap mediator

ONTAP Mediator 1.9.1 5 & U 1.9

‘intermediate.* " UANDRDEEITH — R/NN—FT 1 QFBEZEFEARAL =D . RDSFAICHRE
LD 8HTEED,

FIE

1. “/opt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.user_config.yaml" 7 7
1L ZKEL T, “ontap_mediator.config.yaml' 7 7 T LADT 7 # )L FDZEHfEE FEZL X T,

‘intermediate.crt  ZPKIMEENSEIEL. FOMEHE intermediate. key &
‘/opt/netapp/lib/ontap mediator/ontap mediator/server config’ DIZFRIC

RET 355
‘ontap mediator.user config.yaml ' 7 7T JLIEZRDFDLSICHD FT !

(D ‘intermediate.crt' Z /A L T “ontap_mediator_server.crt SEBAZICE% L 1-HA.
‘intermediate.sr’ 7 7 A LAV ERRENE T, FHICDOVWTIE. X7 v 72 H—F/N—
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T4 DCAFEFAE TERB L TH —N—GRAZZEM T2 Z2BR LTI,

[root@mediator host server config]# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.crt'

ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.key'

ca serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/interme
diate.srl'

a. ‘root_ca.crt' sSEBHE N “ontap_mediator_server.crt sEBAEICE R T B “intermediate.crt SEFAE % 12
HY ZAEEBEEFER L TLWBIHESIFE. Cintermediate.crt SEFAE &
‘ontap_mediator_server.crt SERAEN SIFAEF T — > ZER L £T -

@ FlEDRWERRET. PKI #EH' 5 intermediate.crt SEEAE &
‘ontap_mediator_server.crt AEBAZE ZEE L TE K BENH D 7,

cat ontap mediator server.crt intermediate.crt >
ontap mediator server chain.crt
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b. */opt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini' 7 7 1 L= EF L £,

‘mediator cert'. ‘mediator key'. B&U
‘ca_certificate DEZEFHLFT :

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or_ server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

* “mediator_cert'{E|& “ontap_mediator_server_chain.crt 7 7 1 JLD/NXTY,

* “mediator_key {E|& ‘ontap_mediator_server.crt' 7 7 -1 LD F — /N X T.
‘ontap_mediator_server.key T,

* “ca_certificate Bl “root_ca.crt 7 7 1 JLD/NX T,

SnapMirror ¥ % ittt (SM-BC) 75 XX DHZEIE. intermediate.crt' &
(D & U root_ca.crt sSEFAEZEZONTAPY S X AZIEBMT BA3HEHLH D F
Fs "SnapMirror 72 7« JREIHAD 7= - ONTAP Mediator £ ¥ 5 X X % J/E
TH5"ZBRLTLIEEL,
CHiLLEMTNIHEEDXDBEINELLRESNTVWSCZHERLET !
* Linux Z)L—7MDF —7+—: netapp:netapp
* Linux OERR : 600
2. RET 7L TIAREEHNEF INF=5. ONTAP Mediator # BB L 7

systemctl restart ontap mediator

ONTAP Mediator 1.8 L{Fi

‘ca. DA DRIDRFITY — RN—T « OFEEAEZ R LD BIOBARICRELILD TS
CHTEET,

FIE

1. */opt/netappl/lib/ontap_mediator/ontap_mediator/server_config/ontap_mediator.user_config.yaml’ 7 7
1 )LZFKE L T, “ontap_mediator.config.yaml' 7 7 1 LD T 7 # )L FOEEZ LEZL X7,

‘ca.crt  ZPKIMEANSERL. TOWER ca.key %&
‘/opt/netapp/lib/ontap mediator/ontap mediator/server config DIFFFIC
REI B35S,
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‘ontap mediator.user config.yaml' 7 7AJLIZRDFDKSICHD FT !

‘ca.crt’ =M L T “ontap_mediator_server.crt SEFBEICE & LB E. ‘casl 7741
(D) AnERmSnET, BEICOWTE, 27y 72— K/{—7 1 DCATHHE T8,
LTH—N—GEAZEZER T 2Z2BR L TLEEL,

[root@mediator host server configl# cat
ontap mediator.user config.yaml

# This config file can be used to override the default settings in
ontap mediator.config.yaml

# To override a setting, copy the property key from

ontap mediator.config.yaml to this file and

# set the property to the desired value. e.g.,

#

# The default value for 'default mailboxes per target' is 4 in
ontap mediator.config.yaml

#

# To override this value with 6 mailboxes per target, add the
following key/value pair

# below this comment:

#

# 'default mailboxes per target': 6
#

cert path:

'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.crt'

key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap m
ediator server.key'

ca cert path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.crt’
ca key path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.key'
ca_serial path:
'/opt/netapp/lib/ontap mediator/ontap mediator/server config/ca.srl'

a. ‘root_ca.crt' SEBAZ Y “ontap_mediator_server.crt sSEFHZICE4 9 B “ca.crt SEFAZ Z 1Rt 9 B 5ERA
EREEFERLTVWSEEIE. ‘cacrtZEFHZ ¢ “ontap_mediator_server.crt' SEEHZEH S FERAZE F
T—>ZERLFT :

@ FIEDRWVERPET. PKI #E3H 5 “ca.crt' SEBEE & “ontap_mediator_server.crt' SEFH
EERRLTEBELNHD FT,

cat ontap mediator server.crt ca.crt > ontap mediator server chain.crt
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b. */opt/netapp/lib/ontap_mediator/uwsgi/ontap_mediator.ini' 7 7 1 L= EF L £,

‘mediator cert'. ‘mediator key'. B&U
‘ca_certificate DEZEFHLFT :

set-placeholder = mediator cert =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or server chain.crt

set-placeholder = mediator key =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/ontap mediat
or_ server.key

set-placeholder = ca certificate =
/opt/netapp/lib/ontap mediator/ontap mediator/server config/root ca.crt

* “mediator_cert' {El3 “ontap_mediator_server_chain.crt' 7 7 1 JLD/N X TY,

* “mediator_key {El& “ontap_mediator_server.crt' 7 7 1 LD F—/V X T\
‘ontap_mediator_server.key T,

* “ca_certificate & “root_ca.crt 7 7 1 ILD/NA T,

SnapMirrort & % Z#kEtE (SM-BC) 75 X2 DIFEIF. “cacrt BL UV

@ ‘root_ca.crt' SEFAEZEZ ONTAPY 5 X ZITBMT ZHEHLH D £9, "SnapMirror
T T 4 TEEAD -8 IZ ONTAP Mediator £ 7 5 AR & RET 3" 2 BB L T
<T2T0N

C HLLLEMTNTAEAZDXDBEMNELSBRESNTVWA L ZHRLET !
* Linux ZI)L—7®D# —7F—: netapp:netapp
* Linux DHERR @ 600
2. RET 7L THRAENEHF SN/ 5. ONTAP Mediator = Fi2& L £ 7,

systemctl restart ontap mediator

2NTAP MediatorDFERAZEREDREED S TINSa—T 1 >

ERREOREX ST a—Ta I 93BICIE. CnsoFoyVEBEZFERALT
SERRZE O/NT« ZRESRL T EEL,

AEFAE D EMHAR Z FESR T 5
SIAEOEMEEEHIIT 310 ROITY REFALET,
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ONTAP Mediator 1.9L([%

[root@mediator host server configl# openssl x509 -in intermediate.

-text —-noout
Certificate:
Data:

Validity

Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

ONTAP Mediator 1.8 ULl

[root@mediator host server config]# openssl x509 -in ca.crt -text

-noout
Certificate:
Data:

Validity
Not Before: Feb 22 19:57:25 2024 GMT
Not After : Feb 15 19:57:25 2029 GMT

CAFBAZEICH T3 X509v3 LR DIREE
ROOATY REFEAL T, CASEREZ D X509v3 HhRIEREX #REEL £ 9,

ONTAP Mediator 1.9L4[%

‘openssl ca.cnf D “*v3 ca*  TEZRINLTONT 1 I,
‘intermediate.crt Tl "X509v3 extensions &L TEREIRINFT,

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server config]# cat openssl ca.cnf

[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeyIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

crt
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[root@mediator host server config]# openssl x509 -in intermediate.crt

-text —-noout
Certificate:
Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:

keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27

X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

ONTAP Mediator 1.8 L{Fi

‘openssl ca.cnf 'RAD ‘*v3 ca*  TEBENILTAONTIE. “ca.crt Tl
"X509v3 extensions & LTRRINZKT,

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server config]# cat openssl ca.cnf

[ v3 ca ]

subjectKeyIdentifier = hash

authorityKeyIdentifier = keyid:always,issuer
basicConstraints = critical, CA:true

keyUsage = critical, cRLSign, digitalSignature, keyCertSign

[root@mediator host server config]# openssl x509 -in ca.crt -text
—-noout
Certificate:

Data:

X509v3 extensions:
X509v3 Subject Key Identifier:

9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27
X509v3 Authority Key Identifier:



keyid:9F:06:FA:47:00:67:BA:B2:D4:82:70:38:B8:48:55:B5:24:DB:FC:27

X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign

B—N—FRZ Y T2 7 bORBAICHIT B X509v3 HLaRIEEE = IREES D

‘openssl server.cnf BT 7ML TERENK "v3_req 7ONT 7 id FEFAEAT
*X509v3 extensions & LTRRINZEXT,

KOFTIE. ONTAP Mediator B’ > X b—JLEMLT LB Linux VM T “hostname -A'$ L U “hostname -I" 1

IYRERITIBIELT. ‘alt names I a3 VAHOEREZWETEET,
ZHODIELWMEICDWTIE. Ry FT—0BEEICHER LTIV,
ONTAP Mediator 1.9L([%

[root@mediator host server configl# pwd

/opt/netapp/lib/ontap mediator/ontap mediator/server config
[root@mediator host server configl# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-vb6.company.com

IP.1 = 1.2.3.4

IP.2 = abcd:abcd:abcd:abcd:abed:abed

[root@mediator host server config]# openssl x509 -in intermediate.crt
-text -noout
Certificate:

Data:

X509v3 extensions:
X509v3 Basic Constraints:

19
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CA:FALSE
X509v3 Extended Key Usage:
TLS Web Server Authentication
X509v3 Key Usage:
Key Encipherment, Data Encipherment
X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP
Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcd:abcd:abecd

ONTAP Mediator 1.8 L{Fi

[root@mediator host server configl# pwd
/opt/netapp/lib/ontap mediator/ontap mediator/server config

[root@mediator host server config]# cat openssl server.cnf

[ v3 req ]

basicConstraints = CA:false

extendedKeyUsage = serverAuth

keyUsage = keyEncipherment, dataEncipherment
subjectAltName = @alt names

[ alt names ]

DNS.1 = abc.company.com

DNS.2 = abc-v6.company.com

IP.1 = 1.2.3.4
IP.2 = abcd:abcd:abcd:abcecd:abced:abed

[root@mediator host server config]# openssl x509 -in ca.crt -text
—-noout
Certificate:

Data:

X509v3 extensions:

X509v3 Basic Constraints:
CA:FALSE

X509v3 Extended Key Usage:
TLS Web Server Authentication

X509v3 Key Usage:
Key Encipherment, Data Encipherment

X509v3 Subject Alternative Name:
DNS:abc.company.com, DNS:abc-v6.company.com, IP

Address:1.2.3.4, IP Address:abcd:abcd:abcd:abcecd:abecd:abed



MERHGIAZS ML TVWS CZ2 RIS
BEOWERNIRE BTN SN ERBTEET,

F— CEERREIC L TENZNRD OpenSSL IR Y RZfEAL FT,

ONTAP Mediator 1.9L([%

[root@mediator host server config]# openssl rsa -noout -modulus -in
intermediate.key | openssl md5

Enter pass phrase for intermediate.key:

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

[root@mediator host server configl]# openssl x509 -noout -modulus -in
intermediate.crt | openssl md5

(stdin)= 14c6b98b0c7c59012blde89%eeed4a9dbc

ONTAP Mediator 1.8 L{Fi

[root@mediator host server config]# openssl rsa -noout -modulus -in
ca.key | openssl mdb

Enter pass phrase for ca.key:

(stdin)= 14c6b98b0c7¢c59012blde89%eeed4a9dbc

[root@mediator host server configl# openssl x509 -noout -modulus -in
ca.crt | openssl mdb

(stdin)= 14c6b98b0c7¢c59012blde89%eeecd4a9dbc

M0 “-modulus’ BMEN—HT 3355, WERLREOXRTICEBRMELHO . HEICEETES S LZRL
9,

B — N—EBREDREDCAERRE D SER NI C 2R S
ROARXY RZFERAL T, T—N—ERAEISGEDCARAEN SER N TVWE C E ZHEETET X7,
ONTAP Mediator 1.9L4%
[root@mediator host server config]# openssl verify -CAfile root ca.crt
-—untrusted intermediate.crt ontap mediator server.crt

ontap mediator server.crt: OK

[root@mediator host server config]#

ONTAP Mediator 1.8 LLFT

[root@mediator host server config]# openssl verify -CAfile ca.crt
ontap mediator server.crt

21



ontap mediator server.crt: OK

FUIAVEHAZERT—2 X FOKOJL (OCSP) #&itZER L TLWAHEIE. O< > R'openssl-verify" & {#
BLETY,
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