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RETAY—RDPRETITDE. RAYyFHRIT—-FLET,
d ZOY 7 rHRREINES. A—HFRHENRT—RZADL TRy FICOJ1>LET,

ROBNE. Ay FERETBEOTOAYT D ATLIGEZRLTVWET, WIEM (T <<<)

) & BHREANTB5HAERLET,

-—-——- System Admin Account Setup ----
Do you want to enforce secure password standard (yes/no) [y]:y
*hLLLK K

Enter the password for "admin": password
Confirm the password for "admin": password
—-—-—-- Basic System Configuration Dialog VDC: 1 —----

This setup utility will guide you through the basic configuration of

the system. Setup configures only enough connectivity for management

of the system.

Please register Cisco Nexus3000 Family devices promptly with your

supplier. Failure to register may affect response times for initial

service calls. Nexus3000 devices must be registered to receive
entitled support services.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime

to skip the remaining dialogs.
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Would you like to enter the basic configuration dialog (yes/no): yes
Create another login account (yes/no) [n]:
Configure read-only SNMP community string (yes/no) [n]:
Configure read-write SNMP community string (yes/no) [n]:
Enter the switch name : switch-name **<<<**
Continue with Out-of-band (mgmt0O) management configuration?
(yes/no) [yl:
MgmtO IPv4 address : management-IP-address **<I<*x*
MgmtO IPv4 netmask : management-IP-netmask **<<<**
Configure the default gateway? (yes/no) [y]l: y **<<<**
IPv4 address of the default gateway : gateway-IP-address F**<<<**
Configure advanced IP options? (yes/no) [n]:
Enable the telnet service? (yes/no) [n]:

Enable the ssh service? (yes/no) [y]: y F**<<<**
Type of ssh key you would like to generate (dsa/rsa) [rsal: rsa
**<<<~k*

Number of rsa key bits <1024-2048> [1024]:
Configure the ntp server? (yes/no) [n]:
Configure default interface layer (L3/L2) [L2]:
Configure default switchport interface state (shut/noshut)
[noshut] : shut **<<<**
Configure CoPP system profile (strict/moderate/lenient/dense)
[strict]:

EEO—EQTOY T FTRENTTLET,



The following configuration will be applied:
password strength-check
switchname IP switch A 1
vrf context management
ip route 0.0.0.0/0 10.10.99.1
exit
no feature telnet
ssh key rsa 1024 force
feature ssh
system default switchport
system default switchport shutdown
copp profile strict
interface mgmtO
ip address 10.10.99.10 255.255.255.0
no shutdown

Would you like to edit the configuration? (yes/no) [n]:
Use this configuration and save it? (yes/no) [y]:
2017 Jun 13 21:24:43 Al %$ VDC-1 %$ %COPP-2-COPP_POLICY: Control-Plane

is protected with policy copp-system-p-policy-strict.

[HAFHHHHAHHH A A H A A AR HH] 1003
Copy complete.

User Access Verification

IP switch A 1 login: admin

Password:

Cisco Nexus Operating System (NX-0S) Software

IP switch A 1#

- REEREFLET,

IP switch-A-1# copy running-config startup-config
CAAyFEVT—bL. RAYyFARAIO-REINBZETTHLEET,

IP switch-A-1# reload

. MetroCluster IP #R DD 3 DD XAy FICDWVWT, LEROFIEZEDRLEF T,



Cisco AT YFDNX-OSY I bz 7DAIYO—REAVRA M=)

MetroCluster IP #OZ XA W FICRA Y FDARL —F 4 VIV RTLIT7AILE RCF 771 IILEL DY
O—RIBIBRELNHD X,

CDARXIICDODWVWT

CODIEEICIE. FTP. TFTP. SFTP. SCPHED T 7AIEEY 7 DT 7HWMNETT, 771IL%E X
AwFICaAE—LET,

CDFEIZ. MetroCluster IP BDZ IP X1 v FTRITTIMRERHD £7,
BR—FINTVWBEN=a3VDRAYFY I NI T 2ERTIBRELRHD £,

"NetApp Hardware Universe DB&"

FIE
1. HR—FINTVWBNX-OSY I r I 7774 ER D >O—RLET,

"ZXAV I U T7ORT>O—R"
2 R4 yFY I NI THEAA Yy FICAE—LE T,
'copy sftp://root@server-IP-address/tftpboot/NX-OS -file-name bootflash:vrf management’

C DB TIE. nxos.7.0.3.14.6.bin 7 71 JL% SFTP #—/V10.10.99.99 5 O0—AINT— b+t TS5 v ail
.| to_ L—Cb\i?o

IP switch A 1# copy sftp://root@10.10.99.99/tftpboot/nxos.7.0.3.I4.6.bin
bootflash: vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/nxos.7.0.3.I4.6.bin

/bootflash/nxo0s.7.0.3.I4.6.bin

Fetching /tftpboot/nxos.7.0.3.I4.6.bin to /bootflash/nxos.7.0.3.I4.6.bin
/tftpboot/nxo0s.7.0.3.I4.6.bin 100% 666MB 7.2MB/s
01:32

sftp> exit

Copy complete, now saving to disk (please wait)...

3. 8BZXAwF®D bootflash T4 LI FJICZAALYFDNX-OS 771D HBZ =R LFT,
IR bootflash: | ODLSICKRTEINET

ROBIFE. FC_switch A 1ICT7AIDEFEETZHLZRLTVET,
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IP switch A 1# dir bootflash:

698629632 Jun 13 21:37:44 2017 nxos.7.0.3.I4.6.bin

Usage for bootflash://sup-local
1779363840 bytes used
13238841344 bytes free

15018205184 bytes total

IP switch A 1#

4 24 YyFIYIT I TEAVAL—ILLET,
g RTD nxos bootflash:nxos.version-number.bin 1 > X b—JLLE T
AAYFYTRIIT7HA VA —LEhd e, Ay FIFEFNICUO-F (VTJ—F) LET,
ROFE. FC switch A 1TADY I RITTTDA VA L—=ILZERLTWVWET,
IP switch A 1# install all nxos bootflash:nxos.7.0.3.I4.6.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxos.7.0.3.I4.6.bin for boot variable "nxos".
[###fdfHAHH#HHE#E#H#H] 1005 —— SUCCESS

Verifying image type.
[###fdfHH#H#HHE#4#H#H] 1008 —— SUCCESS

Preparing "nxos" version info using image
bootflash:/nxo0s.7.0.3.I4.6.bin.
[H#HfHEHE#FHFH4#4##4#] 100% —— SUCCESS

Preparing "bios" version info using image
bootflash:/nxo0s.7.0.3.I4.6.bin.

[#Af#HHH#SHHH A F#4#E##] 100% —— SUCCESS [###H44 444444444444 ] 100
—-— SUCCESS
Performing module support checks. [##H4H44 444444444444 ] 100

-— SUCCESS



Notifying services about system upgrade. [H#efH#HHfHHAHSH#EHEHS] 1003
SR SUCECESIS

Compatibility check is done:

Module bootable Impact Install-type Reason
1 yes disruptive reset default upgrade is not
hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt) New-Version Upg-
Required
1 nxos 7.0(3)I4 (1) 7.0(3)I4(6) yes
1 bios v04.24(04/21/2016) v04.24(04/21/2016) no

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] vy

Install is in progress, please wait.

Performing runtime checks. [##FHFHAHAHAFEHEHHH#HH] 100 -——
SUCCESS

Setting boot variables.

[####4#HHHHERH AR #E#H#E] 1005 —— SUCCESS

Performing configuration copy.
[#AfHHHHSH#HHSHHH#EH#] 100% —— SUCCESS

Module 1: Refreshing compact flash and upgrading bios/loader/bootrom.

Warning: please do not remove or power off the module at this time.
[###H#HHHHH#E##E##E###] 1005 —— SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.
IP switch A 1#

S. A4 wFHIO—RETNBETHFLTHSE. XMy FIcOd1 > LET,



2ZAyFRI)T—hEhd e, Q71> 7OV T BRI EINFT,

User Access Verification

IP switch A 1 login: admin

Password:

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2017, Cisco and/or its affiliates.
All rights reserved.

MDP database restore in progress.
IP switch A 1#

The switch software is now installed.

6. RAYFYTLIITHAUVRAM=ILEINTWR I =#MEELE T +show version

ROPIE. DHEAZRLTVET,



IP switch A 1# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2017, Cisco and/or its affiliates.
All rights reserved.

Software
BIOS: version 04.24
NXOS: version 7.0(3)I4(06) **<<< switch software version**

BIOS compile time: 04/21/2016
NXOS image file is: bootflash:///nxos.7.0.3.I4.6.bin
NXOS compile time: 3/9/2017 22:00:00 [03/10/2017 07:05:18]

Hardware
cisco Nexus 3132QV Chassis
Intel (R) Core(TM) i3- CPU @ 2.50GHz with 16401416 kB of memory.
Processor Board ID FOC20123GPS

Device name: Al
bootflash: 14900224 kB
usbl: 0 kB (expansion flash)

Kernel uptime is 0 day(s), 0 hour(s), 1 minute(s), 49 second(s)
Last reset at 403451 usecs after Mon Jun 10 21:43:52 2017
Reason: Reset due to upgrade
System version: 7.0(3)I4(1)
Service:
plugin

Core Plugin, Ethernet Plugin
IP switch A 1#

7. MetroCluster IP #RDED D 3 DD IP X1 v FICDOWVWT. LEBDOFIEEZEDIRLET,

CiscolPRCF 771 IILDA D >O—REeA1 > A=)l
MetroCluster IP B ODZ XM v FICRCF 7 71L& U >O—RIIBERHD £,

CDRARAIICDWVWT



CDEEICIF. FTP. TFTP. SFTP. SCPRYDT 7AINEnXY 7 Iz T7HHETYT, T71I)l%Z
AAYyFICAE—-LE T,

CDFIEIE. MetroCluster IP B DE IP X1 v F TRITIIHNEHLNHD £,
HR—FINTVWBIN=—3VDRAYFY IO T7Z2ERTIRENHD £7,
"NetApp Hardware Universe DB&"

RCF 771 ILIZ 4 DHD. ENEND MetroCluster IP D 4 DDE XA wFICHHLTWET, FHTS
ZAAYFOETIVICHIGLIIELWRCF 7 71 L% {ERT3HELHD £,

ATYF RCF 771l

IP_switch_A_1 NX3232_v1.80_Switch-A1.ixt

IP_switch_a_2 NX3232_v1.80_Switch-A2.txt

IP_switch_B_1 NX3232_v1.80_Switch-B1.txt

IP_switch_B 2 NX3232_v1.80_Switch-B2.txt
FIE

1. MetroCluster IP D RCF 7 7 (L2427 >A—F L&Y,
() 29> 0—FBICRCFI 7 A LEEBT 3 LI TE £ Ao

2. RCF 771N XAy FICOAE—LET,

a. RCF 771N ZERYIDRAyFICIE—LET,
'copy sftp://root@ftp-server-ip-address /tftpboot/switch-specific -RCF bootflash:vrf management’
C DFEITIE. NX3232_v1.80_Switch-A1.txt RCF 7 7 1 JL%Z SFTP #—/\X® 10.10.99.99 50— A

WIT—=brT73y2aillaE—LTVWEY, ERAITS TFTP/SFTP Y —NDIP 7L &, 1V b
—ILTBIRENDS RCF 771D T 71 IVaZERTIHENRDHD XTI,
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IP switch A 1# copy
sftp://root@10.10.99.99/tftpboot/NX3232 v1.80 Switch-Al.txt bootflash:
vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/NX3232 v1.80 Switch-Al.txt
/bootflash/NX3232 v1.80 Switch-Al.txt

Fetching /tftpboot/NX3232 v1.80 Switch-Al.txt to
/bootflash/NX3232 v1.80 Switch-Al.txt

/tftpboot/NX3232 v1.80 Switch-Al.txt 100% 5141 5.0KB/s
00:00

sftp> exit

Copy complete, now saving to disk (please wait)...

IP switch A 1#

aZODIDDRAYFDENENICOVWT, RALFIEZEDELET, TNENDIA Y FITHIGT

BRCF 77 dF—TF3LDIEELTLEIL,
3. 8BXAwF®D bootflash T« L2 FJIZCRCF 77 MWD HB xR LET,

l'IR bootflash: | OKSICEKREINET

RDOFIE. FC switch A 1 ICT7AILDEFEETZIICERLTVWETD,

IP switch A 1# dir bootflash:

5514 Jun 13 22:09:05 2017 NX3232 v1.80 Switch-Al.txt

Usage for bootflash://sup-local
1779363840 bytes used
13238841344 bytes free
15018205184 bytes total

IP switch A 1#

4. Cisco 3132Q-V 8 & U Cisco 3232C X1 v FD TCAM V= 3>/ EL £ T,

@ Cisco 3132Q-V F7clZ Cisco 3232C X1 v FZFERAL TLWARWEEIE. COFIEZERL
9,
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a. Cisco 3132Q-V A1 FT. KO TCAM )= a3 V% /ELET,

conf t

hardware access-list tcam region span O
hardware access-list tcam region racl 256
hardware access-list tcam region e-racl 256
hardware access-list tcam region gos 256

b. Cisco 3232C X1 vFT. XD TCAM ) — 3> %2BELET,

conf t

hardware access-list tcam region span O
hardware access-list tcam region racl-lite O
hardware access-list tcam region racl 256
hardware access-list tcam region e-racl 256
hardware access-list tcam region qos 256

CTCAMU—C 3 ZRELKLS. REZFREFLTAAMyFZUO-—FLET,

copy running-config startup-config
reload

S . ZBEAAYFT. WIS RCF 77MI)IzO0—AINT =TSy ahoERTHOKREICIE—LEFT,
copy bootflash: switch-specific-RCF.txt running-config

6. XA Y FT. BITHORENSRAE— LTV TR EICRCF 77 ()LeIE—LET,
'copy running-config startup-config

RDESBHADVRRIEINET,

IP switch A 1# copy bootflash:NX3232 v1.80 Switch-Al.txt running-config
IP switch-A-1# copy running-config startup-config

1. 24y F=)O—RFLET,

TEO— R

IP switch A 1# reload

8. MetroCluster IP #RDOMD 3 DDOXA v FICDOWVWT. LEBDOFIEZZEDIRLET,
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25Gbps EFGEFERA T3 AT LDRIARDETIEDRTE

25Gbps #EFiEFAL T X TLNRESNTWVWSIBEIE. RCF 7 77 ILOBREICEIARDETIE (fec)
INTX—REFET off ICRETDINELNHD XTI, CORTEIFRCF 777ILTIHERAINEZ A
ZDRRZIZDWVWT

CDOFEEERITI BHEIIC. 25Gbps R— b T —TILEGSNTULIRELHD 9,

"Cisco 3232C X1 wF F7=13 Cisco 9336C X1 v FDTTv kT #—LR—bDEDYT"

CDHRXTTIF. 25CGbps FEiizEATBRIRE 77V b7 +—LDH=EERALET,

« AFF A300
* FAS 8200
» FAS 500f
* AFF A250

DR ZTIE. MetroCluster IP#RED 4 DDA Vv FIANTCTEITTIRERHD £7,

FIE
1. O bO—5FEZ a—JLICERINTUVSE 25Gbps R— KT fec IXTA—4 % off ICRE L. RITHD

BREZAX— 7y IREICIAE—LFT,

a. WM E— Rz L £ 79 :config t

b. 5%TE 9 % 25Gbps 1 X — 7 = X% [interface interface-Id | CI8EL T

C. fec Z off ICEREL XY

d. X4 v FDE 25Gbps R— MZDWT. LEEDOFIEZEDRELET,

e BRE—FZRTLET :exit

ROFIE. XA v F IP_switch A 1 DA >A2—7T 41 X Ethernet1/25/1 I 92 AY Y RERLTL)
£9,

IP switch A 1# conf t

IP switch A 1(config)# interface Ethernetl/25/1
IP switch A 1(config-if)# fec off

IP switch A 1(config-if)# exit

IP switch A 1(config-if)# end

IP switch A 1# copy running-config startup-config

2. MetroCluster IP #B DD 3 DOX A v FICDOWT. LEEOFIEZEZEDRLEFT,

READISLR— b ER— b FvRILZEMNICTS

NetAppTld. RELBAIRT 5 — b ZEET 37cHIC. READISLR—FER— b F v RILZEMITSC
CEWRLET
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1. RMEADISLIR— FER— b F v RILEEBELET,
> —T 114 ZADOEE]
2. RMEADISLR— FER— b F v RILEEHICLE T,

BESNIRERDOR— FELIEIR-bFrRILIEIC. ROOARY RERITIIHBELNDHD £,

SwitchA 1# config t

Enter configuration commands, one per line. End with CNTL/Z.
SwitchA 1 (config)# int Ethl/14

SwitchA 1 (config-if)# shutdown

SwitchA 12 (config-if)# exit

SwitchA 1 (config-if)# copy running-config startup-config
[HAFHHHHSH A A AR H A HH] 1003

Copy complete, now saving to disk (please wait)...

Copy complete.

Cisco 9336C X7 v FI_ MACsec EE{tZsRZEL X

PMEICIELC T, Y1 FETETINDS WAN ISL 7R— M Z MACsec BES b =R ETCEF£d, IELVLWRCF 77
I ZBEALKHEIC MACsec ZRTETIRENRDHD £7,

(D MACsec BE2{tid. WAN ISL F— M cOABETE 9,

Cisco 9336C X1 v FIC MACsec FES{t =8 EL X9

B4 FREITERITEINSD WAN ISL R— M ICDH MACsec BES L ZRETINENHD FT, ELWVWRCF 77
1L ZBEELEHEIC MACsec ZRTETIAMELHD X7,

MACsec D> 1 > X EH

MACsec ICIZEFx 2T TSI ADNRETT, CiscoNX-0S SAEYRARDEFME LIS I AD
BEHECBERAAEICOVWTIE. 2BBLTLEETW " I Cisco NX-OS Licensing Guide J "

MetroCluster IP1#&5{ CCisco MACsecFE2{tWAN ISLZBMICL X T

MetroCluster IP #m Tl&. WAN ISL _E® Cisco 9336C X1 v FIZxt L T MACsec BEB{t %1 x—JILICT
TF9,

Fg
1. 0-N)LaAY T4 F¥al—>avE—REBEEBLET,

[ configure terminal | Z2 ) w2 L XY
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IP switch A 1# configure terminal
IP switch A 1(config)#

2. 781 2T MACsec & MKA ZBICL £

I feature MACsec

IP switch A 1(config) # feature macsec

3 TV T4Fxal—>a3> x5 RE— 7y TaAV T4 FaLl—>avilaE—LE T,

'copy running-config startup-config

IP switch A 1(config)# copy running-config startup-config

MACsecF—F T — > F—ZHRELFT
MACsec ¥F—F T — > Fld3F—% A>T FaL—>a VIERTEET,
* ¥—5 1 7 XA LK Hitless Key Rollover *

MACsec ¥ —F T — VICIE. EH®D Pre-Shared Key (PSK; BRiHEF—) ZRETEFET, & PSKs IC
IF. F=ID AT UDITATRALDRESINTVET, F—0EMEEIE. F—DT70 71 TIlh>
TEMHREMINZZAMI VI ZEBELE T, ST T7FAMLRENBWVGEE. T7FILEDTA T X1 LITE
FIRTY . SAT7RALDNRESNTVIEE. T4 721 LDHARVINICAZ L. MKAEF—F—YA
THRESNTVWARROEFIHBEF—ICO—IILFA—N—LFT, F—DRA LY —2IF. local £7lF UTC T
To TI7FILMDRALY—2IEUTC TY F—ZRLF—Fz—2AD2FBHDOF— (F—Fx—VA)
A=A —N—LT. RADF—DIATERA LZHREITD_ENTEZXT, RIDF—DENEABIHET
3. BENICUZMNARORDF—ICO—ILA—N—CNET, U>IOBAITRILF—HEEIKRESN
TW3BE. F—DO—ILA—N—Eby FLRIZEDFT (DFED. F—E ST v I EFETEZIER
<O=lLdF—N—hnF7) ,

FIE
1. 0-N)LaA>T74FaLl—>a>E—RE@EEBLET,.

[ configure terminal 1 Z2 w2 LEY

IP switch A 1# configure terminal
IP switch A 1(config)#

2. BEltINfcxr—F 07y bXFHZIERRICT 3IZIE. T show running-config 1 A< > R & T show
startup-config ] AY > ROHEAT. XFHZTAI R A—RXFICEZTHRRIET,
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IP switch A 1(config)# key-chain macsec-psk no-show

C) ATy bXFEHNE AV Ta4Fxal—>a>m2B T 7MIILUIRETDESIICHIERTICE
D%,

T7#ILETIE. PSK F— I3RSt RATRRAIN. BEICESILTEXT, AT R
MACsec ¥F—F T —VICOMBRAINE T,

3. MACsec ¥—F T —>%{EM L T—E®D MACsec ¥—%1R¥FL. MACsec*—Fxr—>A>71*al
—> a3 E— F%Eﬁ&ébijo

*—F x—>% MACsec

IP switch A 1(config)# key chain 1 macsec
IP switch A 1(config-macseckeychain)#

4. MACsec ¥—%#1EmiL. MACsec ¥—> 7«4 F¥al—>a>E—RE@EBLET,.
I key key-id |

FEETED 16 EHOF—XFHDERHRIT 1 ~ 32 T. AT XL 64 XFETT,

IP switch A 1 switch(config-macseckeychain)# key 1000
IP switch A 1 (config-macseckeychain-macseckey)#

S F—DAIVT Y MXFHERELFT T,

I key-octet-string octet-string octet-string cryptographic-algorithm ae_128 CMAC | aes-256_CMAC | &
WO TRERELET

IP switch A 1(config-macseckeychain-macseckey)# key-octet-string
abcdef0123456789%abcdef0123456789%abcdef012345678%abcdef(0123456789
cryptographic-algorithm AES 256 CMAC

octet-string 5|&UCIF. RA BG4 ED 16 EXFZEZHDENTEFT, 777V FF—I&
RETIYOA—REIN37H. ZUT7TFHFXDF—IE. T show running-config macsec
1 OXYFOEAICIIRRINEE A

6. ¥F—DEEFEZFM 72 LZRELFT @EM) .

I send-lifetime start-time duration
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IP switch A 1(config-macseckeychain-macseckey)# send-lifetime 00:00:00
Oct 04 2020 duration 100000

T7 AL EFTIE. TN XISEAEEE%Z UTC & L TAIBL £ 9, start-time 518UCIE. F—D T 057107
IR 2R Bt ZEEL £, duration 518, S1T741 LOMBAAOEITY, RAEI
2147483646 ¥ ($968 &) T,

7. EZFAYT4Fal—>a3 > EAA— b7y AV T4Fal—>avicaE—LEd,.

'copy running-config startup-config

IP switch A 1(config)# copy running-config startup-config

8. F—FI—UREZRTLET,

gFT—>4%4]

IP switch A 1(config-macseckeychain-macseckey)# show key chain 1

MACsec’R > —%EELET

FIg
1. 0—-NLaAY T4 Fal—>avE—REBEEBLET,

[ configure terminal 1 Z2 w2 LET

IP switch A 1# configure terminal
IP switch A 1(config)#

2. MACsec R > —%1ERL L £

TACSEC R > —4)]

IP switch A 1(config)# macsec policy abc
IP switch A 1(config-macsec-policy)#

3 ROWTNHDEES. gem-aes-128 . gcm-aes-256 . gem-aes-xpN-128 . F 71k gcm-aes-xpN-256 %
BELXT,

[ cipher-site name |
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IP switch A 1 (config-macsec-policy)# cipher-suite GCM-AES-256

BB TREOBRERR T A, F—H—NOBEEERELET,

[ key-server -priority number | ¥ A7ILE¥

switch (config-macsec-policy)# key-server-priority 0

F—2EBLUHENT Y FORBEEEETZFaUTA KU S —EBELET,
M%al)Fq  RUS— - EFaUFq - RUS—) 2BBLTIETL
RDA TS avhbtFalFRYS—EBRLET,

° must-secure —MACsec N A —Z XL TWLWARWLWNT Y MEROY FENET
° must-secure — MACsec N4 —Z X LARWVWNTw MIFRISNET (ST T 4L METT)

[e}

IP switch A 1(config-macsec-policy)# security-policy should-secure

DL AIREI VR IZERELT. EFXFa7AM V02— T A ADNKREINTTr Y RIF A X EDINE
WANT Y R EZITANEWVWELSICLEY, [ window-size number |

@ DFLAREI Y RYIDH 1 XIE. MACsec NS EL THREINEBEVERAT I RATY
—TVRATL—LEERLET, IBETTSEHIF 0 ~ 596000000 T,

IP switch A 1(config-macsec-policy)# window-size 512

SAK ¥ —DBE4EpZ58E I 2R EEMEMLTREL £,
I SAK-expiry-date time |

COOARY RZFERALT. FRHARGEEEARICEY a3 Y*F—%2EETEET, 774/ MI0TY,

IP switch A 1(config-macsec-policy)# sak-expiry-time 100

EELZRIRT AL AV 2 JL—LT. XOBEEA 7Y hOVWTNHAERELE T,
I conf-offsetconfidentiality offset | ZEBBL T TV
ROWTNHDA TS 3 VEERLET,

° conf-offset-0 o



° conf-offset-30 ,

° conf -offset-50 o

IP switch A 1(config-macsec-policy)# conf-offset CONF-OFFSET-0

C) DAYV RIE. FEXA v FHRMPLS 25 DLS5%H/N Ty bAaw A — (DMAC .
smac. type) ZFERTIHICRBRIBELHD £,

9. FfTOVT74Fal—>3> % RE—h 7y AV T4 FaLl—>avilaE—LE T,

'copy running-config startup-config

IP switch A 1(config)# copy running-config startup-config

10. MACsec R —_REZRTLEF I,

' MACsec R1) > —]
IP switch A 1(config-macsec-policy)# show macsec policy
A >R —7 x4 X ETCisco MACsecBE={tZ 1 *r—JILICLET

1. 0-NLaAY T4 Fal—>avE—REBEBLET,

[ configure terminal 1 Z2 w2 LET

IP switch A 1# configure terminal
IP switch A 1(config)#

2. MACseclEBt THREL A A —T 11 AEBIRL F T,

AVR—TITAADEA T IDEIETETET, 1—HRY b R—FDFRIF. T—HRy bXOV K/
R—bzEFEARALET,

IP switch A 1(config)# interface ethernet 1/15
switch (config-if) #

B AVA—T A RCERETRF—F—>R)>—%EBMLT. MACseciREZEBML £,

IMACsec keychain -name policy policy-name] Y WS HBIDF—Fz—>HHBD X
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IP switch A 1(config-if)# macsec keychain 1 policy abc

4. MACsecBEB L ZRET B IANTDA VA —TITA R Ty ATV 1E2EEDIRLFT,
S. BTV 74 FXal—>a uxRA—r7y AV T4 FaLl—>avilaAE—LE T,

'copy running-config startup-config

IP switch A 1(config)# copy running-config startup-config

MetroCluster IP1#&f{ CTCisco MACseclEE{tWAN ISLZ T —JJLICL X

MetroCluster IP #m Tl&. WAN ISL _£® Cisco 9336C X1 v FIZXt L T MACsec BEB{t = EXNIC T DHNE
WH3G5EaHHD X,

Fg
1. 0-N)LaAY T4 F¥alLl—>avE—REBEEBLET,

[ configure terminal 1 Z2 ) w2 L XY

IP switch A 1# configure terminal
IP switch A 1 (config)#

2. F)NA 2D MACsec BREZEMICL£T

' ACSEC SHUTDOWN | O &S ICHDET
IP switch A 1(config)# macsec shutdown

@ Mo #7> 3 YaBIRT 3. MACsec EENETTSNE T,

3. MACsec TREBHADI VA —T 1 A% ERLET,

AVR—TIARADIATEID ZHETETE T, 1—F Xy bAR—FDHEEF. A—HYRy OV I
R—hzERALET,

IP switch A 1(config)# interface ethernet 1/15
switch (config-if) #

4. 4R —TTARHKETNTVWEF—F—2 R —%HIBRL T. MACseciREZHIFRLE T

'no MACsec keychain keychain -name policy policy-name]
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IP switch A 1(config-if)# no macsec keychain 1 policy abc

5. MACsec 'SREINTVWBRIRTDA VA —TITA AT ATV T3 4%EDRLET,
6. BITA> T4 FXal—>avERE— 7y AV Ta4Fxal—>32ilaE—-LFE T,

'copy running-config startup-config

IP switch A 1(config)# copy running-config startup-config

MACsec &R DFESR
FIE

1. A2 T74FxaLl—>a>AD2BEHDRAA Y FTLEDFIE* $RT*%##EDELT. MACsec w3

VEHIILE T,
2. RDOARVRZEITLT. MADRA v FHEREICES{EINI I EERLET,

a. T How MACsec mka summary | #£{TL X
b. 17 :'How MACsec mka session’

C. 317 . 'How MACsec mka statistics ( MACsec mka #izH15%R)

MACsec SREZER T DICIE. OO REFERALE T,

IRV RZETLET RTINBER
'How MACsec mka session interface types/port BEDA VA —TITAREHIEIRTOA R —7T
number 1 XD MACsec MKAtwv> 3>

MEF T — >4 F—Fr—VRTE

' MACsec mka OIE] Z#BBBL TZTL MACsec MKA &7

'How MACsec policy policy-name' | ZERBL T 4$FED MACsec R > —F1=IdTRTD MACsec

REWN RS —DRE
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