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1. R4y FzTHERROT 7L MIUEY FLET,

a. BFOREZHELET,
['write erase | ZANLET
b. 24y FY I bz T7Z)O-FRLET,
MEO— K]
SRTLDIT—FL. RETVAHF—RHBRRIINET, &EEHIC T Abort Auto Provisioning and
continue with normal setup ? 1 WS 7OV 7 MHARRINTIHEEIE. (yes/no)n]™" . HATT BICIE

ves' LISET BUENDD T,

C. MEVAH—FT. MY FOEXKREZANLET,
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BEITAHF—RHBRETITBRE. A FHRIT—FLFT,
d ZOY 7 rHRREINES. A—HFRHENRT—RZADL TRy FICOJ1>LET,

ROBNF. RAYFEREITBEOTOAVT R EDRTLIGEEZRLTVWET, IWHEN ( [<<<) ]

) & BHREANTB5HAERLET,

-—-——- System Admin Account Setup ----
Do you want to enforce secure password standard (yes/no) [y]:y
*hLLLK K

Enter the password for "admin": password
Confirm the password for "admin": password
--—-- Basic System Configuration Dialog VDC: 1 ----

This setup utility will guide you through the basic configuration of

the system. Setup configures only enough connectivity for management

of the system.

Please register Cisco Nexus3000 Family devices promptly with your

supplier. Failure to register may affect response times for initial

service calls. Nexus3000 devices must be registered to receive
entitled support services.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

RO—EOTOYTFRT. RAVvFL, BETFRLIA F—rITA B EDEKNERZ AL
with RSA Z3ZIRL £ 7,

SSH

COBllE, RCFOBEICBELR/NROBHERL TV T, RCFOBRRITEMA T
() vaveEBEcEEd. Ui RCFEEMLISHLICSNMPYS, NTP. E7:(ESCP

| SFTP%RETET XTI,



Would you like to enter the basic configuration dialog (yes/no): yes
Create another login account (yes/no) [n]:
Configure read-only SNMP community string (yes/no) [n]:
Configure read-write SNMP community string (yes/no) [n]:
Enter the switch name : switch-name **<<<**
Continue with Out-of-band (mgmt0O) management configuration?
(yes/no) [yl:
MgmtO IPv4 address : management-IP-address **<I<*x*
MgmtO IPv4 netmask : management-IP-netmask **<<<**
Configure the default gateway? (yes/no) [y]l: y **<<<**
IPv4 address of the default gateway : gateway-IP-address F**<<<**
Configure advanced IP options? (yes/no) [n]:
Enable the telnet service? (yes/no) [n]:

Enable the ssh service? (yes/no) [y]: y F**<<<**
Type of ssh key you would like to generate (dsa/rsa) [rsal: rsa
**<<<~k*

Number of rsa key bits <1024-2048> [1024]:
Configure the ntp server? (yes/no) [n]:
Configure default interface layer (L3/L2) [L2]:
Configure default switchport interface state (shut/noshut)
[noshut] : shut **<<<**
Configure CoPP system profile (strict/moderate/lenient/dense)
[strict]:

EEO—EQTOY T FTRENTTLET,



The following configuration will be applied:
password strength-check
switchname IP switch A 1
vrf context management
ip route 0.0.0.0/0 10.10.99.1
exit
no feature telnet
ssh key rsa 1024 force
feature ssh
system default switchport
system default switchport shutdown
copp profile strict
interface mgmtO
ip address 10.10.99.10 255.255.255.0
no shutdown

Would you like to edit the configuration? (yes/no) [n]:
Use this configuration and save it? (yes/no) [y]:
2017 Jun 13 21:24:43 Al %$ VDC-1 %$ %COPP-2-COPP_POLICY: Control-Plane

is protected with policy copp-system-p-policy-strict.

[HAFHHHHAHHH A A H A A AR HH] 1003
Copy complete.

User Access Verification

IP switch A 1 login: admin

Password:

Cisco Nexus Operating System (NX-0S) Software

IP switch A 1#

- REEREFLET,

IP switch-A-1# copy running-config startup-config
CAAyFEVT—bL. RAYyFARAIO-REINBZETTHLEET,

IP switch-A-1# reload

. MetroCluster IP #R DD 3 DD XAy FICDWVWT, LEROFIEZEDRLEF T,



Cisco AT YFDNX-OSY Iz 7DAI>O—REAVYA =)L

MetroCluster IP BB ODZE XA VY FICAA VY FDARL —FT 4 VIS AT LT 7AIERCEF 771120 >
O—RIBIBRELNHD X,

CDRAZICDWVWT

CDEEICIF. FTP. TFTP. SFTP. SCPRYDT 7AIEnXY 7 bz T7HHMETYT, T771)lZzX
Ay FICAE—-LET,

CDFIEIE. MetroCluster IP R DE IP X1 v F TERITIIHNELHD £,
HR—FEINTWVWEIN—23VDRAYFY T NI T7Z2ERTIRENHD £7,
"NetApp Hardware Universe ME&"

FIE
1. HR—FINTVWBNX-OSY I r I 7774 ER D >O—RLET,

"OZ2AY 7 bz TFORAT>O—R"
2 R4 yFY I NI THEAA Yy FICAE—LE T,
'copy sftp://root@server-IP-address/tftpboot/NX-OS -file-name bootflash:vrf management’

CDBITIF. nxos.7.0.3.14.6.bin 7 7 )LE EPLD 1 X— AV SFTP H—/\ 10.10.99.99 i 5 O0—A)L 7
—hT73vPalldE—-CNET,
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IP switch A 1# copy sftp://root@10.10.99.99/tftpboot/nxos.7.0.3.I4.6.bin
bootflash: vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/nxos.7.0.3.I4.6.bin

/bootflash/nxos.7.0.3.I4.6.bin

Fetching /tftpboot/nxos.7.0.3.I4.6.bin to /bootflash/nxos.7.0.3.I4.6.bin
/tftpboot/nxo0s.7.0.3.I4.6.bin 100% 666MB 7.2MB/s
01:32

sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

IP switch A 1# copy sftp://root@10.10.99.99/tftpboot/n%000-
epld.9.3.5.img bootflash: vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/n9000-epld.9.3.5.img /bootflash/n9000-
epld.9.3.5.img

Fetching /tftpboot/n9000-epld.9.3.5.img to /bootflash/n9000-
epld.9.3.5.1img

/tftpboot/n9000-epld.9.3.5.img 161MB 9.5MB/s 00:16
sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

3. BZXAWFD bootflash T4 LT EJICAAYFDNX-OS 771 IHHB =R LFET,
l'IR bootflash: ] DK SICKREINET

RDFNE. FC switch A 1 ICT7AIDEFEETZICZRLTVWET,



IP switch A 1# dir bootflash:

698629632 Jun 13 21:37:44 2017 nxos.7.0.3.I4.6.bin

Usage for bootflash://sup-local
1779363840 bytes used
13238841344 bytes free

15018205184 bytes total

IP switch A 1#

4 24 YyFIYIT I TEAVAL—ILLET,
g RTD nxos bootflash:nxos.version-number.bin 1 > X b—JLLE T
AAYFYTRIIT7HA VA —LEhd e, Ay FIFEFNICUO-F (VTJ—F) LET,
ROFE. FC switch A 1TADY I RITTTDA VA L—=ILZERLTWVWET,
IP switch A 1# install all nxos bootflash:nxos.7.0.3.I4.6.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxos.7.0.3.I4.6.bin for boot variable "nxos".
[###fdfHAHH#HHE#E#H#H] 1005 —— SUCCESS

Verifying image type.
[###fdfHH#H#HHE#4#H#H] 1008 —— SUCCESS

Preparing "nxos" version info using image
bootflash:/nxo0s.7.0.3.I4.6.bin.
[H#HfHEHE#FHFH4#4##4#] 100% —— SUCCESS

Preparing "bios" version info using image
bootflash:/nxo0s.7.0.3.I4.6.bin.

[#Af#HHH#SHHH A F#4#E##] 100% —— SUCCESS [###H44 444444444444 ] 100
—-— SUCCESS
Performing module support checks. [##H4H44 444444444444 ] 100

-— SUCCESS



Notifying services about system upgrade. [H#efH#HHfHHAHSH#EHEHS] 1003
SR SUCECESIS

Compatibility check is done:

Module bootable Impact Install-type Reason
1 yes disruptive reset default upgrade is not
hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt) New-Version Upg-
Required
1 nxos 7.0(3)I4 (1) 7.0(3)I4(6) yes
1 bios v04.24(04/21/2016) v04.24(04/21/2016) no

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] vy

Install is in progress, please wait.

Performing runtime checks. [##FHFHAHAHAFEHEHHH#HH] 100 -——
SUCCESS

Setting boot variables.

[####4#HHHHERH AR #E#H#E] 1005 —— SUCCESS

Performing configuration copy.
[#AfHHHHSH#HHSHHH#EH#] 100% —— SUCCESS

Module 1: Refreshing compact flash and upgrading bios/loader/bootrom.

Warning: please do not remove or power off the module at this time.
[###H#HHHHH#E##E##E###] 1005 —— SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.
IP switch A 1#

S. A4 wFHIO—RETNBETHFLTHSE. XMy FIcOd1 > LET,



2ZAyFRI)T—hEhd e, Q71> 7OV T BRI EINFT,

User Access Verification

IP switch A 1 login: admin

Password:

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2017, Cisco and/or its affiliates.
All rights reserved.

MDP database restore in progress.
IP switch A 1#

The switch software is now installed.

6. RAYFYTLIITHAUVRAM=ILEINTWR I =#MEELE T +show version

ROPIE. DHEAZRLTVET,



IP switch A 1# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2017, Cisco and/or its affiliates.
All rights reserved.

Software
BIOS: version 04.24
NXOS: version 7.0(3)I4(06) **<<< switch software version**

BIOS compile time: 04/21/2016
NXOS image file is: bootflash:///nxos.7.0.3.I4.6.bin
NXOS compile time: 3/9/2017 22:00:00 [03/10/2017 07:05:18]

Hardware
cisco Nexus 3132QV Chassis
Intel (R) Core(TM) i3- CPU @ 2.50GHz with 16401416 kB of memory.
Processor Board ID FOC20123GPS

Device name: Al
bootflash: 14900224 kB
usbl: 0 kB (expansion flash)

Kernel uptime is 0 day(s), 0 hour(s), 1 minute(s), 49 second(s)
Last reset at 403451 usecs after Mon Jun 10 21:43:52 2017
Reason: Reset due to upgrade
System version: 7.0(3)I4(1)
Service:
plugin

Core Plugin, Ethernet Plugin
IP switch A 1#

T.EPLD A X—S% 7w L—RL. A1 v F=EHEFHLET,
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IP switch A 1# install epld bootflash:n9000-epld.9.3.5.img module 1

Compatibility check:

Module Type Upgradable Impact Reason
1 SUP Yes disruptive Module Upgradable
Retrieving EPLD versions.... Please wait.

Images will be upgraded according to following table:

Module Type EPLD Running-Version New-Version Upg-
Required
1 SUP MI FPGA 0x07 0x07 No
1 SUP IO FPGA 0x17 0x19 Yes
1 SUP MI FPGA2 0x02 0x02 No
The above modules require upgrade.
The switch will be reloaded at the end of the upgrade
Do you want to continue (y/n) ? [n] vy
Proceeding to upgrade Modules.
Starting Module 1 EPLD Upgrade
Module 1 : IO FPGA [Programming] : 100.00% ( 64 of 64 sectors)
Module 1 EPLD upgrade is successful.
Module Type Upgrade-Result
1 SUP Success
EPLDs upgraded.
Module 1 EPLD upgrade is successful.
8. [[step8] AAvFD) T—rRICBEOJA> L. ILLWN—=23 >0 EPLD ALERICO—RENZ L
ZHERLET,
show version module 1 epld
9. MetroCluster IP #REDEZD D 3 DD IP A1 v FICDWVWT. EERDFIEZEEDEL XTI,
CiscolPRCF 7 71 JLDA U >O—RE&A VA =)L
MetroCluster IPHEEDE X1 v FICRCF 7 7ML ZEMR L TA VX M—=I)LTIRENHD £7,
CDRAZIZDWVWT
COEEICIZ. FTP. TFTP. SFTP. SCPRYXDT 7 A ILERXY 7 Iz 7HHMETT, 77 ILZX
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’f“/?‘h__:l E_Lia-o

CDOF|EIE. MetroCluster IP R DE IP X1 v FTRITITZIHBENRHD £,
HR—FINTVWEIN=3VDRAYFY I NI 72 FERTIRELNHD £T,

"NetApp Hardware Universe DB&"

QSFP /SFP+7 A R %ZFERA L TW35EIE. ISLR—FZ2 L —07 7 MEREE—RTIEBLRIT0 TR
EE—RTREITIMBENHD ET, ISLE—FDREE—FRICOVWTIE. ZAAMYFARUYA—DRFaX> b
ZBRRLTLIEEL,

RCF 771 I)Lix4 2HbD. #n#&nh MetroCluster IP 1BRED 4 DDOZF XA v FICH L TWETS, FHTS
ZAAYFOETIVICHIGELIIELWRCF 7 71 L Z{ERTI3HELHD F7,

ATYF RCF 771 L

IP_switch_A 1 NX3232 v1.80_Switch-A1.ixt

IP_switch_a_2 NX3232_v1.80_Switch-A2.ixt

IP_switch_B_1 NX3232_v1.80_Switch-B1.txt

IP_switch_B_2 NX3232_v1.80_Switch-B2.txt
FIE

1. MetroCluster IPEEMDCisco RCF7 71 L= &£/ L £3,
a. 47> O— I "MetroCluster IP FH® RcfFileGenerator"
b. RcfFileGenerator for MetroCluster IPZ £ L T, SREBDRCF7 71 IILEER L £9,

()  #9>0—FBICRCFI 7 A LEEET 3 LB TE £ Ao

2 RCF 7712 RAyFICAE—LE T,

a RCF 771 ERVIDRAA vFICAE—LZF T

copy sftp:/root@ftp-server-ip-address /tftpboot/switch-specific -RCF bootflash:vrf management’
CDBITIE. NX3232_v1.80_Switch-A1.txt RCF 7 7 JL%Z SFTP H#—/\® 10.10.99.99 h50—7

NWIT—FrT75y2alldE—LTWEY, RIS TFTP/SFTIPH—NRDIP 7 RL R, 1R b
—ILTEBIRERHZ RCF 771D T 71 I FERBTINELRHDEFT,
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IP switch A 1# copy
sftp://root@10.10.99.99/tftpboot/NX3232 v1.80 Switch-Al.txt bootflash:
vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/NX3232 v1.80 Switch-Al.txt
/bootflash/NX3232 v1.80 Switch-Al.txt

Fetching /tftpboot/NX3232 v1.80 Switch-Al.txt to
/bootflash/NX3232 v1.80 Switch-Al.txt

/tftpboot/NX3232 v1.80 Switch-Al.txt 100% 5141 5.0KB/s
00:00

sftp> exit

Copy complete, now saving to disk (please wait)...

IP switch A 1#

aZODIDDRAYFDENENICOVWT, RALFIEZEDELET, TNENDIA Y FITHIGT

BRCF 77 dF—TF3LDIEELTLEIL,
3. 8BXAwF®D bootflash T« L2 FJIZCRCF 77 MWD HB xR LET,

l'IR bootflash: | OKSICEKREINET

RDOFIE. FC switch A 1 ICT7AILDEFEETZIICERLTVWETD,

IP switch A 1# dir bootflash:

5514 Jun 13 22:09:05 2017 NX3232 v1.80 Switch-Al.txt

Usage for bootflash://sup-local
1779363840 bytes used
13238841344 bytes free
15018205184 bytes total

IP switch A 1#

4. Cisco 3132Q-V 8 & U Cisco 3232C X1 v FD TCAM V= 3>/ EL £ T,

@ Cisco 3132Q-V F7clZ Cisco 3232C X1 v FZFERAL TLWARWEEIE. COFIEZERL
9,
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a. Cisco 3132Q-V A1 FT. KO TCAM )= a3 V% /ELET,

conf t

hardware access-list tcam region span O
hardware access-list tcam region racl 256
hardware access-list tcam region e-racl 256
hardware access-list tcam region gos 256

b. Cisco 3232C X1 vFT. XD TCAM ) — 3> %2BELET,

conf t

hardware access-list tcam region span O
hardware access-list tcam region racl-lite O
hardware access-list tcam region racl 256
hardware access-list tcam region e-racl 256
hardware access-list tcam region qos 256

CTCAMU—C 3 ZRELKLS. REZFREFLTAAMyFZUO-—FLET,

copy running-config startup-config
reload

S . ZBEAAYFT. WIS RCF 77MI)IzO0—AINT =TSy ahoERTHOKREICIE—LEFT,
copy bootflash: switch-specific-RCF.txt running-config

6. XA Y FT. BITHORENSRAE— LTV TR EICRCF 77 ()LeIE—LET,
'copy running-config startup-config

RDESBHADVRRIEINET,

IP switch A 1# copy bootflash:NX3232 v1.80 Switch-Al.txt running-config
IP switch-A-1# copy running-config startup-config

1. 24y F=)O—RFLET,

TEO— R

IP switch A 1# reload

8. MetroCluster IP #RDOMD 3 DDOXA v FICDOWVWT. LEBDOFIEZZEDIRLET,

14



25Gbps EFGEFERA T3 AT LDRIARDETIEDRTE

25Gbps #EFiEFAL T X TLNRESNTWVWSIBEIE. RCF 7 77 ILOBREICEIARDETIE (fec)
INTX—REFET off ICRETDINELNHD XTI, CORTEIFRCF 777ILTIHERAINEZ A
ZDRRZIZDWVWT

CDOFEEERITI BHEIIC. 25Gbps R— b T —TILEGSNTULIRELHD 9,

"Cisco 3232C X1 wF F7=13 Cisco 9336C X1 v FDTTv kT #—LR—bDEDYT"

CDHRXTTIF. 25CGbps FEiizEATBRIRE 77V b7 +—LDH=EERALET,

« AFF A300
* FAS 8200
» FAS 500f
* AFF A250

DR ZTIE. MetroCluster IP#RED 4 DDA Vv FIANTCTEITTIRERHD £7,

FIE
1. O bO—5FEZ a—JLICERINTUVSE 25Gbps R— KT fec IXTA—4 % off ICRE L. RITHD

BREZAX— 7y IREICIAE—LFT,

a. WM E— Rz L £ 79 :config t

b. 5%TE 9 % 25Gbps 1 X — 7 = X% [interface interface-Id | CI8EL T

C. fec Z off ICEREL XY

d. X4 v FDE 25Gbps R— MZDWT. LEEDOFIEZEDRELET,

e BRE—FZRTLET :exit

ROFIE. XA v F IP_switch A 1 DA >A2—7T 41 X Ethernet1/25/1 I 92 AY Y RERLTL)
£9,

IP switch A 1# conf t

IP switch A 1(config)# interface Ethernetl/25/1
IP switch A 1(config-if)# fec off

IP switch A 1(config-if)# exit

IP switch A 1(config-if)# end

IP switch A 1# copy running-config startup-config

2. MetroCluster IP #B DD 3 DOX A v FICDOWT. LEEOFIEZEZEDRLEFT,

READISLR— b ER— b FvRILZEMNICTS

NetAppTld. RELBAIRT 5 — b ZERET 37cHIC. READISLR—FER— b F v RILZEMITSC
CEWRLET
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1. RMEADISLIR— FER— b F v RILEEBELET,
> —T 114 ZADOEE]
2. RMEADISLR— FER— b F v RILEEHICLE T,

BESNIRERADOR— LI R-—bFrRILIEIC. ROOARY RERITIBIHBELNDHD £,

SwitchA 1# config t

Enter configuration commands, one per line. End with CNTL/Z.
SwitchA 1 (config)# int Ethl/14

SwitchA 1 (config-if)# shutdown

SwitchA 12 (config-if)# exit

SwitchA 1 (config-if)# copy running-config startup-config
[HAFHHHHSH A A AR H A HH] 1003

Copy complete, now saving to disk (please wait)...

Copy complete.

MetroCluster IP - "D Cisco 9336C X v F CMACsecHs
==z BT 3

(D) MACsecEES{Liz. WANISLK— M OABATE T,

Cisco 9336C X' FI|_ MACsec FE2{tZR/ELET

B4 FRITERITEINS WAN ISL R— M ICDH MACsec 5SSt ZRETINENHD FT, ELWVWRCF 77
AL ZBERALEHEIC MACsec ZRTETIAMELNHD £T,

MACsec D> 1t > R EH

MACsec ICIEtEF a2V T4 1Y ADRETY, CiscoNX-0S SV AARDEME LV S 1EAD
BRERECHEBAEICOVWTIE. 28R LTV I Cisco NX-OS Licensing Guide J "

MetroCluster IP#F{ TCisco MACsecEFES{tWAN ISLZEMICL £

MetroCluster IP #&{ Tl&X. WAN ISL _E® Cisco 9336C X w FIZxt LT MACsec BES1tZ 1 % —JILICT
TF9,

FE
1. 70—-N)LaAYIT4FXaL—>avE—RZEBLED,

[ configure terminal | Z2 1) v LY

IP switch A 1# configure terminal
IP switch A 1(config)#
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2. F)\A 2T MACsec ¥ MKA ZHB#IZL 95

I feature MACsec

IP switch A 1(config)# feature macsec

3. RITAV T4 FaL—>arvERE—b 7y AV T4 Fal—>avicab—LF T,

'copy running-config startup-config

IP switch A 1(config)# copy running-config startup-config

MACsec*—F T —> e F¥—%2RELET
MACsec ¥F—F T — >V Fld3F—%A> T4 FaL—>a VIERTEET,
* ¥—F4 7 XA LK Hitless Key Rollover *

MACsec ¥—F T —>ICIE. #BHD Pre-Shared Key (PSK; BRIEEF*—) ZRETT X9, & PSKs I
IEF. F—IDEAT2a DA TRALDRESINTVET, F—DEMPEIZ. F—DT7IT7a0 TIlH-
TEMEBREIMINZ ZA IV IEIBELE T, S T7XALEREDNBRVBE. T7A4IL MDA TR0 LISE
FIERTY . SATRALDNRESNTVREE. T4 721 LHEARTINICAZ L. MKAIEF—F—>A
TRESNTULWAXROEFHEF—ICO—IILA—N—LFxT, F—DEALY—2IlF. local £/l UTC T
To TIAINMDRALY—=2IEUTC TY, F—ZRALF—Fz—2AD2FBEHDOF— (F—Fx—2RA)
ICAO—=ILA—=—N=LT. RDF—DSATEALEZHRETDI_EHNTEET, RODF—OBEMHABIKRT
I3, BENICUZAMROXROF—ICO—=ILA—N—ChFEzT, V>I7OmEAITRLF—HEBICKRESN
TW3iGE., F—0O—ILA—N—Eey FLRIZBDET (DFED. F—RE S T70vIZHTERICR
<O—=JLxA—N—cnx7d) .

FIg
1. 0—-N)LaAY T4 Fal—>avE—REBEEBLET,

I configure terminal ;1 Z2 ) w2 L XY

IP switch A 1# configure terminal
IP switch A 1(config)#

2. BElbtINlzF—F 07y bXFFNEIERRICT SICIE. T show running-config 1 A< > K& T show
startup-config 1 IAXY > FOHAT. XFHZTAIIRA—RXFICESTHEIFT,

IP switch A 1(config)# key-chain macsec-psk no-show

@ FOTy rXFEHNF. AV T4 FaLl—2a>ZzT 7MILRET B ESICHIFRTICH
DEI,
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T 74 ETIE. PSK F—IIBBStFER TRREIN. BEICESILTE XY, AT R,
MACsec ¥ —F T —VICOABERINE T,

3. MACsec ¥—F T —>%#1EB L T—ED MACsec ¥—%1R¥FL. MACsec ¥F—Fx—>IA>T7sF¥al
— a3 E—RERIBLED,

F—F x—>% MACsec
IP switch A 1(config)# key chain 1 macsec
IP switch A 1(config-macseckeychain)#
4. MACsec ¥—%ZfEf L. MACsec ¥—J> 7 F¥al—>a>E—RZMABLET,
I key key-id |

IEETE 2 16 EHOF —XFF|DOEHHEE 1 ~ 32 T. RAT A XIF 64 XF T,

IP switch A 1 switch(config-macseckeychain)# key 1000
IP switch A 1 (config-macseckeychain-macseckey) #

S F—DA VTV MNFIHZEHRELET,
I key-octet-string octet-string octet-string cryptographic-algorithm ae_128 CMAC | aes-256_CMAC | &

WO TEELET

IP switch A 1(config-macseckeychain-macseckey)# key-octet-string
abcdef0123456789%abcdef0123456789%abcdef0123456789%abcdef0123456789
cryptographic-algorithm AES 256 CMAC

octet-string 5|&UCIF. RA BG4 ED 16 EXFZEZHDI_ENTEEXFT, 777V FF—I&
RETITYA—REIN37=H. ZUT7TFXADF—IE. T show running-config macsec
1 AR Y ROEAICIEFRTZEINEE Ao

6. ¥F—DEFEFA 72 LZHRELFT FEM) .

I send-lifetime start-time duration

IP switch A 1(config-macseckeychain-macseckey)# send-lifetime 00:00:00
Oct 04 2020 duration 100000

TI7AILETlE. TN RIIEBEEERE%Z UTC & L TAUIBEL £ 9, start-time 518UCIE. *—DT7 05717
IR 2R B ZEELE T, duration 518, 51721 LOMBAAOEITY, RAE
2147483646 ¥ (¥968 &) T,

[ RTAY T4 Fal—23 zRE— b7y FaAVT4Fal—>avilaE-LET,
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'copy running-config startup-config

IP switch A 1(config)# copy running-config startup-config

8 F—Fr—UREZRTLET,

gF T —>4%]

IP switch A 1(config-macseckeychain-macseckey)# show key chain 1

MACsec’ R > —%BRELEXT

FE
1. 0-N)LaAY T4 Fal—>avE—REBEEBLET,

[ configure terminal ] Z2 v LEXT

IP switch A 1# configure terminal
IP switch A 1(config)#

2. MACsec R > —H1EB L £,

TACSEC R —4)]

IP switch A 1(config)# macsec policy abc
IP switch A 1(config-macsec-policy)#

3. MDWVWITNHDEES. gem-aes-128 . gem-aes-256 . gem-aes-xpN-128 . F 7zld gem-aes-xpN-256 %
HELET,

[ cipher-site name |

IP switch A 1(config-macsec-policy)# cipher-suite GCM-AES-256

4 F—HBEFICETREOEGRZMBIR T 310 F—T—NDOBEEZRELFT,

[ key-server -priority number | ¥ AAILE T

switch (config-macsec-policy)# key-server-priority 0

5. F—RBELUKIE/NT Y FONBZERBETZLF 2T KU —%RELET,
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MEFalFq - RUS—-EFaUss KUS—) BRLTIETL
ROF TS avh5EaUF K- ERRLET,

° must-secure —MACsec N\ A —Z X L TWRWNT Ty MIrROY FENET
° must-secure —MACsec N A —ZEE LBRWVWNTw MIFFRISNET (ST T +ILMETT)

o

IP switch A 1(config-macsec-policy)# security-policy should-secure

6. VILAREDVAVRIDERELT. EXa7M 03— T A APRENT T VY RO XEDINE
WINTw R EZITANGEWESICLET, [ window-size number |

@ LA RET 1V RODHT A XIE. MACsec B"RIEL THRESNBVWRAT U AT
— T AT L—LEERLET, IEETE SEF 0~ 596000000 TY,

IP switch A 1(config-macsec-policy)# window-size 512

7. SAK ¥ — B4 Z&H T 32REZzWEMTHRELE T,
I SAK-expiry-date time J

COIOX Y RZFEALT. FRMRELKEBRICEY> 3 >F—%Z2ZEETETET, 774/ KEI0TT,
IP switch A 1(config-macsec-policy)# sak-expiry-time 100

8 BEtzMIAT AL 1V2IL—LT. ROWEEA 7Yy FOVWITNOZRELET,
[ conf-offsetconfidentiality offset | ZEBBL T ET W
ROWTNADF T 3> =ERLET,

° conf-offset-0 o
° conf-offset-30 ,

° conf -offset-50 o

IP switch A 1(config-macsec-policy)# conf-offset CONF-OFFSET-0

C) COOATYRIFE. FRERAYFHRMPLS #5DKS5 BTy hAwH— (DMAC .
smac. type) ZEATI-DICHERISELNHD X,

9. ETAVI74FXalLl—>avaERA— 7y AV Ta4Fal—>ailaE—-LFE T,

'copy running-config startup-config
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IP switch A 1(config)# copy running-config startup-config

10. MACsec R O —REXRTLEF T,

' MACsec /R1) —]

IP switch A 1 (config-macsec-policy)# show macsec policy

4> —7 114X ETCisco MACseclEB{tE 1 x—JILICLET

1. 0-N)LaAY T4 Fal—>avE—REBEEBLET,

[ configure terminal ;1 Z2 w2 L XY

IP switch A 1# configure terminal
IP switch A 1 (config)#

2. MACseclEBIL TEHRELTcMI VA —T A AEBIRLE T,

AVR—TIARADIATEID ZHETETE T, 1—F Ry bAR—FDHEEF. A—HYRy OV
R—bhzERALET,

IP_switch A 1(config)# interface ethernet 1/15
switch (config-if)#

3. /YR —TIARICEKETBF—F—YERUI—%ZEBMLT. MACsecsREZEBML X7,

I'MACsec keychain -name policy policy-name] WS HBIDF—F Tt —2hHHD XY

IP switch A 1(config-if)# macsec keychain 1 policy abc

4. MACsecBEB L ZRET BRI IANTDA VA —TITA R Ty ATV 1E2EEDIRLET,
S. BRIV 74 F¥al—>a3>uxRAA—r7y AV T4 FaLl—>avilaAE—LE T,

'copy running-config startup-config

IP switch A 1(config)# copy running-config startup-config
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MetroCluster IP#F{ TCisco MACseclES{tWAN ISLZ T 1 —JJLICL X T

MetroCluster IP 5% Tl&. WAN ISL £ Cisco 9336C X v F Ik LT MACsec BE=2{tZERNIC T 3NE
WH3HEEDHD £,

FlE
1. 0-N)LaAYT74F¥alL—>avE—REBEEBLED,

[ configure terminal | Z2 ) v I L XY

IP switch A 1# configure terminal
IP switch A 1(config)#

2. FIN\A XD MACsec SREZEMICLF T,

' ACSEC SHUTDOWN | D& SICBD FT
IP switch A 1(config)# macsec shutdown

@ Mno) A7 3 V%ABIRT 3. MACsec MEENETINE T,

3. MACsec THREBADAIVA—T A AEERLET,

AVR—TIARADIATEID ZHWETETE T, 1T—F Ry bAR—FDHEEF. A—HRy OV
R—bhzERALET,

IP_switch A 1(config)# interface ethernet 1/15
switch (config-if) #

4. 4B —T A RHKEINTVWEF—F—2 R —%HIBRL T. MACseciREZHIRLE T,

'no MACsec keychain keychain -name policy policy-name |

IP switch A 1(config-if)# no macsec keychain 1 policy abc

5. MACseCc B'RETNTWVWBRITARTDA VA —TITARAT. ATV T3 4%=EDERLFET,
6. 17OV T4 X2l -3 EXE— 7y AV TaFxal—>3IlaE—-LET,

'copy running-config startup-config

IP switch A 1(config)# copy running-config startup-config
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MACsec R DFESR

FIE

1. 3274FaL—2a> RO 2BFEBDORAM Y FTLEOFIE* RT* Z#EDIRL T,
EHIILET,

2. ATV REERITLT. MADRT v FHEREICESILEN-C e 2R LE T,

a. 'How MACsec mka summary | ZE{TLF ¢
b. 31T '"How MACsec mka session’

C. 217 : 'How MACsec mka statistics ( MACsec mka #:5T15R)

MACsec R EZ MR BIClE. KOO REFEAL XY,

MACsec w3

ARV RZER1ITLET RRINBIER
'How MACsec mka session interface types/port BEDA VA —TITARERITITRTOA X2 —T
number 1 XD MACsec MKAt v 3>

MEFT— >4l F—Fr—URTE

' MACsec mka DHIE ] 2B L TV MACsec MKA %7

'How MACsec policy policy-name' | ZEBL T $ED MACsec R > —F7=IdTRTD MACsec

rzZEn RS —DERE
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