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MetroCluster IP X1 v F %R ELFT

Bt 7 MetroCluster IPX 1 v Fi&ERFIEZ EIR T B

I\ 2 T > KMetroCluster IPIEHix 2t T3 ICI1E. IPRA Y FERET IHENHD X
Io FlIEIZRA YFARUA—ICLX>TEAZD XD,

* "Broadcom IP A1 v FZHRELFXI"

* "CiscoIP Z1 v F%RET D"

* 'NVIDIAIPXA v FZRELEXT"

95 2AEBESE /N T I KMetroCluster IP Z#:FH I
Broadcom IP X1 v F= KT 3

DISRARA R —0%0 bEXLV/\Nw U > R MetroCluster IP 3##:FH | Broadcom IP
AAYFHHRETDNELNHD XTI,

@ KDL SBIGEIE. BRICEBMOZ At X (100GbR— kS 11> ZXx6) BMRBEBIZHD &
ERS

* R— 538 & U'54% 40Gbps % 7=1£100GbpsDMetroCluster ISLE. L TIER L £9,

CO—AIISREAA A —T 14 AMetroCluster ¥ >R —T T A% R— F49-52|C¥Ecd 235w b
TA4—LEZFERALEXT,

Broadcom IP X 1w F & TIHHEAERKOT 7 AL MUY b

FLWN—a>YDRAYFYITRTITT7ERCFZA4 YR M—)LFBREIIC. Broadcom X1 v FDRE%EH
EL. EXHBREEXTT II3HELHD X7,

CDRRAIICDWT
* COFIEIX. MetroCluster IP R DE IP X1 v FTHRITITINELRHD £,

TN AVY == FRAL TR Y FICERTIHNELRHD £,
c ZDARYUTIF. BEBRY MI—VDFREX)EYMLET,

FIE
1. BRENIOIRTIOV T (#)'enable’ ICEBELET

(IP switch A 1)> enable
(IP switch A 1) #

2 28— b+T7yFAVT4FalL—2arEEEREL. NFT—ZHIBRLFT

a 28— b7V TREZHELET,



*"erase startup-config *

(IP_switch A 1) #erase startup-config
Are you sure you want to clear the configuration? (y/n) vy

(IP switch A 1) #

COOAXYRTIF NF—IFEHEThFEA.
b. NF—ZHIFRL X7,

no set clibanner

(IP_switch A 1) #configure
(IP_switch A 1) (Config) # no set clibanner
(IP switch A 1) (Config) #

3 XA wFuBIEEELFT *(IP switch A 1 )#reload *

Are you sure you would like to reset the system? (y/n) y

@ Ay FZ2)O—RF T 3R RMEFILRBEESNCREZREF I I DD EHRT
BAYE—UNREFINIIHBEIF. No ZFEIRLEX T,
4. R4y FHRIO-REINBZETH>THS. RTIyFIcOJ1>LFET,

T2 EbOI—HIE Tadminy T. NAT—REFBRESNTVEFTA. XOLSHETIOV T EHARRT
nEJ,

(Routing) >

S. BIEERMEOIOT Y RTOVTMIUIDEZ X T,

lenable ] #EIRLEFT

Routing)> enable
(Routing) #

6. f—EXR—brFOrJL%E Tnone ) ICRELFT,

M—EXR—r7ORIIL%L]



(Routing) f#fserviceport protocol none
Changing protocol mode will reset ip configuration.

Are you sure you want to continue? (y/n) vy

(Routing) #

7. H—ERR—MIIPT7RLREEDYETET,
'erviceport IP_addressnetmask gateway

TOFTIE. H—ERR—KFICIP7RLZX 110.10.10.10 1 BEOhYTENTWET, HTRw bE T
255.255.255.0 1 « #“— bk x1I% 710.10.10.11 T,

(Routing) #serviceport ip 10.10.10.10 255.255.255.0 10.10.10.1

8 H—EXRR—FHELLRESNTVWE L ERRLET,
'How serviceport

ROFE. R—EHBEEBLTED. ELVLWIRLADEDETOHNTVWBIEZRLTVWET,

(Routing) #show serviceport

Interface Status...... ... Up

TP AdOre S S et ittt ittt eeeeeeeeneeeneeesaneeens 10.10.10.10
Subnet MasK. . ... ittt ittt eeeeneeeeonaennn 255.255.255.0
Defaullt Gateway. ... ettt ittt ittt ennennenns 10.10.10.1
IPv6 Administrative Mode........ii .. Enabled

IPVO PrefdX LS ittt it ittt ettt et seeeeeneeneenens
fe80::dacd4:97ff:fe56:87d7/64

IPv6 Default RoUter.......oiiiiinetieeneeennnnns fe80::222:bdff:fef8:19ff
Configured IPv4 ProtoCOl.....iiiiineeeenneennn. None

Configured IPv6 Protocol........cuoiiiinnenennn. None

IPv6 AutoConfig Mode. ...t iin it ieeneeennnnnn Disabled

Burned In MAC AddreSS ...ttt eeennneeennns D8:C4:97:56:87:D7

(Routing) #

9. SSHH—N—%#ERLET,
°RCF 7 7 JLT Telnet 7O L JILHEMICHED £9, SSHH—NZEHRELEBEWVSGE
@ 3. SUTILR—bEGREFERLTI Yy IICTIERATEIHRELRHD £,

c AJNERZDMONERY —ILZERT BICIF. SSH T —N—ZBR T 2HEHNHD
9,



a. RSAF—Z4HLFT,

(Routing) #configure
(Routing) (Config) #crypto key generate rsa

b. DSA X —D%ER (XA 7> 3Y)

(Routing) #configure
(Routing) (Config) #crypto key generate dsa

C. FIPS ##/\N—> 3> D EFOS #fEH L TW3i55Ild. ECDSA*—%4%KL £9., XDFITIE. E
T521DF —%1ER L £9, BWARMEIX. 256. 384 . F£7lE 521 TY,

(Routing) #configure
(Routing) (Config) #crypto key generate ecdsa 521

d. SSH H—NZBMILFT,

MBI T, BEIVTFAMERKRTLET,

(Routing) (Config)#end
(Routing) #ip ssh server enable

() *=moTiHrTsRalk. TNSELEITHLSICRDENBCLABD £T,

10 RBIZIGL T, RAAM DV ER—LY—NERELET,
[ configure | ZRITLET

JRIC 'ip domain' AY Y R & 'ipname server AX Y ROBIZRLET

(Routing) # configure

(Routing) (Config)#ip domain name lab.netapp.com
(Routing) (Config)#ip name server 10.99.99.1 10.99.99.2
(Routing) (Config) #exit

(Routing) (Config)#

M. BRBIZIEL T, Z1LY -2 BZOEE (SNTP) 5% EL X7,

RiZ'ntp ARV ROFIERLEFTCDFAITIE sntp H—/NNDIP 7 RL AT RA L« —>%IBEL
x9



12. 24y F&%

13.

> (Config)# ntp ?

Config) #sntp client mode unicast

Config
Config) #exit
Config)#

authenticate

authentication-key

broadcast

broadcastdelay

server

source-interface

trusted-key

trusted time source.

vrf

>(Config) # ntp server ?

#clock timezone -7

#
(
(Config) #sntp server 10.99.99.5
(
(
(

EFOS/N\—2 3 >3.10.0.3L 2 DZEIE. ntp XOFNCRT LSIC. AV REEITLET,

Enables NTP authentication.

Configure NTP authentication key.
Enables NTP broadcast mode.

Configure
Configure
Configure
Configure

Configure

ip-address|ipv6-address|hostname

hostname.

> (Config)# ntp server 10.99.99.5

RELET,

'hostname ip_switch_a_1'

NTP
NTP
the
NTP

the

24y FO7AOY T MIFLLWEARIDNRREINE T,

(Routing)

(IP_switch A 1) #

REZFRELE T,

IXEVODE

FIAH]

# hostname IP switch A 1

ROBIDELSB3TAOY T~ EBADPRTENE T,

broadcast delay in microseconds.
server.

NTP source-interface.
authentication key number for

NTP VREF.

Enter a valid IPv4/IPv6 address or



(IP_switch A 1) #write memory

This operation may take a few minutes.
Management interfaces will not be available during this time.

Are you sure you want to save? (y/n) y

Config file 'startup-config' created successfully .

Configuration Saved!

(IP_switch A 1) #

14. MetroCluster IP #8RDMD 3 DDX A v FICDWT. LEEOFIEEEDEL FT,

Broadcom X1 v FDEFOS V7, x7DAIO—REAVA M=)

MetroCluster IP R DE XA VY FICAA Y FDARL—F 4 VIS ATLT7AIERCF 77112l oY
O—RIBIBEHLRHD XTI,

CDRRAIIZDWT
DA XIE. MetroCluster IP #BERAD R A v FCCICRITTINERHD £9,

* RDORUTEFRL TS L, ¥

* EFOS 3.x.x 15 EFOS3x X LURRICT v I L —R$BeZFlE. XM vyFHEFOS3446 (F7=IZ
3A4xxUED) 1) —R) ZRITLTVWBRELRHDET, TNEDDBFIOV ) —X%ERTLTWS
BEld. FITRXAMYF% EF0S 3446 (FlF34xxUEDI)—R) IZT7vFIL—KRLTH
5. A1 wF% EFOS 3xx URFICT7vy I L—FRLZETY,

* EFOS 3.x.x & 3.7xx LBRDEREITELD T, EFOS N—3>% 34 xx D5 3.7.xx MAPE, 7
IFZFDOHICEETD5EIF. A1y FEIGBEEROTI7AILNIUEY b TRIREAHD. NIHT
% EFOS N—23>®DRCF 770 ILhERAINS (BEREAINDS) REAHDFT, COFIEIC
& U7V —IER—MEATT7IERTIHRERHD XY,

*EFOS N\—=2 3> 3.7.xx BRETIE. FIPSICEHRL TVWRWN=I 3> FIPS ICERILcN—=2 3
VHMBMEINTWVWE T, FIPS ICEML TWOLWEWN—3 DS FIPS (CERLL foN—2 3 o8 1T
TRHELEDBICBITI Z5HEI. SXIELGFIELNHD £9, EFOS & FIPS IFEHUN—-2 3>
M5 FIPS EHN—J I VICEET D TOFEICEET DI L. X1y FHTHBEREROT 7 )L b
iUty bENET, COFIBEICIE. SUTILAVY —IILR—MEHATT IR TIBELNHD F
ER

FI@
1L HAERAYFIT7—LoxT7EAT>O— K L"BroadcomtR— b+ K&,

2. Tshow fips status] OAVY > R%EMEA L T. EFOSO/N—3 VD FIPSICEHLL TWBH. FIPSICEHLL T
WERWHZERESRL X9, RDAFITILip_switch_a_1IIFIPSEHDEFOSZFHE L TH D’ip_switch_a 2’
IEFIPSIEERMDEFOSEFEA L TUVWET
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*,ﬁu1 *

IP switch A 1 #show fips status

System running in FIPS mode

IP switch A 1 #

*,ﬁUZ *

IP_switch A 2 #show fips status

(o

IP switch A 2 #

% Invalid input detected at

AN

NN

marker.

3. ROKEBRWL T, RITIBVELN DB HEEHRL TIEL,

* FIIE *
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EFOS z7 v JL—FR
I 5FIE
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FIPS LD EFOS /N\—  FIPS I[CEMIL TVWEHE  FIPS (CZEHL TULS 7k 2 ZfER L7 EFOS

oavADTyvIIL— A AX=DAVA =)L
e ATV FDREL T
Y RABHMERDNE T,

cHE1 I VINITTAA=DENYITYTT—N—FT 43I >O—RLTEFOS %7
w9 L—KRIBFIE

°HiE2 I ONIEOS AR +—I)LZEALTEFOS #7v o L—R93FIE

‘/;]EWIT’{X—)%/\“V?T“/ TT—bN=FT423 AT >O0—RLTEFOS 27y UL —RT
5FI&

ROFIEEETTERDIE. WAHDEFOS N—2 3 VA FIPS IE#EMTH B H. WAD EFOS N—2 3 oM
FIPS ¥ THBIHBEDH T,

C) FIPS ICEHLLToN—2 32T B5S—ADN—3 YA FIPS ICEHLL TUOAWES IR XD
FIEEFERALEBEWVWTLET L,

FIE

1. 24w FYIT NI T7HE ALy FICOAE—L £ 9 :+copy sftp:/luser@50.50.50.50 /switchsoftware/efos-

3.4.6.stk backup+’

CDBFITIE. efos-3.46.stk TRL—T 4 VIS AT LT 7D SFTP #—/\ (50.50.50) Hh5/\v o
TPYTIN=T42avICIE—CNTVWET, RIS TFTP/SFTPH—ND IP 7 RL XZHEEL. 1
VAT BIRENDHB RCF T 7MILDT 7 A ILLZIBET DHENHD £7,



(IP_switch A 1) #copy sftp://user@50.50.50.50/switchsoftware/efos-
3.4.4.6.stk backup

Remote Password:***xx*&xxkkxkkx

L L SEFTP

Set SETVET TP . it ittt ittt ittt ettt ettt enannnn 50.50.50.50

= ol o 1 /switchsoftware/
Filename. @ v vttt et it e te e et eeeeeeeneeeeanaennans efos-3.4.4.6.stk
DAt T P e v e et ettt et et e et eeeeeeeeeeaeeeeeeeans Code

Destination Filename. .......cuouiteieneeeennnnnnn backup

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

File transfer in progress. Management access will be blocked for the
duration of the transfer. Please wait...
SFTP Code transfer starting...

File transfer operation completed successfully.
(IP_switch A 1) #

2. REN) T—=hBCZRAYFENY I TV TIN=T14 23> 5 T—rTBLIICKRELET,

D=k« SRFL-NyIT7vF] #BRBLTLLETV

(IP_switch A 1) #boot system backup
Activating image backup

(IP_switch A 1) #

3 REIT—rRFCHILWI— A X=DHT7 070 TICHBZ 2R LET,

'How bootvar'



4.

(IP_switch A 1) #show bootvar
Image Descriptions
active

backup

Images currently available on Flash

unit active backup current-active

(IP_switch A 1) #

EeR®REFLET,

TXE)DEERAH]

(IP_switch A 1) #write memory

This operation may take a few minutes.

Management interfaces will not be available during this time.

Are you sure you want to save? (y/n) y

Configuration Saved!

(IP_switch A 1) #

S RAwF=EUT—rLET,

TEO— K]

(IP switch A 1) #reload

next-active

Are you sure you would like to reset the system? (y/n)

6. 24y FMNUT—bIBETHEFT,

10
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@ FNUS. Ay FHREBLAVIEDHBD E I, IS TLKILEEIVWONIEOS 71X =)L
ZERLTEFOS 27 v 7 L—FIB3FIEHRLVWAA-—S2A XA —ILLET,

7. 214w F% EFOS 3.xx 5 EFOS 3xX ICEB L1356, FHIZEFDHEDIZEIE. XD 2 DOFEICHKE
S2TELWERE (RCF) #EALET,

a. Broadcom IP X1 v Fx TiZHERIOT 7 AL MZUEY b+
b. Broadcom ® RCF 7 71 IILDA T >O—REA1 >R =)L
8. MetroCluster IP #8RDFED D 3 DD IP X1 v FICDWVWT. LERDFIEZEDIRL FT,

ONIEOS VX b—I)LZERALTEFOS 27 v I L—F I 2FIE

—A®D EFOS N—=2 3 VA FIPS (ICEHL TWLWT. H5—FD EFOS /N\—2 3 VA FIPS (CZEHLL TULVRLE
BlE. ROFIEZEITTETE T, ROFIEIF. X1 vFHRT—MIKBLIIFEIC. ONIE H'5 FIPS FEZEHL
FTcIE FIPS ZEHLD EFOS 3XX A X =P A VA =L T BHDIERATETET,

FI&E
1. 24y FZONEEA YA M—LE—RTEFHL £,

EBHIC. ROBEEMNRTEIN/IS ONIE ZERLF T,

| EFOS
| *ONIE

TONIE1 ZBIRI B L. Ay FHO—REIh, ROBRENARTENE T,

11



| *ONIE:
| ONIE:
| ONIE:
| ONIE:
| ONIE:
| DIAG:
| DIAG:
|
|
|
|
|

Install OS
Rescue
Uninstall OS
Update ONIE
Embed ONIE
Diagnostic Mode
Burn-In Mode

AL YFHONEA YA M—=ILE—RTEEHLET,

2. ONIE D& %ZFELEL. 1—HXy bV —T A A EHRELET

RDRAy—IHRREINTS,

<ENTER> ## L TCTONIE O>V—)L=zkEL F 7,

Please press Enter to activate this console. Info: eth0O: Checking

link... up.

ONIE:/ #

(D) ONEOBHIEHTIN. XyE—UhaYY—LICHATNET.

Stop the

ONIE:/ # onie-discovery-stop

discover:
Stopping:
ONIE:/ #

ONIE discovery

installer mode detected.

discover... done.

B A=Yy b UR—T 1 REHREL.
U T route add default gw <gatewayAddress> | ZEHAL TIL—rEEBMLET

[ ifconfig ethO <ipAddress> netmask <netmask> up 1 & &

ONIE:/ # ifconfig eth0O 10.10.10.10 netmask 255.255.255.0 up
ONIE:/ # route add default gw 10.10.10.1

4 ONEEAYZAb—=ILT7AINZRAMLTVRH—NICTIVERTEZ e zBRLET,

12



ONIE:/ # ping 50.50.50.50

PING 50.50.50.50 (50.50.50.50): 56 data bytes

64 bytes from 50.50.50.50: seg=0 ttl=255 time=0.429 ms

64 bytes from 50.50.50.50: seg=1 ttl=255 time=0.595 ms

64 bytes from 50.50.50.50: seg=2 ttl=255 time=0.369 ms

~C

-—-- 50.50.50.50 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.369/0.464/0.595 ms

ONIE:/ #

5. HILWRAWFY I Iz T7HRAVAM=ILLET

ONIE:/ # onie-nos-install http:// 50.50.50.50/Software/onie-installer-
x86 64

discover: installer mode detected.

Stopping: discover... done.

Info: Fetching http:// 50.50.50.50/Software/onie-installer-3.7.0.4
Connecting to 50.50.50.50 (50.50.50.50:80)

installer loo% |*******************************| 48841k
0:00:00 ETA

ONIE: Executing installer: http:// 50.50.50.50/Software/onie-installer—
3.7.0.4

Verifying image checksum ... OK.

Preparing image archive ... OK.

VISIITHRAyF2A A b—=)LL. VT —=bLET, RAVFEZBBELCEDICVT—FLTHL
WEFOS N—=2 3 >ICL&ET,

6. FHILWRAYFY IR ITT7HRA YA M—IILTNTWVWR I ZHRELET

'How bootvar'

(Routing) #show bootvar

Image Descriptions

active

backup

Images currently available on Flash

unit active backup current-active next-active
1 3.7.0.4 3.7.0.4 3.7.0.4 3.7.0.4
(Routing) #

13



I A b=I)LZ2eT LEY

REZTERELTICRAIyFN)T—rL. THEFEHOT 7L MIUEY bEINE T, 2 DOFIEICHE
DTRAYFOEAREZITV. RD2DDRF XY MIFEBHINTWVWSELDICRCF 7 71 I)L%ZER
LEd,

a XAy FOEREKKREEZITVWE T, FlE4 LIFERITLE T, Broadcom IP 241w F% TiHHERODT
JAILEICUEY

b. MEHERICE>T. RCF 771 ILZ1ERR L TGEAL £9 Broadcom @ RCF 7 71 IILDA TV O— R &
142X =])L

Broadcom ® RCF 7 71 JLOA O >O—REA4 VR M=)l
MetroCluster IPABRDZ XA W FICAA VvFDRCFI 7 A ILEZERLTA VA M=ILTEIHNERHD T,

R %A T 80IC

CODEEICIZ. FTP. TFTP. SFTP. SCPHRED T 7 IEEY 7 b I T 7HRUETT, T77T1ILEX
AwFICaAE—LF 9,

ZDRRZIZDOWVT

ZDOFJEIE. MetroCluster IP D& IP X1 v FTEITTIRELRDHD £7,

RCF 771 I)Lid 4 2HbD. #n#&nh MetroCluster IP 1BRELD 4 DOZF XA v FICHEL TWES, FHTS
Z2AYFOETIVCHIELIIELWRCF 7 71 IILZERATINENRDHD £7,

A1YF RCF 771l

IP_switch_A_1 v1.32_Switch-A1.txt
IP_switch_a_2 v1.32_Switch-A2.txt
IP_switch_B_1 v1.32_Switch-B1.txt
IP_switch_B_2 v1.32_Switch-B2.txt

EFOS N\—2 3> 3.4.4.6 LAFED 3.4xx D RCF 771 J)L1)1J—R¥ EFOS /N\—2 3> 3.7.04
() wE&DET. 21y FHAEFINTLNS EFOS /\—¥'3 YOIELL RCF 7 7 1 LEMEM L
1ol LEWRYT SUBENBDET.

EFOS /N\—> 3 Y RCF 77 ILDON—> 3>
3.4.x.x V13 fE, V1413

3.7.xX.X v2.X

FlE

1. MetroCluster IP FH® Broadcom RCF 7 71 ILZ &/ L £ 9,
a. 47> 0O— K "MetroCluster IP F§® RcfFileGenerator"

14
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b. RcfFileGenerator for MetroCluster IPZ £ L T, SREBFDRCF7 71 IILEZER L £9,
()  #9>0—FBICRCFI 7 A LELEBET 3 LIETE £ Ao

2 RCF 771N XAy FICAE—LZET,

a RCFZ7AMINZERADAA v FICAE—LF T, 'copy sftp://luser@ftp-server-ip-
address/RcfFiles/switch-specific -RCF / BES-53248 v1.32_Switch-A1.txt nvram : script BES-53248
v1.32_Switch-A1.SCR

COBITIE. T BES-53248_v1.32_Switch-Al.txt | RCF 771 )L%. SFTP #—/\® [0.50.50.50
1HA5A-ALT=hrT73y2alcaE-LTVWET, AT S TFTP/SFTP H—NDIP 7KL X
ZHEEL. AYAN—LTBHEDNHS RCF 77 MINDT 7N BZHEETIHBENBD XY,

15
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(IP_switch A 1) #copy sftp://user@50.50.50.50/RcfFiles/BES-
53248 v1.32 Switch-Al.txt nvram:script BES-53248 v1.32 Switch-Al.scr

Remote Password:***x**xxkxkxihkx

Lo L SFTP

SeL SerVEer TP . . ittt ittt ettt oeenesonanesannanens 50.50.50.50
= ol o /RcfFiles/
Filename. @ vv ettt i ittt t et e teeeeeneeeeeneenenns BES-

53248 v1.32 Switch-Al.txt

L= it T 7 1 Config Script
Destination Filename. ... ..ot eeeeeeeeeneeenns BES-

53248 v1.32 Switch-Al.scr

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

File transfer in progress. Management access will be blocked for the
duration of the transfer. Please wait...

File transfer operation completed successfully.

Validating configuration script...

config

set clibanner

LRI S b b b S b b b b A b S b 2R b b b I I 2 b b db b b db b SR dh b S b b db b AR b db b R Ib b b Sb b 2b S Ih b db b 2R S b db b db b i

* kkkk kK

* NetApp Reference Configuration File (RCF)

* Switch : BES-53248

The downloaded RCF is validated. Some output is being logged here.

Configuration script validated.
File transfer operation completed successfully.

(IP_switch A 1) #



b. RCF 77 A NUMNRIVV TR LTRESN L EZHEELE T,

MREfEU X

(IP_switch A 1) #script list

Configuration Script Name Size (Bytes) Date of Modification

BES-53248 v1.32 Switch-Al.scr 852 2019 01 29 18:41:25

1 configuration script(s) found.
2046 Kbytes free.
(IP switch A 1) #

C.RCFRUUTrzBRALET,

I script apply BES-53248 v1.32_Switch-Al.scr | ZBBRL T TV
(IP_switch A 1) #script apply BES-53248 v1.32 Switch-Al.scr

Are you sure you want to apply the configuration script? (y/n) y

config

set clibanner
LU 2 I b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b 4

kAhkKkkhkkikhkkhkkKkkkK

* NetApp Reference Configuration File (RCF)

* Switch : BES-53248
The downloaded RCF is validated. Some output is being logged here.

Configuration script 'BES-53248 v1.32 Switch-Al.scr' applied.

(IP_switch A 1) #

d REZFRELET,

17



TXEDDEFIAHA]

(IP_switch A 1) #write memory

This operation may take a few minutes.
Management interfaces will not be available during this time.

Are you sure you want to save? (y/n) y

Configuration Saved!

(IP_switch A 1) #

e XMy Fe)T—rLFET,

TBEO— K]

(IP switch A 1) #reload

Are you sure you would like to reset the system? (y/n) vy

aBZODIDDRAAYFDENENICOVWT, FALFIEZHEDELET. TNENDIA Y FITHIGT
BRCF 774 ZdE—93LSITERL TS L,

3. XAy FzUO—FLET,

BO—K)
IP switch A 1# reload

4. MetroCluster IP 8 DMD 3 DD XA v FICDWT. LEEOFIEEEDEL £,

FERADISLIR— FER—FF v RILEEMNICT S

NetAppTlE. RELBAIRT 5 — b ZERET 37cHIC. READISLR—hER—bF v RILZEMITSC
CRERLEY

1. RCFZ 7MILDONF—%FEAL T, KEADISLR—ER—FF Y RILERFELE T,
R—ENITL—2IT7 TR E—RDIBEIFX. OV RTIEET 3HR— FEHMRCFNF—ICEK

() menaRMrBELECCABDET. ROFT—FILERT 7 LEEALTHE— Fa%
BRTBCLHTEET,
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ISL’RA &/ 23080
OV R%ZEHEITLET show port alle

R— b F v RILOFFHE
AT R%EZETLET show port-channel allo

2. RMEADISLR— hER— b F v RILEEDICLEFT,
BEINIERERAOR—FFRIFR—bFYyRILTEIC. KOOIV REETIINELRHD £,

SwtichA 1)> enable
SwtichA 1)# configure

( )
( )
(SwtichA 1) (Config)# <port name>
( )
( )
( )

SwtichA 1) (Interface 0/15)# shutdown
SwtichA 1) (Interface 0/15)# end
SwtichA 1)# write memory

CiscoIP X1V F%HKET
g%z%ﬁﬁ%it/\“\y 2 > KMetroCluster IP #Zi#5:FHICCisco IP X1 v F =& T

DIRARA R —A% 0 LEXTV/\w U T K MetroCluster IP 34t IC Cisco IP X
YFEHRETDHNELNHD £,

CDARTICDOWVWT

Ot a>DOFIEOWS DOMIMIILZFIETHD., RITITI3HNELNHZDIFEDHE R VICIERINT:
FIE, FHIEE2RVICEETBZFIBEDOAH T,

Cisco IP 21w F = THEHBEEHOTFT I4IL MUY LT3

RCF 77044 > M—I)L§BHIIC. Cisco A1 vFDHREZXHEL. BEXNLERELXTT IINEHLDH
DFET, COFIE IF. UBTDA VA M= JLICKBLTzHEICELC RCF 771 IILZBA YA M—ILTBIBEE.
FREFLWOWN—"a3 07740 EBA VA N—ILT 3 BEICHRETT,

CDRRIIZDOWVWT

* COFIEIE. MetroCluster IP B D& IP X1 v FTEITIIHNERDHD T,
cSUTNAVY =L EFRL TR Y FICERT IDELDH D £7,

* CDRRAVTIE. BEXY FIT—VDFEZVEY FLET,
Flig

1. 24y FzTIHBEFROT 7 AL MIUEY FLET,

19



- BIFEOREZHELE T,

'writc erase | ZAJILET
CRAYFY IRz TE)O-RLET,
MOo—~Ky

SRTLM) T =L, BETVA P —RHBRTZENF T, EEIFIC T Abort Auto Provisioning and
continue with normal setup ? 1 £ \WS 7OV 7 ORI EINTIHZE L. (yes/no)n]™" . HITT BICIE
'ves' LGB T DHENHD FT,

- REVAY—FT. MY FOERREZANILET,

- BEENZT—R

" A1 v FH

T NATNY REERE

" TIFINT—bD A

" SSHH#—EX (RSA)

BEVAY—RDPRET TR RAMYyFHIT-FLET,
- AT EHRREEINS. A—HFRBENRT—RZANLTRAyFICOJ1 > LET,

RO RAYFZEREITBEOTOAVT R EDRTLIGEERLTVWET, IWHEM ( [<<<) )
) & BREANT BGRERLET,

-—-——- System Admin Account Setup ----
Do you want to enforce secure password standard (yes/no) [y]:y
*h LKL KK

Enter the password for "admin": password
Confirm the password for "admin": password
--—-- Basic System Configuration Dialog VDC: 1 —----

This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.

Please register Cisco Nexus3000 Family devices promptly with your
supplier. Failure to register may affect response times for initial
service calls. Nexus3000 devices must be registered to receive
entitled support services.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.



KO—EDOTOVTFT. A1 Y F4. BETZRLA - broz1BREODEKRBHREASIL. SSH
with RSA #3&IRL £ 9,

CDfIE. RCFOKRTEICHERZ/NEDEHRZRLTWEY, RCFOBERRIEMA
C) SAVERECETET, I XX, RCFZEAL7=H L ICSNMPv3, NTP. £7-:13SCP
| SFTP%RETET XTI,

Would you like to enter the basic configuration dialog (yes/no): yes
Create another login account (yes/no) [n]:
Configure read-only SNMP community string (yes/no) [n]:
Configure read-write SNMP community string (yes/no) [n]:
Enter the switch name : switch-name **<<<**
Continue with Out-of-band (mgmt0O) management configuration?
(yes/no) [yl:
MgmtO IPv4 address : management-IP-address **<I<*x*
MgmtO IPv4 netmask : management-IP-netmask **<<<**
Configure the default gateway? (yes/no) [y]l: y **<<<**
IPv4 address of the default gateway : gateway-IP-address F**<<<**
Configure advanced IP options? (yes/no) [n]:
Enable the telnet service? (yes/no) [n]:

Enable the ssh service? (yes/no) [y]: y F**<<<**
Type of ssh key you would like to generate (dsa/rsa) [rsal: rsa
**<<<**

Number of rsa key bits <1024-2048> [1024]:
Configure the ntp server? (yes/no) [n]:
Configure default interface layer (L3/L2) [L2]:
Configure default switchport interface state (shut/noshut)
[noshut] : shut **<<<**
Configure CoPP system profile (strict/moderate/lenient/dense)
[strict]:

EEO—EQTOY T FTRENTTLET,
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The following configuration will be applied:
password strength-check
switchname IP switch A 1
vrf context management
ip route 0.0.0.0/0 10.10.99.1
exit
no feature telnet
ssh key rsa 1024 force
feature ssh
system default switchport
system default switchport shutdown
copp profile strict
interface mgmtO
ip address 10.10.99.10 255.255.255.0
no shutdown

Would you like to edit the configuration? (yes/no) [n]:

Use this configuration and save it? (yes/no) [y]:
2017 Jun 13 21:24:43 Al %$ VDC-1 %$ %COPP-2-COPP_POLICY: Control-Plane
is protected with policy copp-system-p-policy-strict.

[HAFHHHHAHHH A A H A A AR HH] 1003
Copy complete.

User Access Verification

IP switch A 1 login: admin

Password:

Cisco Nexus Operating System (NX-0S) Software

IP switch A 1#

- REEREFLET,
IP switch-A-1# copy running-config startup-config
24y FEz)T—rL. RAyFHAUO-RFINBZETTHLEET,

IP switch-A-1# reload

MetroCluster IP #R DD 3 DD XA v FICDOWVWT., LERDOFIEZEDRLEF T,



Cisco AT YFDNX-OSY I Iz T7DAI>YO—ReA4>A =)L

MetroCluster IP B DZ XA W FICRAYFDARL —FT 4 VI ATFLTF7AILE RCF 771 IR T
O—RIBIHBRELNHD X,

CDRRXZICDWVWT

CDIEEICIEF. FTP. TFTP. SFTP. SCPRED T 7AINEXY T bz T7HHETYT, T77T1IL%ZEX
’f“/?‘h__:llf—bia_o

CDFIEIE. MetroCluster IP B DE IP X1 v F TERITIINELNHD £,
HR—FINTWVWBIN—23VDRAYFY I NI 72 ERTIHENHD £7,
"NetApp Hardware Universe MDE&"

FIE
1L HR=—FENTVBINX-0S VY I bTT7T70I)N Ao >O0—-RFLET,

"OZ2AY 7 bz TFORAT>O—R"
2 R4 YyFY I NI THEAA Yy FICAE—LF T,
'copy sftp://root@server-IP-address/tftpboot/NX-OS -file-name bootflash:vrf management’

CDBITIF. nxos.7.0.3.14.6.bin 7 7 JLE EPLD 1 X—IHY SFTP H#—/\ 10.10.99.99 i 5 O0—A)L 7
—hT75vyPallaE—-CNET,
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IP switch A 1# copy sftp://root@10.10.99.99/tftpboot/nxos.7.0.3.I4.6.bin
bootflash: vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/nxos.7.0.3.I4.6.bin

/bootflash/nxos.7.0.3.I4.6.bin

Fetching /tftpboot/nxos.7.0.3.I4.6.bin to /bootflash/nxos.7.0.3.I4.6.bin
/tftpboot/nxo0s.7.0.3.I4.6.bin 100% 666MB 7.2MB/s
01:32

sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

IP switch A 1# copy sftp://root@10.10.99.99/tftpboot/n%000-
epld.9.3.5.img bootflash: vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/n9000-epld.9.3.5.img /bootflash/n9000-
epld.9.3.5.img

Fetching /tftpboot/n9000-epld.9.3.5.img to /bootflash/n9000-
epld.9.3.5.1img

/tftpboot/n9000-epld.9.3.5.img 161MB 9.5MB/s 00:16
sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

XA wFDbootflash T4 LI RJICZAAYFDNX-OS T771IHHBD=MHERLET,
l'IR bootflash: ] DK SICKREINET

RDFNE. FC switch A 1 ICT7AIDEFEETZICZRLTVWET,



IP switch A 1# dir bootflash:

698629632 Jun 13 21:37:44 2017 nxos.7.0.3.I4.6.bin

Usage for bootflash://sup-local
1779363840 bytes used
13238841344 bytes free

15018205184 bytes total

IP switch A 1#

4 24 YyFIYIT I TEAVAL—ILLET,
g RTD nxos bootflash:nxos.version-number.bin 1 > X b—JLLE T
AAYFYTRIIT7HA VA —LEhd e, Ay FIFEFNICUO-F (VTJ—F) LET,
ROFIE. FC switch A 1TADY I RITTTDA VA L—=ILZERLTVWET,
IP switch A 1# install all nxos bootflash:nxos.7.0.3.I4.6.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxos.7.0.3.I4.6.bin for boot variable "nxos".
[###fdfHAHH#HHE#E#H#H] 1005 —— SUCCESS

Verifying image type.
[###fdfHH#H#HHE#4#H#H] 1008 —— SUCCESS

Preparing "nxos" version info using image
bootflash:/nxo0s.7.0.3.I4.6.bin.
[H#HfHEHE#FHFH4#4##4#] 100% —— SUCCESS

Preparing "bios" version info using image
bootflash:/nxo0s.7.0.3.I4.6.bin.

[#Af#HHH#SHHH A F#4#E##] 100% —— SUCCESS [###H44 444444444444 ] 100
—-— SUCCESS
Performing module support checks. [##H4H44 444444444444 ] 100
—-— SUCCESS
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Notifying services about system upgrade. [H#efH#HHfHHAHSH#EHEHS] 1003
SR SUCECESIS

Compatibility check is done:

Module bootable Impact Install-type Reason
1 yes disruptive reset default upgrade is not
hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt) New-Version Upg-
Required
1 nxos 7.0(3)I4 (1) 7.0(3)I4(6) yes
1 bios v04.24(04/21/2016) v04.24(04/21/2016) no

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] vy
Install is in progress, please wait.

Performing runtime checks. [##FHFHAHAHAFEHEHHH#HH] 100 -——
SUCCESS

Setting boot variables.

[####4#HHHHERH AR #E#H#E] 1005 —— SUCCESS

Performing configuration copy.
[#AfHHHHSH#HHSHHH#EH#] 100% —— SUCCESS

Module 1: Refreshing compact flash and upgrading bios/loader/bootrom.
Warning: please do not remove or power off the module at this time.
(A H#HH##4#H#H] 1005 —— SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.
IP switch A 1#

S. A4 wFHIO—RETNBETHFLTHSE. XMy FIcOd1 > LET,
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2ZAyFRI)T—hEhd e, Q71> 7OV T BRI EINFT,

User Access Verification

IP switch A 1 login: admin

Password:

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2017, Cisco and/or its affiliates.
All rights reserved.

MDP database restore in progress.
IP switch A 1#

The switch software is now installed.

6. RAYFYTLIITHAUVRAM=ILEINTWR I =#MEELE T +show version

ROPIE. DHEAZRLTVET,



IP switch A 1# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2017, Cisco and/or its affiliates.
All rights reserved.

Software
BIOS: version 04.24
NXOS: version 7.0(3)I4(06) **<<< switch software version**

BIOS compile time: 04/21/2016
NXOS image file is: bootflash:///nxos.7.0.3.I4.6.bin
NXOS compile time: 3/9/2017 22:00:00 [03/10/2017 07:05:18]

Hardware
cisco Nexus 3132QV Chassis
Intel (R) Core(TM) i3- CPU @ 2.50GHz with 16401416 kB of memory.
Processor Board ID FOC20123GPS

Device name: Al
bootflash: 14900224 kB
usbl: 0 kB (expansion flash)

Kernel uptime is 0 day(s), 0 hour(s), 1 minute(s), 49 second(s)
Last reset at 403451 usecs after Mon Jun 10 21:43:52 2017
Reason: Reset due to upgrade
System version: 7.0(3)I4(1)
Service:
plugin

Core Plugin, Ethernet Plugin
IP switch A 1#

T.EPLD A X—S% 7w L—RL. A1 v F=EHEFHLET,
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IP switch A 1# install epld bootflash:n9000-epld.9.3.5.img module 1

Compatibility check:

Module Type Upgradable Impact Reason
1 SUP Yes disruptive Module Upgradable
Retrieving EPLD versions.... Please wait.

Images will be upgraded according to following table:

Module Type EPLD Running-Version New-Version Upg-
Required
1 SUP MI FPGA 0x07 0x07 No
1 SUP IO FPGA 0x17 0x19 Yes
1 SUP MI FPGA2 0x02 0x02 No
The above modules require upgrade.
The switch will be reloaded at the end of the upgrade
Do you want to continue (y/n) ? [n] vy
Proceeding to upgrade Modules.
Starting Module 1 EPLD Upgrade
Module 1 : IO FPGA [Programming] : 100.00% ( 64 of 64 sectors)
Module 1 EPLD upgrade is successful.
Module Type Upgrade-Result
1 SUP Success
EPLDs upgraded.
Module 1 EPLD upgrade is successful.
8. [[step8] AAvFD) T—rRICBEOJA> L. ILLWN—=23 >0 EPLD ALERICO—RENZ L
ZHERLET,
show version module 1 epld
9. MetroCluster IP #REDEZD D 3 DD IP A1 v FICDWVWT. EERDFIEZEEDEL XTI,
CiscolPRCF 7 71 JLDA o >O—R&A VA =)L
MetroCluster IPHEDE X1 v FICRCF 7 7ML ZEMR L TA VX M=ILTIRENHD £7,
CDRRIIZDOWVWT
COEEICIE. FTP. TFTP. SFTP. SCPRYL DI 7 IIEXY T h Uz 7HRBETY, 771IL%ZEX
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’f“/?‘h__:l E_Lia-o

CDOF|EIE. MetroCluster IP R DE IP X1 v FTRITITZIHBENRHD £,
HR—FINTVWEIN=3VDRAYFY I NI 72 FERTIRELNHD £T,

"NetApp Hardware Universe DB&"

QSFP /SFP+7 A R %ZFERA L TW35EIE. ISLR—FZ2 L —07 7 MEREE—RTIEBLRIT0 TR
EE—RTREITIMVENHD FT, ISLEA—FDREE—FICDOVWTIE. RAAMYFARUYA—DRFaX>k
ZBRERL TSIV,

RCF 771 I)Lix 4 2HbD. #n#&nh MetroCluster IP 1BRELD 4 DDOZF XA v FICHSEL TWEYS, FHTS
ZAAYFODETIVICHIGELIIELWRCF 7 71 L Z{ERT3HELHD F7,

ATYF RCF 771 L

IP_switch_A 1 NX3232 v1.80_Switch-A1.ixt

IP_switch_a_2 NX3232_v1.80_Switch-A2.ixt

IP_switch_B_1 NX3232_v1.80_Switch-B1.txt

IP_switch_B_2 NX3232_v1.80_Switch-B2.txt
FIE

1. MetroCluster IPEEMDCisco RCF7 71 L= &£/ L £3,
a. 47> O— I "MetroCluster IP FH® RcfFileGenerator"
b. RcfFileGenerator for MetroCluster IPZ £ L T, SREBDRCF7 71 IILEER L £9,

()  #9>0—FBICRCFI 7 A LEEET 3 LB TE £ Ao

2 RCF 7712 RAyFICAE—LE T,

a RCF 771 ERVIODRA vFICAE—LZF T

copy sftp://root@ftp-server-ip-address /tftpboot/switch-specific -RCF bootflash:vrf management’
CDOBITIE. NX3232_v1.80_Switch-A1.txt RCF 7 7 JL%Z SFTP H#—/\® 10.10.99.99 h'50—7

NWIT—FrT75y2alldE—LTWEY, RIS TFTP/SFTIPH—NRDIP 7 RL R, 1R b
—ILTBIRERHZ RCF 771D T 71 I FERBTINELRHDEFT,
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IP switch A 1# copy
sftp://root@10.10.99.99/tftpboot/NX3232 v1.80 Switch-Al.txt bootflash:
vrf management

root@10.10.99.99's password: password

sftp> progress

Progress meter enabled

sftp> get /tftpboot/NX3232 v1.80 Switch-Al.txt
/bootflash/NX3232 v1.80 Switch-Al.txt

Fetching /tftpboot/NX3232 v1.80 Switch-Al.txt to
/bootflash/NX3232 v1.80 Switch-Al.txt

/tftpboot/NX3232 v1.80 Switch-Al.txt 100% 5141 5.0KB/s
00:00

sftp> exit

Copy complete, now saving to disk (please wait)...

IP switch A 1#

aZODIDDRAYFDENENICOVWT, RALFIEZHEDELET, TNENDIA Y FICHIGT

BRCF 77 EdE—T3LDIEELTLEIL,
3. BXAwF®D bootflash T« L2 FJICRCF 77 MWD HB xR LET,

l'IR bootflash: | OKSICEKREINET

RDOFIE. FC switch A 1 ICT7AILDEFEETZZCERLTVWETD,

IP switch A 1# dir bootflash:

5514 Jun 13 22:09:05 2017 NX3232 v1.80 Switch-Al.txt

Usage for bootflash://sup-local
1779363840 bytes used
13238841344 bytes free
15018205184 bytes total

IP switch A 1#

4. Cisco 3132Q-V 8 & U Cisco 3232C X1 v FD TCAM V= 3>/ EL £ T,

@ Cisco 3132Q-V F7clZ Cisco 3232C X1 v FZFERAL TLWARWEEIE. COFIEZERL
9,
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a. Cisco 3132Q-V A1 FT. KO TCAM )= a3 V% /ELET,

conf t

hardware access-list tcam region span O
hardware access-list tcam region racl 256
hardware access-list tcam region e-racl 256
hardware access-list tcam region gos 256

b. Cisco 3232C X1 vFT. XD TCAM ) — 3> %2BELET,

conf t

hardware access-list tcam region span O
hardware access-list tcam region racl-lite O
hardware access-list tcam region racl 256
hardware access-list tcam region e-racl 256
hardware access-list tcam region qos 256

CTCAMU—C 3 ZRELKLS. REZFREFLTAAMyFZUO-—FLET,

copy running-config startup-config
reload

S . ZBEAAYFT. WIS RCF 77MI)IzO0—AINT =TSy ahoERTHOKREICIE—LEFT,
copy bootflash: switch-specific-RCF.txt running-config

6. XA Y FT. BITHORENSRAE— LTV TR EICRCF 77 ()LeIE—LET,
'copy running-config startup-config

RDESBHADVRRIEINET,

IP switch A 1# copy bootflash:NX3232 v1.80 Switch-Al.txt running-config
IP switch-A-1# copy running-config startup-config

1. 24y F=)O—RFLET,

TEO— R

IP switch A 1# reload

8. MetroCluster IP #RDOMD 3 DDOXA v FICDOWVWT. LEBDOFIEZZEDIRLET,
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25Gbps EHiZ FERAT 3 AT LOEIARDETIEDRTE

25Gbps #Fix FRAL T X TLDRESNTWVWSIHBEIE. RCF 7 71 IILOBERRICHIAIRDETIE (fec)
INTA—REFHT off ITRETBDUNENHD XTI, COFREIFRCF 771 TIFERINEZE A
CDRRATICDVT

COFIEERITIBHIC. 25Gbps R— bDT—TILEFR SN TVWEIHRELRHD £,

"Cisco 3232C X1 wF F7=13 Cisco 9336C X1 v FD TS v kT #—LR—bDEIDYT"

CDRRYTIE. 25Gbps #Eiiz AT BRR TS5V b7+ —LDAHZEERALET,

« AFF A300
» FAS 8200
» FAS 500f
» AFF A250

ZDARRTIE. MetroCluster IP D 4 DDRXA v FINTTEITITINELHD 7,

FIE
1. O PO-SEZa—JLICERINTUVSE 25Gbps R— KT fec /X5 A —4 % off ICRE L. RITHD

BREZAX— L7y IREICIAE—LF T,

a. B E— FZRMEL £ 79 :config t

b. S%FE 9 3 25Gbps 1 X — 7 = X% [interface interface-Id | CI8EL T

C. fec Z off ICEREL XY

d. XA v FDE 25Gbps K— FZDWT. LEBOFIEZ#EDIRL £,

e BRE—FZHRTLET :exit

ROFIE. XA v F IP_switch A 1 DA >A2—7T x4 X Ethernet1/25/1 ICX 2 A RERLTL
£9,

IP switch A 1# conf t

IP switch A 1(config)# interface Ethernetl/25/1
IP switch A 1(config-if)# fec off

IP switch A 1(config-if)# exit

IP switch A 1(config-if)# end

IP switch A 1# copy running-config startup-config

2. MetroCluster IP #RDMD 3 DOX A v FICDWT. LEEROFIEZEDERLE T,

READISLR— b ER— b F v RILZEMICTS

NetAppTlE. REBAILRT S — b ZzEE Y 37DIC. RERDISLR— hER— b F v RILZEMICT B
CEHRLET
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1. RMEADISLIR— FER— b F v RILEEBELET,
> —T 114 ZADOEE]
2. RMEADISLR— FER— b F v RILEEHICLE T,

BESNIRERADOR— FELIEIR-—bFrRILIEIC. ROOARY RERITITBIHBELNDHD £,

SwitchA 1# config t

Enter configuration commands, one per line. End with CNTL/Z.
SwitchA 1 (config)# int Ethl/14

SwitchA 1 (config-if)# shutdown

SwitchA 12 (config-if)# exit

SwitchA 1 (config-if)# copy running-config startup-config
[HAFHHHHSH A A AR H A HH] 1003

Copy complete, now saving to disk (please wait)...

Copy complete.

MetroCluster IPt - kA®MDCisco 9336C X1 v F CMACseclE={t Z &K T 2

(D MACsec BE2{ti. WAN ISL F— M cOABETE 7,

Cisco 9336C X 1w FIC MACsec FEB{t =R EL T

Y4 FETEITEIND WANISL R— MMZDH MACsec BBt Z R ET AIMNENHDFI, IELVWRCF 77
1IEBRALIEHEIC MACsec ZRETRAMERHD X,

MACsec D51t > 2R EH

MACsec ICIdtEF a2 T4 1Y ADRETY, CiscoNX-0S S AARDEME LV S 1EAD
BEFECHEBAEICOVWTIE. Z8BLTLKEETW" I Cisco NX-OS Licensing Guide J "

MetroCluster IP#&R{ CTCisco MACseclES{tWAN ISLZ B LT

MetroCluster IP ¥ Tl&. WAN ISL _£® Cisco 9336C X v FIZxt L T MACsec BEB{t & 1 %—JILICT
XY,

FIE
1. 0-N)LaA>T74Fal—>a>E—RE@EBLET,.

[ configure terminal 1 Z2 w2 LET

IP switch A 1# configure terminal
IP switch A 1(config)#

2. 781 AT MACsec & MKA ZBICL £

34
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I feature MACsec

IP switch A 1(config) # feature macsec

3 ETAVT«4FXal—>avaERA— 7y AV Ta4Fal—>3ilaE—-LFE T,

'copy running-config startup-config

IP switch A 1(config)# copy running-config startup-config

MACsecF—F T —>&F—%ERELFT
MACsec ¥F—Fx—>FldF—Z A2 T74FaL—2aVIERTEET,
* ¥—5 17 XA LK Hitless Key Rollover *

MACsec ¥ —F = —>ICIE. #BHD Pre-Shared Key (PSK; BRIEEF—) #RETT X I, & PSKs I
IEF. F—=ID AT UDITATRALDRESINTVET, F—0EMBEIE. F—DT7070 TIlh>
TEMERMINZ XA I VI REBELE T, ST 7FMLRENBWVGE. T7FILEDTA T R21 LIFE
FIRTYo T4 T7RALDNRESNTVBRIGEG. T4 721 LDHRYINICERZ . MKAIZF—Fz—>R
THRESNTVBRROEFHBF—ICO—IILA—N—LFT, F—DRALY—2IF. local £7/lF UTC T
To TIAIWNEDRALY—2IFUTC T, F—ZRALF—Fz—>AD2FEHDOF— (F—Fz—2A)
ICO=IA—=N—=LT. RADF—DFAITRALZRETDIENTEET, RTDF—DEMHABH KT
IR, BENICURMROROF—ICO—=ILA—N—ChFEzT, V> I7OmEAITRLF—HEBICKREIN
TW3BE. F—0O— /LA —N—EEY FLRIZBEDET (DFED. F—RE b5 T v I ERETIZ R
<O=IA—=—N—-ThFT) o

FIg
1. 0-NLaAY T4 Fal—>avE—REBEBLET,

[ configure terminal 1 Z2 w2 LET

IP switch A 1# configure terminal
IP switch A 1(config)#

2. BB tINfcxr—F 07y bXFHZIERRICT 312IE. T show running-config 1 A< > R & T show
startup-config 1 AN¥> RFOHANT. XFHNZTAI R A—FXFICEZHRIET,

IP switch A 1(config)# key-chain macsec-psk no-show

@ FOTy bXFINE, T2 T4 Fal—2a3> 2T 7MILICRET D ESICHIERTICH
DEI,

T 74 ETIE. PSK F—IIEBBtFER TR N. BEICESILTE Xz, COOAT > R,
MACsec ¥ —F T —VICOABERINE T,
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3.
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MACsec ¥ —F T —>%{EF L T—ED MACsec ¥—%#®#FL. MACsec ¥F—Fxr—>A>TJasF¥al
—>avE—REBEBLET,

*—F x—>% MACsec

IP switch A 1(config)# key chain 1 macsec
IP switch A 1 (config-macseckeychain)#

MACsec ¥—Z%Z{EL. MACsec ¥—> 7«4 F¥al—>a>E—RFZHBLET,
I key key-id |

IEETES 16 EBOF —XFHOEEIE 1 ~ 32 T. BAY A X 64 XFTT,

IP switch A 1 switch(config-macseckeychain)# key 1000
IP switch A 1 (config-macseckeychain-macseckey)#

X —DFITY EXFHERELE T

I key-octet-string octet-string octet-string cryptographic-algorithm ae_128 CMAC | aes-256_CMAC | &
WO TRRELE Y

IP switch A 1(config-macseckeychain-macseckey)# key-octet-string
abcdef0123456789%abcdef0123456789%abcdef0123456789%abcdef0123456789
cryptographic-algorithm AES 256 CMAC

octet-string 5|&UCIF. RA BG4 ED 16 EXFZEZHDI_ENTEFT, 777V FF—I&
RAETIVOA—RINBZ7=HD. ZUT7TFADF—|L. T show running-config macsec
1 ARV ROEAICIIREEINEE A

- F—DEEFATRALERELFTT (BWEAD .

I' send-lifetime start-time duration |

IP switch A 1(config-macseckeychain-macseckey)# send-lifetime 00:00:00
Oct 04 2020 duration 100000

T 7 ETIE. TN XIIFEEEE%A UTC & LTUIBEL £ 9, start-time 5|18UCiE. ¥—HT7 o707
IR 2R Bt ZEEL £, duration 518, S1T741 LOMBAOEITY, RAEI
2147483646 ¥ ($968 &) T,

LRIV I4FX AL =2 a3 vEREZ— 7y AV TaF¥al—>avIlaE—-LE T,

'copy running-config startup-config



IP switch A 1(config)# copy running-config startup-config

8 F—FI—UREERTLET,

MEFrr—>4%4]

IP switch A 1(config-macseckeychain-macseckey)# show key chain 1

MACsec’ R > —%RELEFT

FE
1. 70—-N)LaAYT4FXa2aL—>avE—RZEBLED,

[ configure terminal | Z2 1) v L XY

IP switch A 1# configure terminal
IP switch A 1(config)#

2. MACsec R > —%{ER L £9

FACSEC RU T —4)

IP switch A 1(config)# macsec policy abc
IP switch A 1(config-macsec-policy)#

3. MDODWVWITNHDEES. gecm-aes-128 . gcm-aes-256 . gcm-aes-xpN-128 . £ 7zld gcm-aes-xpN-256 %

RELE I,

[ cipher-site name |

IP switch A 1(config-macsec-policy)# cipher-suite GCM-AES-256

4 F—REFICE T RO Z R T 570 F—H—NDOBREZRELFT,

I key-server -priority number | ¥ ASJL £

switch (config-macsec-policy)# key-server-priority 0

S T—REIURIENT Y FOWEBZEERT B EFaUTARIS—ZRELE T,

MEFalsq - RUS—-EFalFr - RUS—) 2BRLTLETL
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ROFA T arhotExal) TR —ZERLET,

° must-secure —MACsec NV A —Z XL TWARWNTw MMIROYy FENET
° must-secure — MACsec N A —ZEELBRWVWNTw MIFRISNET (ST T4 ILMETT)

[e}

IP switch A 1(config-macsec-policy)# security-policy should-secure

6. )ILAREI4VRIERELT. EXa7M 02— T A ANKREINT T RO XIDNE
WY R EZIFTANEBEWVWESICLEY, [ window-size number |

(D LA FRET 1+ > RODH A XIF. MACsec W"ZEL THRESNBRVWRAT U MAF T
—TVRTL—LBERLET, IEETETSEEIL 0 ~ 596000000 T,

IP switch A 1(config-macsec-policy)# window-size 512

7. SAK ¥ —DB4MZ&F T 2REZzWEMTHRELE I,
I SAK-expiry-date time |

COOAXYRZFEALT. FRMELREBERICEY> a3 >F—%2ZETEET, 774/ ME0 T,
IP switch A 1(config-macsec-policy)# sak-expiry-time 100

8. St ZzRIadT 5L 1V 2L —LT. ROKEUA Tty hoLIThhzeRELET,
I conf-offsetconfidentiality offset | ZEBBL T ZE W
ROWTNHDA TS 3> ZERLET,

° conf-offset-0 o
° conf-offset-30 o

° conf -offset-50 o

IP switch A 1(config-macsec-policy)# conf-offset CONF-OFFSET-0

C) COIAXRYRIF FERXAYFHMPLS ZTDELS%H/INTy hAwH— (DMAC .
smac. type) ZERATI1-DICHERIBENHD X9,

9. TV I« Xal—>avaEREA— L7y AV T4Fal—avica—LFd,

'copy running-config startup-config
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IP switch A 1(config)# copy running-config startup-config

10. MACsec R O —REXRTLEF T,

' MACsec /R1) —]

IP switch A 1 (config-macsec-policy)# show macsec policy

4 >R —7 x4 XLETCisco MACseclgS{tx 1 x—TILICLE T

1. 0-N)LaAY T4 F¥alL—>avE—REBEEBLET,

[ configure terminal 1 Z2 ) v oL XY

IP switch A 1# configure terminal
IP switch A 1(config)#

2. MACseclEBt THRELT-A A —T 1 AEBIRLE T,

AVR=—TIARADIATEID ZHWETETE T, 1T—F Ry bAR—FDHEIEFE. A—Hxy OV
R—bzERALET,

IP _switch A 1(config)# interface ethernet 1/15
switch (config-if) #

B AR —TIARCEETDF—F—2 RIS —%EBMLT. MACsecsREZEBML £,

I'MACsec keychain -name policy policy-name) WO ZEIDF—Ft—2hHD XY

IP switch A 1(config-if)# macsec keychain 1 policy abc

4. MACseclEB L ZRETRIITARATDA VA —T T A AT ATV 12 BEODERLET,
5. BTAV 74 Xal—>avaERA—r7y AV T4Fal—>ailaE—-LFE T,

'copy running-config startup-config

IP switch A 1(config)# copy running-config startup-config

MetroCluster IP1#& CCisco MACsechkES{tWAN ISLEZ T s tz—TIJLICL X T

MetroCluster IP 5% Tl&k. WAN ISL £ Cisco 9336C X v F Ik LT MACsec BEE2{tZERNIC T RINE
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NHBHZENDHD FT,

FIg
1. 0-N)LaAYT74Fal—>avE—REBEBLET,

[ configure terminal ] Z2 w2 LEXT

IP switch A 1# configure terminal
IP switch A 1(config)#

2. TINA XD MACsec SREZ EMICL 9o

'ACSEC SHUTDOWN | D& SICHEDEFET
IP switch A 1(config)# macsec shutdown

(D Tnos #7vavEBRRT L. MACsec BEEDETINE T,

3. MACsec THREBADAIA—T A AEZERLET,

AVA—TIARDEAATEID ZEETETET, 11—y b R—bDHEIF. =Ry bXOY K/
R—bZzEALET,

IP switch A 1(config)# interface ethernet 1/15
switch (config-if) #

4. 41 A—TTARICHREINTVWEBF—F—>ERUD—%HIBRLT. MACsecisREZHIFRL 9,

'no MACsec keychain keychain -name policy policy-name |

IP switch A 1(config-if)# no macsec keychain 1 policy abc

5. MACsec B'ERETNTUVWRIARTDA A —TITART. ATv T34 EDRLET,
6. TV I« Fal—>arvEIAA— Py IV I4Fal—>avicaAP—LET,

'copy running-config startup-config

IP switch A 1(config)# copy running-config startup-config

MACsec 18R DS

FIE
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1. A2 T74FaLl—>a>AD2BEHDRAA Y FTLEDFIE* §RT*%##EDELT. MACsec w3
VEBIILEY,

2 RDIARYFZERITLT. @ADRA v FHERICESLEINI 2B LE T,

a. THow MACsec mka summary | 27L&
b. 217 :'How MACsec mka session’

C. 317 . 'How MACsec mka statistics ( MACsec mka #izH15%R)

MACsec g/ﬁ%ﬁﬁmu?é [l =N /kd) AR %ﬁﬁﬁ Lz 33 3_0

ARV REERTLEY RLAIN3EHR
'How MACsec mka session interface types/port BEDAVRZA—TITAREHIEITRTOA R —T
number -1 XD MACsec MKAtwv> 3>

MF — %] F—FI—URE

' MACsec mka OIE ] ZBBBL TZTL MACsec MKA &7

'How MACsec policy policy-name' | ZEBL T 4$FED MACsec R 2 —F1=IdTRTD MACsec
ke RIS —DFRE

NVIDIAIPX 1w F =R EL XTI

95 2 BEEE /N U T RMetroCluster IP 3Z#:FICNVIDIA IP SN2100 X1 v F
=BT B

DSRBAA R —A%0 bEXV/N YU I KMetroCluster IP3ZE#H:AICNVIDIA SN2100
IPRA Y FEERETDUNELNHDET,

[[Reset-The switch]] NVIDIA IP SN2100 X 1 v F % TIgHEROT 7 4L MUY RLET

24w FEIBEEROT 7 4ILAREIC) LY b T3IC1F. ROWTNHDDAEEERLE T,
*RCFZ7ANATa>zFERLTRAAIyFa)EYy FLET

*CumulusV 7 bz 7DATDO—REAVRA M=)

[RCF77AIA T a V] IRCFI7 7ML AT avaERLTRIyvFa)ty bLET

HFLURCFHREZ MV A R—I)LT3F1IC. NVIDIART v FRBEZI)N— R TRIRERHD XT,

CDRRAIIZDWT

AAYFETITAILEREICETICIE. TrestoreDefaultsy £ 7> 3 >V FIEELTRCF7 71l =ETL %
To COATOIVEERTZE. TONYIT v T T 7AILDTDIGERICIE—CN. A1y FH)T—F
INFET, VIT—rE AAMVYFEBETBEOICRCFI7AILERIYICET LI SICERLTWETOE
EMRAYFICAYSAICHEDET,
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ROFBEDFMIZIV LY FEnFHA
C A—HBELUVILTVIVILOBRE
s B Y T —2UKR— bethODHRE

() RCFIP L OERRICHET 3 2OMOBELER. TATROREIC /A~ FSNET,

ERZRImY BHIC

C SO TRA Y TFEHRETAIRERDHD FT NVIDIADRCF 7 71 )L a2 O0—RLTA YA R—ILL
F9. COAETHELTULVAWEEPRCFI7 71 ILEETT3RICEBMEREEZHREL TLWBRIBEIE.
DFIE #EBTET EFtH Ao

* ZOFIEIE. MetroCluster IP #DE IP X1V FTRITTIHBENHD X7,

DTN AVY —IILESIEFERAL TR Y FICERTI2HELRHD X9,

* ZORRUTIE. BEBERY FI—VOREZVEY MLEFT,

FlE

1L BEN=2a FERIEEREDHBRCFT7 71 )L EERA L CRCFRENERICEASN. N\voT7vT7
FIILDEET DI EHERLED,

HAICIE. Ny oT 9T T 7oA REBFSNT=T 71l E-ZZOEHRBRINE
() 3. AT YT I ANELRRESNET 7 CLBAEAICRRSNAVEER. 0
FIBE 2 ERTE Ao
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cumulus@IP switch A l:mgmt:~$ sudo python3
SN2100 v2.0.0 IP switch A 1.py

[sudo]

password for cumulus:

>>> Opened RcfApplylLog
A RCF configuration has been successfully applied.

Backup files exist.

Preserved files exist.

Listing completion of the steps:

Success: Step: 1l: Performing Ba
Success: Step: 2: updating MOTD
Success: Step: 3: Disabling apt
Success: Step: 4: Disabling cdp
Success: Step: 5: Adding 1lldp c
Success: Step: 6: Creating inte
Success: Step: 7: Configuring s
SNMP
Success: Step: 8: Configuring s
allocation
Success: Step: 9: Configuring s
Success: Step: 10: Configuring
dscp remark
Success: Step: 11: Configuring
egress cos mappings
Success: Step: 12: Configuring
classification
Success: Step: 13: Configuring
Success: Step: 14: Configuring
Success: Step: 15: Configuring
Success: Step: 16: Configuring
Success: Step: 17: Configuring
cluster and MetroCluster interfaces
Success: Step: 18: Configuring
cluster and MetroCluster interfaces
Success: Step: 19: Configuring
cluster and MetroCluster interfaces
Success: Step: 20: Configuring
Success: Step: 21: Configuring
Success: Step: 22: Final commit
Success: Step: 23: Final reboot
Exiting

<<< Closing RcfApplyLog

~$

cumulus@IP switch A 1:mgmt:

ckup and Restore

file
-get
onfig
rfaces
witch basic settings: Hostname,
witch basic settings: bandwidth
witch basic settings: ecn
switch basic settings: cos and
switch basic settings: generic
switch basic settings: traffic

LAG load balancing policies
the VLAN bridge

local cluster ISL ports
MetroCluster ISL ports
ports for MetroCluster-1, local

ports for MetroCluster-2, local
ports for MetroCluster-3, local

L2FC for MetroCluster interfaces
the interface to UP

of the switch

2 FIFIMIRTA TS a v aIBELTRCF7 71 ILERITLE Y, 'restoreDefaults'
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cumulus@IP switch A l:mgmt:~$ sudo python3
SN2100 v2.0.0 IP switch A 2.py restoreDefaults
[sudo] password for cumulus:

>>> Opened RcfApplyLog

Can restore from backup directory. Continuing.
This will reboot the switch !!!

Enter yes or no: yes

3. 7OV hIC Tyes) EANILET, AAYFHRTOREICED. VT—FLET,
4 A4y FHI)T—r9B3FTRHLEFT,
A1y FHRUEY FEN, RCFI 7ML Z BRI 2ROBFOEERY hT—IRECREDIL TV

vILGEDFIERENMRTEENE T, VT — bR BCN=-I 3V XLBRIDON-I3 Y DRCF7 7L
ZEALTHLLVREZERATEEX I,

CumulusV7 b 7DAIVYO—REAVR =)L

ZDRATICDOWT
CumulusElfZBARAL TRAM v FEREICUEY T3 ROFIEZRTLET,

EE% RS BHIIC
cDTINAVY —IIESEEFERAL TR Y FICERITI2HBELRHD XY,
* Cumulus A1 Y FY IR T7AX—=CIE. HTTPRREATTZ VXA TEE Y,

@ Cumulus Linux® -1 > X b —JLOFFAICDOWVWTIE. 22B LTIV, "NVIDIA SN2100
Z2AYFDA VA =)L EHEDHEE"

* OAX Y RA®D Tsudoy 727t XADroot/N\XA 7T — RHBBETT,

FIE

1. CumulusA>Y —=ILH5E. RAYF VYT rTTT7DA >R E—)L% TONIE-install-A-i; I > RICHilT
TRAYF VTR TTTADT7AIL « NAZEIBELT. 40 VO0—RLTFa—ICANE T,

ZOFITIE. 77—LTTT7 7 7A1)L cumulus-linux-4.4.3-mlx-amd64.bin HTTPH —
J\ 150.50.50.501 I50—AHIIRAyFICAE—TNET,

cumulus@IP switch A l:mgmt:~$ sudo onie-install -a -i
http://50.50.50.50/switchsoftware/cumulus-1inux-4.4.3-mlx-amd64.bin
Fetching installer: http://50.50.50.50/switchsoftware/cumulus-linux-

4.4 .3-mlx-amd64.bin

Downloading URL: http://50.50.50.50/switchsoftware/cumulus-linux-4.4.3-
mlx-amd64.bin

FHAFH A H A S
# 100.0%

Success: HTTP download complete.
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tar: ./sysroot.tar: time stamp 2021-01-30 17:00:58 is 53895092.604407122
s in the future

tar: ./kernel: time stamp 2021-01-30 17:00:58 is 53895092.582826352 s in
the future

tar: ./initrd: time stamp 2021-01-30 17:00:58 is 53895092.509682557 s in
the future

tar: ./embedded-installer/bootloader/grub: time stamp 2020-12-10
15:25:16 is 49482950.509433937 s in the future

tar: ./embedded-installer/bootloader/init: time stamp 2020-12-10
15:25:16 is 49482950.509336507 s in the future

tar: ./embedded-installer/bootloader/uboot: time stamp 2020-12-10
15:25:16 is 49482950.509213637 s in the future

tar: ./embedded-installer/bootloader: time stamp 2020-12-10 15:25:16 is
49482950.509153787 s in the future

tar: ./embedded-installer/lib/init: time stamp 2020-12-10 15:25:16 is
49482950.509064547 s in the future

tar: ./embedded-installer/lib/logging: time stamp 2020-12-10 15:25:16 is
49482950.508997777 s in the future

tar: ./embedded-installer/lib/platform: time stamp 2020-12-10 15:25:16
is 49482950.508913317 s in the future

tar: ./embedded-installer/lib/utility: time stamp 2020-12-10 15:25:16 is
49482950.508847367 s in the future

tar: ./embedded-installer/lib/check-onie: time stamp 2020-12-10 15:25:16
is 49482950.508761477 s in the future

tar: ./embedded-installer/lib: time stamp 2020-12-10 15:25:47 is
49482981.508710647 s in the future

tar: ./embedded-installer/storage/blk: time stamp 2020-12-10 15:25:16 is
49482950.508631277 s in the future

tar: ./embedded-installer/storage/gpt: time stamp 2020-12-10 15:25:16 is
49482950.508523097 s in the future

tar: ./embedded-installer/storage/init: time stamp 2020-12-10 15:25:16
is 49482950.508437507 s in the future

tar: ./embedded-installer/storage/mbr: time stamp 2020-12-10 15:25:16 is
49482950.508371177 s in the future

tar: ./embedded-installer/storage/mtd: time stamp 2020-12-10 15:25:16 is
49482950.508293856 s in the future

tar: ./embedded-installer/storage: time stamp 2020-12-10 15:25:16 is
49482950.508243666 s in the future

tar: ./embedded-installer/platforms.db: time stamp 2020-12-10 15:25:16
is 49482950.508179456 s in the future

tar: ./embedded-installer/install: time stamp 2020-12-10 15:25:47 is
49482981.508094606 s in the future

tar: ./embedded-installer: time stamp 2020-12-10 15:25:47 is
49482981.508044066 s in the future

tar: ./control: time stamp 2021-01-30 17:00:58 is 53895092.507984316 s
in the future
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tar: .: time stamp 2021-01-30 17:00:58 is 53895092.507920196 s in the
future

Staging installer image...done.

WARNING:

WARNING: Activating staged installer requested.
WARNING: This action will wipe out all system data.
WARNING: Make sure to back up your data.

WARNING:

Are you sure (y/N)? y

Activating staged installer...done.

Reboot required to take effect.
cumulus@IP switch A l:mgmt:~$

2 AX=UDAUO—-—RELUHESRFIC IO TRy EIRE LTI YA =L 2R LET
3 FHLWY TRz 7 Tsudoreboot] 1V Rb—ILTBICIF. A1 v FEBERERELET

cumulus@IP switch A l:mgmt:~$ sudo reboot

A YFAUT =Ly RAYFYTFITTOA YR b —UPBIRTNET, SO0
(D) RLES<BEEADDDET, TYAP—IBRTTBE. X1 yFHYT— b
L. Moginy 7OV 7 MARRShEFFEBDET,

4 21 Yy FOREREZTVEY
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Debian GNU/Linux 10 cumulus ttySO

cumulus login: cumulus

Password:

You are required to change your password immediately (administrator
enforced)

Changing password for cumulus.

Current password:

New password:

Retype new password:

Linux cumulus 4.19.0-cl-1-amd64 #1 SMP Cumulus 4.19.206-1+cl4.4.3ul
(2021-12-18) x86 64

Welcome to NVIDIA Cumulus (R) Linux (R)

For support and online technical documentation, visit

http://www.cumulusnetworks.com/support

The registered trademark Linux (R) is used pursuant to a sublicense from
LMI,

the exclusive licensee of Linus Torvalds, owner of the mark on a world-
wide

basis.

cumulus@cumulus:mgmt:~$
O BERXRYNI—UAVEA—T 114 A%EHRE
FATZ2ITURIE RITLTVWBRAYFI7—LI7IT7DON—2avVICE>TERBDET,

@ RIS, KRR M&EIP_switch A 1. IP7 KL X%#10.10.10.10. %Y kYR
#255.2552550 (24) . '— b4 7 RLX%E10.10.101ICHETB3HERLE T,
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7 L)L X4.4.x

IS, Cumulus 4.4 x2ETLTVWARRAM Y FICHRRA MG, IPPRLR. Ry IR, ELXUT—
FOTAZRETDHERLET,

cumulus@cumulus
cumulus@cumulus
10.0.10.10/24

cumulus@cumulus

cumulus@cumulus

cumulus@cumulus

:mgmt:
:mgmt :

:mgmt:
tmgmt:

:mgmt

net add/del commands

~$ net add hostname IP switch A 1
~$ net add interface eth0O ip address

~$ net add interface ethO ip gateway 10.10.10.1
~$ net pending

:~$ net commit

since the last "net commit"

User Timestamp Command

cumulus 2021-05-17 22:21:57.437099 net add hostname Switch-A-1
cumulus 2021-05-17 22:21:57.538639 net add interface eth0O ip address

10.10.10.10/24

cumulus 2021-05-17 22:21:57.635729 net add interface ethO ip gateway

10.10.10.1

cumulus@cumulus :mgmt:~$

Cumulus 5.4.x2A&

I, Cumulus 54 x%EZTLTVWARAYFICHKRA MG, IP7RLR, XY IR T. BLUOT—
FOTA%ERETDH%ERLET, UBEHNRETT,



cumulus@cumulus:mgmt:~$ nv set system hostname IP switch A 1

cumulus@cumulus:mgmt:~$ nv set interface ethO ip address
10.0.10.10/24

cumulus@cumulus:mgmt:~$ nv set interface ethO ip gateway 10.10.10.1
cumulus@cumulus:mgmt:~$ nv config apply

cumulus@cumulus:mgmt:~$ nv config save

6. sudoreboot AV Y REFERHLTRI v FE2)T—rLET,

cumulus@cumulus:~$ sudo reboot

24 vFN)T—ErLT=E. OFIBIC>THLUVWEREEZERETEE T NVIDIADRCF 7 71 ILE AT
O—RLTARAR=ILLE T,

NVIDIARCF7 71 )L O >O—RLTAYRAM=ILLET

MetroCluster IPABREDZ XA W FICAA VFDRCFI 7ML EZERLTA VA M=ILTIHNERHD £,

ez Bta 9 B HiIC
* XY RAD Tsudol 77t ZXEBDroot/N\ AT — RHBKETT,
CRAYFYITRIITHRA YA M=I)LETN. BEXY FT—IHHREIN TV S,
* HE1EREAER20VWThAZFERL T X1y FeRAICKREBEI B FIEZERITLE LT
* FIHAC X b= ILRICEMDREZEA LBh 21355,

@ RCF7 71 ILZBATRFICRI Yy Fe )ty b LIcH EICUROREZRITI 558
3. COFIE Z2FERBTETEEA-

ZDRZATICDOWT
CDF|EIF. MetroCluster IPHER, FFEODHRE) FHIEKBEARXAIYvF (R1vyFDOXHEE) OKIPRAYFT
RITITDIRELHD X,

QSFP/SFP+7 A 72 %2 AL TW3IFEIE. ISLR—bZ2TL—07 T MREE—RTRABLRA T T&E
EE-—FTRETIUENHDET, ISLR—FDEEE—FRICDOVWTIF. RATYFARUYAZ—DRFaXTE
ZERLTLLEET L,

FE
1. MetroCluster IPEHDNVIDIARCF 7 71 ILZ SR L £9

a. #A 7 >O— KR L ZE9 "MetroCluster IP FHD RcfFileGenerator"s
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2.

50

b. RcfFileGenerator for MetroCluster IPZ R L T, FREHADRCF7 71 IILZERK L £9.

C.R—LTa LI bVICKEILET, lcumulusy £ LTEBINTULWBRESR. 771/
& T/home/cumulus] T9,

cumulus@IP switch A l:mgmt:~$ cd ~
cumulus@IP switch A 1:mgmt:~$ pwd
/home/cumulus

cumulus@IP switch A l:mgmt:~$

d COTF4 LI FJICRCFI 724D YO—RLEY, RIS, SCPEFERALTIZ7rlz4d >0
—RF9I30%ZRLET, SN2100 v2.0.0 IP switch A 1.txt B —/\ [50.50.50.501 H'5HK—L
TALIMJICREFELE Y, SN2100 v2.0.0 IP switch A l.py:

cumulus@Switch-A-1:mgmt:~$ scp
username@50.50.50.50:/RcfFiles/SN2100 v2.0.0 IP switch A 1.txt
./SN2100 v2.0.0 IP switch-Al.py

The authenticity of host '50.50.50.50 (50.50.50.50)"' can't be
established.

RSA key fingerprint is

SHA256 :B5gBtOmNZvdKiY+dPhh8=ZK9DaKG7g6sv+2gF1GVF8E.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '50.50.50.50' (RSA) to the list of known
hosts.

E e b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b b b b b b b b b b b b b b b b b i b b 4
* %

Banner of the SCP server

R b b e b b b b I b b I b b I b I b b b b b 2 b b b b i b b b b d b b B b b b b b b b b b b 2 b b b b b b b b b b b b b b I b b b b b i

* *

username@50.50.50.50"'s password:
SN2100 v2.0.0_IP switch Al.txt 100% 55KB 1.4MB/s 00:00
cumulus@IP switch A l:mgmt:~$

RCF7 71 I %EFETLEFT, RCF77AILTIE. 1DULDOFIEZERT27=26DA T a >hHRET
To TVZHIYR—EDSIBRALBVHAED, OXVRSA VAT aVEIEEETICRCFI 71 IL%E
EITLET, RCFI7AMINDIZIERFIBDTT AT —RFRAZHRTBICIE. 77> 3> 111 £k
& Tally ZFERALTIRTO (REHD) FIEZEBLET,



cumulus@IP switch A l:mgmt:~$ sudo python3

SN2100 v2.0.0 IP switch A 1.py

all

[sudo] password for cumulus:

The switch will be rebooted after the step(s) have been run.
Enter yes or no: yes

the steps will apply - this is generating a lot of output
Running Step 24: Final reboot of the switch

The switch will reboot if all steps applied successfully

3. B TDACT — 7L ZERY 3mE. X1 v FR—KFTDACT > a>zBMLET,

cumulus@IP switch A l:mgmt:~$ sudo python3 SN2100 v2.0.0-X10 Switch-
Al.py runCmd <switchport> DacOption [enable | disable]

RIS R—=bDDACH T 3> A%—TINICT 302 RLET. swpT:

cumulus@IP switch A l:mgmt:~$ sudo python3 SN2100 v2.00 Switch-Al.py
runCmd swp?7 DacOption enable
Running cumulus version : 5.4.0
Running RCF file version : v2.00
Running command: Enabling the DacOption for port swp7
runCmd: 'nv set interface swp7 link fast-linkup on', ret: O
runCmd: committed, ret: O
Completion: SUCCESS
cumulus@IP switch A l:mgmt:~$

4. 24y FKR— b TDACH FLa>vEBMLIcS. A1y Fz)T—hrLET,

sudo reboot

@ BEDXA Yy FR—MIDACE T arzRET 3%BBIE. ATy Fze)T—r33KET
TELET,
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25GbpsiEfix FHT 2V AT LDBIA LS —EBEDRTE

25GbpsiEfiZ ERT 25 AT LADHFBEIE. RCFOBERREICHIAIRDETIE (FEC) /NT X —X % FE)TofflCFR
FELET, COFRTEIFRCFTIIEARAINEE Ao

CDRAZICDWVWT

* CORRYIE. 25ChpsEEERAT SIS Y b7 A~ LICOBZYLET. ZBRL T LTV
"NVIDIADGHR— b BSN2100 IPRA v FD TSy b7 +—LR—rEID YT,

* TDOARAXYUIFE. MetroCluster IP 8D 4 DDA v FIANTTERITITIRENHD 7,

* BRAA Yy FR—MIMERICEFR T EHENHBDET, AV RTEBDR— b IR — ~EEZIEET
BILIETEEE A

Flg
1. 25GbpstEfiZz AR T AIRID A YV FR—FDINTX—R%offICEREL fec £9,

sudo python3 SN2100 v2.0 Switch-Al.py runCmd <switchport> fec off

2. A bO—FEIZa—ILICEHEINTWVWE25Gbps A1 v FR— kI, COFIEZEDRLET,

MetroCluster IP-1 > 2 —7 14 XD XA v FR— FREDKE
CDRRIIZDOWVWT
* ROFIEZFEAL T, XA v FR—FREZ100GICREL £7,
° AFF A70. AFF A90. AFF A1K. AFF C80
° AFF A30. AFF C30. AFF A50. AFF C60
° FAS50. FAS70. FAS90

* BRAA Yy FR—MIMERICEHRTIHEDNHDE T, AV RTERBDR— IR — FEEZIEE S
BILIFTETFEE A

ATv7
1. REZRETSICIEF. 77> a > ZBELTRCF7 7ML ZFEAL runcmd £9, CHICED. REHNE
BEh. REMIMMREINET,
DAY Y Rik. MetroCluster{ Y2 —7 14 XAB LUV DEEXFKE L swp7 ‘swp8 £7,

sudo python3 SN2100 v2.20 Switch-Al.py runCmd swp7 speed 100

sudo python3 SN2100 v2.20 Switch-Al.py runCmd swp8 speed 100

° il *
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cumulus@Switch-A-1l:mgmt:~$ sudo python3 SN2100 v2.20 Switch-Al.py runCmd
swp7 speed 100
[sudo] password for cumulus: <password>
Running cumulus version : 5.4.0
Running RCF file version : v2.20
Running command: Setting switchport swp7 to 100G speed
runCmd: 'nv set interface swp7 link auto-negotiate off', ret: 0
runCmd: 'nv set interface swp7 link speed 100G', ret: 0
runCmd: committed, ret: O
Completion: SUCCESS
cumulus@Switch-A-1:mgmt:~$

READISLR— b ER— b F v RILZENICTS

NetAppTlE. RELBAILRT 5 — b ZERET 37cHIC. READISLR—FER—bF v RIILZEMITSC
CERWERLEFIBER- M FLBR— b FryRILZEICTE—TILICTIHERHD FT, IT Y FTEE
DR—hFlFR— FEEZIEEIT S CIETETEEA

Fig
1. RCF7Z 71 ILDONF—%FEAL T, XEADISLR—hER— b F Y XILEFELET,

TCNZERERBBZENBDET, RCFT—TILERT 7L 2R L TR— L%

C) R=bNRTL—07Y b E—ROBAEIE. IYY RTHEET K- FHRCFNF—ICK
BRRTZILHTEET,

net show interface

2. RCF7 7ML &2 FERALT. READISLIR—FER— b FYRILEEMMCLE T,

53



cumulus@mccl-integrity-al:mgmt:~$ sudo python3 SN2100 v2.0 IP Switch-
Al.py runCmd
[sudo] password for cumulus:
Running cumulus version : 5.4.0
Running RCF file version : v2.0
Help for runCmd:
To run a command execute the RCF script as follows:
sudo python3 <script> runCmd <option-1> <option-2> <option-x>
Depending on the command more or less options are required. Example
to 'up' port 'swpl'
sudo python3 SN2100 v2.0 IP Switch-Al.py runCmd swpl up
Available commands:
UP / DOWN the switchport
sudo python3 SN2100 v2.0 IP Switch-Al.py runCmd <switchport>
state <up | down>
Set the switch port speed
sudo python3 SN2100 v2.0 Switch-Al.py runCmd <switchport>
speed <10 | 25 | 40 | 100 | AN>
Set the fec mode on the switch port
sudo python3 SN2100 v2.0 Switch-Al.py runCmd <switchport>
fec <default | auto | rs | baser | off>
Set the [localISL | remoteISL] to 'UP' or 'DOWN' state
sudo python3 SN2100 v2.0 Switch-Al.py runCmd [localISL |
remoteISL] state [up | down]
Set the option on the port to support DAC cables. This option
does not support port ranges.
You must reload the switch after changing this option for
the required ports. This will disrupt traffic.
This setting requires Cumulus 5.4 or a later 5.x release.
sudo python3 SN2100 v2.0 Switch-Al.py runCmd <switchport>
DacOption [enable | disable]
cumulus@mccl-integrity-al :mgmt:~$

ROFITIE, R—b Tswpldy #EMICLF T,
sudo python3 SN2100 v2.0 Switch-Al.py runCmd swpl4 state down

BESNIEREADR— b ELFIR—bFrRILTLIC. COFIEZEDRLFT,

NVIDIA SN2100 MetroCluster IPX 1w FRHD A —H Xy FAA Y FANILAEZX—1E
B771IL A >AM=)LLET,

NVIDIA —H Xy k A YFTA—HRY M ZAMYTFDOANILR EZR) VT %8BT
BIciE. ROFIEICTFEVNE T,
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NS DFEIE. NVIDIA X190006-PE$H LK TIX190006-PIX 1w FHIE L BRHE TN AVWSEIERIN
9, CNld. EITIBECTHESETEEX I, system switch ethernet show BEVDETIL
IC*OTHER*DRINEINTWVEINESHEHERL TLZE WV NWIDIAZRA Yy FDETIZHEER T SICIE. OYX
VR TEHMBESERZRELTLEEIV. "nv show platform hardware NVIDIACL 5.8 I £ 7=1E nv
show platform’ ZNLAED/N—2 3 > DIHFE

LUFDONTAPY 1) —XTNVIDIACLS5. M xZEAT BRI, NLREZRU > eOd &%=
BRLIEEDICHESELVEEICH. CNODFIEZRTIZLZzHEHLET, Ch
@ SOFIEZETLALS THONILRAEZR ) Ve OJNEIIKBET BAIEMNH D £FIH. £
TIBETIRTHELLIET B EHRAETNE T,
* 9.10.1P20. 9.11.1P18. 9.12.1P16. 9.13.1P8. 9.14.1. 915 1LUED /Ny F 1) 1) —X
EREZ B g a1l
* ONTAP I S XaZhEE L. RITPTHB e ZzmRBL £,
* CSHM THIBRIRER IR TOIEEEZFRA T BICIE. A1 Y FTSSHZBMICLFT,
*IRTD/—RTTa L2 U%ZEZ1)T L Imroot/etc/cshm_nod/nod_sign/ £ ¥,
a J—RIT)LICYIDEZET,

system node run -node <name>

b. advancedtERICYIDE X £,

priv set advanced

C T4 LINIJRDER T 71l Z— TLEFT /etc/cshm nod/nod_sign. 7+ L2 UDEE
L. BRZ7 717ILDT iﬂTL\%’iﬁAHﬁ\ T71IILEH IR NENET,

ls /etc/cshm nod/nod sign
d BESNTVWBRTM Y FETILICHIGT 2T 7L EZ TR THIBRL £,

THLZHZEIE. LRBOYR—FEINTVEZETILOIARTOERT 7 ’()L’Eﬁ'JB?L'UJ“S\ Tnson
BLCETIDERHRDOEET 7ML O—FLTA YR M=LLTLIEE

rm /etc/cshm nod/nod sign/<filename>

a HIBRL7cB 7 71D T LI M UICHERELABVWC 2R LT,

ls /etc/cshm nod/nod sign

FIE

1. WETBONTAPY ) —ZN=2a VB EDVWT, 41—y P XA Y FAILREZZERDzipT7 7 1)L
R OVO—RLET, COT7AILE. R—SHHBAFTE "NVIDIAT —H Ry E 21 vF" £9,

a. NVIDIASN2100Y 7 bz 7 DRI > O— RR—T T, *NvidiaCSHM7 71 JL* % BIRL £ ¢
b. PER/MNTHHALIETVWIR—IJ T, RARIZFIVvIRYIREAICLET,

C. [End User License Agreement]X— T, BRI 3 F v IRy o X%ZERL. *[Accept & Continue]*
oUW LET,
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d. Nvidia CSHM File - Download (Nvidia CSHM7 71 JL-A 0> O—R) R—I T, BYIRRET 7T
FBEIRLET, XOT 71 ILEFERATEET,

ONTAP 9.15.1 A%
+ MSN2100-CB2FC-v1.4.zip

*+ MSN2100-CB2RC-v1.4.zip
» X190006-PE-v1.4.zip
» X190006-PI1-v1.4.zip

ONTAP 9.11.1~9.14.1
+ MSN2100-CB2FC_PRIOR_R9.15.1-v1.4.zip

« MSN2100-CB2RC_PRIOR_R9.15.1-v1.4.zip
« X190006-PE_PRIOR_9.15.1-v1.4.Zip
« X190006-PI_PRIOR_9.15.1-v1.4.zip

1. YT 3zip7 71 ILEREWeb T —/NICT7 vy FO—RLE T,
2. USZZARNDOWVWTNHDONTAPS X F Lh Hadvanced E— REEFEICT IR L F T,

ladvanced | OMERDHNETY

3. switch health monitor configure ¥ > K& R{TL £ 7,

clusterl::> system switch ethernet configure-health-monitor

4 FHLTULWABONTAPON—a vICiH LT OXRY REHDERERRDTHF I MMCHR>TWB Z L 2SR
LF¥9,

ONTAP 9.15.1LAF%

A=Y I YFAINREZRICEBR T 71D VA b—=ILENFE LT
ONTAP 9.11.1~9.14.1

SHMIZERE 7 7ML EA VA M—=ILLE LT

ONTAP 9.10.1
CSHMA T > O— RNy r—IJHhEBICMIEBEINE LT

IS—HREELGEIE. NetAppTR— MIBEBULEDLELIETL,
1. ZERFTITIRESNIA—YRY F XA YFAILREZRZOR—) VIRRHIRAUEICHD X THE-
T “system switch ethernet polling-interval show h'5. XD FIEZ=T L £ T,

2. O Y R%EITT B “system switch ethernet configure-health-monitor show ONTAPS X 7 LA T. BEERXTR
714 —=ILED True ICREIN. U TINEST 1 —JLRIZ Unknown BRREINTUVWRWKRETY S X
B2 YFHREINTVWR I ERELED,
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clusterl::> system switch ethernet configure-health-monitor show

@ W7 7ML 2 BRALTHETILICZEDM* BRI ENSIHEIE. NetAppHR— MMIBHEWVE
HELEST L,

BB "VATLAAYFA =2y A ZEZZ—OHRESFMCOVWTIEOAT Y REEBBLTLIEETL,

RDF|E
"ZAYFANIL ABERDEE" T,
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