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[root@mcctb ~] # netapp-metrocluster-tiebreaker-software-cli
NetApp MetroCluster Tiebreaker :> version show

NetApp MetroCluster Tiebreaker 1.6P1l: Sun Mar 13 09:59:02 IST 2022
NetApp MetroCluster Tiebreaker :> exit
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Tiebreaker 1.701 > XA k=)L
Tiebreaker 1.7 FRICA VA =L T B3FEIF. XOFIEZETLET,

FIE

a TROOATYVREZFEITLET, [rootlmectb ~] # A VAM—=IZRAIBTZILSICTOVT+
HERALET,

sh MetroClusterTiebreakerInstall-1.7

AVRAR=IADTETITBE. ROBADBRTEINE T,
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Extracting the MetroCluster Tiebreaker installation/upgrade
archive

Install digest hash is Ok

Performing the MetroCluster Tiebreaker code signature check
Install code signature is Ok

Enter unix user account to use for the installation:
mcctbadminuser

Unix user account "mcctbadminuser" doesn't exist. Do you wish
to create "mcctbadminuser" user account? [Y/N]: y

useradd: warning: the home directory already exists.

Not copying any file from skel directory into it.

Creating mailbox file: File exists

Unix account "mcctbadminuser" created.

Changing password for user mcctbadminuser.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.
MetroCluster Tiebreaker requires unix user account
"mcctbadminuser" to be added to the group "mcctbgrp" for admin
access.

Do you wish to add ? [Y/N]: y

Unix user account "mcctbadminuser" added to "mcctbgrp".

Do you wish to generate your own public-private key pair for
encrypting audit log? [Y/N]: y

Generating public-private key pair...

Configuring Vault...

Starting vault server...

==> Vault server configuration:

Api Address: <api address>
Cgo: disabled
Cluster Address: <cluster address>
Environment Variables: BASH FUNC which%%,
DBUS SESSION BUS ADDRESS, GODEBUG, HISTCONTROL, HISTSIZE,
HOME, HOSTNAME, HOST ACCOUNT, LANG, LESSOPEN, LOGNAME,
LS COLORS, MAIL, PATH, PWD, SHELL, SHLVL, SSH CLIENT,
SSH CONNECTION, SSH TTY, STAF TEMP DIR, TERM, USER,
VAULT ADDR, VAULT TOKEN, XDG RUNTIME DIR, XDG SESSION ID, ,
vault Addr, which declare
Go Version: gol.20.5
Listener 1: tcp (addr: "0.0.0.0:8200", cluster
address: "0.0.0.0:8201", max request duration: "1m30s",
max request size: "33554432", tls: "enabled")



Log Level:
Mlock: supported: true, enabled: true
Recovery Mode: false
Storage: file
Version: Vault v1.14.0, built 2023-06-
19T11:40:237%
Version Sha:
13a649f860186dffe3f3a4459814d87191efc321

==> Vault server started! Log data will stream in below:

2023-11-23T15:14:28.532+0530 [INFO] proxy environment:

http proxy="" https proxy="" no proxy=""
2023-11-23T15:14:28.577+0530 [INFO] core: Initializing
version history cache for core

2023-11-23T15:14:38.552+0530 [INFO] core: security barrier
not initialized

2023-11-23T715:14:38.552+0530 [INFO] core: seal configuration
missing, not initialized

2023-11-23T715:14:38.554+0530 [INFO] core: security barrier
not initialized

2023-11-23T715:14:38.555+0530 [INFO] core: security barrier
initialized: stored=1 shares=5 threshold=3
2023-11-23T15:14:38.556+0530 [INFO] core: post-unseal setup
starting

2023-11-23T15:14:38.577+0530 [INFO] core: loaded wrapping
token key

2023-11-23T715:14:38.577+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""
2023-11-23T15:14:38.577+0530 [INFO] core: no mounts; adding
default mount table

2023-11-23T715:14:38.578+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
2023-11-23T15:14:38.578+0530 [INFO] core: successfully
mounted: type=system version="vl.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T715:14:38.578+0530 [INFO] core: successfully
mounted: type=identity version="v1.14.0+builtin.vault"
path=identity/ namespace="ID: root. Path: "
2023-11-23T715:14:38.581+0530 [INFO] core: successfully
mounted: type=token version="v1.14.0+builtin.vault"
path=token/ namespace="ID: root. Path: "
2023-11-23T715:14:38.581+0530 [INFO] rollback: starting
rollback manager

2023-11-23T715:14:38.581+0530 [INFO] core: restoring leases

15
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2023-11-23T15:14:38.582+0530 [INFO] expiration: lease restore
complete

2023-11-23T715:14:38.582+0530 [INFO] identity: entities
restored

2023-11-23T15:14:38.582+0530 [INFO] identity: groups restored
2023-11-23T715:14:38.583+0530 [INFO] core: Recorded vault
version: vault version=1.14.0 upgrade time="2023-11-23
09:44:38.582881162 +0000 UTC" build date=2023-06-19T11:40:237
2023-11-23T15:14:38.583+0530 [INFO] core: usage gauge
collection is disabled

2023-11-23T715:14:38.998+0530 [INFO] core: post-unseal setup
complete

2023-11-23T15:14:38.999+0530 [INFO] core: root token
generated

2023-11-23T15:14:38.999+0530 [INFO] core: pre-seal teardown
starting

2023-11-23T15:14:38.999+0530 [INFO] <rollback: stopping
rollback manager

2023-11-23T15:14:38.999+0530 [INFO] core: pre-seal teardown
complete

2023-11-23T715:14:39.311+0530 [INFO] core.cluster-
listener.tcp: starting listener: listener address=0.0.0.0:8201
2023-11-23T15:14:39.311+0530 [INFO] core.cluster-listener:
serving cluster requests: cluster listen address=[::]:8201
2023-11-23T715:14:39.312+0530 [INFO] core: post-unseal setup
starting

2023-11-23T15:14:39.312+0530 [INFO] core: loaded wrapping
token key

2023-11-23T15:14:39.312+0530 [INFO] <core: successfully setup
plugin catalog: plugin-directory=""
2023-11-23T715:14:39.3134+0530 [INFO] core: successfully
mounted: type=system version="vl.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T715:14:39.313+0530 [INFO] core: successfully
mounted: type=identity version="v1.14.0+builtin.vault"
path=identity/ namespace="ID: root. Path: "
2023-11-23T715:14:39.313+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
2023-11-23T15:14:39.314+0530 [INFO] core: successfully
mounted: type=token version="v1l.14.0+builtin.vault"
path=token/ namespace="ID: root. Path: "
2023-11-23T15:14:39.314+0530 [INFO] <rollback: starting
rollback manager

2023-11-23T715:14:39.314+0530 [INFO] core: restoring leases
2023-11-23T15:14:39.314+0530 [INFO] identity: entities



restored

2023-11-23T15:14:39.314+0530 [INFO] expiration: lease restore
complete

2023-11-23T15:14:39.314+0530 [INFO] identity: groups restored
2023-11-23T15:14:39.315+0530 [INFO] <core: usage gauge
collection is disabled

2023-11-23T715:14:39.316+0530 [INFO] core: post-unseal setup
complete

2023-11-23T715:14:39.316+0530 [INFO] core: vault is unsealed
Success! Uploaded policy: mcctb-policy
2023-11-23T15:14:39.795+0530 [INFO] core: enabled credential
backend: path=approle/ type=approle version=""

Success! Enabled approle auth method at: approle/
2023-11-23T15:14:39.885+0530 [INFO] core: successful mount:
namespace="" path=mcctb/ type=kv version=""

Success! Enabled the kv secrets engine at: mcctb/

Success! Data written to: auth/approle/role/mcctb-app
Installing the NetApp-MetroCluster-Tiebreaker-Software-1.7-
1.x86 64.rpm

Preparing. .. #
FHAFHHEHHH A AR A H RS SE S HHES # [100%]

Updating / installing...

1:NetApp-MetroCluster-Tiebreaker-So#
FHA#HHEHHH A AR A F RS H S HHESE # [100%]

Performing file integrity check
etc/cron.weekly/metrocluster-tiebreaker-support is Ok
etc/cron.weekly/metrocluster-tiebreaker-support-cov is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software-cov is Ok
etc/logrotate.d/mcctb is Ok
opt/netapp/mcctb/lib/common/activation-1.1.1.jar is Ok
opt/netapp/mcctb/lib/common/aopalliance.jar is Ok
opt/netapp/mcctb/lib/common/args4j.jar is Ok
opt/netapp/mcctb/lib/common/aspectjrt.jar is Ok
opt/netapp/mcctb/lib/common/aspectijweaver.jar is Ok
opt/netapp/mcctb/lib/common/asup.jar is Ok
opt/netapp/mcctb/lib/common/becpkix-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bctls-fips-1.0.13.jar is Ok
opt/netapp/mcctb/lib/common/bctls-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcutil-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/cglib.jar is Ok
opt/netapp/mcctb/1lib/common/commons-codec.jar is Ok



opt/netapp/mcctb/lib/common/commons-collections4.jar is Ok
opt/netapp/mcctb/lib/common/commons—-compress.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.src.jar is Ok
opt/netapp/mcctb/lib/common/commons-dbcp2.jar is Ok
opt/netapp/mcctb/lib/common/commons—-io.jar is Ok
opt/netapp/mcctb/lib/common/commons-lang3.jar is Ok
opt/netapp/mcctb/lib/common/commons-logging.jar is Ok
opt/netapp/mcctb/lib/common/commons-pool2.jar is Ok
opt/netapp/mcctb/lib/common/guava.jar is Ok
opt/netapp/mcctb/lib/common/httpclient.jar is Ok
opt/netapp/mcctb/lib/common/httpcore.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.activation.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.xml.bind-api.jar is Ok
opt/netapp/mcctb/lib/common/java-xmlbuilder.jar is Ok
opt/netapp/mcctb/lib/common/javax.inject.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-api-2.3.1.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-core.jar is 0Ok
opt/netapp/mcctb/lib/common/jaxb-impl.jar is Ok
opt/netapp/mcctb/lib/common/jline.jar is Ok
opt/netapp/mcctb/lib/common/jna.jar is Ok
opt/netapp/mcctb/lib/common/joda-time.jar is Ok
opt/netapp/mcctb/lib/common/jsch.jar is Ok
opt/netapp/mcctb/lib/common/json.jar is Ok
opt/netapp/mcctb/lib/common/jsvc.zip is Ok
opt/netapp/mcctb/lib/common/junixsocket-common.jar is Ok
opt/netapp/mcctb/lib/common/junixsocket-native-common.jar 1is
Ok

opt/netapp/mcctb/lib/common/logback-classic.jar is Ok
opt/netapp/mcctb/lib/common/logback-core.jar is Ok
opt/netapp/mcctb/lib/common/mail-1.6.2.jar is Ok
opt/netapp/mcctb/lib/common/mariadb-java-client.jar is Ok
opt/netapp/mcctb/lib/common/mcctb-mib.jar is Ok
opt/netapp/mcctb/lib/common/mcctb.jar is Ok
opt/netapp/mcctb/lib/common/mockito-core.jar is Ok
opt/netapp/mcctb/lib/common/slfd4j-api.jar is Ok
opt/netapp/mcctb/lib/common/snmp4]j.jar is Ok
opt/netapp/mcctb/lib/common/spring-aop.jar is Ok
opt/netapp/mcctb/lib/common/spring-beans.jar is Ok
opt/netapp/mcctb/lib/common/spring-context-support.jar is Ok
opt/netapp/mcctb/lib/common/spring-context.jar is Ok
opt/netapp/mcctb/lib/common/spring-core.jar is Ok
opt/netapp/mcctb/lib/common/spring-expression.jar is Ok
opt/netapp/mcctb/lib/common/spring-web.jar is Ok
opt/netapp/mcctb/lib/common/vault-java-driver.jar is Ok
opt/netapp/mcctb/lib/common/xz.jar is Ok



opt/netapp/mcctb/lib/org.jacoco.agent-0.8.8-runtime.jar is Ok
opt/netapp/mcctb/bin/mcctb-asup-invoke is Ok
opt/netapp/mcctb/bin/mcctb postrotate is Ok
opt/netapp/mcctb/bin/netapp-metrocluster-tiebreaker-software-
cli is Ok

/

Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable
netapp-metrocluster-tiebreaker-software

Created symlink /etc/systemd/system/multi-
user.target.wants/netapp-metrocluster-tiebreaker-
software.service — /etc/systemd/system/netapp-metrocluster-

tiebreaker-software.service.

Attempting to start NetApp MetroCluster Tiebreaker software
services

Started NetApp MetroCluster Tiebreaker software services
Successfully installed NetApp MetroCluster Tiebreaker software

version 1.7.

1.6P1Z1.7.C7 v I L—F

Tiebreaker 1.6P1 YV 7 b7 N—2 3> % Tiebreaker 1.7 \ICT7 v I L —R$3ICIE. XDOFE
ICIEVWE T,

FIE

a. TROOAVVR%ZEFETLEI, [rootlmcctb ~] # VI MITT7DT7vFIL—REaXkDDS
OY7rERRLET,

sh MetroClusterTiebreakerInstall-1.7

Ty TIL—FHRRETIBE. ROBNANKRREINET,
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il

Extracting the MetroCluster Tiebreaker installation/upgrade
archive
Install digest hash is Ok
Performing the MetroCluster Tiebreaker code signature check
Install code signature is Ok
NetApp-MetroCluster-Tiebreaker-Software-1.6P1-1.x86 64
Upgrading... to NetApp-MetroCluster-Tiebreaker-Software-1.7-
1.x86 64.rpm
Preparing...
FHAFHHEHHH A A A H S [100%]
Updating / installing...

1:NetApp-MetroCluster-Tiebreaker-
Soft###fH#H#HHHHHSHHHHHHRHHAHRHHEHAE [ 50%]
Performing file integrity check
etc/cron.weekly/metrocluster-tiebreaker-support is Ok
etc/cron.weekly/metrocluster-tiebreaker-support-cov is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software-cov is Ok
etc/logrotate.d/mcctb is Ok
opt/netapp/mcctb/lib/common/aopalliance.jar is Ok
opt/netapp/mcctb/lib/common/args4dj.jar is Ok
opt/netapp/mcctb/lib/common/aspectjrt.jar is 0Ok
opt/netapp/mcctb/lib/common/aspectjweaver.jar is Ok
opt/netapp/mcctb/lib/common/asup.jar is Ok
opt/netapp/mcctb/lib/common/bcpkix-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bctls-fips-1.0.19.jar is Ok
opt/netapp/mcctb/lib/common/bctls-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcutil-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/cglib.jar is Ok
opt/netapp/mcctb/1lib/common/commons-codec.jar is Ok
opt/netapp/mcctb/lib/common/commons-collections4.jar is Ok
opt/netapp/mcctb/lib/common/commons—-compress.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.src.jar is Ok
opt/netapp/mcctb/lib/common/commons-dbcp2.jar is Ok
opt/netapp/mcctb/lib/common/commons—-io.jar is Ok
opt/netapp/mcctb/lib/common/commons-lang3.jar is Ok
opt/netapp/mcctb/lib/common/commons-logging.jar is Ok
opt/netapp/mcctb/lib/common/commons-pool2.jar is Ok
opt/netapp/mcctb/lib/common/guava.jar is Ok
opt/netapp/mcctb/lib/common/httpclient.jar is Ok
opt/netapp/mcctb/lib/common/httpcore.jar is Ok



opt/netapp/mcctb/lib/common/jakarta.activation.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.mail-2.0.1.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.xml.bind-api.jar is Ok
opt/netapp/mcctb/lib/common/java-xmlbuilder.jar is Ok
opt/netapp/mcctb/lib/common/javax.inject.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-api-2.3.1.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-core.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-impl.jar is Ok
opt/netapp/mcctb/lib/common/jline.jar is Ok
opt/netapp/mcctb/lib/common/jna.jar is Ok
opt/netapp/mcctb/lib/common/joda-time.jar is Ok
opt/netapp/mcctb/lib/common/jsch.jar is Ok
opt/netapp/mcctb/lib/common/json.jar is Ok
opt/netapp/mcctb/lib/common/jsvc.zip is Ok
opt/netapp/mcctb/lib/common/junixsocket-common.jar is Ok
opt/netapp/mcctb/lib/common/junixsocket-native-common.jar is
Ok

opt/netapp/mcctb/lib/common/logback-classic.jar is Ok
opt/netapp/mcctb/lib/common/logback-core.jar is Ok
opt/netapp/mcctb/lib/common/mail-1.6.2.jar is Ok
opt/netapp/mcctb/lib/common/mariadb-java-client.jar is Ok
opt/netapp/mcctb/lib/common/mcctb-mib.jar is Ok
opt/netapp/mcctb/lib/common/mcctb.jar is Ok
opt/netapp/mcctb/lib/common/mockito-core.jar is Ok
opt/netapp/mcctb/lib/common/slfd4j-api.jar is Ok
opt/netapp/mcctb/lib/common/snmp4j.jar is Ok
opt/netapp/mcctb/lib/common/spring-aop.jar is Ok
opt/netapp/mcctb/lib/common/spring-beans.jar is Ok
opt/netapp/mcctb/lib/common/spring-context-support.jar is Ok
opt/netapp/mcctb/lib/common/spring-context.jar is Ok
opt/netapp/mcctb/lib/common/spring-core.jar is 0Ok
opt/netapp/mcctb/lib/common/spring-expression.jar is 0Ok
opt/netapp/mcctb/lib/common/spring-web.jar is Ok
opt/netapp/mcctb/lib/common/vault-java-driver.jar is Ok
opt/netapp/mcctb/lib/common/xz.jar is Ok
opt/netapp/mcctb/lib/org.jacoco.agent-0.8.8-runtime.jar is Ok
opt/netapp/mcctb/bin/mcctb-asup-invoke is Ok
opt/netapp/mcctb/bin/mcctb postrotate is Ok
opt/netapp/mcctb/bin/netapp-metrocluster-tiebreaker-software-
cli is Ok

/

Attempting to start NetApp MetroCluster Tiebreaker software
services

Started NetApp MetroCluster Tiebreaker software services
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Successfully upgraded NetApp MetroCluster Tiebreaker software
to version 1.7.
Cleaning up / removing...

2 :NetApp-MetroCluster-Tiebreaker-
Sof######H#HHHHHHHHHHHHHHHEHHHHEH#SE [100%]

@ AAEDOARRICED Ty T L— RIS —TKRRI B355I1F. GHASZ 1 VR — b
5", stAEE A VAR—bLTcE. BET7YTIL—RZEEABIENTEET,

Tiebreaker 1.6 X 7-131.6P1Z 1> A =)L T3

R RLinuXARL —F 1 > S X7 L TTiebreaker 1.6 X /=3 Tiebreaker 1.6P1 DR
AVRAM=IERETyTIL—RK%EFEITLT. MetroClustertgri &8 L £ 9

CDRRTICDOWVT
* AL =YY ZFLTONTAP Q121U BEAREITINTWVWAIRERH D £7,

* MetroCluster Tiebreakerld. Tiebreaker®-1 > X b—J)L. T—TIL & 1—HDERK. I —H/INXT—KD
REICHBERERMERZF DrootNDI—HE L TA YA N=ILTEFET,

Tiebreaker 1.6P1D 1 >V X h—)LEF g7 v oL —R

Tiebreaker 1.6P1% -1 > X b—JL 9 % H\. Tiebreaker 1.6. 1.5, F7=1%1.4H S Tiebreaker 1.6P1ICT7 v ST L
- F—CS 353-0

FliE
1. MetroCluster Tiebreaker 1.6P1YV 7 b x 72 Ao >O—RLZE T,

"MetroCluster Tiebreaker (47> O—FK) - NetApp Support Site"

2. root A—He LTHRI MIOYAI > LET,
3. Ty L—REEITIZHEEIE. ITLTLWSTiebreakerd/N— 3 V%= HESRLE T,

KDFIETiebreaker 1.5 R L TWE T,

[root@mcctb ~] # netapp-metrocluster-tiebreaker-software-cli
NetApp MetroCluster Tiebreaker :> version show

NetApp MetroCluster Tiebreaker 1.5: Sun Mar 13 09:59:02 IST 2022
NetApp MetroCluster Tiebreaker :> exit

4. TiebreakerV 7 b7z 7% A VA M=)LEIFT7VvFIL—RLET,
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Tiebreaker 1.6P1z -1 > X ~k—JL
Tiebreaker 1.6P1ZFHIRICA VX b—IL 35813, XOFIEZETLET,

FIE

a TROOATYVRZFEITLEI, [rootlmecctb ~] # AR M—=IZRAIBTZILSICTOV T+
HERALET,

sh MetroClusterTiebreakerInstall-1.6P1

AVRAR=IADTETITBE. ROBADBRTEINE T,
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il

Extracting the MetroCluster Tiebreaker installation/upgrade
archive

Install digest hash is Ok

Performing the MetroCluster Tiebreaker code signature check
Install code signature is Ok

Enter unix user account to use for the installation:
mcctbadminuser

Unix user account "mcctbadminuser" doesn't exist. Do you wish
to create "mcctbadminuser" user account? [Y/N]: y

useradd: warning: the home directory already exists.

Not copying any file from skel directory into it.

Creating mailbox file: File exists

Unix account "mcctbadminuser" created.

Changing password for user mcctbadminuser.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.
MetroCluster Tiebreaker requires unix user account
"mcctbadminuser" to be added to the group "mcctbgrp" for admin
access.

Do you wish to add ? [Y/N]: y

Unix user account "mcctbadminuser" added to "mcctbgrp".

Do you wish to generate your own public-private key pair for
encrypting audit log? [Y/N]: y

Generating public-private key pair...

Configuring Vault...

Starting vault server...

==> Vault server configuration:

Api Address: <api address>
Cgo: disabled
Cluster Address: <cluster address>
Environment Variables: BASH FUNC which%%,
DBUS SESSION BUS ADDRESS, GODEBUG, HISTCONTROL, HISTSIZE,
HOME, HOSTNAME, HOST ACCOUNT, LANG, LESSOPEN, LOGNAME,
LS COLORS, MAIL, PATH, PWD, SHELL, SHLVL, SSH CLIENT,
SSH CONNECTION, SSH TTY, STAF TEMP DIR, TERM, USER,
VAULT ADDR, VAULT TOKEN, XDG RUNTIME DIR, XDG SESSION ID, ,
vault Addr, which declare
Go Version: gol.20.5
Listener 1: tcp (addr: "0.0.0.0:8200", cluster
address: "0.0.0.0:8201", max request duration: "1m30s",
max request size: "33554432", tls: "enabled")



Log Level:
Mlock: supported: true, enabled: true
Recovery Mode: false
Storage: file
Version: Vault v1.14.0, built 2023-06-
19T11:40:237%
Version Sha:
13a649f860186dffe3f3a4459814d87191efc321

==> Vault server started! Log data will stream in below:

2023-11-23T15:14:28.532+0530 [INFO] proxy environment:

http proxy="" https proxy="" no proxy=""
2023-11-23T15:14:28.577+0530 [INFO] core: Initializing
version history cache for core

2023-11-23T15:14:38.552+0530 [INFO] core: security barrier
not initialized

2023-11-23T715:14:38.552+0530 [INFO] core: seal configuration
missing, not initialized

2023-11-23T715:14:38.554+0530 [INFO] core: security barrier
not initialized

2023-11-23T715:14:38.555+0530 [INFO] core: security barrier
initialized: stored=1 shares=5 threshold=3
2023-11-23T15:14:38.556+0530 [INFO] core: post-unseal setup
starting

2023-11-23T15:14:38.577+0530 [INFO] core: loaded wrapping
token key

2023-11-23T715:14:38.577+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""
2023-11-23T15:14:38.577+0530 [INFO] core: no mounts; adding
default mount table

2023-11-23T715:14:38.578+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
2023-11-23T15:14:38.578+0530 [INFO] core: successfully
mounted: type=system version="vl.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T715:14:38.578+0530 [INFO] core: successfully
mounted: type=identity version="v1.14.0+builtin.vault"
path=identity/ namespace="ID: root. Path: "
2023-11-23T715:14:38.581+0530 [INFO] core: successfully
mounted: type=token version="v1.14.0+builtin.vault"
path=token/ namespace="ID: root. Path: "
2023-11-23T715:14:38.581+0530 [INFO] rollback: starting
rollback manager

2023-11-23T715:14:38.581+0530 [INFO] core: restoring leases
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2023-11-23T15:14:38.582+0530 [INFO] expiration: lease restore
complete

2023-11-23T715:14:38.582+0530 [INFO] identity: entities
restored

2023-11-23T15:14:38.582+0530 [INFO] identity: groups restored
2023-11-23T715:14:38.583+0530 [INFO] core: Recorded vault
version: vault version=1.14.0 upgrade time="2023-11-23
09:44:38.582881162 +0000 UTC" build date=2023-06-19T11:40:237
2023-11-23T15:14:38.583+0530 [INFO] core: usage gauge
collection is disabled

2023-11-23T715:14:38.998+0530 [INFO] core: post-unseal setup
complete

2023-11-23T15:14:38.999+0530 [INFO] core: root token
generated

2023-11-23T15:14:38.999+0530 [INFO] core: pre-seal teardown
starting

2023-11-23T15:14:38.999+0530 [INFO] <rollback: stopping
rollback manager

2023-11-23T15:14:38.999+0530 [INFO] core: pre-seal teardown
complete

2023-11-23T715:14:39.311+0530 [INFO] core.cluster-
listener.tcp: starting listener: listener address=0.0.0.0:8201
2023-11-23T15:14:39.311+0530 [INFO] core.cluster-listener:
serving cluster requests: cluster listen address=[::]:8201
2023-11-23T715:14:39.312+0530 [INFO] core: post-unseal setup
starting

2023-11-23T15:14:39.312+0530 [INFO] core: loaded wrapping
token key

2023-11-23T15:14:39.312+0530 [INFO] <core: successfully setup
plugin catalog: plugin-directory=""
2023-11-23T715:14:39.3134+0530 [INFO] core: successfully
mounted: type=system version="vl.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T715:14:39.313+0530 [INFO] core: successfully
mounted: type=identity version="v1.14.0+builtin.vault"
path=identity/ namespace="ID: root. Path: "
2023-11-23T715:14:39.313+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
2023-11-23T15:14:39.314+0530 [INFO] core: successfully
mounted: type=token version="v1l.14.0+builtin.vault"
path=token/ namespace="ID: root. Path: "
2023-11-23T15:14:39.314+0530 [INFO] <rollback: starting
rollback manager

2023-11-23T715:14:39.314+0530 [INFO] core: restoring leases
2023-11-23T15:14:39.314+0530 [INFO] identity: entities



restored

2023-11-23T15:14:39.314+0530 [INFO] expiration: lease restore
complete

2023-11-23T15:14:39.314+0530 [INFO] identity: groups restored
2023-11-23T15:14:39.315+0530 [INFO] <core: usage gauge
collection is disabled

2023-11-23T715:14:39.316+0530 [INFO] core: post-unseal setup
complete

2023-11-23T715:14:39.316+0530 [INFO] core: vault is unsealed
Success! Uploaded policy: mcctb-policy
2023-11-23T15:14:39.795+0530 [INFO] core: enabled credential
backend: path=approle/ type=approle version=""

Success! Enabled approle auth method at: approle/
2023-11-23T15:14:39.885+0530 [INFO] core: successful mount:
namespace="" path=mcctb/ type=kv version=""

Success! Enabled the kv secrets engine at: mcctb/

Success! Data written to: auth/approle/role/mcctb-app
Installing the NetApp-MetroCluster-Tiebreaker-Software-1.6P1-
1.x86 64.rpm

Preparing. .. #
FHAFHHEHHH A AR A H RS SE S HHES # [100%]

Updating / installing...

1:NetApp-MetroCluster-Tiebreaker-So#
FHA#HHEHHH A AR A F RS H S HHESE # [100%]

Performing file integrity check
etc/cron.weekly/metrocluster-tiebreaker-support is Ok
etc/cron.weekly/metrocluster-tiebreaker-support-cov is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software-cov is Ok
etc/logrotate.d/mcctb is Ok
opt/netapp/mcctb/lib/common/activation-1.1.1.jar is Ok
opt/netapp/mcctb/lib/common/aopalliance.jar is Ok
opt/netapp/mcctb/lib/common/args4j.jar is Ok
opt/netapp/mcctb/lib/common/aspectjrt.jar is Ok
opt/netapp/mcctb/lib/common/aspectijweaver.jar is Ok
opt/netapp/mcctb/lib/common/asup.jar is Ok
opt/netapp/mcctb/lib/common/becpkix-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bctls-fips-1.0.13.jar is Ok
opt/netapp/mcctb/lib/common/bctls-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcutil-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/cglib.jar is Ok
opt/netapp/mcctb/1lib/common/commons-codec.jar is Ok
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opt/netapp/mcctb/lib/common/commons-collections4.jar is Ok
opt/netapp/mcctb/lib/common/commons—-compress.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.src.jar is Ok
opt/netapp/mcctb/lib/common/commons-dbcp2.jar is Ok
opt/netapp/mcctb/lib/common/commons—-io.jar is Ok
opt/netapp/mcctb/lib/common/commons-lang3.jar is Ok
opt/netapp/mcctb/lib/common/commons-logging.jar is Ok
opt/netapp/mcctb/lib/common/commons-pool2.jar is Ok
opt/netapp/mcctb/lib/common/guava.jar is Ok
opt/netapp/mcctb/lib/common/httpclient.jar is Ok
opt/netapp/mcctb/lib/common/httpcore.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.activation.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.xml.bind-api.jar is Ok
opt/netapp/mcctb/lib/common/java-xmlbuilder.jar is Ok
opt/netapp/mcctb/lib/common/javax.inject.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-api-2.3.1.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-core.jar is 0Ok
opt/netapp/mcctb/lib/common/jaxb-impl.jar is Ok
opt/netapp/mcctb/lib/common/jline.jar is Ok
opt/netapp/mcctb/lib/common/jna.jar is Ok
opt/netapp/mcctb/lib/common/joda-time.jar is Ok
opt/netapp/mcctb/lib/common/jsch.jar is Ok
opt/netapp/mcctb/lib/common/json.jar is Ok
opt/netapp/mcctb/lib/common/jsvc.zip is Ok
opt/netapp/mcctb/lib/common/junixsocket-common.jar is Ok
opt/netapp/mcctb/lib/common/junixsocket-native-common.jar 1is
Ok

opt/netapp/mcctb/lib/common/logback-classic.jar is Ok
opt/netapp/mcctb/lib/common/logback-core.jar is Ok
opt/netapp/mcctb/lib/common/mail-1.6.2.jar is Ok
opt/netapp/mcctb/lib/common/mariadb-java-client.jar is Ok
opt/netapp/mcctb/lib/common/mcctb-mib.jar is Ok
opt/netapp/mcctb/lib/common/mcctb.jar is Ok
opt/netapp/mcctb/lib/common/mockito-core.jar is Ok
opt/netapp/mcctb/lib/common/slfd4j-api.jar is Ok
opt/netapp/mcctb/lib/common/snmp4]j.jar is Ok
opt/netapp/mcctb/lib/common/spring-aop.jar is Ok
opt/netapp/mcctb/lib/common/spring-beans.jar is Ok
opt/netapp/mcctb/lib/common/spring-context-support.jar is Ok
opt/netapp/mcctb/lib/common/spring-context.jar is Ok
opt/netapp/mcctb/lib/common/spring-core.jar is Ok
opt/netapp/mcctb/lib/common/spring-expression.jar is Ok
opt/netapp/mcctb/lib/common/spring-web.jar is Ok
opt/netapp/mcctb/lib/common/vault-java-driver.jar is Ok
opt/netapp/mcctb/lib/common/xz.jar is Ok



opt/netapp/mcctb/lib/org.jacoco.agent-0.8.8-runtime.jar is Ok
opt/netapp/mcctb/bin/mcctb-asup-invoke is Ok
opt/netapp/mcctb/bin/mcctb postrotate is Ok
opt/netapp/mcctb/bin/netapp-metrocluster-tiebreaker-software-
cli is Ok

/

Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable
netapp-metrocluster-tiebreaker-software

Created symlink /etc/systemd/system/multi-
user.target.wants/netapp-metrocluster-tiebreaker-
software.service — /etc/systemd/system/netapp-metrocluster-
tiebreaker-software.service.

Attempting to start NetApp MetroCluster Tiebreaker software
services

Started NetApp MetroCluster Tiebreaker software services
Successfully installed NetApp MetroCluster Tiebreaker software
version 1.6P1.

1.6H0'51.6PIND 7y I L—R

Tiebreaker 1.6 7 k9 T 7D /N— 3 > % Tiebreaker 1.6P1IC7w 77 L — R T 3ICI1E. ROFIEIC
REWE T,

@ 1.6H 5 Tiebreaker 1.6P1IC 7y T L —R L7156, BEFEOE=X = HIIR
L. MetroClusters% E = BsfRFHICEBEEML £,

FIE

a. TROOAXYR%EFETLEXT, [rootlmcctb ~] # VI I TT7DT7VvIFIL—RERDBDT
OY7hraRRLET,

sh MetroClusterTiebreakerInstall-1.6P1

TYyTTL—FNETTBHE. ROEINRTEINE T,
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il

Extracting the MetroCluster Tiebreaker installation/upgrade
archive

Install digest hash is Ok

Performing the MetroCluster Tiebreaker code signature check
Install code signature is Ok
NetApp-MetroCluster-Tiebreaker-Software-1.6P1-1.x86 64
Error making API request.

URL: GET
https://127.0.0.1:8200/v1/sys/internal/ui/mounts/mcctb/data/db
Code: 403. Errors:

* permission denied
Upgrading to NetApp-MetroCluster-Tiebreaker-Software-1.6P1-
1.x86 64.rpm
Preparing...
FHASHHEH A A A [100%]
Updating / installing...
1:NetApp-MetroCluster-Tiebreaker-
Sof###fH#H#HHHHHAHHHHHHRHHSHRFHEHSE [ 50%]
Performing file integrity check
etc/cron.weekly/metrocluster-tiebreaker-support is Ok
etc/cron.weekly/metrocluster-tiebreaker—-support-cov is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software-cov is Ok
etc/logrotate.d/mcctb is Ok
opt/netapp/mcctb/lib/common/aopalliance.jar is Ok
opt/netapp/mcctb/lib/common/argsd4j.jar is Ok
opt/netapp/mcctb/lib/common/aspectjrt.jar is Ok
opt/netapp/mcctb/lib/common/aspectijweaver.jar is Ok
opt/netapp/mcctb/lib/common/asup.jar is Ok
opt/netapp/mcctb/lib/common/becpkix-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bctls-fips-1.0.19.jar is Ok
opt/netapp/mcctb/lib/common/bctls-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcutil-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/cglib.jar is Ok
opt/netapp/mcctb/lib/common/commons-codec.jar is Ok
opt/netapp/mcctb/1lib/common/commons-collectionsd.jar is Ok
opt/netapp/mcctb/lib/common/commons—-compress.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.src.jar is Ok
opt/netapp/mcctb/lib/common/commons-dbcp2.jar is Ok

opt/netapp/mcctb/lib/common/commons-io.jar is Ok



opt/netapp/mcctb/lib/common/commons-lang3.jar is Ok
opt/netapp/mcctb/lib/common/commons-logging.jar is Ok
opt/netapp/mcctb/lib/common/commons-pool2.jar is Ok
opt/netapp/mcctb/lib/common/guava.jar is Ok
opt/netapp/mcctb/lib/common/httpclient.jar is Ok
opt/netapp/mcctb/lib/common/httpcore.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.activation.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.mail-2.0.1.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.xml.bind-api.jar is Ok
opt/netapp/mcctb/lib/common/java-xmlbuilder.jar is Ok
opt/netapp/mcctb/lib/common/javax.inject.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-api-2.3.1.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-core.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-impl.jar is Ok
opt/netapp/mcctb/lib/common/jline.jar is Ok
opt/netapp/mcctb/lib/common/jna.jar is Ok
opt/netapp/mcctb/lib/common/joda-time.jar is Ok
opt/netapp/mcctb/lib/common/jsch.jar is Ok
opt/netapp/mcctb/lib/common/json.jar is Ok
opt/netapp/mcctb/lib/common/jsvc.zip is Ok
opt/netapp/mcctb/lib/common/junixsocket-common.jar is Ok
opt/netapp/mcctb/lib/common/junixsocket-native-common.jar is
Ok

opt/netapp/mcctb/lib/common/logback-classic.jar is Ok
opt/netapp/mcctb/lib/common/logback-core.jar is Ok
opt/netapp/mcctb/lib/common/mail-1.6.2.jar is Ok
opt/netapp/mcctb/lib/common/mariadb-java-client.jar is Ok
opt/netapp/mcctb/lib/common/mcctb-mib.jar is Ok
opt/netapp/mcctb/lib/common/mcctb.jar is Ok
opt/netapp/mcctb/lib/common/mockito-core.jar is Ok
opt/netapp/mcctb/lib/common/slf4j-api.jar is Ok
opt/netapp/mcctb/lib/common/snmp4j.jar is Ok
opt/netapp/mcctb/lib/common/spring-aop.jar is Ok
opt/netapp/mcctb/lib/common/spring-beans.jar is Ok
opt/netapp/mcctb/lib/common/spring-context-support.jar is Ok
opt/netapp/mcctb/lib/common/spring-context.jar is Ok
opt/netapp/mcctb/lib/common/spring-core.jar is Ok
opt/netapp/mcctb/lib/common/spring-expression.jar is 0Ok
opt/netapp/mcctb/lib/common/spring-web.jar is Ok
opt/netapp/mcctb/lib/common/vault-java-driver.jar is Ok
opt/netapp/mcctb/lib/common/xz.jar is Ok
opt/netapp/mcctb/lib/org.jacoco.agent-0.8.8-runtime.jar is Ok
opt/netapp/mcctb/bin/mcctb-asup-invoke is Ok
opt/netapp/mcctb/bin/mcctb postrotate is Ok
opt/netapp/mcctb/bin/netapp-metrocluster-tiebreaker-software-
cli is Ok
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Attempting to start NetApp MetroCluster Tiebreaker software
services
Started NetApp MetroCluster Tiebreaker software services
Successfully upgraded NetApp MetroCluster Tiebreaker software
to version 1.6P1.
Cleaning up / removing...

2:NetApp-MetroCluster-Tiebreaker-
Soft###fH#HHHHFHHAHFHHHHRHHSHRHHEHAHE [100%]

b. ®FEICHE > T. MetroClustert&ZHIFR L. BEEN L "Tiebreaker V7 bz 7EHEL F
T"£9,

1.5D'51.6PIND 7y I L —R

Tiebreaker 1.5 7 b7 T 7D /N— 3 > % Tiebreaker 1.6P1IC7w 7 L — R T 3ICI1E. XOFIEIC
RWET,

FIE

a TROOATVEEFETLET, [rootlmecectb ~] # VI NI TDT7 v IIL—R%ERDZD S
OY7hraRRLET,

sh MetroClusterTiebreakerInstall-1.6P1

TVyTTL—RFNETTBE. ROEANKRTEINE T,
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il

Extracting the MetroCluster Tiebreaker installation/upgrade
archive

Install digest hash is Ok

Performing the MetroCluster Tiebreaker code signature check
Install code signature is Ok

Enter database user name : root

Please enter database password for root

Enter password:
Password updated successfully in the database.

Do you wish to generate your own public-private key pair for
encrypting audit log? [Y/N]: y

Generating public-private key pair...

Configuring Vault...

==> Vault shutdown triggered

2023-07-21T00:30:22.335+0530 [INFO] core: marked as sealed
2023-07-21T00:30:22.335+0530 [INFO] core: pre-seal teardown
starting

2023-07-21T00:30:22.335+0530 [INFO] <rollback: stopping
rollback manager

2023-07-21T00:30:22.335+0530 [INFO] core: pre-seal teardown
complete

2023-07-21T00:30:22.335+0530 [INFO] <core: stopping cluster
listeners

2023-07-21T00:30:22.335+0530 [INFO] core.cluster-listener:
forwarding rpc listeners stopped
2023-07-21T00:30:22.375+0530 [INFO] core.cluster-listener:
rpc listeners successfully shut down
2023-07-21T00:30:22.375+0530 [INFO] core: cluster listeners
successfully shut down

2023-07-21T00:30:22.376+0530 [INFO] core: vault is sealed
Starting vault server...

==> Vault server configuration:

Api Address: <api address>
Cgo: disabled
Cluster Address: <cluster address>
Environment Variables: BASH FUNC which%%,
DBUS SESSION BUS ADDRESS, GODEBUG, HISTCONTROL, HISTSIZE,
HOME, HOSTNAME, HOST ACCOUNT, LANG, LESSOPEN, LOGNAME,
LS COLORS, MAIL, PATH, PWD, SHELL, SHLVL, SSH CLIENT,
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SSH CONNECTION, SSH TTY, STAF TEMP DIR, TERM, USER,
VAULT ADDR, VAULT TOKEN, XDG RUNTIME DIR, XDG SESSION ID, ,
vault Addr, which declare
Go Version: gol.20.5
Listener 1: tcp (addr: "0.0.0.0:8200", cluster
address: "0.0.0.0:8201", max request duration: "1m30s",
max request size: "33554432", tls: "enabled")
Log Level:
Mlock: supported: true, enabled: true
Recovery Mode: false
Storage: file
Version: Vault v1.14.0, built 2023-06-
19T711:40:23%
Version Sha:
13a649f860186dffe3£f3a4459814d87191efc321

==> Vault server started! Log data will stream in below:

2023-07-21T00:30:33.065+0530 [INFO] proxy environment:

http proxy="" https proxy="" no proxy=""
2023-07-21T00:30:33.098+0530 [INFO] core: Initializing
version history cache for core

2023-07-21T00:30:43.092+0530 [INFO] core: security barrier
not initialized

2023-07-21T00:30:43.092+0530 [INFO] core: seal configuration
missing, not initialized

2023-07-21T00:30:43.094+0530 [INFO] core: security barrier
not initialized

2023-07-21T00:30:43.096+0530 [INFO] core: security barrier
initialized: stored=1 shares=5 threshold=3
2023-07-21T00:30:43.098+0530 [INFO] core: post-unseal setup
starting

2023-07-21T00:30:43.124+0530 [INFO] core: loaded wrapping
token key

2023-07-21T00:30:43.124+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""
2023-07-21T00:30:43.124+0530 [INFO] core: no mounts; adding
default mount table

2023-07-21T00:30:43.125+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
2023-07-21T00:30:43.126+0530 [INFO] core: successfully
mounted: type=system version="vl.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-07-21T00:30:43.126+0530 [INFO] core: successfully

mounted: type=identity version="v1.14.0+builtin.vault"



path=identity/ namespace="ID: root. Path: "
2023-07-21T00:30:43.129+0530 [INFO] core: successfully
mounted: type=token version="v1l.14.0+builtin.vault"
path=token/ namespace="ID: root. Path: "
2023-07-21T00:30:43.130+0530 [INFO] <rollback: starting
rollback manager

2023-07-21T00:30:43.130+0530 [INFO] core: restoring leases
2023-07-21T00:30:43.130+0530 [INFO] identity: entities
restored

2023-07-21T00:30:43.130+0530 [INFO] didentity: groups restored
2023-07-21T00:30:43.131+0530 [INFO] core: usage gauge
collection is disabled

2023-07-21T00:30:43.131+0530 [INFO] expiration: lease restore
complete

2023-07-21T00:30:43.131+0530 [INFO] core: Recorded vault
version: vault version=1.14.0 upgrade time="2023-07-20
19:00:43.131158543 +0000 UTC" build date=2023-06-19T11:40:23%
2023-07-21T00:30:43.371+0530 [INFO] core: post-unseal setup

complete

2023-07-21T00:30:43.371+0530 [INFO] core: root token
generated

2023-07-21T00:30:43.371+0530 [INFO] core: pre-seal teardown
starting

2023-07-21T00:30:43.371+0530 [INFO] rollback: stopping
rollback manager

2023-07-21T00:30:43.372+0530 [INFO] core: pre-seal teardown
complete

2023-07-21T00:30:43.694+0530 [INFO] core.cluster-
listener.tcp: starting listener: listener address=0.0.0.0:8201
2023-07-21T00:30:43.695+0530 [INFO] core.cluster-listener:

serving cluster requests: cluster listen address=[::]:8201
2023-07-21T00:30:43.695+0530 [INFO] core: post-unseal setup
starting

2023-07-21T00:30:43.696+0530 [INFO] <core: loaded wrapping
token key

2023-07-21T00:30:43.696+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""
2023-07-21T00:30:43.697+0530 [INFO] core: successfully
mounted: type=system version="vl1.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-07-21T00:30:43.698+0530 [INFO] core: successfully
mounted: type=identity version="v1l.14.0+builtin.vault"
path=identity/ namespace="ID: root. Path: "
2023-07-21T00:30:43.698+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
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2023-07-21T00:30:43.701+0530 [INFO] core: successfully
mounted: type=token version="v1.14.0+builtin.vault"
path=token/ namespace="ID: root. Path: "
2023-07-21T00:30:43.701+0530 [INFO] rollback: starting
rollback manager
2023-07-21T00:30:43.702+0530 [INFO] core: restoring leases
2023-07-21T00:30:43.702+0530 [INFO] identity: entities
restored
2023-07-21T00:30:43.702+0530 [INFO] expiration: lease restore
complete
2023-07-21T00:30:43.702+0530 [INFO] identity: groups restored
2023-07-21T00:30:43.702+0530 [INFO] core: usage gauge
collection is disabled
2023-07-21T00:30:43.703+0530 [INFO] core: post-unseal setup
complete
2023-07-21T00:30:43.703+0530 [INFO] core: vault is unsealed
Success! Uploaded policy: mcctb-policy
2023-07-21T00:30:44.226+0530 [INFO] core: enabled credential
backend: path=approle/ type=approle version=""
Success! Enabled approle auth method at: approle/
2023-07-21T00:30:44.315+0530 [INFO] core: successful mount:
namespace="" path=mcctb/ type=kv version=""
Success! Enabled the kv secrets engine at: mcctb/
Success! Data written to: auth/approle/role/mcctb-app
Upgrading to NetApp-MetroCluster-Tiebreaker-Software-1.6P1-
1.x86 64.rpm
Preparing...
FHA#HHEH AR [100%]
Updating / installing...

1:NetApp-MetroCluster-Tiebreaker-
Sof###fH#H#HHfHHHHHHHHHRHHSHHHHEH#E [ 50%]
Performing file integrity check
etc/cron.weekly/metrocluster-tiebreaker-support is Ok
etc/cron.weekly/metrocluster-tiebreaker-support-cov is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software-cov is Ok
etc/logrotate.d/mcctb is Ok
opt/netapp/mcctb/lib/common/activation-1.1.1.Jjar is Ok
opt/netapp/mcctb/lib/common/aopalliance.jar is Ok
opt/netapp/mcctb/lib/common/args4j.jar is Ok
opt/netapp/mcctb/lib/common/aspectjrt.jar is 0Ok
opt/netapp/mcctb/lib/common/aspectjweaver.jar is Ok
opt/netapp/mcctb/lib/common/asup.jar is Ok
opt/netapp/mcctb/1lib/common/bcpkix-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/becprov-jdkl8on.jar is Ok



opt/netapp/mcctb/lib/common/bectls-fips-1.0.13.jar is Ok
opt/netapp/mcctb/lib/common/bctls-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcutil-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/cglib.jar is Ok
opt/netapp/mcctb/lib/common/commons-codec.jar is Ok
opt/netapp/mcctb/lib/common/commons-collectionsé4.jar is Ok
opt/netapp/mcctb/lib/common/commons-compress.jar is Ok
opt/netapp/mcctb/1lib/common/commons-daemon.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.src.jar is Ok
opt/netapp/mcctb/lib/common/commons-dbcp2.jar is Ok
opt/netapp/mcctb/lib/common/commons-io.jar is Ok
opt/netapp/mcctb/lib/common/commons-lang3.jar is Ok
opt/netapp/mcctb/lib/common/commons-logging.jar is Ok
opt/netapp/mcctb/1lib/common/commons-pool2.jar is Ok
opt/netapp/mcctb/lib/common/guava.jar is Ok
opt/netapp/mcctb/lib/common/httpclient.jar is Ok
opt/netapp/mcctb/lib/common/httpcore.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.activation.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.xml.bind-api.jar is Ok
opt/netapp/mcctb/lib/common/java-xmlbuilder.jar is Ok
opt/netapp/mcctb/lib/common/javax.inject.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-api-2.3.1.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-core.jar is 0Ok
opt/netapp/mcctb/lib/common/jaxb-impl.jar is Ok
opt/netapp/mcctb/lib/common/jline.jar is Ok
opt/netapp/mcctb/lib/common/jna.jar is Ok
opt/netapp/mcctb/lib/common/joda-time.jar is Ok
opt/netapp/mcctb/lib/common/jsch.jar is Ok
opt/netapp/mcctb/lib/common/json.jar is Ok
opt/netapp/mcctb/lib/common/jsvec.zip is Ok
opt/netapp/mcctb/lib/common/junixsocket-common.jar is Ok
opt/netapp/mcctb/lib/common/junixsocket-native-common.jar 1is
Ok

opt/netapp/mcctb/lib/common/logback-classic.jar is Ok
opt/netapp/mcctb/lib/common/logback-core.jar is Ok
opt/netapp/mcctb/lib/common/mail-1.6.2.jar is Ok
opt/netapp/mcctb/lib/common/mariadb-java-client.jar is Ok
opt/netapp/mcctb/lib/common/mcctb-mib.jar is Ok
opt/netapp/mcctb/lib/common/mcctb.jar is Ok
opt/netapp/mcctb/lib/common/mockito-core.jar is Ok
opt/netapp/mcctb/lib/common/slfd4j-api.jar is Ok
opt/netapp/mcctb/lib/common/snmp4]j.jar is Ok
opt/netapp/mcctb/lib/common/spring-aop.jar is Ok
opt/netapp/mcctb/lib/common/spring-beans.jar is Ok
opt/netapp/mcctb/lib/common/spring-context-support.jar is Ok
opt/netapp/mcctb/lib/common/spring-context.jar is Ok
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opt/netapp/mcctb/lib/common/spring-core.jar is Ok
opt/netapp/mcctb/lib/common/spring-expression.jar is 0Ok
opt/netapp/mcctb/lib/common/spring-web.jar is Ok
opt/netapp/mcctb/lib/common/vault-java-driver.jar is Ok
opt/netapp/mcctb/lib/common/xz.jar is Ok
opt/netapp/mcctb/bin/mcctb postrotate is Ok
opt/netapp/mcctb/bin/netapp-metrocluster-tiebreaker-software-
cli is Ok

/

Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable
netapp-metrocluster-tiebreaker-software

Attempting to start NetApp MetroCluster Tiebreaker software
services
Started NetApp MetroCluster Tiebreaker software services
Successfully upgraded NetApp MetroCluster Tiebreaker software
to version 1.6P1.
Cleaning up / removing...

2 :NetApp-MetroCluster-Tiebreaker-
Sof###fH##HHHFHHAHHHHHHHHHSHHFHEH#HE [100%]

14D 51.6PIND Ty I L —R

Tiebreaker 1.4V 7 b7 T 7D/N— 3 > % Tiebreaker 1.6P1IC 7w I L — R 3ICldE. ROFIEIC
Wxd,

FIE

a. TROOAVYR%EFETLEXT, [rootlmcctb ~] # VI I T7DT7vFIL—REaKRkDDS
OY7hraRRLET,

sh MetroClusterTiebreakerInstall-1.6P1

TYTTL—RFNTETTEE. ROENDDNRTEINET,



il

Extracting the MetroCluster Tiebreaker installation/upgrade
archive

Install digest hash is Ok

Performing the MetroCluster Tiebreaker code signature check
Install code signature is Ok

Enter unix user account to use for the installation:
mcctbuseradminl

Unix user account "mcctbuseradminl" doesn't exist. Do you wish
to create "mcctbuseradminl" user account? [Y/N]: y

Unix account "mcctbuseradminl" created.

Changing password for user mcctbuseradminl.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

Enter database user name : root

Please enter database password for root
Enter password:

Password updated successfully in the database.

MetroCluster Tiebreaker requires unix user account
"mcctbuseradminl" to be added to the group "mcctbgrp" for
admin access.

Do you wish to add ? [Y/N]: y

Unix user account "mcctbuseradminl" added to "mcctbgrp".

Do you wish to generate your own public-private key pair for
encrypting audit log? [Y/N]: y

Generating public-private key pair...

Configuring Vault...

Starting vault server...

==> Vault server configuration:

Api Address: <apil addess>
Cgo: disabled
Cluster Address: <cluster address>

Environment Variables: BASH FUNC which%%,
DBUS SESSION BUS ADDRESS, GODEBUG, HISTCONTROL, HISTSIZE,
HOME, HOSTNAME, HOST ACCOUNT, LANG, LESSOPEN, LOGNAME,
LS COLORS, MAIL, PATH, PWD, SHELL, SHLVL, SSH CLIENT,
SSH CONNECTION, SSH TTY, STAF TEMP DIR, TERM, USER,
VAULT ADDR, VAULT TOKEN, XDG RUNTIME DIR, XDG SESSION ID, ,
vault Addr, which declare
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Go Version: gol.20.5
Listener 1: tcp (addr: "0.0.0.0:8200", cluster
address: "0.0.0.0:8201", max request duration: "1m30s",
max request size: "33554432", tls: "enabled")
Log Level:
Mlock: supported: true, enabled: true
Recovery Mode: false
Storage: file
Version: Vault v1.14.0, built 2023-06-
19T11:40:23%
Version Sha:
13a649f860186dffe3f3a4459814d87191efc321

==> Vault server started! Log data will stream in below:

2023-11-23T715:58:10.400+0530 [INFO] proxy environment:

http proxy="" https proxy="" no proxy=""
2023-11-23T715:58:10.432+0530 [INFO] core: Initializing
version history cache for core

2023-11-23T15:58:20.422+0530 [INFO] core: security barrier
not initialized

2023-11-23T15:58:20.422+0530 [INFO] core: seal configuration
missing, not initialized

2023-11-23T15:58:20.424+0530 [INFO] core: security barrier
not initialized

2023-11-23T15:58:20.425+0530 [INFO] core: security barrier
initialized: stored=1 shares=5 threshold=3
2023-11-23T15:58:20.427+0530 [INFO] core: post-unseal setup
starting

2023-11-23T15:58:20.448+0530 [INFO] core: loaded wrapping
token key

2023-11-23T15:58:20.448+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""
2023-11-23T15:58:20.448+0530 [INFO] core: no mounts; adding
default mount table

2023-11-23T15:58:20.449+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
2023-11-23T15:58:20.449+0530 [INFO] core: successfully
mounted: type=system version="v1l.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T15:58:20.449+0530 [INFO] core: successfully
mounted: type=identity version="v1l.14.0+builtin.vault"
path=identity/ namespace="ID: root. Path: "
2023-11-23T15:58:20.451+0530 [INFO] core: successfully
mounted: type=token version="v1l.14.0+builtin.vault"



path=token/ namespace="ID: root. Path: "
2023-11-23T15:58:20.452+0530 [INFO] rollback: starting
rollback manager

2023-11-23T15:58:20.452+0530 [INFO] core: restoring leases
2023-11-23T15:58:20.453+0530 [INFO] identity: entities
restored

2023-11-23T15:58:20.453+0530 [INFO] identity: groups restored
2023-11-23T15:58:20.453+0530 [INFO] expiration: lease restore
complete

2023-11-23T15:58:20.453+0530 [INFO] <core: usage gauge
collection is disabled

2023-11-23T15:58:20.453+0530 [INFO] core: Recorded vault
version: vault version=1.14.0 upgrade time="2023-11-23
10:28:20.453481904 +0000 UTC" build date=2023-06-19T11:40:23%
2023-11-23T15:58:20.818+0530 [INFO] core: post-unseal setup

complete

2023-11-23T15:58:20.819+0530 [INFO] core: root token
generated

2023-11-23T15:58:20.819+0530 [INFO] core: pre-seal teardown
starting

2023-11-23T15:58:20.819+0530 [INFO] «rollback: stopping
rollback manager

2023-11-23T15:58:20.819+0530 [INFO] core: pre-seal teardown
complete

2023-11-23T15:58:21.116+0530 [INFO] core.cluster-
listener.tcp: starting listener: listener address=0.0.0.0:8201
2023-11-23T15:58:21.116+0530 [INFO] core.cluster-listener:

serving cluster requests: cluster listen address=[::]:8201
2023-11-23T15:58:21.117+0530 [INFO] core: post-unseal setup
starting

2023-11-23T715:58:21.117+0530 [INFO] <core: loaded wrapping
token key

2023-11-23T715:58:21.117+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""
2023-11-23T715:58:21.119+0530 [INFO] core: successfully
mounted: type=system version="vl1.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T15:58:21.120+0530 [INFO] core: successfully
mounted: type=identity version="v1l.14.0+builtin.vault"
path=identity/ namespace="ID: root. Path: "
2023-11-23T715:58:21.120+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1l.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
2023-11-23T15:58:21.123+0530 [INFO] core: successfully
mounted: type=token version="v1.14.0+builtin.vault"
path=token/ namespace="ID: root. Path: "
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2023-11-23T15:58:21.123+0530 [INFO] rollback: starting
rollback manager
2023-11-23T15:58:21.124+0530 [INFO] core: restoring leases
2023-11-23T15:58:21.124+0530 [INFO] identity: entities
restored
2023-11-23T15:58:21.124+0530 [INFO] identity: groups restored
2023-11-23T15:58:21.124+0530 [INFO] expiration: lease restore
complete
2023-11-23T15:58:21.125+0530 [INFO] core: usage gauge
collection is disabled
2023-11-23T15:58:21.125+0530 [INFO] core: post-unseal setup
complete
2023-11-23T15:58:21.125+0530 [INFO] core: vault is unsealed
Success! Uploaded policy: mcctb-policy
2023-11-23T15:58:21.600+0530 [INFO] core: enabled credential
backend: path=approle/ type=approle version=""
Success! Enabled approle auth method at: approle/
2023-11-23T15:58:21.690+0530 [INFO] core: successful mount:
namespace="" path=mcctb/ type=kv version=""
Success! Enabled the kv secrets engine at: mcctb/
Success! Data written to: auth/approle/role/mcctb-app
Upgrading to NetApp-MetroCluster-Tiebreaker-Software-1.6P1-
1.x86 64.rpm
Preparing...
FHA#HHEH AR H A H RS F A AE [100%]
Updating / installing...

1:NetApp-MetroCluster-Tiebreaker-
Sof###fH#H#HHHHHSHHHHHHRHHSHHFHEHAE [ 50%]
Performing file integrity check
etc/cron.weekly/metrocluster-tiebreaker-support is Ok
etc/cron.weekly/metrocluster-tiebreaker-support-cov is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software-cov is Ok
etc/logrotate.d/mcctb is Ok
opt/netapp/mcctb/lib/common/activation-1.1.1.jar is Ok
opt/netapp/mcctb/lib/common/aopalliance.jar is Ok
opt/netapp/mcctb/lib/common/args4j.jar is Ok
opt/netapp/mcctb/lib/common/aspectjrt.jar is Ok
opt/netapp/mcctb/lib/common/aspectjweaver.jar is Ok
opt/netapp/mcctb/lib/common/asup.jar is Ok
opt/netapp/mcctb/lib/common/bcpkix-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/becprov-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bctls-fips-1.0.13.jar is Ok
opt/netapp/mcctb/lib/common/bctls-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcutil-jdkl8on.jar is Ok



opt/netapp/mcctb/lib/common/cglib.jar is Ok
opt/netapp/mcctb/lib/common/commons-codec.jar is Ok
opt/netapp/mcctb/lib/common/commons-collections4.jar is Ok
opt/netapp/mcctb/lib/common/commons-compress.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon. jar is Ok
opt/netapp/mcctb/lib/common/commons—-daemon.src.jar is Ok
opt/netapp/mcctb/lib/common/commons-dbcp2.jar is Ok
opt/netapp/mcctb/lib/common/commons-io.jar is Ok
opt/netapp/mcctb/lib/common/commons-lang3.jar is Ok
opt/netapp/mcctb/lib/common/commons-logging.jar is Ok
opt/netapp/mcctb/1lib/common/commons-pool2.jar is Ok
opt/netapp/mcctb/lib/common/guava.jar is Ok
opt/netapp/mcctb/lib/common/httpclient.jar is Ok
opt/netapp/mcctb/lib/common/httpcore.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.activation.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.xml.bind-api.jar is Ok
opt/netapp/mcctb/lib/common/java-xmlbuilder.jar is Ok
opt/netapp/mcctb/lib/common/javax.inject.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-api-2.3.1.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-core.jar is 0Ok
opt/netapp/mcctb/lib/common/jaxb-impl.jar is Ok
opt/netapp/mcctb/lib/common/jline.jar is Ok
opt/netapp/mcctb/lib/common/jna.jar is Ok
opt/netapp/mcctb/lib/common/joda-time.jar is Ok
opt/netapp/mcctb/lib/common/jsch.jar is Ok
opt/netapp/mcctb/lib/common/json.jar is Ok
opt/netapp/mcctb/lib/common/jsvec.zip is Ok
opt/netapp/mcctb/lib/common/junixsocket-common.jar is Ok
opt/netapp/mcctb/lib/common/junixsocket-native-common.jar 1is
Ok

opt/netapp/mcctb/lib/common/logback-classic.jar is Ok
opt/netapp/mcctb/lib/common/logback-core.jar is Ok
opt/netapp/mcctb/lib/common/mail-1.6.2.jar is Ok
opt/netapp/mcctb/lib/common/mariadb-java-client.jar is Ok
opt/netapp/mcctb/lib/common/mcctb-mib.jar is Ok
opt/netapp/mcctb/lib/common/mcctb.jar is Ok
opt/netapp/mcctb/lib/common/mockito-core.jar is Ok
opt/netapp/mcctb/lib/common/slfd4j-api.jar is Ok
opt/netapp/mcctb/lib/common/snmpd]j.jar is Ok
opt/netapp/mcctb/lib/common/spring-aop.jar is 0Ok
opt/netapp/mcctb/lib/common/spring-beans.jar is Ok
opt/netapp/mcctb/lib/common/spring-context-support.jar is Ok
opt/netapp/mcctb/lib/common/spring-context.jar is Ok
opt/netapp/mcctb/lib/common/spring-core.jar is Ok
opt/netapp/mcctb/lib/common/spring-expression.jar is Ok
opt/netapp/mcctb/lib/common/spring-web.jar is Ok
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opt/netapp/mcctb/lib/common/vault-java-driver.jar is 0Ok
opt/netapp/mcctb/lib/common/xz.jar is Ok
opt/netapp/mcctb/lib/org.jacoco.agent-0.8.8-runtime.jar is Ok
opt/netapp/mcctb/bin/mcctb-asup-invoke is Ok
opt/netapp/mcctb/bin/mcctb postrotate is Ok
opt/netapp/mcctb/bin/netapp-metrocluster-tiebreaker-software-
cli is Ok

/

Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable
netapp-metrocluster-tiebreaker-software

Attempting to start NetApp MetroCluster Tiebreaker software
services
Started NetApp MetroCluster Tiebreaker software services
Successfully upgraded NetApp MetroCluster Tiebreaker software
to version 1.6P1.
Cleaning up / removing...

2:NetApp-MetroCluster-Tiebreaker-
Sof###fH#HHHH#HHHHHHHHHRHHSHRHHEH#HE [100%]

Tiebreaker 1.6 D1 > X b—JLEIET7 v T L—FK

Tiebreaker 1.6% 1 > X b—)L§ B H\. Tiebreaker 1.5F f=ld1.4h 5 Tiebreaker 1.6IC7 v I L —RTE %
ER

Flia
1. MetroCluster Tiebreaker 1.6V 7 bz 7% XU >O—KRLZET,

"MetroCluster Tiebreaker (#7~7>O—K) - NetApp Support Site"

2. root A—H X LTHRRMCOTA Y LET,
3. Ty I T L—R%ERITTZHEIF. RITLTUWSTiebreaker®/N\—> 3 VxR L £,
RDOBIETiebreaker 1.5 R L TLWE T,
[root@mcctb ~] # netapp-metrocluster-tiebreaker-software-cli
NetApp MetroCluster Tiebreaker :> version show

NetApp MetroCluster Tiebreaker 1.5: Sun Mar 13 09:59:02 IST 2022
NetApp MetroCluster Tiebreaker :> exit
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4. TiebreakerV 7 b x 7% A VA M=ILEFT7YvTIL—KRLET,

45



46

Tiebreaker 1.6DD1 > X k=)L
Tiebreaker 1.6ZFRICA VA =L T B3FEIF. XOFIEZETLET,
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a TROOATYVREZFEITLET, [rootlmectb ~] # A VAM—=IZRAIBTZILSICTOVT+
HERALET,

sh MetroClusterTiebreakerInstall-1.6
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Extracting the MetroCluster Tiebreaker installation/upgrade
archive

Install digest hash is Ok

Performing the MetroCluster Tiebreaker code signature check
Install code signature is Ok

Enter unix user account to use for the installation:
mcctbadminuser

Unix user account "mcctbadminuser" doesn't exist. Do you wish
to create "mcctbadminuser" user account? [Y/N]: y

useradd: warning: the home directory already exists.

Not copying any file from skel directory into it.

Creating mailbox file: File exists

Unix account "mcctbadminuser" created.

Changing password for user mcctbadminuser.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.
MetroCluster Tiebreaker requires unix user account
"mcctbadminuser" to be added to the group "mcctbgrp" for admin
access.

Do you wish to add ? [Y/N]: y

Unix user account "mcctbadminuser" added to "mcctbgrp".

Do you wish to generate your own public-private key pair for
encrypting audit log? [Y/N]: y

Generating public-private key pair...

Configuring Vault...

Starting vault server...

==> Vault server configuration:

Api Address: <api address>
Cgo: disabled
Cluster Address: <cluster address>
Environment Variables: BASH FUNC which%%,
DBUS SESSION BUS ADDRESS, GODEBUG, HISTCONTROL, HISTSIZE,
HOME, HOSTNAME, HOST ACCOUNT, LANG, LESSOPEN, LOGNAME,
LS COLORS, MAIL, PATH, PWD, SHELL, SHLVL, SSH CLIENT,
SSH CONNECTION, SSH TTY, STAF TEMP DIR, TERM, USER,
VAULT ADDR, VAULT TOKEN, XDG RUNTIME DIR, XDG SESSION ID, ,
vault Addr, which declare
Go Version: gol.20.5
Listener 1: tcp (addr: "0.0.0.0:8200", cluster
address: "0.0.0.0:8201", max request duration: "1m30s",
max request size: "33554432", tls: "enabled")
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Log Level:
Mlock: supported: true, enabled: true
Recovery Mode: false
Storage: file
Version: Vault v1.14.0, built 2023-06-
19T11:40:237%
Version Sha:
13a649f860186dffe3f3a4459814d87191efc321

==> Vault server started! Log data will stream in below:

2023-11-23T15:14:28.532+0530 [INFO] proxy environment:

http proxy="" https proxy="" no proxy=""
2023-11-23T15:14:28.577+0530 [INFO] core: Initializing
version history cache for core

2023-11-23T15:14:38.552+0530 [INFO] core: security barrier
not initialized

2023-11-23T715:14:38.552+0530 [INFO] core: seal configuration
missing, not initialized

2023-11-23T715:14:38.554+0530 [INFO] core: security barrier
not initialized

2023-11-23T715:14:38.555+0530 [INFO] core: security barrier
initialized: stored=1 shares=5 threshold=3
2023-11-23T15:14:38.556+0530 [INFO] core: post-unseal setup
starting

2023-11-23T15:14:38.577+0530 [INFO] core: loaded wrapping
token key

2023-11-23T715:14:38.577+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""
2023-11-23T15:14:38.577+0530 [INFO] core: no mounts; adding
default mount table

2023-11-23T715:14:38.578+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
2023-11-23T15:14:38.578+0530 [INFO] core: successfully
mounted: type=system version="vl.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T715:14:38.578+0530 [INFO] core: successfully
mounted: type=identity version="v1.14.0+builtin.vault"
path=identity/ namespace="ID: root. Path: "
2023-11-23T715:14:38.581+0530 [INFO] core: successfully
mounted: type=token version="v1.14.0+builtin.vault"
path=token/ namespace="ID: root. Path: "
2023-11-23T715:14:38.581+0530 [INFO] rollback: starting
rollback manager

2023-11-23T715:14:38.581+0530 [INFO] core: restoring leases



2023-11-23T15:14:38.582+0530 [INFO] expiration: lease restore
complete

2023-11-23T715:14:38.582+0530 [INFO] identity: entities
restored

2023-11-23T15:14:38.582+0530 [INFO] identity: groups restored
2023-11-23T715:14:38.583+0530 [INFO] core: Recorded vault
version: vault version=1.14.0 upgrade time="2023-11-23
09:44:38.582881162 +0000 UTC" build date=2023-06-19T11:40:237
2023-11-23T15:14:38.583+0530 [INFO] core: usage gauge
collection is disabled

2023-11-23T715:14:38.998+0530 [INFO] core: post-unseal setup
complete

2023-11-23T15:14:38.999+0530 [INFO] core: root token
generated

2023-11-23T15:14:38.999+0530 [INFO] core: pre-seal teardown
starting

2023-11-23T15:14:38.999+0530 [INFO] <rollback: stopping
rollback manager

2023-11-23T15:14:38.999+0530 [INFO] core: pre-seal teardown
complete

2023-11-23T715:14:39.311+0530 [INFO] core.cluster-
listener.tcp: starting listener: listener address=0.0.0.0:8201
2023-11-23T15:14:39.311+0530 [INFO] core.cluster-listener:
serving cluster requests: cluster listen address=[::]:8201
2023-11-23T715:14:39.312+0530 [INFO] core: post-unseal setup
starting

2023-11-23T15:14:39.312+0530 [INFO] core: loaded wrapping
token key

2023-11-23T15:14:39.312+0530 [INFO] <core: successfully setup
plugin catalog: plugin-directory=""
2023-11-23T715:14:39.3134+0530 [INFO] core: successfully
mounted: type=system version="vl.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T715:14:39.313+0530 [INFO] core: successfully
mounted: type=identity version="v1.14.0+builtin.vault"
path=identity/ namespace="ID: root. Path: "
2023-11-23T715:14:39.313+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
2023-11-23T15:14:39.314+0530 [INFO] core: successfully
mounted: type=token version="v1l.14.0+builtin.vault"
path=token/ namespace="ID: root. Path: "
2023-11-23T15:14:39.314+0530 [INFO] <rollback: starting
rollback manager

2023-11-23T715:14:39.314+0530 [INFO] core: restoring leases
2023-11-23T15:14:39.314+0530 [INFO] identity: entities
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restored

2023-11-23T15:14:39.314+0530 [INFO] expiration: lease restore
complete

2023-11-23T15:14:39.314+0530 [INFO] identity: groups restored
2023-11-23T15:14:39.315+0530 [INFO] <core: usage gauge
collection is disabled

2023-11-23T715:14:39.316+0530 [INFO] core: post-unseal setup
complete

2023-11-23T715:14:39.316+0530 [INFO] core: vault is unsealed
Success! Uploaded policy: mcctb-policy
2023-11-23T15:14:39.795+0530 [INFO] core: enabled credential
backend: path=approle/ type=approle version=""

Success! Enabled approle auth method at: approle/
2023-11-23T15:14:39.885+0530 [INFO] core: successful mount:
namespace="" path=mcctb/ type=kv version=""

Success! Enabled the kv secrets engine at: mcctb/

Success! Data written to: auth/approle/role/mcctb-app
Installing the NetApp-MetroCluster-Tiebreaker-Software-1.6-
1.x86 64.rpm

Preparing. .. #
FHAFHHEHHH A AR A H RS SE S HHES # [100%]

Updating / installing...

1:NetApp-MetroCluster-Tiebreaker-So#
FHA#HHEHHH A AR A F RS H S HHESE # [100%]

Performing file integrity check
etc/cron.weekly/metrocluster-tiebreaker-support is Ok
etc/cron.weekly/metrocluster-tiebreaker-support-cov is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software-cov is Ok
etc/logrotate.d/mcctb is Ok
opt/netapp/mcctb/lib/common/activation-1.1.1.jar is Ok
opt/netapp/mcctb/lib/common/aopalliance.jar is Ok
opt/netapp/mcctb/lib/common/args4j.jar is Ok
opt/netapp/mcctb/lib/common/aspectjrt.jar is Ok
opt/netapp/mcctb/lib/common/aspectijweaver.jar is Ok
opt/netapp/mcctb/lib/common/asup.jar is Ok
opt/netapp/mcctb/lib/common/becpkix-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bctls-fips-1.0.13.jar is Ok
opt/netapp/mcctb/lib/common/bctls-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcutil-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/cglib.jar is Ok
opt/netapp/mcctb/1lib/common/commons-codec.jar is Ok



opt/netapp/mcctb/lib/common/commons-collections4.jar is Ok
opt/netapp/mcctb/lib/common/commons—-compress.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.src.jar is Ok
opt/netapp/mcctb/lib/common/commons-dbcp2.jar is Ok
opt/netapp/mcctb/lib/common/commons—-io.jar is Ok
opt/netapp/mcctb/lib/common/commons-lang3.jar is Ok
opt/netapp/mcctb/lib/common/commons-logging.jar is Ok
opt/netapp/mcctb/lib/common/commons-pool2.jar is Ok
opt/netapp/mcctb/lib/common/guava.jar is Ok
opt/netapp/mcctb/lib/common/httpclient.jar is Ok
opt/netapp/mcctb/lib/common/httpcore.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.activation.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.xml.bind-api.jar is Ok
opt/netapp/mcctb/lib/common/java-xmlbuilder.jar is Ok
opt/netapp/mcctb/lib/common/javax.inject.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-api-2.3.1.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-core.jar is 0Ok
opt/netapp/mcctb/lib/common/jaxb-impl.jar is Ok
opt/netapp/mcctb/lib/common/jline.jar is Ok
opt/netapp/mcctb/lib/common/jna.jar is Ok
opt/netapp/mcctb/lib/common/joda-time.jar is Ok
opt/netapp/mcctb/lib/common/jsch.jar is Ok
opt/netapp/mcctb/lib/common/json.jar is Ok
opt/netapp/mcctb/lib/common/jsvc.zip is Ok
opt/netapp/mcctb/lib/common/junixsocket-common.jar is Ok
opt/netapp/mcctb/lib/common/junixsocket-native-common.jar 1is
Ok

opt/netapp/mcctb/lib/common/logback-classic.jar is Ok
opt/netapp/mcctb/lib/common/logback-core.jar is Ok
opt/netapp/mcctb/lib/common/mail-1.6.2.jar is Ok
opt/netapp/mcctb/lib/common/mariadb-java-client.jar is Ok
opt/netapp/mcctb/lib/common/mcctb-mib.jar is Ok
opt/netapp/mcctb/lib/common/mcctb.jar is Ok
opt/netapp/mcctb/lib/common/mockito-core.jar is Ok
opt/netapp/mcctb/lib/common/slfd4j-api.jar is Ok
opt/netapp/mcctb/lib/common/snmp4]j.jar is Ok
opt/netapp/mcctb/lib/common/spring-aop.jar is Ok
opt/netapp/mcctb/lib/common/spring-beans.jar is Ok
opt/netapp/mcctb/lib/common/spring-context-support.jar is Ok
opt/netapp/mcctb/lib/common/spring-context.jar is Ok
opt/netapp/mcctb/lib/common/spring-core.jar is Ok
opt/netapp/mcctb/lib/common/spring-expression.jar is Ok
opt/netapp/mcctb/lib/common/spring-web.jar is Ok
opt/netapp/mcctb/lib/common/vault-java-driver.jar is Ok
opt/netapp/mcctb/lib/common/xz.jar is Ok



opt/netapp/mcctb/lib/org.jacoco.agent-0.8.8-runtime.jar is Ok
opt/netapp/mcctb/bin/mcctb-asup-invoke is Ok
opt/netapp/mcctb/bin/mcctb postrotate is Ok
opt/netapp/mcctb/bin/netapp-metrocluster-tiebreaker-software-
cli is Ok

/

Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable
netapp-metrocluster-tiebreaker-software

Created symlink /etc/systemd/system/multi-
user.target.wants/netapp-metrocluster-tiebreaker-
software.service — /etc/systemd/system/netapp-metrocluster-
tiebreaker-software.service.

Attempting to start NetApp MetroCluster Tiebreaker software
services

Started NetApp MetroCluster Tiebreaker software services
Successfully installed NetApp MetroCluster Tiebreaker software
version 1.6.

150516~ ADT7 v TSI L—R

Tiebreaker 1.5 7 k9T 7 D/N— 3 > % Tiebreaker 1.61C7 v 7 L — R T 3ICI1E. XOFIE%EE
TLXET,

Fig

a. TROOAVVR%ZEFETLEI, [rootlmcctb ~] # VI I TT7DT7vFIL—REXRkDDS
OY7rERRLET,

sh MetroClusterTiebreakerInstall-1.6

Ty TIL—FHRRETIBE. ROBNANKRREINET,



il

Extracting the MetroCluster Tiebreaker installation/upgrade
archive

Install digest hash is Ok

Performing the MetroCluster Tiebreaker code signature check
Install code signature is Ok

Enter database user name : root

Please enter database password for root

Enter password:
Password updated successfully in the database.

Do you wish to generate your own public-private key pair for
encrypting audit log? [Y/N]: y

Generating public-private key pair...

Configuring Vault...

==> Vault shutdown triggered

2023-07-21T00:30:22.335+0530 [INFO] core: marked as sealed
2023-07-21T00:30:22.335+0530 [INFO] core: pre-seal teardown
starting

2023-07-21T00:30:22.335+0530 [INFO] <rollback: stopping
rollback manager

2023-07-21T00:30:22.335+0530 [INFO] core: pre-seal teardown
complete

2023-07-21T00:30:22.335+0530 [INFO] <core: stopping cluster
listeners

2023-07-21T00:30:22.335+0530 [INFO] core.cluster-listener:
forwarding rpc listeners stopped
2023-07-21T00:30:22.375+0530 [INFO] core.cluster-listener:
rpc listeners successfully shut down
2023-07-21T00:30:22.375+0530 [INFO] core: cluster listeners
successfully shut down

2023-07-21T00:30:22.376+0530 [INFO] core: vault is sealed
Starting vault server...

==> Vault server configuration:

Api Address: <api address>
Cgo: disabled
Cluster Address: <cluster address>
Environment Variables: BASH FUNC which%%,
DBUS SESSION BUS ADDRESS, GODEBUG, HISTCONTROL, HISTSIZE,
HOME, HOSTNAME, HOST ACCOUNT, LANG, LESSOPEN, LOGNAME,
LS COLORS, MAIL, PATH, PWD, SHELL, SHLVL, SSH CLIENT,
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SSH CONNECTION, SSH TTY, STAF TEMP DIR, TERM, USER,
VAULT ADDR, VAULT TOKEN, XDG RUNTIME DIR, XDG SESSION ID, ,
vault Addr, which declare
Go Version: gol.20.5
Listener 1: tcp (addr: "0.0.0.0:8200", cluster
address: "0.0.0.0:8201", max request duration: "1m30s",
max request size: "33554432", tls: "enabled")
Log Level:
Mlock: supported: true, enabled: true
Recovery Mode: false
Storage: file
Version: Vault v1.14.0, built 2023-06-
19T711:40:23%
Version Sha:
13a649f860186dffe3£f3a4459814d87191efc321

==> Vault server started! Log data will stream in below:

2023-07-21T00:30:33.065+0530 [INFO] proxy environment:

http proxy="" https proxy="" no proxy=""
2023-07-21T00:30:33.098+0530 [INFO] core: Initializing
version history cache for core

2023-07-21T00:30:43.092+0530 [INFO] core: security barrier
not initialized

2023-07-21T00:30:43.092+0530 [INFO] core: seal configuration
missing, not initialized

2023-07-21T00:30:43.094+0530 [INFO] core: security barrier
not initialized

2023-07-21T00:30:43.096+0530 [INFO] core: security barrier
initialized: stored=1 shares=5 threshold=3
2023-07-21T00:30:43.098+0530 [INFO] core: post-unseal setup
starting

2023-07-21T00:30:43.124+0530 [INFO] core: loaded wrapping
token key

2023-07-21T00:30:43.124+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""
2023-07-21T00:30:43.124+0530 [INFO] core: no mounts; adding
default mount table

2023-07-21T00:30:43.125+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
2023-07-21T00:30:43.126+0530 [INFO] core: successfully
mounted: type=system version="vl.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-07-21T00:30:43.126+0530 [INFO] core: successfully

mounted: type=identity version="v1.14.0+builtin.vault"



path=identity/ namespace="ID: root. Path: "
2023-07-21T00:30:43.129+0530 [INFO] core: successfully
mounted: type=token version="v1l.14.0+builtin.vault"
path=token/ namespace="ID: root. Path: "
2023-07-21T00:30:43.130+0530 [INFO] <rollback: starting
rollback manager

2023-07-21T00:30:43.130+0530 [INFO] core: restoring leases
2023-07-21T00:30:43.130+0530 [INFO] identity: entities
restored

2023-07-21T00:30:43.130+0530 [INFO] didentity: groups restored
2023-07-21T00:30:43.131+0530 [INFO] core: usage gauge
collection is disabled

2023-07-21T00:30:43.131+0530 [INFO] expiration: lease restore
complete

2023-07-21T00:30:43.131+0530 [INFO] core: Recorded vault
version: vault version=1.14.0 upgrade time="2023-07-20
19:00:43.131158543 +0000 UTC" build date=2023-06-19T11:40:23%
2023-07-21T00:30:43.371+0530 [INFO] core: post-unseal setup

complete

2023-07-21T00:30:43.371+0530 [INFO] core: root token
generated

2023-07-21T00:30:43.371+0530 [INFO] core: pre-seal teardown
starting

2023-07-21T00:30:43.371+0530 [INFO] rollback: stopping
rollback manager

2023-07-21T00:30:43.372+0530 [INFO] core: pre-seal teardown
complete

2023-07-21T00:30:43.694+0530 [INFO] core.cluster-
listener.tcp: starting listener: listener address=0.0.0.0:8201
2023-07-21T00:30:43.695+0530 [INFO] core.cluster-listener:

serving cluster requests: cluster listen address=[::]:8201
2023-07-21T00:30:43.695+0530 [INFO] core: post-unseal setup
starting

2023-07-21T00:30:43.696+0530 [INFO] <core: loaded wrapping
token key

2023-07-21T00:30:43.696+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""
2023-07-21T00:30:43.697+0530 [INFO] core: successfully
mounted: type=system version="vl1.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-07-21T00:30:43.698+0530 [INFO] core: successfully
mounted: type=identity version="v1l.14.0+builtin.vault"
path=identity/ namespace="ID: root. Path: "
2023-07-21T00:30:43.698+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
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2023-07-21T00:30:43.701+0530 [INFO] core: successfully
mounted: type=token version="v1.14.0+builtin.vault"
path=token/ namespace="ID: root. Path: "
2023-07-21T00:30:43.701+0530 [INFO] rollback: starting
rollback manager
2023-07-21T00:30:43.702+0530 [INFO] core: restoring leases
2023-07-21T00:30:43.702+0530 [INFO] identity: entities
restored
2023-07-21T00:30:43.702+0530 [INFO] expiration: lease restore
complete
2023-07-21T00:30:43.702+0530 [INFO] identity: groups restored
2023-07-21T00:30:43.702+0530 [INFO] core: usage gauge
collection is disabled
2023-07-21T00:30:43.703+0530 [INFO] core: post-unseal setup
complete
2023-07-21T00:30:43.703+0530 [INFO] core: vault is unsealed
Success! Uploaded policy: mcctb-policy
2023-07-21T00:30:44.226+0530 [INFO] core: enabled credential
backend: path=approle/ type=approle version=""
Success! Enabled approle auth method at: approle/
2023-07-21T00:30:44.315+0530 [INFO] core: successful mount:
namespace="" path=mcctb/ type=kv version=""
Success! Enabled the kv secrets engine at: mcctb/
Success! Data written to: auth/approle/role/mcctb-app
Upgrading to NetApp-MetroCluster-Tiebreaker-Software-1.6-
1.x86 64.rpm
Preparing...
FHA#HHEH AR [100%]
Updating / installing...

1:NetApp-MetroCluster-Tiebreaker-
Sof###fH#H#HHfHHHHHHHHHRHHSHHHHEH#E [ 50%]
Performing file integrity check
etc/cron.weekly/metrocluster-tiebreaker-support is Ok
etc/cron.weekly/metrocluster-tiebreaker-support-cov is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software-cov is Ok
etc/logrotate.d/mcctb is Ok
opt/netapp/mcctb/lib/common/activation-1.1.1.Jjar is Ok
opt/netapp/mcctb/lib/common/aopalliance.jar is Ok
opt/netapp/mcctb/lib/common/args4j.jar is Ok
opt/netapp/mcctb/lib/common/aspectjrt.jar is 0Ok
opt/netapp/mcctb/lib/common/aspectjweaver.jar is Ok
opt/netapp/mcctb/lib/common/asup.jar is Ok
opt/netapp/mcctb/1lib/common/bcpkix-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/becprov-jdkl8on.jar is Ok



opt/netapp/mcctb/lib/common/bectls-fips-1.0.13.jar is Ok
opt/netapp/mcctb/lib/common/bctls-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcutil-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/cglib.jar is Ok
opt/netapp/mcctb/lib/common/commons-codec.jar is Ok
opt/netapp/mcctb/lib/common/commons-collectionsé4.jar is Ok
opt/netapp/mcctb/lib/common/commons-compress.jar is Ok
opt/netapp/mcctb/1lib/common/commons-daemon.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.src.jar is Ok
opt/netapp/mcctb/lib/common/commons-dbcp2.jar is Ok
opt/netapp/mcctb/lib/common/commons-io.jar is Ok
opt/netapp/mcctb/lib/common/commons-lang3.jar is Ok
opt/netapp/mcctb/lib/common/commons-logging.jar is Ok
opt/netapp/mcctb/1lib/common/commons-pool2.jar is Ok
opt/netapp/mcctb/lib/common/guava.jar is Ok
opt/netapp/mcctb/lib/common/httpclient.jar is Ok
opt/netapp/mcctb/lib/common/httpcore.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.activation.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.xml.bind-api.jar is Ok
opt/netapp/mcctb/lib/common/java-xmlbuilder.jar is Ok
opt/netapp/mcctb/lib/common/javax.inject.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-api-2.3.1.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-core.jar is 0Ok
opt/netapp/mcctb/lib/common/jaxb-impl.jar is Ok
opt/netapp/mcctb/lib/common/jline.jar is Ok
opt/netapp/mcctb/lib/common/jna.jar is Ok
opt/netapp/mcctb/lib/common/joda-time.jar is Ok
opt/netapp/mcctb/lib/common/jsch.jar is Ok
opt/netapp/mcctb/lib/common/json.jar is Ok
opt/netapp/mcctb/lib/common/jsvec.zip is Ok
opt/netapp/mcctb/lib/common/junixsocket-common.jar is Ok
opt/netapp/mcctb/lib/common/junixsocket-native-common.jar 1is
Ok

opt/netapp/mcctb/lib/common/logback-classic.jar is Ok
opt/netapp/mcctb/lib/common/logback-core.jar is Ok
opt/netapp/mcctb/lib/common/mail-1.6.2.jar is Ok
opt/netapp/mcctb/lib/common/mariadb-java-client.jar is Ok
opt/netapp/mcctb/lib/common/mcctb-mib.jar is Ok
opt/netapp/mcctb/lib/common/mcctb.jar is Ok
opt/netapp/mcctb/lib/common/mockito-core.jar is Ok
opt/netapp/mcctb/lib/common/slfd4j-api.jar is Ok
opt/netapp/mcctb/lib/common/snmp4]j.jar is Ok
opt/netapp/mcctb/lib/common/spring-aop.jar is Ok
opt/netapp/mcctb/lib/common/spring-beans.jar is Ok
opt/netapp/mcctb/lib/common/spring-context-support.jar is Ok
opt/netapp/mcctb/lib/common/spring-context.jar is Ok
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opt/netapp/mcctb/lib/common/spring-core.jar is Ok
opt/netapp/mcctb/lib/common/spring-expression.jar is 0Ok
opt/netapp/mcctb/lib/common/spring-web.jar is Ok
opt/netapp/mcctb/lib/common/vault-java-driver.jar is Ok
opt/netapp/mcctb/lib/common/xz.jar is Ok
opt/netapp/mcctb/bin/mcctb postrotate is Ok
opt/netapp/mcctb/bin/netapp-metrocluster-tiebreaker-software-
cli is Ok

/

Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable
netapp-metrocluster-tiebreaker-software

Attempting to start NetApp MetroCluster Tiebreaker software
services
Started NetApp MetroCluster Tiebreaker software services
Successfully upgraded NetApp MetroCluster Tiebreaker software
to version 1.6.
Cleaning up / removing...

2 :NetApp-MetroCluster-Tiebreaker-
Sof###fH##HHHFHHAHHHHHHHHHSHHFHEH#HE [100%]

14H0'51.61IC7 v I L—F

Tiebreaker 1.4 7 k7T 7 D/N— 3 > % Tiebreaker 1.61C7 v I L— R T 3ICIE. ROFIEICHE
WE7,

FIE

a. TROOAVYR%EFETLEXT, [rootlmcctb ~] # VI MITT7DT7vFIL—REXRkDDS
OY7hraRRLET,

sh MetroClusterTiebreakerInstall-1.6

TYTTL—RFNTETTEE. ROENDDNRTEINET,



il

Extracting the MetroCluster Tiebreaker installation/upgrade
archive

Install digest hash is Ok

Performing the MetroCluster Tiebreaker code signature check
Install code signature is Ok

Enter unix user account to use for the installation:
mcctbuseradminl

Unix user account "mcctbuseradminl" doesn't exist. Do you wish
to create "mcctbuseradminl" user account? [Y/N]: y

Unix account "mcctbuseradminl" created.

Changing password for user mcctbuseradminl.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

Enter database user name : root

Please enter database password for root
Enter password:

Password updated successfully in the database.

MetroCluster Tiebreaker requires unix user account
"mcctbuseradminl" to be added to the group "mcctbgrp" for
admin access.

Do you wish to add ? [Y/N]: y

Unix user account "mcctbuseradminl" added to "mcctbgrp".

Do you wish to generate your own public-private key pair for
encrypting audit log? [Y/N]: y

Generating public-private key pair...

Configuring Vault...

Starting vault server...

==> Vault server configuration:

Api Address: <apil addess>
Cgo: disabled
Cluster Address: <cluster address>

Environment Variables: BASH FUNC which%%,
DBUS SESSION BUS ADDRESS, GODEBUG, HISTCONTROL, HISTSIZE,
HOME, HOSTNAME, HOST ACCOUNT, LANG, LESSOPEN, LOGNAME,
LS COLORS, MAIL, PATH, PWD, SHELL, SHLVL, SSH CLIENT,
SSH CONNECTION, SSH TTY, STAF TEMP DIR, TERM, USER,
VAULT ADDR, VAULT TOKEN, XDG RUNTIME DIR, XDG SESSION ID, ,
vault Addr, which declare
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Go Version: gol.20.5
Listener 1: tcp (addr: "0.0.0.0:8200", cluster
address: "0.0.0.0:8201", max request duration: "1m30s",
max request size: "33554432", tls: "enabled")
Log Level:
Mlock: supported: true, enabled: true
Recovery Mode: false
Storage: file
Version: Vault v1.14.0, built 2023-06-
19T11:40:23%
Version Sha:
13a649f860186dffe3f3a4459814d87191efc321

==> Vault server started! Log data will stream in below:

2023-11-23T715:58:10.400+0530 [INFO] proxy environment:

http proxy="" https proxy="" no proxy=""
2023-11-23T715:58:10.432+0530 [INFO] core: Initializing
version history cache for core

2023-11-23T15:58:20.422+0530 [INFO] core: security barrier
not initialized

2023-11-23T15:58:20.422+0530 [INFO] core: seal configuration
missing, not initialized

2023-11-23T15:58:20.424+0530 [INFO] core: security barrier
not initialized

2023-11-23T15:58:20.425+0530 [INFO] core: security barrier
initialized: stored=1 shares=5 threshold=3
2023-11-23T15:58:20.427+0530 [INFO] core: post-unseal setup
starting

2023-11-23T15:58:20.448+0530 [INFO] core: loaded wrapping
token key

2023-11-23T15:58:20.448+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""
2023-11-23T15:58:20.448+0530 [INFO] core: no mounts; adding
default mount table

2023-11-23T15:58:20.449+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
2023-11-23T15:58:20.449+0530 [INFO] core: successfully
mounted: type=system version="v1l.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T15:58:20.449+0530 [INFO] core: successfully
mounted: type=identity version="v1l.14.0+builtin.vault"
path=identity/ namespace="ID: root. Path: "
2023-11-23T15:58:20.451+0530 [INFO] core: successfully
mounted: type=token version="v1l.14.0+builtin.vault"



path=token/ namespace="ID: root. Path: "
2023-11-23T15:58:20.452+0530 [INFO] rollback: starting
rollback manager

2023-11-23T15:58:20.452+0530 [INFO] core: restoring leases
2023-11-23T15:58:20.453+0530 [INFO] identity: entities
restored

2023-11-23T15:58:20.453+0530 [INFO] identity: groups restored
2023-11-23T15:58:20.453+0530 [INFO] expiration: lease restore
complete

2023-11-23T15:58:20.453+0530 [INFO] <core: usage gauge
collection is disabled

2023-11-23T15:58:20.453+0530 [INFO] core: Recorded vault
version: vault version=1.14.0 upgrade time="2023-11-23
10:28:20.453481904 +0000 UTC" build date=2023-06-19T11:40:23%
2023-11-23T15:58:20.818+0530 [INFO] core: post-unseal setup

complete

2023-11-23T15:58:20.819+0530 [INFO] core: root token
generated

2023-11-23T15:58:20.819+0530 [INFO] core: pre-seal teardown
starting

2023-11-23T15:58:20.819+0530 [INFO] «rollback: stopping
rollback manager

2023-11-23T15:58:20.819+0530 [INFO] core: pre-seal teardown
complete

2023-11-23T15:58:21.116+0530 [INFO] core.cluster-
listener.tcp: starting listener: listener address=0.0.0.0:8201
2023-11-23T15:58:21.116+0530 [INFO] core.cluster-listener:

serving cluster requests: cluster listen address=[::]:8201
2023-11-23T15:58:21.117+0530 [INFO] core: post-unseal setup
starting

2023-11-23T715:58:21.117+0530 [INFO] <core: loaded wrapping
token key

2023-11-23T715:58:21.117+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""
2023-11-23T715:58:21.119+0530 [INFO] core: successfully
mounted: type=system version="vl1.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T15:58:21.120+0530 [INFO] core: successfully
mounted: type=identity version="v1l.14.0+builtin.vault"
path=identity/ namespace="ID: root. Path: "
2023-11-23T715:58:21.120+0530 [INFO] core: successfully
mounted: type=cubbyhole version="v1l.14.0+builtin.vault"
path=cubbyhole/ namespace="ID: root. Path: "
2023-11-23T15:58:21.123+0530 [INFO] core: successfully
mounted: type=token version="v1.14.0+builtin.vault"
path=token/ namespace="ID: root. Path: "
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2023-11-23T15:58:21.123+0530 [INFO] rollback: starting
rollback manager
2023-11-23T15:58:21.124+0530 [INFO] core: restoring leases
2023-11-23T15:58:21.124+0530 [INFO] identity: entities
restored
2023-11-23T15:58:21.124+0530 [INFO] identity: groups restored
2023-11-23T15:58:21.124+0530 [INFO] expiration: lease restore
complete
2023-11-23T15:58:21.125+0530 [INFO] core: usage gauge
collection is disabled
2023-11-23T15:58:21.125+0530 [INFO] core: post-unseal setup
complete
2023-11-23T15:58:21.125+0530 [INFO] core: vault is unsealed
Success! Uploaded policy: mcctb-policy
2023-11-23T15:58:21.600+0530 [INFO] core: enabled credential
backend: path=approle/ type=approle version=""
Success! Enabled approle auth method at: approle/
2023-11-23T15:58:21.690+0530 [INFO] core: successful mount:
namespace="" path=mcctb/ type=kv version=""
Success! Enabled the kv secrets engine at: mcctb/
Success! Data written to: auth/approle/role/mcctb-app
Upgrading to NetApp-MetroCluster-Tiebreaker-Software-1.6-
1.x86 64.rpm
Preparing...
FHA#HHEH AR H A H RS F A AE [100%]
Updating / installing...

1:NetApp-MetroCluster-Tiebreaker-
Sof###fH#H#HHHHHSHHHHHHRHHSHHFHEHAE [ 50%]
Performing file integrity check
etc/cron.weekly/metrocluster-tiebreaker-support is Ok
etc/cron.weekly/metrocluster-tiebreaker-support-cov is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software-cov is Ok
etc/logrotate.d/mcctb is Ok
opt/netapp/mcctb/lib/common/activation-1.1.1.jar is Ok
opt/netapp/mcctb/lib/common/aopalliance.jar is Ok
opt/netapp/mcctb/lib/common/args4j.jar is Ok
opt/netapp/mcctb/lib/common/aspectjrt.jar is Ok
opt/netapp/mcctb/lib/common/aspectjweaver.jar is Ok
opt/netapp/mcctb/lib/common/asup.jar is Ok
opt/netapp/mcctb/lib/common/bcpkix-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/becprov-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bctls-fips-1.0.13.jar is Ok
opt/netapp/mcctb/lib/common/bctls-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcutil-jdkl8on.jar is Ok



opt/netapp/mcctb/lib/common/cglib.jar is Ok
opt/netapp/mcctb/lib/common/commons-codec.jar is Ok
opt/netapp/mcctb/lib/common/commons-collections4.jar is Ok
opt/netapp/mcctb/lib/common/commons-compress.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon. jar is Ok
opt/netapp/mcctb/lib/common/commons—-daemon.src.jar is Ok
opt/netapp/mcctb/lib/common/commons-dbcp2.jar is Ok
opt/netapp/mcctb/lib/common/commons-io.jar is Ok
opt/netapp/mcctb/lib/common/commons-lang3.jar is Ok
opt/netapp/mcctb/lib/common/commons-logging.jar is Ok
opt/netapp/mcctb/1lib/common/commons-pool2.jar is Ok
opt/netapp/mcctb/lib/common/guava.jar is Ok
opt/netapp/mcctb/lib/common/httpclient.jar is Ok
opt/netapp/mcctb/lib/common/httpcore.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.activation.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.xml.bind-api.jar is Ok
opt/netapp/mcctb/lib/common/java-xmlbuilder.jar is Ok
opt/netapp/mcctb/lib/common/javax.inject.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-api-2.3.1.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-core.jar is 0Ok
opt/netapp/mcctb/lib/common/jaxb-impl.jar is Ok
opt/netapp/mcctb/lib/common/jline.jar is Ok
opt/netapp/mcctb/lib/common/jna.jar is Ok
opt/netapp/mcctb/lib/common/joda-time.jar is Ok
opt/netapp/mcctb/lib/common/jsch.jar is Ok
opt/netapp/mcctb/lib/common/json.jar is Ok
opt/netapp/mcctb/lib/common/jsvec.zip is Ok
opt/netapp/mcctb/lib/common/junixsocket-common.jar is Ok
opt/netapp/mcctb/lib/common/junixsocket-native-common.jar 1is
Ok

opt/netapp/mcctb/lib/common/logback-classic.jar is Ok
opt/netapp/mcctb/lib/common/logback-core.jar is Ok
opt/netapp/mcctb/lib/common/mail-1.6.2.jar is Ok
opt/netapp/mcctb/lib/common/mariadb-java-client.jar is Ok
opt/netapp/mcctb/lib/common/mcctb-mib.jar is Ok
opt/netapp/mcctb/lib/common/mcctb.jar is Ok
opt/netapp/mcctb/lib/common/mockito-core.jar is Ok
opt/netapp/mcctb/lib/common/slfd4j-api.jar is Ok
opt/netapp/mcctb/lib/common/snmpd]j.jar is Ok
opt/netapp/mcctb/lib/common/spring-aop.jar is 0Ok
opt/netapp/mcctb/lib/common/spring-beans.jar is Ok
opt/netapp/mcctb/lib/common/spring-context-support.jar is Ok
opt/netapp/mcctb/lib/common/spring-context.jar is Ok
opt/netapp/mcctb/lib/common/spring-core.jar is Ok
opt/netapp/mcctb/lib/common/spring-expression.jar is Ok
opt/netapp/mcctb/lib/common/spring-web.jar is Ok
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opt/netapp/mcctb/lib/common/vault-java-driver.jar is 0Ok
opt/netapp/mcctb/lib/common/xz.jar is Ok
opt/netapp/mcctb/lib/org.jacoco.agent-0.8.8-runtime.jar is Ok
opt/netapp/mcctb/bin/mcctb-asup-invoke is Ok
opt/netapp/mcctb/bin/mcctb postrotate is Ok
opt/netapp/mcctb/bin/netapp-metrocluster-tiebreaker-software-
cli is Ok

/

Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable
netapp-metrocluster-tiebreaker-software

Attempting to start NetApp MetroCluster Tiebreaker software
services
Started NetApp MetroCluster Tiebreaker software services
Successfully upgraded NetApp MetroCluster Tiebreaker software
to version 1.6.
Cleaning up / removing...

2:NetApp-MetroCluster-Tiebreaker-
Sof###fH#HHHH#HHHHHHHHHRHHSHRHHEH#HE [100%]

Tiebreaker 1.5 1 > XA ~—IJL

ONTAP APIHS K USSHADEIB 7 IV X #HRELET
ONTAPAPIE K USSHADEBIEB 7 IVt A% HRETETE T,

FIE
1. ONTAPAPI7 V7t 2= FOBEBEIL—H%EHLE Y, security login create -user-or-group

-name mcctb -application ontapi -authentication-method password

2. SSH7 Vv A% HFOEBEI—HYEEM L E 9, security login create -user-or-group-name

mccthb -application ssh —authentication-method password
B FHLLWEBEI—HYHIER SN 2B L EY, security login show
4 N—hrF+—UFXRZTRLFIEZEDRL X,

() EmE@ir RBAC AREINET,
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MetroCluster Tiebreaker 1.5DKZREAGRD 1 > X k—IL

TiebreakerV 7 b x 7% A VA M—=ILEXT=IET7 v I L — KT BHEIIC. "X FODLinux
ARL—T 4 VTP RT LI LC T, MySQLYF—/NF7ziEMariaDBH —/\%Z 1 > X k—
IWTBIRNELRHD ET,

FI&E

1. IDKO1 VX k=)L

2. Vaultzf YA =)LLTHRELET

3. MySQL % —/\N& 7zl MariaDB H—N\Zz1 > X b—J)LLZ T,

Linux "X b OfEEIFX. T 1B

Red Hat Enterprise Linux 7/ Red Hat Enterprise Linux 7 & 7=1&CentOS 7/_MySQL Server 5.5.30L4p%
CentOS 7. BLV56xN—= a3 EAVAM=ILTS

Red Hat Enterprise Linux 8 Red Hat Enterprise Linux 8 \®MariaDBH— /XD > X k=)L

JDKDA1 VX k=L

TiebreakerV 7 bz 7 & A VA M—ILELIEFT7Yv I L— RT3, RAM AT LIZIDKZA VX b—
LS BZREHHD £, Tiebreaker 1.5LU& TI&. OpendDK 17, 18, FiF19h'R—rEINFET,

FE
1. Trooty Z—%Ff-iFadvanced®ERE— RICEECTCE dsudo1—HrLTOdr>LEd,

login as: root
root@mcctb's password:
Last login: Fri Jan 8 21:33:00 2017 from host.domain.com
2. FERAREARIDKN— 3 v ERRLET
yum search openjdk
3. JDK 17, 18, F7clF19Z A YA b—ILLET,
ROARY RZRTITH L. IDK1THRAA VA M=)ILENET,
yum install java-17-openjdk
4 A= )LzHERLET,
java -version

AVRAR—IADEREICRTTEE. ROENHRTREINE T,
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openijdk version "17.0.2" 2022-01-18 LTS
OpenJDK Runtime Environment 21.9

(build 17.0.2+8-LTS)
OpenJdDK 64-Bit Server VM 21.9

(build 17.0.2+8-LTS, mixed mode, sharing)

Vaultz1 A b—J)LLTERELET

A—AIDR=IL b —N=ZHF>TLWRWES., FLIIMEART3HEIF. R—ILbZzA VXA b—ILTBHE

PHD FT, VaultD 1 > X b—=JLIZDWTIE. CDIEEDFIE #BB LTIV, BIDHA RS >IZD
W TI&. HashicorpD 1 > X b= LF|IEZ BB L T T,

XY RT=DICNy I Ty TH—=—N\HHZHBEE. TEONYvIT7vT2ERATELD
(D ICMetroCluster Tiebreaker’ R X F % RETEEX T, CDIBE. KFA MIVaultz1r VA =)L T
ZREIEHD £ Ao

FiE
1. ICBBLET /binTa LT R

[root@mcctb] cd /bin

2. VaultzipZ 77 )L=Ho>O—RLET,

[root@mcctb /binl# curl -sO

https://releases.hashicorp.com/vault/1.12.2/vault 1.12.2 linux amd64.zip

S AR=IL T 7AINEBRLET,

[root@mcctb /bin]# unzip vault 1.12.2 linux amdé64.zip
Archive: wvault 1.12.2 linux amd64.zip
inflating: wvault

4 A=) =ZERLET,

[root@mcctb /bin]# vault -version
Vault v1.12.2

(415elfe3118eebd5df6cb60dl3defdc01laal7b03),
23T12:53:462

built 2022-11-

S. ICBELET /root T LI R

[root@mcctb /bin] cd /root
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6. RILFOAYTaFxal—>a3>T70I% /root T4 LT K,

T [root@mcctb ~] 7OV rHAFRREINAS. XOOATY > RZIE—LTHEITL. config.hcl 7
71

# cat > config.hcl << EOF
storage "file" {
address = "127.0.0.1:8500"
path "/mcctb vdata/data"
}
listener "tcp" {
address = "127.0.0.1:8200"
tls disable =1

}
EOF

. R=ILbF—N—ZEHL XTI,

[root@mcctb ~] wvault server -config config.hcl &

8 R—ILh7RLZRZITIRR—KFLZFT,

[root@mcctb ~]# export VAULT ADDR="http://127.0.0.1:8200"

9. Vaultz #JHA1L L £ ¢,

[root@mcctb ~]# vault operator init

2022-12-15T14:57:22.113+0530 [INFO] <core: security barrier not
initialized

2022-12-15T14:57:22.1134+0530 [INFO] core: seal configuration missing,
not initialized

2022-12-15T14:57:22.114+0530 [INFO] core: security barrier not
initialized

2022-12-15T14:57:22.116+0530 [INFO] <core: security barrier initialized:
stored=1 shares=5 threshold=3

2022-12-15T14:57:22.118+0530 [INFO] core: post-unseal setup starting
2022-12-15T14:57:22.137+0530 [INFO] core: loaded wrapping token key
2022-12-15T14:57:22.137+0530 [INFO] core: Recorded vault version: vault
version=1.12.2 upgrade time="2022-12-15 09:27:22.137200412 +0000 UTC"
build date=2022-11-23T12:53:467Z

2022-12-15T14:57:22.137+0530 [INFO] core: successfully setup plugin
catalog: plugin-directory=""

2022-12-15T14:57:22.137+0530 [INFO] core: no mounts; adding default
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mount table
2022-12-15T714:57:22.143+0530 [INFO] core: successfully mounted backend:

type=cubbyhole version="" path=cubbyhole/

2022-12-15T714:57:22.144+0530 [INFO] core: successfully mounted backend:

type=system version="" path=sys/

2022-12-15T14:57:22.144+0530 [INFO] core: successfully mounted backend:

type=identity version="" path=identity/

2022-12-15T714:57:22.148+0530 [INFO] core: successfully enabled

credential backend: type=token version="" path=token/ namespace="ID:

root. Path: "

2022-12-15T14:57:22.149+0530 [INFO] rollback: starting rollback manager

2022-12-15T14:57:22.149+0530 [INFO] core: restoring leases

2022-12-15T14:57:22.150+0530 [INFO] expiration: lease restore complete

2022-12-15T14:57:22.150+0530 [INFO] identity: entities restored

2022-12-15T14:57:22.150+0530 [INFO] identity: groups restored

2022-12-15T14:57:22.151+0530 [INFO] core: usage gauge collection is

disabled

2022-12-15T14:57:23.385+0530 [INFO] core: post-unseal setup complete

2022-12-15T714:57:23.387+0530 [INFO] core: root token generated

2022-12-15T714:57:23.387+0530 [INFO] core: pre-seal teardown starting

2022-12-15T14:57:23.387+0530 [INFO] rollback: stopping rollback manager
]

2022-12-15T14:57:23.387+0530 [INFO
Unseal Key 1: <unseal key 1 id>

core: pre-seal teardown complete

Unseal Key <unseal key 2 id>

Unseal Key

2

Unseal Key 3: <unseal key 3 id>
4: <unseal key 4 id>
5

Unseal Key <unseal key 5 id>

Initial Root Token: <initial root token id>

Vault initialized with 5 key shares and a key threshold of 3. Please
securely

distribute the key shares printed above. When the Vault is re-sealed,
restarted, or stopped, you must supply at least 3 of these keys to
unseal it

before it can start servicing requests.

Vault does not store the generated root key. Without at least 3 keys to
reconstruct the root key, Vault will remain permanently sealed!

It is possible to generate new unseal keys, provided you have a quorum
of
existing unseal keys shares. See "vault operator rekey" for more

information.



@ F—IDEHHAIL— b b= Vi3, BTFIETEATES LSS BBERLTRERGAICRK
BFIBREBENDHD XY,

10. R=)ILhIL—bb—0>%ZIVRAR—bLET,

[root@mcctb ~]# export VAULT TOKEN="<initial root token id>"

M. ERENT5D2DF—DS5E3D%FEAL TVaultd > —ILZRRL £,

HERITITBZHEDNHD £9 vault operator unseal 3IDDF—FNZFNICHL TROIATY RERIT

L&,

a RUIDF—ZEALTR—IL DI —ILZBRLE T,

[root@mcctb ~]# vault operator unseal
Unseal Key (will be hidden) :

Key Value

Seal Type shamir

Initialized true

Sealed true

Total Shares 5

Threshold 3

Unseal Progress 1/3

Unseal Nonce <unseal key 1 id>
Version 1.12.2

Build Date 2022-11-23T12:53:467Z
Storage Type file

HA Enabled false

b. 2BBHDF—%ZFEAL TR—IL LD —ILZRERLEF T,
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[root@mcctb ~]# wvault operator unseal
Unseal Key (will be hidden) :

Key Value

Seal Type shamir
Initialized true

Sealed true

Total Shares 5

Threshold 3

Unseal Progress 2/3

Unseal Nonce <unseal key 2 id>
Version 1.12.2

Build Date 2022-11-23T12:53:46%
Storage Type file

HA Enabled false

C.3BFHDF—ZFHALTR-IbDI—ILZEIRLET,



[root@mcctb ~]# wvault operator unseal

Unseal Key

(will be hidden) :
2022-12-15T15:15:00.980+0530

[INFO]

core.cluster-listener.tcp:

starting listener: listener address=127.0.0.1:8201

2022-12-15T15:

cluster requests:

15

:00.980+0530 [INFO]

core.cluster-listener:
cluster listen address=127.0.0.1:8201

serving

2022-12-15T15:15:00.981+0530 [INFO] core: post-unseal setup starting
2022-12-15T15:15:00.981+0530 [INFO] core: loaded wrapping token key
2022-12-15T15:15:00.982+0530 [INFO] <core: successfully setup plugin
catalog: plugin-directory=""

2022-12-15T715:15:00.983+0530 [INFO] core: successfully mounted
backend: type=system version="" path=sys/
2022-12-15T715:15:00.984+0530 [INFO] core: successfully mounted
backend: type=identity version="" path=identity/
2022-12-15T715:15:00.984+0530 [INFO] core: successfully mounted
backend: type=cubbyhole version="" path=cubbyhole/
2022-12-15T715:15:00.986+0530 [INFO] core: successfully enabled
credential backend: type=token version="" path=token/ namespace="1ID:
root. Path: "

2022-12-15T15:15:00.986+0530 [INFO] rollback: starting rollback
manager

2022-12-15T715:15:00.987+0530 [INFO] core: restoring leases
2022-12-15T15:15:00.987+0530 [INFO] expiration: lease restore
complete

2022-12-15T715:15:00.987+0530 [INFO] identity: entities restored
2022-12-15T15:15:00.987+0530 [INFO] identity: groups restored
2022-12-15T15:15:00.988+0530 [INFO] core: usage gauge collection is
disabled

2022-12-15T15:15:00.989+0530 [INFO] <core: post-unseal setup complete
2022-12-15T15:15:00.989+0530 [INFO] core: vault is unsealed

Key Value

Seal Type shamir

Initialized true

Sealed false

Total Shares 5

Threshold 3

Version 1.12.2

Build Date 2022-11-23T12:53:46%

Storage Type file

Cluster Name
Cluster ID
HA Enabled

vault-cluster
<cluster id>
false

12. Vault sealed R 77— X H¥alse THBD & =B L F 9,
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[root@mcctb ~]# vault status

Key

Seal Type
Initialized
Sealed

Total Shares
Threshold
Version
Build Date
Storage Type
Cluster Name
Cluster 1ID
HA Enabled

Value

1.12.2
2022-11-23T12:53:467
file

vault-cluster
<cluster id>

false

13. EENFHICEEN T D& SICVaulth —EXEREL 7,
aRDIANYVRZEITLET, cd /etc/systemd/system

72

[root@mcctb ~]#

cd /etc/systemd/system

b. T [root@mcctb system] ROIAX Y RE OV MRKRL.

EXT 71 2R L £T,

# cat > vault.service << EOF
[Unit]
Description=Vault Service

After=mariadb.service

[Service]

Type=forking

JE—LTRITLT. R=JL by —

ExecStart=/usr/bin/vault server -config /root/config.hcl &

Restart=on-failure

[Install]
WantedBy=multi-user.target
EQOF

CROIAX >V R%EZETLET,

[root@mcctb system]#

d XOIAvYRERTLET,

systemctl daemon-reload

systemctl daemon-reload

systemctl enable vault.service



[root@mcctb system]# systemctl enable vault.service
Created symlink /etc/systemd/system/multi-
user.target.wants/vault.service — /etc/systemd/system/vault.service.

MetroCluster Tiebreaker® 1 > X b —JLEFIC. COEEEFERITBILSIKOSNE
(D o VautD > —IL % RIRT B2 HE%ZE T 3%551E. MetroCluster TiebreakerV 7 k™
IT7%HTUAVAN=ILLTBAI VYA M=ILTEIRNRELNHD £,

Red Hat Enterprise Linux 7 % 7=(&£CentOS 7/_MySQL Server 5.5.30L/ 5 L /5.6 x/N\— 3 >% 1 VX +
)

Tiebreaker V 7 bz 7 & A VA M—IILEET v I L —RTBHIC. KR ST LIC MySQL Server
5530 BB LU 56X /N—3 021 VA M—ILTZHENHD £9, Red Hat Enterprise Linux 8DHE
(&, MariaDBt— /D1 VX k=)L,

FE
1. root1—4 F 7=Idadvancedt&RE— RICEETZ bsudol—H LTOJ1 > LET,

login as: root
root@mcctb's password:
Last login: Fri Jan 8 21:33:00 2016 from host.domain.com

2. KRR RFTLICMYSQL DR MU ZEBML Y,

[root@mcctb~]#yum localinstall\https://dev.mysgl.com/get/mysqgl57-community-
release-el6-11.noarch.rpm

73



Loaded plugins: product-id, refresh-packagekit, security, subscription-
manager

Setting up Local Package Process

Examining /var/tmp/yum-root-LLUwOr/mysql-community-release-el6-
5.noarch.rpm: mysgl-community-release-el6-5.noarch

Marking /var/tmp/yum-root-LLUwOr/mysqgl-community-release-el6-
5.noarch.rpm to be installed

Resolving Dependencies

--> Running transaction check

-—--> Package mysgl-community-release.noarch 0:el6-5 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version
Repository

Installing:
mysgl-community-release
noarch el6-5 /mysgl-community-release-el6-
5.noarch 4.3 k
Transaction Summary

Install 1 Package (s)
Total size: 4.3 k
Installed size: 4.3 k

Is this ok [y/N]: y
Downloading Packages:
Running rpm check debug
Running Transaction Test
Transaction Test Succeeded
Running Transaction

Installing : mysgl-community-release-el6-5.noarch
1/1

Verifying : mysqgl-community-release-el6-5.noarch
1/1
Installed:

mysgl-community-release.noarch 0:el6-5
Complete!

3. MySQL57URS MU ZEEMCLET,
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[root@mcctb~]#yum-config -manager-disable mysgl57-community
4. MySQL56 )R M) ZBMLET,

[root@mcctb~] #yum-config -manager-enable mysgl56-community
SRS EUZBEMILEFT,

[root@mcctb~]# yum repolist enabled | grep "mysgl.-community."

mysgl-connectors-community MySQL Connectors Community
21

mysgl-tools-community MySQL Tools Community

35

mysqgl56-community MySQL 5.6 Community Server
231

6. MySQL Community Server Z-f X b—JLL 9,

‘[root@mecctb~J# yum (& mysgl-community-server 1 > X c—JLLET

Loaded plugins: product-id, refresh-packagekit, security, subscription-
manager

This system is not registered to Red Hat Subscription Management. You
can use subscription-manager

to register.

Setting up Install Process

Resolving Dependencies

--> Running transaction check

-—-> Package mysgl-community-libs-compat.x86 64 0:5.6.29-2.el6 will be
obsoleting

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository

Size

Installing:

mysgl-community-client x86 64 5.6.29-2.el6 mysglb6-community
18 M

replacing mysqgl.x86 64 5.1.71-1.el6
mysqgl-community-1libs x86 64 5.6.29-2.el6 mysglb6-community
1.9 M



replacing mysgl-libs.x86 64 5.1.71-1.el6

mysgl-community-libs-compat x86 64 5.6.29-2.el6 mysgl56-community
1.6 M

replacing mysgl-libs.x86 64 5.1.71-1.el6
mysgl-community-server x86 64 5.6.29-2.el6 mysglS56-community
53 M

replacing mysgl-server.x86 64 5.1.71-1.el6
Installing for dependencies:
mysgl-community-common x86 64 5.6.29-2.el6 mysglS6-community
308 k

Transaction Summary

Install 5 Package (s)
Total download size: 74 M
Is this ok [y/N]: y
Downloading Packages:

(1/5): mysgl-community-client-5.6.29-2.e16.x86 64.rpm | 18 MB
00:28
(2/5) : mysgl-community-common-5.6.29-2.e16.x86 64.rpm | 308 kB
00:01
(3/5) : mysgl-community-1libs-5.6.29-2.el16.x86 64.rpm | 1.9 MB
00:05
(4/5) : mysgl-community-libs-compat-5.6.29-2.e16.x86 64.rpm | 1.6 MB
00:05
(5/5) : mysgl-community-server-5.6.29-2.e16.x86 64.rpm | 53 MB
03:42
Total 289 kB/s | 74 MB
04:24

warning: rpmts HdrFromFdno: Header V3 DSA/SHAl Signature, key ID
<key id> NOKEY
Retrieving key from file:/etc/pki/rpm-gpg/RPM-GPG-KEY-mysqgl
Importing GPG key 0x5072E1F5:

Userid : MySQL Release Engineering <mysgl-build@oss.oracle.com>
Package: mysgl-community-release-el6-5.noarch

(@/mysgl-community-release-el6-5.noarch)

From : file:/etc/pki/rpm-gpg/RPM-GPG-KEY-mysqgl

Is this ok [y/N]: y
Running rpm check debug
Running Transaction Test

Transaction Test Succeeded
Running Transaction
Installing : mysgl-community-common-5.6.29-2.e16.x86 64



....0utput truncated....

l.el6.x86_ 64

7/8
Verifying : mysgl-5.1.71-1.el6.x86 64

8/8

Installed:
mysgl-community-client.x86 64 0:5.6.29-2.el6
mysgl-community-1libs.x86 64 0:5.6.29-2.el6
mysqgl-community-libs-compat.x86 64 0:5.6.29-2.el6
mysgl-community-server.x86 64 0:5.6.29-2.el6

Dependency Installed:
mysgl-community-common.x86 64 0:5.6.29-2.el6

Replaced:
mysgl.x86 64 0:5.1.71-1.el6 mysqgl-libs.x86 64 0:5.1.71-1.el6
mysql-server.x86 64 0:5.1.71-1.el6

Complete!

7. MySQL H — N EEEL £ 7,

‘[root@mcctb~# H—E X mysqld BEtRHE
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Initializing MySQL database: 2016-04-05 19:44:38 0 [Warning] TIMESTAMP
with implicit DEFAULT value is deprecated. Please use
-—explicit defaults for timestamp server option (see documentation
for more details).
2016-04-05 19:44:38 0 [Note] /usr/sbin/mysgld (mysgld 5.6.29)
starting as process 2487
2016-04-05 19:44:38 2487 [Note] InnoDB: Using atomics to ref count
buffer pool pages
2016-04-05 19:44:38 2487 [Note] InnoDB: The InnoDB memory heap is
disabled
....0utput truncated....
2016-04-05 19:44:42 2509 [Note] InnoDB: Shutdown completed; log sequence
number 1625987

PLEASE REMEMBER TO SET A PASSWORD FOR THE MySQL root USER!
To do so, start the server, then issue the following commands:

/usr/bin/mysgqladmin -u root password 'new-password'
/usr/bin/mysqladmin -u root -h mcctb password 'new-password'

Alternatively, you can run:
/usr/bin/mysql secure installation

which will also give you the option of removing the test
databases and anonymous user created by default. This is
strongly recommended for production servers.

..... Output truncated.....

WARNING: Default config file /etc/my.cnf exists on the system
This file will be read by default by the MySQL server

If you do not want to use this, either remove it, or use the
-—defaults-file argument to mysgld safe when starting the server

[ OK ]
Starting mysqgld: [ OK ]

8. MySQL # —NAEFENTNB L #HRL £ T,

‘[root@mecctb~J# ' —E X mysqgld A 7—&X X
mysgld (pid 2739) is running...
9. EXal)T4NRT—RZHRELET,

[root@mcctb~]#mysgl secure install
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NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MySQL
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MySQL to secure it, we'll need the current
password for the root user. If you've just installed MySQL, and
you haven't set the root password yet, the password will be blank,
so you should just press enter here.

Enter current password for root (enter for none): <== on default
install
hit enter here

OK, successfully used password, moving on...

Setting the root password ensures that nobody can log into the MySQL
root user without the proper authorization.

Set root password? [Y/n] y

New password:

Re-enter new password:

Password updated successfully!

Reloading privilege tables..
Success!

By default, a MySQL installation has an anonymous user, allowing anyone
to log into MySQL without having to have a user account created for
them. This is intended only for testing, and to make the installation
go a bit smoother. You should remove them before moving into a

production environment.

Remove anonymous users? [Y/n] y

Success!

Normally, root should only be allowed to connect from 'localhost'.
This
ensures that someone cannot guess at the root password from the

network.

Disallow root login remotely? [Y/n] y

Success!

By default, MySQL comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed
before moving into a production environment.

Remove test database and access to it? [Y/n] y
- Dropping test database...
ERROR 1008 (HYO000) at line 1: Can't drop database 'test';



database doesn't exist
Failed! Not critical, keep moving...
- Removing privileges on test database...
Success!

Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.

Reload privilege tables now? [Y/n] y
Success!

All done! If you've completed all of the above steps, your MySQL
installation should now be secure.

Thanks for using MySQL!

Cleaning up...

10. MySQL O+ > h'HEEL TV B C E #HRBL £ J.

I [root@mcctb~J#mysql-u root — p°

Enter password: <configured password>

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 17

Server version: 5.6.29 MySQL Community Server (GPL)

Copyright (c) 2000, 2016, Oracle and/or its affiliates. All rights
reserved.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input
statement.
mysqgl>

MySQL OF 1 VHEEL TWBFE. HAlE TMySQL> 1 7O TRTLET,

MySQL®D BEhcEzRE = BMICT B

MySQLT—E VICH L TEEERHEENBNICR > TWB I EHRTI2HERHD FT, MySQL T—E >

#HBMICT B L. MetroCluster Tiebreaker V 7 b x 7HA VA M=ILENTWVWB S AT LK) T—r LT

%A MySQL A EEINICHEESI INE T, MySQL T—EVHERITINTUVARWES. Tiebreaker V7 k7
TIIEISHEIRITINE I, BEFHLAEDREEZTELEDTBZIIETEE A
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ATFw S
1. MySQL W' 7 — FESICEEICIREET A EDBEMICAR > TVWBR I e #EELE T

I [root@mcctb~]# systemctl list-buny-files mysqgld.service | £ AFIL F 9

UNIT FILE State

mysgld.service enabled

7 — MEFIC MySQL Z BEITREFN T 5 C EHEMICHE > TULAWESIEZ. MySQLD RFa XY F &S5
LT, BEEsmezBmc LTI IZT W,
Red Hat Enterprise Linux 8\®DMariaDBH— /XD > X k=)L
Tiebreaker V 7 bz 7% A VA =)L EET7 v I L— RT3 KX M2 X7 LIC MariaDB —/\
EAVAM=ILTBIHNENHD £9, Red Hat Enterprise Linux 7 % 7=1&CentOS 7MDIHE : MySQL Server®
12—,

EEZRBRY HIIC
KRR b 25 L Red Hat Enterprise Linux (RHEL) 8 TERI{TETNTWAHERHD £,

FIE
1. xLTOd4>LET root A—H F7-IFadvancediEPRE— KR TsudoZETTEF 21—,

login as: root
root@mcctb's password:
Last login: Fri Jan 8 21:33:00 2017 from host.domain.com

2. MariaDBY—/N\%Z4 > X —=ILL 9,

‘[root@mcctb~]#yum (& MariaDB -server.x86 64 =1 > A r—JLL XY

[root@mcctb ~]# yum install mariadb-server.x86 64
Loaded plugins: fastestmirror, langpacks

Package Arch Version Repository
Size

Installing:
mariadb-server x86 64 18505:96=2,@l7 base
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11 M
Installing for dependencies:

Transaction Summary

Install 1 Package (+8 Dependent packages)
Upgrade ( 1 Dependent package)

Total download size: 22 M
Is this ok [y/d/N]: y

Downloading packages:

No Presto metadata available for base warning:

/var/cache/yum/x86 64/7/base/packages/mariadb-1libs-5.5.56-

2.el7.x86 64.rpm:

Header V3 RSA/SHA256 Signature,

key ID f4a80eb5: NOKEY] 1.4 MB/s | 3.3 MB 00:00:13 ETA

Public key for mariadb-1libs-5.5.56-2.el7.x86 64.rpm is not installed
(1/10) : mariadb-1ibs-5.5.56-2.el17.x86 64.rpm | 757 kB 00:00:01

(10/10) : perl-Net-Daemon-0.48-5.el7.noarch.rpm| 51 kB 00:00:01

Installed:
mariadb-server.x86 64 1:5.5.56-2.el7

Dependency Installed:

mariadb.x86 64 1:5.5.56-2.el7
perl-Compress-Raw-Bzip2.x86 64 0:2.061-3.el7
perl-Compress-Raw-Z21ib.x86 64 1:2.061-4.el7
perl-DBD-MySQL.x86 64 0:4.023-5.el7
perl-DBI.x86 64 0:1.627-4.el7
perl-IO0-Compress.noarch 0:2.061-2.el7
perl-Net-Daemon.noarch 0:0.48-5.el7
perl-P1RPC.nocarch 0:0.2020-14.e17

Dependency Updated:

mariadb-libs.x86 64 1:5.5.56-2.el7
Complete!

3. MariaDB t—N\%=&E&#HL £9,

I [root@mcctb~]# systemctl start MariaDB |
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4. MariaDBHY —N\DEE LI e 2B L £,

I [root@mcctb~J# systemctl status MariaDB |

[root@mcctb ~]# systemctl status mariadb
mariadb.service - MariaDB database server

Nov 08 21:28:59 mcctb systemd[l]: Starting MariaDB database server...

Nov 08 21:29:01 mcctb systemd[1l]: Started MariaDB database server.

S. LFaUT1 ENRT—RERELFT,

@ root/NA 7 —RDAN=EROSENT=-56. BEOFFEnterF—%2LTExa)T 1 /NI
- H@Eﬁfﬁ%li?ﬁbijo

[root@mcctb~]#mysgl secure install

root@localhost systemd]# mysqgl secure installation

NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MariaDB to secure it, we'll need the current

password for the root user. If you've just installed MariaDB, and
you haven't set the root password yet, the password will be blank,
so you should just press enter here.

Enter current password for root (enter for none):
OK, successfully used password, moving on...

Setting the root password ensures that nobody can log into the MariaDB
root user without the proper authorisation.

Set root password? [Y/n] y

New password:

Re-enter new password:

Password updated successfully!

Reloading privilege tables..
Success!

By default, a MariaDB installation has an anonymous user, allowing
anyone
to log into MariaDB without having to have a user account created for



them. This is intended only for testing, and to make the installation
go a bit smoother. You should remove them before moving into a
production environment.

Remove anonymous users? [Y/n] y
Success!

Normally, root should only be allowed to connect from 'localhost'. This
ensures that someone cannot guess at the root password from the network.

Disallow root login remotely? [Y/n] y

Success!

By default, MariaDB comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed

before moving into a production environment.

Remove test database and access to it? [Y/n] y
- Dropping test database...
Success!
- Removing privileges on test database...

Success!

Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.

Reload privilege tables now? [Y/n]
Success!
Cleaning up...

All done! If you've completed all of the above steps, your MariaDB
installation should now be secure.

Thanks for using MariaDB!

MariaDBt —/\D BENCHREZXBRICT S

MariaDBH —/\ CHENREHEREN T VICHE > TWBR I Z R TINELRHD £, BFEE&iezBICL
TH 53 . MetroCluster Tiebreaker V 7 b Iz 7HA VA R—=ILENTWVWBRI AT LE) T— T I3HEN
H D55, Tiebreaker V7 b Iz 7II5|ZTHEITHRITINEITH. MariaDB H—EXZBEFTETS . REZX
BETETEH A

FE

1. BEEE T —EXZBMICLET,
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I [root@mcctb~J# systemctl enable mariadb.service’ 1 Z&BRL T 2TV
2. J— hBIC MariaDB 'BEN TR TS 5 =M L £ 7,

I [root@mcctb~J# systemctl list-buny-files mariadb.service” 1 ¥ AL X9

UNIT FILE State

mariadb.service enabled

Tiebreaker 1.501 > X b= JLE &7 v T L —FK

MetroClustertE Z# Bs#8 9 3 1C1E. 7R X kLinuxARL —F « >4 > X5 LsTTiebreaker
15DFBA VA N=ILEETYvTIL—REEITLET,
ZDEATICDOVNT

* HR—FTNTUVBIN—U3 YDONTAPHRRA ML =Y XTALATEITINTLWERIRELRHD £, 2B
LTLKESVW"Y T D 7EHF" FHICDOVWTIE. RZBRL TSV,

* ZfERAL TOpendDKZ A Y A M—IILL THELBENH D 9 yum install java-x.x.x-openjdk 1
<> REZERITL £ JITiebreaker 1.5L4F Tld. OpendDK 17. 18, F7=lF19R—rENEd,

* MetroCluster Tiebreakerld. Tiebreaker® > X b—J)L. T—IL1—HDIER. 1—H/INXT—K®D
HEICHELREIEIERZF DrootNDI—HE L TA VA M=)LTEZXT,

Flig
1. MetroCluster TiebreakerY 7 k= = 77 ¥ MetroCluster_Tiebreaker RPM_GPGF—%4 > >O—RK L £,
MetroCluster_Tiebreaker RPM_GPG=F—(&. Tiebreaker 1.560Y 7 bz 7Ny —
@ % NetApp Support Site 'S5 X T VAO—R 3L ZT LR ER—IHSHATVO—-RTETE
¥

o

"MetroCluster Tiebreaker (X7~ >O—FK) - NetApp Support Site"

2. root A—H LTHRR MCOFA > LET,
3. rootAAND I —HEZEFR L. mcctbgrp ZIIL—7:

a. rootAND I - %R L. NAT—RZHRELFT,

TOFIE. WS EABIDrootAND I —H%{ER L £ 9o mcctbuserl :

[root@mcctb ~]# useradd mcctbuserl
[root@mcctb ~]# passwd mcctbuserl
Changing password for user mcctbuserl.
New password:

Retype new password:

passwd: all authentication tokens updated successfully.
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b. Y WS EFIDT I —TZERLEJo mcctbgrp :
[root@mcctb ~~]# groupadd mcctbgrp
C. ERE L 7erootN DA —H%Z ITEML £9 o mectbgrp ZIL—7 ¢
RDAT Y RTlE. mectbuserl ICBHIL X9 mcctbgrp ZIL—7 ¢
[root@mcctb ~]# usermod -a -G mcctbgrp mcctbuserl
4. RPM7 71 )L ZHER L F 7,
RPMF—HDEHINTVWE T LI MUDS. ROFIEZERTLET,

a RPMF—J77AI)Z4do>O0—RLTAYR—bLFET,

[root@mcctb ~]# rpm --import MetroCluster Tiebreaker RPM GPG.key

b. 74> ATV bEFIvI LT ELVWF—DAVR—bENLICZRELEFT,

ROFNE. ELWF—T 4 2 H—-FU Y rZRLTUVWET,

root@mcctb:~/signing/mcctb-rpms# gpg --show-keys --with-fingerprint

MetroCluster Tiebreaker RPM GPG.key
pub rsa3072 2022-11-17 [SCEA] [expires: 2025-11-16]
65AC 1562 E28A 1497 7BBD 7251 2855 EBO2 3E77 FAES5

uid MCCTB-RPM (mcctb RPM production signing)

<mcctb-rpm@netapp.com>

a BRZHRLEY, rpm --checksig NetApp-MetroCluster-Tiebreaker-Software-1.5-
1.x86 64.rpm

NetApp-MetroCluster-Tiebreaker-Software-1.5-1.x86 64.rpm: digests OK

() EBREERICHIELTH SR —LERTI SUBLNBD £7,
5. TiebreakerV 7 h Uz 7 A VA= FRIETYFIL—RLET,
Tiebreaker/N\—> 3 214057 v 7L — R 315E51E. Tiebreaker/N\— 3 > 1.5|CD &
()  7yIFIL—ETEET. MEID/A—T 3 h STiebreaker 15AD Ty 74 L — RigH K
—rFENTVWEEA.

HWRA A= ZRTI3D BFEOA VA =27y 7L —RIBZMNMIGL T ELVLWFIEZE
RLET,

86



BRI M=ILEETLET
a. JavaDiexf /N2 Z S L CEeRL £ 95

[root@mcctb ~]# readlink -f /usr/bin/java
/usr/1lib/jvm/java-19-openjdk-19.0.0.0.36-
2.rolling.el8.x86 64/bin/java

b. x> AT > F%ETLEYI, rpm -ivh NetApp-MetroCluster-Tiebreaker-Software-
1.5-1.x86_64.rpm

AVRA=IIDRET TR, ROBINKRTEINE T,

(D A=Ay T eHRRREINTS MEICIER L TICEID HTirootd
NDIA—H=ZEBELEXFT. mcctbgrp ZIL—7:
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Verifying...
FHA#HHEHHH AR A F RS H RS FHEHAE [100%]
Preparing...

FHAFHHEHHH A [100%]

Updating / installing...
1:NetApp-MetroCluster-Tiebreaker-

Soft###H#H#HHHHHSHFHFHHRHHEHSHHEHASE [100%]

Enter the absolute path for Java : /usr/lib/jvm/java-19-

openjdk-19.0.0.0.36-2.rolling.el8.x86 64/bin/java

Verifying if Java exists...

Found Java. Proceeding with the installation.

Enter host user account to use for the installation:

mcctbuserl

User account mcctbuserl found. Proceeding with the

installation

Enter database user name:

root

Please enter database password for root

Enter password:

Sealed false

Do you wish to auto unseal vault (y/n)?y

Enter the keyl:

Enter the key2:

Enter the key3:

Success! Uploaded policy: mcctb-policy

Error enabling approle auth: Error making API request.

URL: POST http://127.0.0.1:8200/v1/sys/auth/approle

Code: 400. Errors:

* path is already in use at approle/

Success! Enabled the kv secrets engine at: mcctb/

Success! Data written to: auth/approle/role/mcctb-app

Password updated successfully in the vault.

Synchronizing state of netapp-metrocluster-tiebreaker-

software.service with SysV service script with

/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable

netapp-metrocluster-tiebreaker-software

Created symlink /etc/systemd/system/multi-

user.target.wants/netapp-metrocluster-tiebreaker-

software.service — /etc/systemd/system/netapp-metrocluster-

tiebreaker-software.service.

Attempting to start NetApp MetroCluster Tiebreaker software

services



Started NetApp MetroCluster Tiebreaker software services
Successfully installed NetApp MetroCluster Tiebreaker software

version 1.5.

BEOA VA= ZTYvTIL—FT3

a HR—FINTWVWBEN=232D0pendDKANT VA R=ILENTWVWB . BLUVKRIMIH D
REDJavaN—> 3> THBI e =B LET,

C) Tiebreaker 1.5 7w o L — R 9 BICI&E. OpendDK/N—2 3 17, 18, FT:
IF19Z 1A YA R—ILTBIRENHD T,

[root@mcctb ~]# readlink -f /usr/bin/java
/usr/lib/jvm/java-19-openjdk-19.0.0.0.36-
2.rolling.el8.x86 64/bin/java

b. Vaulttr —E ZHDFHEITNTHE ST, TN TVWBR e zmEEL X, vault status

[root@mcctb ~]# vault status

Key Value

Seal Type shamir
Initialized true

Sealed false

Total Shares 5

Threshold 3

Version 1.12.2

Build Date 2022-11-23T12:53:467Z
Storage Type file

Cluster Name vault
Cluster ID <cluster id>
HA Enabled false

C. TiebreakerV 7 b x 7% 7 v oL —RLZXT,

[root@mcctb ~]# rpm -Uvh NetApp-MetroCluster-Tiebreaker-Software-
1.5-1.x86_64.rpm

TVyTTL—RFNETTBHE. ROENNRTEINE T,
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Verifying...
FHA#HHEHHH AR A F RS H RS FHEHAE [100%]
Preparing...

FHAFHHEHHH A [100%]

Updating / installing...
1:NetApp-MetroCluster-Tiebreaker-

Soft###HH###HHHHHEHFHFHHRHHEHSHHEHAE [ 50%]

Enter the absolute path for Java : /usr/lib/jvm/java-19-
openjdk-19.0.0.0.36-2.rolling.el8.x86 64/bin/java
Verifying if Java exists...

Found Java. Proceeding with the installation.

Enter host user account to use for the installation:
mcctbuserl

User account mcctbuserl found. Proceeding with the
installation

Sealed false

Do you wish to auto unseal vault (y/n)?y

Enter the keyl:

Enter the key2:

Enter the key3:

Success! Uploaded policy: mcctb-policy

Error enabling approle auth: Error making API request.
URL: POST http://127.0.0.1:8200/v1/sys/auth/approle
Code: 400. Errors:

* path is already in use at approle/

Success! Enabled the kv secrets engine at: mcctb/
Success! Data written to: auth/approle/role/mcctb-app
Enter database user name : root

Please enter database password for root

Enter password:

Password updated successfully in the database.
Password updated successfully in the vault.
Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable
netapp-metrocluster-tiebreaker-software

Attempting to start NetApp MetroCluster Tiebreaker software

services
Started NetApp MetroCluster Tiebreaker software services

Successfully upgraded NetApp MetroCluster Tiebreaker software

to version 1.5.



Cleaning up / removing...
2:NetApp-MetroCluster-Tiebreaker-
So#t####H#fHfHAHAHFHFHA AR HHHHHFHEHES [1005%]

RO MySQLIIL—MNNRT—RZ AT B . Tiebreaker VI LT T 7DA VX =)L
HRT LIl e BHINE TN, Accessdenied X v —IUWRRINF T, RIEERE

() #¥aicipm-e 17> REMALT Tiebreaker Y7 YT P& F Y1 YR F—)LL " I
LWMySQLIIL—bF « NRT—RZFEBLTY I I T7ZBAI VA N=ILTEIRELRHD
3

6. Tiebreaker’R X b H'5R / — RBELIFE LU Y S XX EEBLIFADSSHIES # R F. MetroCluster ¥V 7 k
7 T 7 \DTiebreakerDiEfi =R L £9,

BEEIEER
"y kT FHR— R
Tiebreaker 1.40 1 > A ~—JL

MetroCluster Tiebreaker 1.4DKIZEZRD 1 > X k=L

Tiebreaker 7 b x 7% A VA M—=ILE=IET7 v I L — KT BEIIC. "X FDLinux
ARL—FT 14 VI XFT LI LT, MySQLY —/NFF=ldMariaDBHF— Nz 1 > X ~h—
IWLET,

FIE
1. IDKDA > X k=)L,

2. MySQL H—/\NF£7lE MariaDB H—N\%Z 1 VX b—=JLL £ T,

Linux "X b OFEEIFX. T 1B

Red Hat Enterprise Linux 7/ Red Hat Enterprise Linux 7 & 7=1&CentOS 7/_MySQL Server 5.5.30L4p%
CentOS 7. BLV56xN—= a3 EAVAM=ILTS

Red Hat Enterprise Linux 8 Red Hat Enterprise Linux 8 \®DMariaDBH—/\D -~ > X k—JL

JDKDA1 VX k=L

TiebreakerV 7 b D x 72 A VA M=ILEXIET7 Vv TSI L—RTBHIC. RAMIXTLICIDKZE A VR b—
LT BANENRHD £, Tiebreaker 1.4LETTld. JDK1.8.08”R—rENTWET, (URES8) ,

FE
1. Trooty 2—HLTOd1>LEd,

91


https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/

login as: root
root@mcctb's password:
Last login: Fri Jan 8 21:33:00 2017 from host.domain.com

2. JDK1.8.0Zz1 X —JLLET,

yum install java-1.8.0-openjdk.x86 64

[root@mcctb ~]1# yum install java-1.8.0-openjdk.x86 64

Loaded plugins: fastestmirror, langpacks

Loading mirror speeds from cached hostfile
shortened. ...

Dependencies Resolved

Package Arch Version Repository

Installing:

java-1.8.0-openjdk x86 64 1:1.8.0.144-0.b01.el7 4 updates

Transaction Summary

Install 1 Package (+ 4 Dependent packages)

Total download size: 34 M
Is this ok [y/d/N]: y

Installed:
java-1.8.0-openjdk.x86 64 1:1.8.0.144-0.b01.el7 4
Complete!

Red Hat Enterprise Linux 7% 7z(3CentOS 7/_MySQL Server 5.5.30{[#H &K Uf5.6.x/\—> 3> &1 VX +

—IL9IB

Tiebreaker V 7 b 7% A VA M—=)LEXET7 v I L — R T BHEIIC. RX > X7 LIS MySQL Server
5530 MBS LU 56X N—23 221 VA M—ILTIHENHD £FJ. Red Hat Enterprise Linux 8DIHE

l¥. MariaDB—/XD1 > X b—Jl,

FE
1. root A—HrLTOJr>LEd,
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login as: root
root@mcctb's password:
Last login: Fri Jan 8 21:33:00 2016 from host.domain.com

2. KRR RFTLICMYSQL DR MU ZEBML Y,

[root@mcctb~]#yum localinstalll\https://dev.mysgl.com/get/mysgl57-community-
release-el6-1l.noarch.rpm
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Loaded plugins: product-id, refresh-packagekit, security, subscription-
manager

Setting up Local Package Process

Examining /var/tmp/yum-root-LLUwOr/mysql-community-release-el6-
5.noarch.rpm: mysgl-community-release-el6-5.noarch

Marking /var/tmp/yum-root-LLUwOr/mysqgl-community-release-el6-
5.noarch.rpm to be installed

Resolving Dependencies

--> Running transaction check

-—--> Package mysgl-community-release.noarch 0:el6-5 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version
Repository

Installing:
mysgl-community-release
noarch el6-5 /mysgl-community-release-el6-
5.noarch 4.3 k
Transaction Summary

Install 1 Package (s)
Total size: 4.3 k
Installed size: 4.3 k

Is this ok [y/N]: y
Downloading Packages:
Running rpm check debug
Running Transaction Test
Transaction Test Succeeded
Running Transaction

Installing : mysgl-community-release-el6-5.noarch
1/1

Verifying : mysqgl-community-release-el6-5.noarch
1/1
Installed:

mysgl-community-release.noarch 0:el6-5
Complete!

3. MySQL57URS MU ZEEMCLET,
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[root@mcctb~]#yum-config -manager-disable mysgl57-community
4. MySQL56 )R M) ZBMLET,

[root@mcctb~] #yum-config -manager-enable mysgl56-community
SRS EUZBEMILEFT,

[root@mcctb~]# yum repolist enabled | grep "mysgl.-community."

mysgl-connectors-community MySQL Connectors Community
21

mysgl-tools-community MySQL Tools Community

35

mysqgl56-community MySQL 5.6 Community Server
231

6. MySQL Community Server Z-f X b—JLL 9,

‘[root@mecctb~J# yum (& mysgl-community-server 1 > X c—JLLET

Loaded plugins: product-id, refresh-packagekit, security, subscription-
manager

This system is not registered to Red Hat Subscription Management. You
can use subscription-manager

to register.

Setting up Install Process

Resolving Dependencies

--> Running transaction check

-—-> Package mysgl-community-libs-compat.x86 64 0:5.6.29-2.el6 will be
obsoleting

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository

Size

Installing:

mysgl-community-client x86 64 5.6.29-2.el6 mysglb6-community
18 M

replacing mysqgl.x86 64 5.1.71-1.el6
mysqgl-community-1libs x86 64 5.6.29-2.el6 mysglb6-community
1.9 M



replacing mysgl-libs.x86 64 5.1.71-1.el6

mysgl-community-libs-compat x86 64 5.6.29-2.el6 mysgl56-community
1.6 M

replacing mysgl-libs.x86 64 5.1.71-1.el6
mysgl-community-server x86 64 5.6.29-2.el6 mysglS56-community
53 M

replacing mysgl-server.x86 64 5.1.71-1.el6
Installing for dependencies:
mysgl-community-common x86 64 5.6.29-2.el6 mysglS6-community
308 k

Transaction Summary

Install 5 Package (s)
Total download size: 74 M
Is this ok [y/N]: y
Downloading Packages:

(1/5): mysgl-community-client-5.6.29-2.e16.x86 64.rpm | 18 MB
00:28
(2/5) : mysgl-community-common-5.6.29-2.e16.x86 64.rpm | 308 kB
00:01
(3/5) : mysgl-community-1libs-5.6.29-2.el16.x86 64.rpm | 1.9 MB
00:05
(4/5) : mysgl-community-libs-compat-5.6.29-2.e16.x86 64.rpm | 1.6 MB
00:05
(5/5) : mysgl-community-server-5.6.29-2.e16.x86 64.rpm | 53 MB
03:42
Total 289 kB/s | 74 MB
04:24

warning: rpmts HdrFromFdno: Header V3 DSA/SHAl Signature, key ID
<key id> NOKEY
Retrieving key from file:/etc/pki/rpm-gpg/RPM-GPG-KEY-mysqgl
Importing GPG key 0x5072E1F5:

Userid : MySQL Release Engineering <mysgl-build@oss.oracle.com>
Package: mysgl-community-release-el6-5.noarch

(@/mysgl-community-release-el6-5.noarch)

From : file:/etc/pki/rpm-gpg/RPM-GPG-KEY-mysqgl

Is this ok [y/N]: y
Running rpm check debug
Running Transaction Test

Transaction Test Succeeded
Running Transaction
Installing : mysgl-community-common-5.6.29-2.e16.x86 64



....0utput truncated....

l.el6.x86_ 64

7/8
Verifying : mysgl-5.1.71-1.el6.x86 64

8/8

Installed:
mysgl-community-client.x86 64 0:5.6.29-2.el6
mysgl-community-1libs.x86 64 0:5.6.29-2.el6
mysqgl-community-libs-compat.x86 64 0:5.6.29-2.el6
mysgl-community-server.x86 64 0:5.6.29-2.el6

Dependency Installed:
mysgl-community-common.x86 64 0:5.6.29-2.el6

Replaced:
mysgl.x86 64 0:5.1.71-1.el6 mysqgl-libs.x86 64 0:5.1.71-1.el6
mysql-server.x86 64 0:5.1.71-1.el6

Complete!

7. MySQL H — N EEEL £ 7,

‘[root@mcctb~# H—E X mysqld BEtRHE
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Initializing MySQL database: 2016-04-05 19:44:38 0 [Warning] TIMESTAMP
with implicit DEFAULT value is deprecated. Please use
-—explicit defaults for timestamp server option (see documentation
for more details).
2016-04-05 19:44:38 0 [Note] /usr/sbin/mysgld (mysgld 5.6.29)
starting as process 2487
2016-04-05 19:44:38 2487 [Note] InnoDB: Using atomics to ref count
buffer pool pages
2016-04-05 19:44:38 2487 [Note] InnoDB: The InnoDB memory heap is
disabled
....0utput truncated....
2016-04-05 19:44:42 2509 [Note] InnoDB: Shutdown completed; log sequence
number 1625987

PLEASE REMEMBER TO SET A PASSWORD FOR THE MySQL root USER!
To do so, start the server, then issue the following commands:

/usr/bin/mysgqladmin -u root password 'new-password'
/usr/bin/mysqladmin -u root -h mcctb password 'new-password'

Alternatively, you can run:
/usr/bin/mysql secure installation

which will also give you the option of removing the test
databases and anonymous user created by default. This is
strongly recommended for production servers.

..... Output truncated.....

WARNING: Default config file /etc/my.cnf exists on the system
This file will be read by default by the MySQL server

If you do not want to use this, either remove it, or use the
-—defaults-file argument to mysgld safe when starting the server

[ OK ]
Starting mysqgld: [ OK ]

8. MySQL # —NAEFENTNB L #HRL £ T,

‘[root@mecctb~J# ' —E X mysqgld A 7—&X X
mysgld (pid 2739) is running...
9. EXal)T4NRT—RZHRELET,

[root@mcctb~]#mysgl secure install
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NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MySQL
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MySQL to secure it, we'll need the current
password for the root user. If you've just installed MySQL, and
you haven't set the root password yet, the password will be blank,
so you should just press enter here.

Enter current password for root (enter for none): <== on default
install
hit enter here

OK, successfully used password, moving on...

Setting the root password ensures that nobody can log into the MySQL
root user without the proper authorization.

Set root password? [Y/n] y

New password:

Re-enter new password:

Password updated successfully!

Reloading privilege tables..
Success!

By default, a MySQL installation has an anonymous user, allowing anyone
to log into MySQL without having to have a user account created for
them. This is intended only for testing, and to make the installation
go a bit smoother. You should remove them before moving into a

production environment.

Remove anonymous users? [Y/n] y

Success!

Normally, root should only be allowed to connect from 'localhost'.
This
ensures that someone cannot guess at the root password from the

network.

Disallow root login remotely? [Y/n] y

Success!

By default, MySQL comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed
before moving into a production environment.

Remove test database and access to it? [Y/n] y
- Dropping test database...
ERROR 1008 (HYO000) at line 1: Can't drop database 'test';



database doesn't exist
Failed! Not critical, keep moving...
- Removing privileges on test database...
Success!

Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.

Reload privilege tables now? [Y/n] y
Success!

All done! If you've completed all of the above steps, your MySQL
installation should now be secure.

Thanks for using MySQL!

Cleaning up...

10. MySQL 04 1 YA HEEL TWB C v 2R L £ 7

I [root@mcctb~J#mysql-u root — p°

Enter password: <configured password>

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 17

Server version: 5.6.29 MySQL Community Server (GPL)

Copyright (c) 2000, 2016, Oracle and/or its affiliates. All rights
reserved.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input
statement.
mysqgl>

MySQLO Y A UHEEEH D ICHEEL TWBIHE. HAOIE mysql> 7O> 7 b,

MySQLD BENEBNREZBMNICT S

MySQLT—E VICX L CEIEEEEENBNICHR > TVWBR I X BRI I2MNELNHD £9, MySQL T—E >
EBWMIZTBE. MetroCluster Tiebreaker V 7 h DT 7HA VA C—=ILENTWVWB Y XT LN T—K LT
HBAIC MySQL A EEIMICEREBIINE T, MySQL T—EVHERITINTULARLWIES. Tiebreaker V7 k7
I7IIEISHEIRITINETD. BEFHLEDREEZELED TR CIETEE A
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ATFw S
1. MySQL W' 7 — FESICEEICIREET A EDBEMICAR > TVWBR I e #EELE T

I [root@mcctb~]# systemctl list-buny-files mysqgld.service | £ AFIL F 9

UNIT FILE State

mysgld.service enabled

7 — MEFIC MySQL Z BEITREFN T 5 C EHEMICHE > TULAWESIEZ. MySQLD RFa XY F &S5
LT, BEEsmezBmc LTI IZT W,
Red Hat Enterprise Linux 8\®DMariaDBH— /XD > X k=)L
Tiebreaker V 7 bz 7% A VA =)L EET7 v I L— RT3 KX M2 X7 LIC MariaDB —/\
EAVAM=ILTBIHENLHD £9, Red Hat Enterprise Linux 7 £7=1£CentOS 7MDK & : MySQL Server®
12—,

EEZRBRY HIIC
KRR b 25 L Red Hat Enterprise Linux (RHEL) 8 TERI{TETNTWAHERHD £,

FE
1. xLTOd14>LFET root 21—

login as: root
root@mcctb's password:
Last login: Fri Jan 8 21:33:00 2017 from host.domain.com

2. MariaDBY—/N\%Z4 > X —=ILL 9,

‘[root@mcctb~]#yum (& MariaDB -server.x86 64 =1 > A r—JLL XY

[root@mcctb ~]# yum install mariadb-server.x86 64
Loaded plugins: fastestmirror, langpacks

Package Arch Version Repository

Installing:
mariadb-server x86 64 18505:96=2,@l7 base
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11 M
Installing for dependencies:

Transaction Summary

Install 1 Package (+8 Dependent packages)
Upgrade ( 1 Dependent package)

Total download size: 22 M
Is this ok [y/d/N]: y

Downloading packages:

No Presto metadata available for base warning:

/var/cache/yum/x86 64/7/base/packages/mariadb-1libs-5.5.56-

2.el7.x86 64.rpm:

Header V3 RSA/SHA256 Signature,

key ID f4a80eb5: NOKEY] 1.4 MB/s | 3.3 MB 00:00:13 ETA

Public key for mariadb-1libs-5.5.56-2.el7.x86 64.rpm is not installed
(1/10) : mariadb-1ibs-5.5.56-2.el17.x86 64.rpm | 757 kB 00:00:01

(10/10) : perl-Net-Daemon-0.48-5.el7.noarch.rpm| 51 kB 00:00:01

Installed:
mariadb-server.x86 64 1:5.5.56-2.el7

Dependency Installed:

mariadb.x86 64 1:5.5.56-2.el7
perl-Compress-Raw-Bzip2.x86 64 0:2.061-3.el7
perl-Compress-Raw-Z21ib.x86 64 1:2.061-4.el7
perl-DBD-MySQL.x86 64 0:4.023-5.el7
perl-DBI.x86 64 0:1.627-4.el7
perl-IO0-Compress.noarch 0:2.061-2.el7
perl-Net-Daemon.noarch 0:0.48-5.el7
perl-P1RPC.nocarch 0:0.2020-14.e17

Dependency Updated:

mariadb-libs.x86 64 1:5.5.56-2.el7
Complete!

3. MariaDB t—N\%=&E&#HL £9,

I [root@mcctb~]# systemctl start MariaDB |
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4. MariaDBHY —N\DEE LI e 2B L £,

I [root@mcctb~J# systemctl status MariaDB |

[root@mcctb ~]# systemctl status mariadb
mariadb.service - MariaDB database server

Nov 08 21:28:59 mcctb systemd[l]: Starting MariaDB database server...

Nov 08 21:29:01 mcctb systemd[1l]: Started MariaDB database server.

S. LFaUT1 ENRT—RERELFT,

@ root/NA 7 —RDAN=EROSENT=-56. BEOFFEnterF—%2LTExa)T 1 /NI
- H@Eﬁfﬁ%li?ﬁbijo

[root@mcctb~]#mysgl secure install

root@localhost systemd]# mysqgl secure installation

NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MariaDB to secure it, we'll need the current

password for the root user. If you've just installed MariaDB, and
you haven't set the root password yet, the password will be blank,
so you should just press enter here.

Enter current password for root (enter for none):
OK, successfully used password, moving on...

Setting the root password ensures that nobody can log into the MariaDB
root user without the proper authorisation.

Set root password? [Y/n] y

New password:

Re-enter new password:

Password updated successfully!

Reloading privilege tables..
Success!

By default, a MariaDB installation has an anonymous user, allowing
anyone
to log into MariaDB without having to have a user account created for
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them. This is intended only for testing, and to make the installation
go a bit smoother. You should remove them before moving into a

production environment.

Remove anonymous users? [Y/n] y
Success!

Normally, root should only be allowed to connect from 'localhost'. This
ensures that someone cannot guess at the root password from the network.

Disallow root login remotely? [Y/n] y
Success!

By default, MariaDB comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed

before moving into a production environment.

Remove test database and access to it? [Y/n] y
- Dropping test database...
Success!
- Removing privileges on test database...

Success!

Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.

Reload privilege tables now? [Y/n]
Success!
Cleaning up...

All done! If you've completed all of the above steps, your MariaDB
installation should now be secure.

Thanks for using MariaDB!

MariaDBt —/\D BENCHREZXBRICT S

MariaDBH —/\ CHENREHEREN T VICHE > TWBR I Z R TINELRHD £, BFEE&iezBICL
TH 53 . MetroCluster Tiebreaker V 7 b Iz 7HA VA R—=ILENTWVWBRI AT LE) T— T I3HEN
H D55, Tiebreaker V7 b Iz 7II5|ZTHEITHRITINEITH. MariaDB H—EXZBEFTETS . REZX
BETETEH A

FE

1. BEEE T —EXZBMICLET,
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I [root@mcctb~J# systemctl enable mariadb.service’ 1 Z&BRL T 2TV
2. J— hBIC MariaDB 'BEN TR TS 5 =M L £ 7,

I [root@mcctb~J# systemctl list-buny-files mariadb.service” 1 ¥ AL X9

UNIT FILE State

mariadb.service enabled

Tiebreaker 1.4D1 > X = )LEX=EZT7 v I L —R
MetroClustertE Z# Bs#8 9 3 1C1E. 7R X kLinuxARL —F « >4 > X5 LsTTiebreaker
1A4DFBA VA M=ILEzETvTIL—REEITLET,

CDRRATICDOWVWT

* HR—FTNTUVBIN—U3 YDONTAPHRRA ML =Y XTALATEITINTLWERIRELRHD £, 2B
LTLKESVW"Y T D 7EHF" FHICDOVWTIE. RZBRL TSV,

* ZEAL TOpendDKZE A VA F—JILLTHEBELRHD £9 yum install java-x.x.x-openjdk O
T RERITL £ JTiebreaker 1.4LF1Tl&. JDK1.8.0 (JRE 8) HHKR— kTN ZET,

FE
1. MetroCluster TiebreakerV 7 bz 7% Ao >O—RLZE T,

"MetroCluster Tiebreaker (X7~ >O—FK) - NetApp Support Site"

2. root A—H LTHRR MCOTA > LET,
3.  TiebreakerV 7 bz 7 HEA VA M—IILFRIETVvIIL—RLET,

HRA A= Z2RITIBD BIFEOA YR N=ILZ2T7 v TFIL—RIBZ3MIGL T ELWVWFIEZE
RLET,
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BRI M=ILEETLET
a. #xL{7L CTiebreakerV 7 b x 74>V A M—=JLLE T,

rpm -ivh NetApp-MetroCluster-Tiebreaker-Software-1.4-1.x86 64.rpm

AVRA=IDRT TR, ROEINKRTEINE T,

Verifying...
FHA#H S HHH A [100%]
Preparing...

FHAHHHEHHH A A H SRS HHEHASE [100%]

Updating / installing...
1:NetApp-MetroCluster-Tiebreaker-

Sof###fH#HHHHFHHAHHHHHHRHHAHHHHEHAHE [100%]

Post installation start Fri Apr 5 02:28:09 EDT 2024

Enter MetroCluster Tiebreaker user password:

Please enter mysgl root password when prompted

Enter password:

Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable netapp-
metrocluster-tiebreaker-software

Created symlink /etc/systemd/system/multi-
user.target.wants/netapp-metrocluster-tiebreaker-software.service
— /etc/systemd/system/netapp-metrocluster-tiebreaker-
software.service.

Attempting to start NetApp MetroCluster Tiebreaker software
services

Started NetApp MetroCluster Tiebreaker software services
Enabled autostart of NetApp MetroCluster Tiebreaker software
daemon during boot

Created symbolic link for NetApp MetroCluster Tiebreaker software
CLI

Post installation end Fri Apr 5 02:28:22 EDT 2024

Successfully installed NetApp MetroCluster Tiebreaker software
version 1.4.

BEOA VA= ETvTIL—RT3
a. TiebreakerV 7 b x 7% 7 v FIL—RLET,



[root@mcctb ~]# rpm -Uvh NetApp-MetroCluster-Tiebreaker-Software-
1.4-1.x86_64.rpm

TYTITL—RFNTETTEHE. ROENINRTEINET,

Verifying...
FHHHHHFHAHAHEHHHF R A A HHH S ES [1005%]
Preparing...

FHAHH S A H AR [100%]
Upgrading NetApp MetroCluster Tiebreaker software....
Stopping NetApp MetroCluster Tiebreaker software services before
upgrade.
Updating / installing...

1:NetApp-MetroCluster-Tiebreaker-
So#t#####fHfHf#HH#HHHHHHEHFRHHHSHEHES [ 50%]
Post installation start Mon Apr 8 06:29:51 EDT 2024
Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.
Executing: /usr/lib/systemd/systemd-sysv-install enable netapp-
metrocluster-tiebreaker-software
Attempting to start NetApp MetroCluster Tiebreaker software
services
Started NetApp MetroCluster Tiebreaker software services
Enabled autostart of NetApp MetroCluster Tiebreaker software
daemon during boot
Created symbolic link for NetApp MetroCluster Tiebreaker software
CLI
Post upgrade end Mon Apr 8 06:29:51 EDT 2024
Successfully upgraded NetApp MetroCluster Tiebreaker software to
version 1.4.
Cleaning up / removing...

2:NetApp-MetroCluster-Tiebreaker-
Sof###fH#H#HHFHHAHHFHHHRHHSHRHHEH#HE [100%]

ROo7-MySQLIIL—bNRT—R%ZASTSBE. Tiebreaker V7 bz 7DA > XA +—)L
MNRET LI EPBHINETH. Access denied X v tE—IHRRREINE T, BEER

@ RITBICIE rpm-e A REFEAL T Tiebreaker V 7 b0z 7% 7>V A—JLL'IE
LUMySQLIL—k « SXT—REGALTY 7 kYT PEBEA YR —ILET ZHEARHD
x7

4. Tiebreaker R X D5/ —REBELIFE LU Y 5 XX BEIBLIFADSSHIEH ZF =. MetroCluster ¥V 7 b
7 T 7 \DTiebreakerDiEHi =2 L £9,
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REIER
"Xy BTy S R—R"

gebreaker%:&ﬁ%ﬁénf WBRALETYFIL—RT

TiebreakerEZXZX{TLTWVWBHRIX D7 v FIL— RFHREICLEBZIHEDHD X
ED

FE
1. TiebreakerV 7 b x7% 74>V A M—=ILLE T,

rpm -e NetApp-MetroCluster-Tiebreaker-Software

2 RAMETYTIL—RLET, FHHICOVWTIE. RRAFOSORFaA XY FEBBLTLLIETL,
3. TiebreakerV 7 bz 7%#B1 VX M=ILLE T,

DFIEIZHE > TTiebreakerDFFRA > A b—=IL%ZRITL £, "Tiebreaker V7 F Iz 7% 1 VA =)L
LEI"

MetroCluster TiebreakerY 7 b T 7% &R T

Tiebreaker VYV 7 b Dz 7% A >V AL—I)LLT=5. MetroCluster #EK = BIMFE=IZEZEL
7=D. Tiebreaker V7 b 7H 5HIBRLI=D TE X7,
TiebreakerY 7 U = 7CLIZ&E&) T %
TiebreakerY 7 b9z 7% A VA R—JLLT=H. CLIZEFLTY I I T T7ERETINELRHDEFT,
1. VYVI+IxzT7HAVAM=I LR OO DS CLI ZRELE T,

NetApp-metrocluster-Tiebreaker software-cli

2. AR M= EBLURTDEFHEIC. T—ERN—RICT I RTB-8DTiebreaker 1—H D /N X T —
READLET, CHid. 1R M—IILBICT —ER—RA—HITIELTZ/NRXT—R T,

MetroCluster 5 % 1B

NetApp MetroCluster Tiebreaker YV 7 b = 7%Z 1>V X h—JL L7 5. MetroCluster #Ef% 1 D9 DEBIMTE
x9,
CDRATICDWT

* ONTAP IR1E(C MetroCluster #liZ 1 > XA b—ILL. VI F DT 7 CHREZEMILTELMELHD F
ER

s FaFEINBZATY REAIE. RITLTULS Tiebreaker DN—2 3 VICE>TERD T,
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24T L—H— 1.5 LUHI
FE

1. Tiebreaker AN RS >A > X —T x4 (CLI) @ monitoradd IY > R%&EFEAL T,
MetroCluster OFREZEBML X,

RANE%EERT 5813 T2BHR X1 >% (FQDN) %#8ET2HELHD £,
ROBIL. cluster ADBRETRLTWVWETD,
Gl

NetApp MetroCluster Tiebreaker :> monitor add wizard
Enter monitor Name: <monitor name>

Enter Cluster IP Address: <cluster ip value>

Enter Cluster Username: admin

Enter Cluster Password:

Enter Cluster IP Address: <peer cluster ip value>
Enter Peer Cluster Username: admin

Enter Peer Cluster Password:

Successfully added monitor to NetApp MetroCluster Tiebreaker
software.

2. Tiebreaker CLI @ monitor show-status 1< > R%Z{EHA L T. MetroCluster #H'1E L < BT N7
CeEMESRELED,

NetApp MetroCluster Tiebreaker :> monitor show -status

3. Tiebreaker V7 b D x 7 DA THF—N—F—REZEMNCLT. Y1 FEEERELIEHEICRATYF
F—N—Z BRI SEOICLET,

monitor modify -monitor-name <monitor name> -observer-mode false

NetApp MetroCluster Tiebreaker :> monitor modify -monitor-name 8pack
-observer-mode false

Warning: If you are turning observer-mode to false, make sure to
review the 'risks and limitations'

as described in the MetroCluster Tiebreaker installation and
configuration.

Are you sure you want to enable automatic switchover capability for
monitor "8pack"? [Y/N]: y

Tiebreaker 1.6 L4[%
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FIE

1. Tiebreaker AN RS >A X —T x4 (CLI) @ monitoradd IY > R%&EFEAL T,
MetroCluster DF&E=EBML £,

RAMEZERAYT 358 TRBM X128 (FQDN) ZIEET2HENHD FT,

ROBFNE. cluster A DEBRETRLTVWE T,
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il

NetApp MetroCluster Tiebreaker :> monitor add wizard
Enter Monitor Name: cluster A

Enter Cluster IP Address: <cluster ip value>

Enter Cluster Username: admin

Enter Cluster Password:

Enter Peer Cluster IP Address: <peer cluster ip value>
Enter Peer Cluster Username: admin

Enter Peer Cluster Password:

NOTE: Before enabling automatic switchover capability, make
sure to review the 'risks and limitations' as described in the
MetroCluster Tiebreaker Installation and Configuration Guide.

Do you want to enable automatic switchover capability for
monitor (Y/N): y
Successfully added monitor to NetApp MetroCluster Tiebreaker

software.

Verifying SSL certificate chain from cluster A...

Cluster: cluster A
IP Address: <cluster ip value>
Result:

The MetroCluster Tiebreaker is unable to verify the SSL
certificate chain.

Recommended Actions:
Run the following command to identify missing certificates:
monitor switchover-simulate

Import any missing certificates as indicated by the command
output.

For detailed instructions, please refer to the MetroCluster
Tiebreaker documentation, or contact NetApp Support for
assistance.
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Note:

Missing certificates will prevent the MetroCluster Tiebreaker
from issuing a switchover request in the event of a site
failure.

Verifying SSL certificate chain from cluster B...

SSL certificate chain is valid

2. Tiebreaker CLI ® monitor show-status 1< > R&{EHA L T. MetroCluster #H'1E L < BT N7
CeEMESRELED,

NetApp MetroCluster Tiebreaker :> monitor show -status

3. RELTWBIIBAZE %, Tiebreaker®/N— 3 VIIGLUEFIBTA VR— ML E T, SFHER 1 ViR
- l\?’% o

REEIER
"MetroCluster Tiebreaker #7205« 7 E— R TEATIHED ) XU L HIfREIA"

ARAZEZE MV R— T3

Tiebreaker 1.6 LIE T — L L ABEREZB/MICT BICIE. T —/ D Secure Sockets Layer (SSL) ZEEFZE. #
FISFRRE (12T 3188). H&EUIL— FEBEEEONTAPH'S Java [RAET S Y (JUM) DF — X k7 Io+ ok
—bTBIRELDHD £,
CDRRATIZDWVT

* TDHRRYUIZE. Tiebreaker 1.6 UETHETT,

* TDOARXYIE. MetroClustertfli % Tiebreaker ICIEFEIEM L /=%, F7-IIEBBE O BEXMHAIRAYIN /=%
ICEITLETDS,

* Tiebreaker 1.7 LIBETIE. RA Vv FA—N— 232l -3 RIFTLT. AEEZ A VR—FT3H0E
NHINESIHZEERTEFT, RATYFA—N—2ZTal—oa>hkBLEESIE. ONTAPAS
Java [RAEY S Y (VM) DF — X kPICSIBEE R 1 > — T 2REABHD £ 7,
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AT L—H—1.7 L%
FE
1L YIDBEZIIaL—2arEERTLT REEAVR— M TI3RERH I ESHERRLET,

a AT L—H—DERRAT—XXA%HER LEJI, monitor show -status

il

NetApp MetroCluster Tiebreaker :> monitor show -status
MetroCluster: A700
Disaster: false
Monitor State: Normal
Observer Mode: false
Silent Period: 5
Override Vetoes: false
Cluster: ClusterA siteA(UUID:713e5ab2-b4e8-11£f0-91laa-
00a098ef36a2)
Reachable: true
Intersite Connectivity Available: true
Node: node Al (UUID:9fé6cecbf-b4ed4-11£0-9d0f-
00a098ef36a2)
Reachable: true
Intersite Connectivity Available: true
State: normal
Node: node A2 (UUID:2719%b56-b4e7-11£0-996¢C-
00a09897caa3l)
Reachable: true
Intersite Connectivity Available: true
State: normal
Cluster: ClusterB siteB(UUID:72839591-b4e8-11£f0-b688-
00a09897cb73)
Reachable: true
Intersite Connectivity Available: true
Node: node Bl (UUID:abfeab89-bd4ed-11£0-a077-
00a09897cb73)
Reachable: true
Intersite Connectivity Available: true
State: normal
Node: node B2 (UUID:31e395bf-b4e7-11£0-b£f99-
00a09897cb2f)
Reachable: true
Intersite Connectivity Available: true
State: normal
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b. IDEZXLIal—>a>zbUA-LET,

monitor switchover-simulate -monitor-name <monitor name> -cluster
<cluster name>

JYM ICEERBE %R 1 VA R— b 23R EBAH 3HBE. AV RIIXROENDZEIRLET,

Failed to trigger Switchover Simulation. Please check Metrocluster
Tiebreaker logs for further information or contact NetApp support.

2. A VR— T RIRENHDEHAE (SSLH—/N—. FE. £LFIL—F) x0T REET
LETo

/opt/netapp/java/bin/keytool -import -trustcacerts -file
<certificate file name> -keystore "/opt/netapp/java/lib/security/cacerts"
-alias <certificate>

° TD <certificate file name>1fEICIE. 1V R—FFBAABTDOT 7 MIILBEEELE T,

° F(M -alias <certificate> fBIE. FERAZE%R JVM IC4 VR — b LI-RICEIRAZE R RET 54
BIZIEELEX T,

ROFUE. 77 AIINBDIL— EREZ AV R— b F55EZRLTVWEY, root.crt 774
LB DSSLY —/N—FEBAE ss1 cert.crt:

/opt/netapp/java/bin/keytool -import -trustcacerts -file root.crt
-keystore "/opt/netapp/java/lib/security/cacerts" -alias root

/opt/netapp/Jjava/bin/keytool -import -trustcacerts -file
ssl cert.crt -keystore "/opt/netapp/java/lib/security/cacerts"
-alias ssl cert
3. Tiebreaker V7 h U T 7= BIEEL £,
systemctl restart netapp-metrocluster-tiebreaker-software
4 gIDEROZal—2ary FvieBERTLED,

a RATL—H—DERXT—2X%MHBLEJd, monitor show -status



il

NetApp MetroCluster Tiebreaker :> monitor show -status
MetroCluster: A700
Disaster: false
Monitor State: Normal
Observer Mode: false
Silent Period: 5
Override Vetoes: false
Cluster: ClusterA siteA(UUID:713e5ab2-b4e8-11£f0-91laa-
00a098ef36a2)
Reachable: true
Intersite Connectivity Available: true
Node: node Al (UUID:9f6cecbf-b4ed-11£0-9d0f-
00a098ef36a2)
Reachable: true
Intersite Connectivity Available: true
State: normal
Node: node A2 (UUID:2719%b56-b4e7-11£0-996¢C-
00a09897caa3l)
Reachable: true
Intersite Connectivity Available: true
State: normal
Cluster: ClusterB siteB(UUID:72839591-b4e8-11£f0-b688-
00a09897cb73)
Reachable: true
Intersite Connectivity Available: true
Node: node Bl (UUID:abfeab89-bd4ed4-11£0-a077-
00a09897cb73)
Reachable: true
Intersite Connectivity Available: true
State: normal
Node: node B2 (UUID:31e395bf-b4e7-11f0-b£f99-
00a09897cb2f)
Reachable: true
Intersite Connectivity Available: true

State: normal

b. IDEZX L Ial—>a>zbUA-LET,

monitor switchover-simulate -monitor-name <monitor name> -cluster
<cluster name>
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Successfully triggered Switchover Simulation. Please check the
status of the Switchover Simulation on the ONTAP cluster using

command "metrocluster operation history show"

B2ATL—H—1.6 £7=13 1.6P1

FIE
1. ONTAPH'S R TDIREE A > R—FLET, 1 VR— T 2RENHSFEAE (SSL H—/N\
—. B, £RFIL—M iR RZzETLET,

/opt/netapp/Jjava/bin/keytool -import -trustcacerts -file

<certificate file name> -keystore "/opt/netapp/java/lib/security/cacerts"

-alias <certificate>

° D <certificate file name>fBICIE. 1V R—rIBRAAZTDOT 7 1ILEZIEELF T,

° FM -alias <certificate> fBI&. HEFAZE%R JVM IZHM VAR— k LIcRICEIFAZ R R1ET 5%
BZEELE Y,

ROBIE. TZ70ILADI— R ERBER AV R— b5 AEERLTVWEY, root.crt 7740
I BDSSLY —/N—FERAE ss1_cert.crt:

/opt/netapp/java/bin/keytool -import -trustcacerts -file root.crt
-keystore "/opt/netapp/java/lib/security/cacerts" -alias root

/opt/netapp/java/bin/keytool -import -trustcacerts -file
ssl cert.crt -keystore "/opt/netapp/java/lib/security/cacerts"

-alias ssl cert

2. Tiebreaker V7 bz 7 =BEHSHL X,

systemctl restart netapp-metrocluster-tiebreaker-software

MetroCluster Tiebreaker I8 EE I 37D AT K
MetroCluster 2 E 1. BEICISCTWDOTHEETEE Y,

Tiebreaker CLI @ monitor modify A< > Rl ROWITNHA DA T3> THERATIET, BEEHERT B
IZ. monitor show-status <Y > RZFEARALE T,

FFay A

-monitor-name ZIEE L £9  MetroCluster 3XE DA

-enable-monitor MetroCluster X EDEARZ B X TITEMICLET
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s L > - HIRE

* FTH—-N—F—R

MetroCluster Tiebreaker ¥V 7 kU = 7H & HEICH 1 FEE DO % 1514
ERCY s

FTF—N—F—F (tue) BERTBRIT. Y1 FEESRELTH
2A Y FA—N—% FUA—LERA. AV VE—F (false) 3. 4
1 MEENRE LIBAICRA v FA—N—% FUA—LET,

* "Tiebreaker YV 7 bz 7 THA FEEZKRE T D HE"

* "MetroCluster Tiebreaker % 727 7«4 7 E— R THERTZBEBED) XY
¢ HIPRSEIE"

ROBIE. BROTA LY MARZZEELE T,

NetApp MetroCluster Tiebreaker :> monitor modify -monitor-name cluster A

-silent-period 15

Successfully modified monitor in NetApp MetroCluster Tiebreaker

software.

Tiebreaker CLI @ debug AV FZFERBLT. OF VI E—RZEETE X,

ARV RERITLET
TNYVITRXT—R2R

TNy TAx—=T I

TNy T ZENCLET

&R
TNYITE—RDRT—ZX2RRLET

AFX > I DTNV ITE—REAR—TILICLET

OxX>JDTFNYITE—REToE—TILICLET

Tiebreaker 1.4 HIZE1TL TWLW3 > X7 L TldTiebreaker CLITY update-mcctb-password AY¥ Y R%&
FATR . A—HYNRAT—RZEHTETEI, CDIAT > RidTiebreaker 1.5 E TIFBELEINTUVWE T,

ARV RERITLET

update-mccb-password

MetroCluster #F¥ %= HIR

&R
A-—HNRAT—-RFHREHRENELI

MetroCluster # % BstR 9 2 U BH ALK R o =358 13, Tiebreaker V7 F U T 7 TEHELTWDS
MetroCluster SR EXHIFR TET X J

1. MetroCluster 1#&r{Z BIFR T B I3 'Tiebreaker CLI @ monitor remove AX Y R FRALFT

ROFITIE  "cluster a" BV T F T 7HhSHIBRINTWET
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NetApp MetroCluster Tiebreaker :> monitor remove -monitor-name cluster A
Successfully removed monitor from NetApp MetroCluster Tiebreaker
software.

2. Tiebreaker CLI @ T monitor show-status 1| <> R%fERH L T. MetroCluster 52EH'IE L < HIFR I 7=
CeEmESRELET,

NetApp MetroCluster Tiebreaker :> monitor show -status

Tiebreaker ¥/ 7 7 = 7@ SNMP 5%7E
TiebreakerY 7 b = 7 CSNMPE{ER T 3 I1CId. SNMPERE T AIHNEHLHD £,

CDRRAIICDWVWT
* Tiebreaker 1.6 CIZSNMPV3DHHHR— bk ENE T,

* Tiebreaker 1.5 & Uf1.4TIESNMPv1 ESNMPV3H 7 R— kI F §H. NetAppTldtEFa ) T4 2 &
LT BD7-HDICSNMPV3ZRET DL 2R <HERL F T,

FIE
1. Tiebreaker CLIZEB L £ snmp config wizard A< Y R%E{EMA L TMetroCluster 8/ %8B0 L £
ER

() BEYE—FSATUS SNUP b5y THR bE 1 DRIFTT.

‘snmp config wizard  AVY Y RFODREIF. RITLTWVWS
TiebreakerD/N\N—I 3 VICK>TERDFT,
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Tiebreaker 1.6

KIZO IP7 RLADM92.0.2255T. b I XyvtE—CHDOR— FESH162DSNMPV3%E H7R— ~
3 BSNMPL > —NDEEFZERLEFT, N T. TiebreakerV 7 b7 7. IBELSNMPL >
—NICh Y TZXETIERIEBVE LTS

(D Tiebreaker 1.6/3SNMPv30D &% H7R— ~

NetApp MetroCluster Tiebreaker :> snmp config wizard
Enter SNMP Host: 192.0.2.255

Enter SNMP Port: 162

Enter SNMP V3 Security Name: v3sec

Enter SNMP V3 Authentication password:

Tiebreaker 1.55 £ 101.4

IS, IP7 KL ZXHM92.0.2255T. b v I XyvtE—HOR— ESH1620DSNMPY3%E HR— k
3 BSNMPL > —N\NDEREFZETRLFEFT, N T. TiebreakerV 7 b T 7. IBELSNMPL >
—NICh Sy THERET B2 EBIBEVE LT

NetApp MetroCluster Tiebreaker :> snmp config wizard

Enter SNMP Version[V1/V3]: v3

Enter SNMP Host: 192.0.2.255

Enter SNMP Port: 162

Enter SNMP V3 Security Name: v3sec

Enter SNMP V3 Authentication password:

Enter SNMP V3 Privacy password:

Engine ID : 8000031504932eff571825192a6f1193b265e24593

Successfully added SNMP properties to NetApp MetroCluster Tiebreaker
software.

(D SNMPV1EtZF 2 7 TIERWV =S, SNMPV3%ZRET 2MEHLHD X, 774+
DAZa2a=ZT74 AR 2TD*NOT * PUBLICICERESNTWS e xR LE I,

. SNMP W E&ESN-C e 2R L £ 9,

I snmp config test |

RDFE. Tiebreaker ¥V 7 b7 T 7HA Rk test_snmp_config @ SNMP kS FHXETET3 %
RLTWETD,
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NetApp MetroCluster Tiebreaker :> snmp config test
Sending SNMP trap to localhost. Version : V3.
Successfully sent SNMP trap for event TEST SNMP CONFIG
NetApp MetroCluster Tiebreaker :>

MetroCluster F2E % EtH 9 3

MetroCluster Tiebreaker ¥V 7 b 7 AND 7O XA =88 LE T, 12—
MetroCluster sRED AT —RAEEH L. XV 7 v THREIY—HR—FMIXKETN
5SNMP AR e b TyTZiHMEL. BERUIBORXRT—R A ZRRITETET,

AutoSupport ZE5REL TWXT

T 7 #J)L LTI, AutoSupport Xt — |4 Tiebreaker V7 bz 7% A4 VX L—=)LLTH S 1 BREEICHR
w7y FITEEESNE T, AutoSupport BFIZ M) H—F B4R MIlE. Tiebreaker V7 b T 7 DIN
ZwUIRRE, MetroCluster #8H TDXERRTDIEE. MetroCluster BREDAREAR A T —R AR EDH D £
ERS

1z Btad H0IC
AutoSupport X v —C%ZRET IO DBEERT VL ANURETT,

FlE
1. Tiebreaker CLI @ AutoSupport AY > RT. XDA T a3 >%EELE T,
VA= D Bz
*MUHLET AutoSupport Xy =S A AT —HR—MIXELEXT

C - RERELET FOFSH—NDILF YL v VERETE Y1 — R

* REZHIFRLET 7OF>SH—NOILTUIvILZRIBRLEY
—BMICLET AutoSupport BRIZEBMICLET (F72ILK) o

c EmMICLET AutoSupport BRI ZFEMICL X T

* R AutoSupport DX T7—R RX%ZFRRLET

RDOFIE. AutoSupport BB E 7= IFEXN T, AutoSupport A>T VY DIRFELEETRLTULE T,
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NetApp MetroCluster Tiebreaker :> autosupport enable
AutoSupport already enabled.

NetApp MetroCluster Tiebreaker :> autosupport disable

AutoSupport status : disabled
Proxy Server IP Address : 10.234.168.79
Proxy Server Port Number : 8090

Proxy Server Username : admin

AutoSupport destination :
https://support.netapp.com/asupprod/post/1.0/postAsup

NetApp MetroCluster Tiebreaker :> autosupport enable

AutoSupport status : enabled

Proxy Server IP Address : 10.234.168.79
Proxy Server Port Number : 8090

Proxy Server Username : admin

AutoSupport destination
https://support.netapp. com/asupprod/post/l 0/postAsup

NetApp MetroCluster Tiebreaker :> autosupport invoke

AutoSupport transmission : success

Proxy Server IP Address : 10.234.168.79
Proxy Server Port Number : 8090

Proxy Server Username : admin

AutoSupport destination
https://support.netapp. com/asupprod/post/l 0/postAsup

ROFNE. IPFP7RLRAER—bESZFEHAL T, EESn7Ox > % —/\%ZFH L T AutoSupport %
RETDIHEZRLTVWET,

NetApp MetroCluster Tiebreaker :> autosupport configure wizard

Enter Proxy Server IP address : 10.234.168.79
Enter Proxy Server port number : 8090

Enter Proxy Server Username : admin

Enter Proxy Server Password : 123abc

Autosupport configuration updated successfully.

JRIC. AutoSupport B ZHIFR T 2Bl R~L X9,

NetApp MetroCluster Tiebreaker :> autosupport delete configuration
Autosupport configuration deleted successfully.
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SNMP A RX> b b3Sy

NetApp MetroCluster Tiebreaker /7 kU = 7%, SNMP b vw 7% FEHA L TEARBRAIRY &I —H|TEH
LEJe CNBDEZ Y FIE NetApp MIB 7 7 A ILICEEFNTWVE T, RSy AICIF. FIv T8l EX
E. BELAXN). 1LZAZYT. BLUOXvE—JICETRERIEEINTUVET,

IR

MetroCluster Tie-Breaker 1

MetroCluster #8BICEETET £

A

MetroCluster Tie-Breaker ' 5 X

RICEETETEEA

MetroCluster Tie-Breaker h*27 5 X

ATREZRHLELL

N=hF—USXZEDTRTD

DI TVE T,

SNMP 77X b bZw >

AR MDA

VIO T7HKEZRETIRV CZEEEIC
BELFEFT, COARY NI MADYSZARICEH
ETIRVBEICRELE T,

VIRTZT7HVNTNDDI T I ZICERETETAL
CrEBEEIIZEELED,

VIhoz7HY A FEEZHRE LIz EEE
ICBALE 9, BHNEEINET,

MADY ZARCEZEAERTHZENVY T U
TVICE>TREShELID. 2 D075 XXED
ITRTORY FT=INZAPMELELTED, I35
AHHEEISEETEEE Ao

snmp config test A< > R%Z3RITLT. SNMP RE
ZTANTERLSICHDELT

ERHUWIBORT—RXRXERRT S
MetroCluster #F D EARLIBDO AN BE AT —R A ERRTET XY,

&V
1. Tiebreaker CLI @ monitor show <> RZ{FER L T. XOWFTNH DA F> 3> %#IEFE L T MetroCluster
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MBOXT—2XZ2RTLET,

A=

-monitor-name ZIEEL £ 9

-operation-history DAY > R %R

TLET

* BETEER

AT—32X

Btz
BELEEZFRBDRAT—RRAZRLRLET

BELILISARICEEY st eRTLET

bSvTES
25000

25001

25002

25005

25006

TSR TREICRITEINERUIEZ 10 FEFTRRLEY

BELIEIVSAEDRAT—RRA%"RTRLET, *MetroCluster
Tiebreaker V7 b x 7. 7T U4 —FDEE. IL— FDIETE.
AAYFNYIREDUIBDTT AT—RXADNRMIND X TICRK

10 DD BIZEDHD FT,



ROBIE. 25 RR cluster_A & cluster B WM&t N, BEBKRETHZcZRLTVET,

NetApp MetroCluster Tiebreaker:> monitor show -status
MetroCluster: cluster A
Disaster: false
Monitor State: Normal
Observer Mode: true
Silent Period: 15
Override Vetoes: false
Cluster: cluster Ba(UUID:4d9ccf24-080f-11e4-9df2-00a098168e7c)
Reachable: true
All-Links-Severed: FALSE
Node: mccb-al (UUID:78b44707-0809-11e4-9bel-e50dab9%9e83el)
Reachable: true
All-Links-Severed: FALSE
State: normal
Node: mcc5-a2 (UUID:9a8bl059-0809-11e4-9f5e-8d97cdec7102)
Reachable: true
All-Links-Severed: FALSE
State: normal
Cluster: cluster B(UUID:70dacd3b-0823-11e4-a7b9-00a0981693c4)
Reachable: true
All-Links-Severed: FALSE
Node: mccb-bl (UUID:961fce7d-081d-11e4-9%ebf-2£295df8fcb3)
Reachable: true
All-Links-Severed: FALSE
State: normal
Node: mcc5-b2 (UUID:9393262d-081d-11e4-80d5-60b30884058dc)
Reachable: true
All-Links-Severed: FALSE
State: normal

ROFITIE. cluster B TRITSNIERERD 7 DOUEBHARRTEINTUVET,
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NetApp MetroCluster Tiebreaker:> monitor show -operation-history
MetroCluster: cluster B

[ 2014-09-15 04:48:32.274 ] MetroCluster Monitor is initialized

[ 2014-09-15 04:48:32.278 ] Started Discovery and validation of
MetroCluster Setup

[ 2014-09-15 04:48:35.078 ] Discovery and validation of MetroCluster
Setup succeeded. Started monitoring.

[ 2014-09-15 04:48:35.246 ] NetApp MetroCluster Tiebreaker software is
able to reach cluster "mccbha"

[ 2014-09-15 04:48:35.256 ] NetApp MetroCluster Tiebreaker software is
able to reach cluster "mcc5b"

[ 2014-09-15 04:48:35.298 ] Link to remote DR cluster is up for cluster
"mccha"

[ 2014-09-15 04:48:35.308 ] Link to remote DR cluster is up for cluster
"mccS5b"

MetroCluster DR EIBIRET RIS

Tiebreaker ¥V 7 b7 = 77 Tld. MetroCluster D IR TDA Y RAEZVADEZRZLEIP PRLRXZRRT
TE,
ATv7

1. Tiebreaker CLI @ configuration show <> R L T. MetroCluster DFREFHREZRTL F T,

ROBIE. 25 R4 cluster A E cluster B DIFERETRLTWVWE T,

MetroCluster: North America
Monitor Enabled: true
ClusterA name: cluster A
ClusterA IpAddress: 10.222.196.130
ClusterB name: cluster B
ClusterB IpAddress: 10.222.196.140

R T T4 IILDVERK
Tiebreaker V 7 b I T 7 DLBENBRT—RRA%E, TNV ITDE=DICZ> T T 714 IILICERELE T,

2Ty

1. Tiebreaker CLI @ monitor dump-status A< > R &R L T. X T®D MetroCluster 2E DEEBIR X T
—RADE T T 71 I EERT %o

RDFIL.  Ivar/log/netapp/mcctb/metrocluster-tiebreaker-status.xml 4 > 77 7 1 LDNEFBICIERR S L 7z
ceZmRLTVWETD,
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NetApp MetroCluster Tiebreaker :> monitor dump -status
MetroCluster Tiebreaker status successfully dumped in file
/var/log/netapp/mcctb/metrocluster-tiebreaker-status.xml

BATL—HN—FTHF—N—FE—RZEMCTS

Tiebreaker V 7 b = 7 DA TH—/)N— E—REZENICT 3. 1 FEEHNRHINER. BFNICIT
FA—N—DFBEINE,

@ Tiebreaker 1.6L4[% Tld. “monitor add wizard 57, EBB"MetroCluster 1% B10"

ATy
1. AT —N—F— REEWICT3:

monitor modify monitor-name monitor_name -observer -mode false

NetApp MetroCluster Tiebreaker :> monitor modify -monitor-name 8pack
-observer-mode false

Warning: If you are turning observer-mode to false, make sure to review
the 'risks and limitations'

as described in the MetroCluster Tiebreaker installation and
configuration.

Are you sure you want to enable automatic switchover capability for
monitor "8pack"? [Y/N]: y

MetroCluster Tiebreaker # 727 57« 7 E— R TERT 355
D) XU EHIREIE

79T +4 7 E— R® MetroCluster Tiebreaker Tl - FEERBEFEO X1 vFA—/N
—CiE@JE’Jk% INFET, TOE—RIEZ. ONTAP/FAS OBHENXR A1 v F A4 —/\—#&EE
T I SEMNTHERATEEY,

MetroCluster Tiebreaker # 77 7« 7E— R TRET I . UTOEHOBEICK > TTF—2hkbHN B EEE
MHHD ET,

cHA FREAU VI TEENRELESGES. S0 O—JIE5|SHETISA 7Y MIY—EX %R
HLET, f=72L. A bO—FEIS—D>IiEnFtA. —FOHYC OO FO—SDOEEIEY
FEE AR I, MetroCluster Tiebreaker (XA v FA—N—%FELET, VE—FS1 DT
RV IOBERICES S >IINTUVRVWT—RIFEDNE T,

*VE—FYAbOTITVT—EDTITL— RRE L@%c‘i]’l"/?? N=DRITENE T, 7TV —
FOBRERICR M v FA—N—DEITENS —ZEL TV Tr—rENFEEA

C AAYFA—N—DETHRICVE—FIL—COBENRREELE T,
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CAFL=2aYFO—FDFERMEXTE) (F5v T #—LEFTILIZIE L TNVRAM 71 NVMEM
) ld N—+rF—HA DUV E—rTa IR AN (DR) N—FF—ICZ5—UTENFEE A
C USRBAETI TRy FT—IRERBRBICHI>TELEL. A1 YFA—N—BICXEZT—&R) 21—
LA SAUINCEBERBVWE, XETFT—2hkbnExd,

CCICEHINTULWAEWREDRREETZ v HN FT, X b7 v FiE. MetroCluster
C) Tiebreaker # 7V 7«4 7 E— R THEAFICKELI-UHARBZBEICOVWTHEEEZEVEE

Ao VR BLVHIRZFBATERWVEEIE.

FERALABVWTLEEEL,

MetroCluster Tiebreaker # 727 7« JE— KT

MetroCluster Tiebreaker D7 71 77 #— )LEH
MetroCluster Tiebreaker |&. #E#HDR— b E2FERAL THEDODY—EXREBEELEFT,

RDRIC. T7AT7 I A—INTHAIBIBENHBZR—b2RLET,

R—hk/H—EX
443/ TCP

22/ TCP

443 / TCP

22/ TCP

443 | TCP

22/ TCP

162/UDP

ICMP ( ping)

ICMP  ( ping )
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MetroCluster Tiebreakerz{fFFHHL CTRXRAM v FA—/\N\—%> =2
L—k93

MetroCluster Tiebreaker 1.7 U TlE. A1 vFA—N—%>ZalL—F+L
T. Tiebreaker D XA v F A —N—tex T A NTE £ T,

CDRRAIICDWT
* Z® “monitor switchover-simulate 1< > K (& Tiebreaker 1.7ETH A Y R— TN ET,

Flig
1. A4 TL—H—DERRXT—2X%MHELFJ, monitor show -status

127



2.

128

il

NetApp MetroCluster Tiebreaker :> monitor show -status
MetroCluster: A700
Disaster: false
Monitor State: Normal
Observer Mode: false
Silent Period: 5
Override Vetoes: false
Cluster: ClusterA siteA(UUID:713e5ab2-b4e8-11£f0-91laa-
00a098ef36a2)
Reachable: true
Intersite Connectivity Available: true
Node: node Al (UUID:9fé6cecbf-b4ed4-11£0-9d0f-00a098ef36a2)
Reachable: true
Intersite Connectivity Available: true
State: normal
Node: node A2 (UUID:2719%b56-b4e7-11£0-996c-00a09897caa3)
Reachable: true
Intersite Connectivity Available: true
State: normal
Cluster: ClusterB siteB(UUID:72839591-b4e8-11£f0-b688-
00a09897cb73)
Reachable: true
Intersite Connectivity Available: true
Node: node B1 (UUID:abfeab89-b4e4-11£0-a077-00a09897cb73)
Reachable: true
Intersite Connectivity Available: true
State: normal
Node: node B2 (UUID:31e395bf-b4e7-11£0-b£f99-00a09897cb2f)
Reachable: true
Intersite Connectivity Available: true
State: normal

YD Ial—2a3 ERITLET,

monitor switchover-simulate -monitor-name <monitor name> -cluster
<cluster name>

COIOX Y RiE. BIEDINT 2 ERDODEDZERL FT,



Successfully triggered Switchover Simulation. Please check the status of
the Switchover Simulation on the ONTAP cluster using command
"metrocluster operation history show"

MetroCluster Tiebreaker A/ AR> O 7 71)L

AR MOY T 741 )LICIE. MetroCluster Tiebreakery 7 b T 7 TEITINTIART
DUEBOOITHNEENTULET,

TiebreakerV 7 b T 7IXRDUNIBH#EITLE T,

* Yo MEEZIREH

s F—ANR—2R., fthidDTiebreakerE = 4. ZF7=IEMetroCluster Tiebreaker 7 b T 7 ICEHET IR ELE
ZRHLEY

* SSHEHmS LU EREHL X
* MetroCluster #8p = t&H L £ 9

N7 avide ROERTARY FOT T 71 ILICERINE T,

BALRZYTOEKRE/OJLANILOIL Y RIDEZa—IL

2022-09-07 06:14:30,797 INFO [MCCTBCommandServer-16] [SslSupport]
Successfully initiated SSL context. Protocol used is TLSv1.3.
2022-09-07 06:14:34,137 INFO [MCCTBCommandServer-16] [DataBase]
Successfully read MCCTB database.

2022-09-07 06:14:34,137 INFO [MCCTBCommandServer-16]
[ConfigurationMonitor] Debug mode disabled.

ENNEHROESMRE
MetroCluster ME&E CALIBDEEMAIC DOV TIX, BB LT EE L,

MetroCluster & & U DD ETR

153k H4
"MetroCluster D K a2 X > k" * FARTD MetroCluster &R

"oy BTy T AL LE— 4375 ¢ T NetApp  * MetroCluster DR E & EFH O RATIE
MetroCluster for ONTAP 9.3 1 "
eHrotustertior ! * MetroCluster DRI TSIV 7 1 R
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