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[root@mcctb ~] # netapp-metrocluster-tiebreaker-software-cli
NetApp MetroCluster Tiebreaker :> version show

NetApp MetroCluster Tiebreaker 1.5: Sun Mar 13 09:59:02 IST 2022
NetApp MetroCluster Tiebreaker :> exit

4. TiebreakerV 7 bz 7% A VA M=ILEFT7v I L—RLET.
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Fig

a TROOATYVRZFEITLEI, [rootlmecctb ~] # AR M—=IZRAIBTEILSICTOVT+
HERALET,

sh MetroClusterTiebreakerInstall-1.6

AVRAR=IADTETITBE. ROBADBRTEINE T,

Extracting the MetroCluster Tiebreaker installation/upgrade
archive

Install digest hash is Ok

Performing the MetroCluster Tiebreaker code signature check
Install code signature is Ok

Enter unix user account to use for the installation:
mcctbadminuser

Unix user account "mcctbadminuser" doesn't exist. Do you wish to
create "mcctbadminuser" user account? [Y/N]: y

useradd: warning: the home directory already exists.

Not copying any file from skel directory into it.

Creating mailbox file: File exists

Unix account "mcctbadminuser" created.

Changing password for user mcctbadminuser.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.
MetroCluster Tiebreaker requires unix user account
"mcctbadminuser" to be added to the group "mcctbgrp" for admin
access.

Do you wish to add ? [Y/N]: y

Unix user account "mcctbadminuser" added to "mcctbgrp".

Do you wish to generate your own public-private key pair for
encrypting audit log? [Y/N]: y

Generating public-private key pair...

Configuring Vault...

Starting vault server...

==> Vault server configuration:

Api Address: <api address>
Cgo: disabled
Cluster Address: <cluster address>
Environment Variables: BASH FUNC which%%,



DBUS_SESSION BUS ADDRESS, GODEBUG, HISTCONTROL, HISTSIZE, HOME,
HOSTNAME, HOST ACCOUNT, LANG, LESSOPEN, LOGNAME, LS COLORS, MATIL,
PATH, PWD, SHELL, SHLVL, SSH CLIENT, SSH CONNECTION, SSH TTY,
STAF TEMP DIR, TERM, USER, VAULT ADDR, VAULT TOKEN,
XDG_RUNTIME DIR, XDG SESSION ID, , vault Addr, which declare

Go Version: gol.20.5
Listener 1: tcp (addr: "0.0.0.0:8200", cluster
address: "0.0.0.0:8201", max request duration: "1m30s",
max request size: "33554432", tls: "enabled")
Log Level:
Mlock: supported: true, enabled: true
Recovery Mode: false
Storage: file
Version: Vault v1.14.0, built 2023-06-

19T11:40:237%
Version Sha:
13a649f860186dffe3f3a4459814d87191efc321

==> Vault server started!

2023-11-23T15:

http proxy=""

2023-11-23T15:

history cache

2023-11-23T15:

initialized
2023-11-23T15

missing,

initialized

2023-11-23T15:
stored=1 shares=5 threshold=3
2023-11-23T15:

initialized:

starting

2023-11-23T15:

key

2023-11-23T15:

14:28.532+0530
https proxy=""
14:28.577+0530
for core

14:38.552+0530

14:38.552+0530

not initialized
2023-11-23T15:

14:38.554+0530

14:38.555+0530

14:38.556+0530

14:38.577+0530

14:38.577+0530

plugin catalog: plugin-directory=""

2023-11-23T15:

default mount

2023-11-23T15:

14:38.577+0530
table
14:38.578+0530

[INFO]

no proxy=""
[IEFO] core:
[INFO] core:
[INFO] core:
[INFO] core:
[INFO] core:
[INFO] core:
[INFO] core:
[INFO] core:
[INFO] core:
[INFO] core:

Log data will stream in below:

proxy environment:

Initializing version
security barrier not
seal configuration
security barrier not
security barrier
post-unseal setup
loaded wrapping token
successfully setup

no mounts;

adding

successfully mounted:

type=cubbyhole version="v1.14.0+builtin.vault" path=cubbyhole/

namespace="1ID:
2023-11-23T15:

root. Path: "
14:38.578+0530

[INFO] core:

successfully mounted:

type=system version="vl.14.0+builtin.vault" path=sys/

namespace="1ID:

root. Path: "



2023-11-23T715:14:38.578+0530 [INFO] core: successfully mounted:
type=identity version="v1.14.0+builtin.vault" path=identity/
namespace="ID: root. Path: "

2023-11-23T715:14:38.581+0530 [INFO] core: successfully mounted:
type=token version="vl1.14.0+builtin.vault" path=token/
namespace="ID: root. Path: "

2023-11-23T15:14:38.581+0530 [INFO] rollback: starting rollback
manager

2023-11-23T715:14:38.581+0530 [INFO] core: restoring leases
2023-11-23T15:14:38.582+0530 [INFO] expiration: lease restore
complete

2023-11-23T715:14:38.582+0530 [INFO] identity: entities restored
2023-11-23T15:14:38.582+0530 [INFO] identity: groups restored
2023-11-23T15:14:38.583+0530 [INFO] core: Recorded vault
version: vault version=1.14.0 upgrade time="2023-11-23
09:44:38.582881162 +0000 UTC" build date=2023-06-19T11:40:237
2023-11-23T15:14:38.583+0530 [INFO] <core: usage gauge collection
is disabled

2023-11-23T15:14:38.998+0530 [INFO] core: post-unseal setup
complete

2023-11-23T15:14:38.999+0530 [INFO] core: root token generated
2023-11-23T715:14:38.999+0530 [INFO] core: pre-seal teardown

starting

2023-11-23T15:14:38.999+0530 [INFO] rollback: stopping rollback
manager

2023-11-23T15:14:38.999+0530 [INFO] core: pre-seal teardown
complete

2023-11-23T715:14:39.311+0530 [INFO] core.cluster-listener.tcp:
starting listener: listener address=0.0.0.0:8201
2023-11-23T715:14:39.311+0530 [INFO] core.cluster-listener:

serving cluster requests: cluster listen address=[::]:8201
2023-11-23T15:14:39.312+0530 [INFO] <core: post-unseal setup
starting

2023-11-23T15:14:39.312+0530 [INFO] <core: loaded wrapping token
key

2023-11-23T715:14:39.312+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""

2023-11-23T715:14:39.313+0530 [INFO] core: successfully mounted:
type=system version="vl.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T715:14:39.313+0530 [INFO] core: successfully mounted:
type=identity version="v1.14.0+builtin.vault" path=identity/
namespace="ID: root. Path: "

2023-11-23T715:14:39.313+0530 [INFO] core: successfully mounted:
type=cubbyhole version="v1.14.0+builtin.vault" path=cubbyhole/
namespace="ID: root. Path: "
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2023-11-23T15:14:39.314+0530
type=token version="v1.14.0+builtin.vault" path=token/

namespace="1D:
:14:

2023-11-23T15
manager

2023-11-23T15:
2023-11-23T15:
2023-11-23T15:

complete

2023-11-23T15:
2023-11-23T15:

is disabled

2023-11-23T15:

complete

2023-11-23T15:14:39.

14:
14:
14:

14:
14:

14:

root.
39.

39
GO
39

39.
39.

39

Path: "
314+0530

314+0530
314+0530
314+0530

314+0530
315+0530

316+0530

316+0530

[INFO]

[INFO]
[INFO]
[INFO]

[INFO]

[INFO]
[INFO]

[INFO]

[INFO]

core: successfully mounted:

rollback: starting rollback
core: restoring leases
identity: entities restored

expiration: lease restore

identity: groups restored
core: usage gauge collection

core: post-unseal setup

core: vault is unsealed

Success! Uploaded policy: mcctb-policy
2023-11-23T15:14:39.795+0530
backend: path=approle/ type=approle version=""

[INFO]

core: enabled credential

Success! Enabled approle auth method at: approle/
2023-11-23T15:14:39.885+0530
namespace="" path=mcctb/ type=kv version=""

[INFO]

core: successful mount:

Success! Enabled the kv secrets engine at: mcctb/

Success! Data written to:

auth/approle/role/mcctb-app

Installing the NetApp-MetroCluster-Tiebreaker-Software-1.6-

1.x86 64.rpm

Preparing...

HHAFHSFA A A A AR H

Updating / installing...

1:NetApp-MetroCluster-Tiebreaker—-So#
FHAFHHEH AR H AR A

Performing file integrity check

id

[100%]

[100%]

etc/cron.weekly/metrocluster-tiebreaker-support is Ok

etc/cron.weekly/metrocluster-tiebreaker-support-cov is 0Ok

etc/init.d/netapp-metrocluster-tiebreaker-software is Ok

etc/init.d/netapp-metrocluster-tiebreaker-software-cov is Ok
etc/logrotate.d/mcctb is Ok
opt/netapp/mcctb/lib/common/activation-1.1.1.jar is Ok

opt/netapp/mcctb/lib/common/aopalliance.jar is Ok

opt/netapp/mcctb/lib/common/args4j.jar is Ok

opt/netapp/mcctb/lib/common/aspectjrt.jar is 0Ok

opt/netapp/mcctb/lib/common/aspectijweaver.jar is Ok

opt/netapp/mcctb/lib/common/asup.jar is Ok

opt/netapp/mcctb/lib/common/bcpkix-jdkl5on.jar is Ok

opt/netapp/mcctb/lib/common/becprov-jdkl5on.jar is Ok



opt/netapp/mcctb/lib/common/bcprov-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bectls-fips-1.0.13.jar is Ok
opt/netapp/mcctb/lib/common/bctls-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcutil-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/cglib.jar is Ok
opt/netapp/mcctb/lib/common/commons-codec.jar is Ok
opt/netapp/mcctb/lib/common/commons—-collections4.jar is Ok
opt/netapp/mcctb/1lib/common/commons-compress.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.src.jar is Ok
opt/netapp/mcctb/1ib/common/commons-dbcp2.jar is Ok
opt/netapp/mcctb/lib/common/commons—-io.jar is Ok
opt/netapp/mcctb/lib/common/commons-lang3.jar is Ok
opt/netapp/mcctb/lib/common/commons-logging.jar is Ok
opt/netapp/mcctb/lib/common/commons-pool2.jar is Ok
opt/netapp/mcctb/lib/common/guava.jar is Ok
opt/netapp/mcctb/lib/common/httpclient.jar is Ok
opt/netapp/mcctb/lib/common/httpcore.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.activation.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.xml.bind-api.jar is Ok
opt/netapp/mcctb/lib/common/java-xmlbuilder.jar is Ok
opt/netapp/mcctb/lib/common/javax.inject.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-api-2.3.1.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-core.jar is 0Ok
opt/netapp/mcctb/lib/common/jaxb-impl.jar is Ok
opt/netapp/mcctb/lib/common/jline.jar is Ok
opt/netapp/mcctb/lib/common/jna.jar is Ok
opt/netapp/mcctb/lib/common/joda-time.jar is Ok
opt/netapp/mcctb/lib/common/jsch.jar is Ok
opt/netapp/mcctb/lib/common/json.jar is Ok
opt/netapp/mcctb/lib/common/jsvc.zip is Ok
opt/netapp/mcctb/lib/common/junixsocket-common.jar is Ok
opt/netapp/mcctb/lib/common/junixsocket-native-common.jar is Ok
opt/netapp/mcctb/lib/common/logback-classic.jar is Ok
opt/netapp/mcctb/lib/common/logback-core.jar is Ok
opt/netapp/mcctb/lib/common/mail-1.6.2.jar is Ok
opt/netapp/mcctb/lib/common/mariadb-java-client.jar is Ok
opt/netapp/mcctb/lib/common/mcctb-mib.jar is Ok
opt/netapp/mcctb/lib/common/mcctb.jar is Ok
opt/netapp/mcctb/lib/common/mockito-core.jar is Ok
opt/netapp/mcctb/lib/common/slfd4j-api.jar is Ok
opt/netapp/mcctb/lib/common/snmp4]j.jar is Ok
opt/netapp/mcctb/lib/common/spring-aop.jar is Ok
opt/netapp/mcctb/lib/common/spring-beans.jar is Ok
opt/netapp/mcctb/lib/common/spring-context-support.jar is Ok
opt/netapp/mcctb/lib/common/spring-context.jar is Ok

11
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opt/netapp/mcctb/lib/common/spring-core.jar is Ok
opt/netapp/mcctb/lib/common/spring-expression.jar is 0Ok
opt/netapp/mcctb/lib/common/spring-web.jar is Ok
opt/netapp/mcctb/lib/common/vault-java-driver.jar is Ok
opt/netapp/mcctb/lib/common/xz.jar is Ok
opt/netapp/mcctb/lib/org.jacoco.agent-0.8.8-runtime.jar is Ok
opt/netapp/mcctb/bin/mcctb-asup-invoke is Ok
opt/netapp/mcctb/bin/mcctb postrotate is Ok
opt/netapp/mcctb/bin/netapp-metrocluster-tiebreaker-software-cli
is Ok

/

Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable netapp-
metrocluster-tiebreaker-software

Created symlink /etc/systemd/system/multi-
user.target.wants/netapp-metrocluster-tiebreaker-software.service
— /etc/systemd/system/netapp-metrocluster-tiebreaker-

software.service.

Attempting to start NetApp MetroCluster Tiebreaker software
services

Started NetApp MetroCluster Tiebreaker software services
Successfully installed NetApp MetroCluster Tiebreaker software

version 1.6.

IMPORTANT: Please ensure you store the following private key used
to decrypt audit logs securely in a safe location.

Consider the following recommendations:

- Save it to an encrypted storage device or file.

- Use strong, unique passwords to protect the storage device or
file.

- Restrict access to the private key file to authorized

individuals only.

The Private key is:



Tiebreaker 1.50*51.6~ D 7w I L —FK

Tiebreaker 1.5 7 b T 7D/N— 3 > % Tiebreaker 1617w I L — R 3 3ICIE. XOFIEHE
TLXEd,

FIE

a. TXROOAVVR%ZEFETLET, [rootlmcctb ~] # VI MITT7DT7vIFIL—REXRkDDS
OY7raxRRLET,

sh MetroClusterTiebreakerInstall-1.6

TyTIL—FHRRETIBE. ROBNANKRREINET,

Extracting the MetroCluster Tiebreaker installation/upgrade
archive

Install digest hash is Ok

Performing the MetroCluster Tiebreaker code signature check
Install code signature is Ok

Enter database user name : root

Please enter database password for root
Enter password:

Password updated successfully in the database.

Do you wish to generate your own public-private key pair for
encrypting audit log? [Y/N]: y

Generating public-private key pair...

Configuring Vault...

==> Vault shutdown triggered

2023-07-21T00:30:22.335+0530 [INFO] core: marked as sealed
2023-07-21T00:30:22.335+0530 [INFO] core: pre-seal teardown
starting

2023-07-21T00:30:22.335+0530 [INFO] rollback: stopping rollback
manager

2023-07-21T00:30:22.335+0530 [INFO] core: pre-seal teardown
complete

2023-07-21T00:30:22.335+0530 [INFO] <core: stopping cluster
listeners

2023-07-21T00:30:22.335+0530 [INFO] core.cluster-listener:
forwarding rpc listeners stopped

2023-07-21T00:30:22.375+0530 [INFO] core.cluster-listener: rpc
listeners successfully shut down

2023-07-21T00:30:22.375+0530 [INFO] core: cluster listeners
successfully shut down
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2023-07-21T00:30:22.376+0530 [INFO]
Starting vault server...

core: vault is sealed
==> Vault server configuration:

Api Address: <api address>
Cgo: disabled
Cluster Address: <cluster address>
Environment Variables: BASH FUNC which%%,
DBUS SESSION BUS ADDRESS, GODEBUG, HISTCONTROL, HISTSIZE, HOME,
HOSTNAME, HOST ACCOUNT, LANG, LESSOPEN, LOGNAME, LS COLORS, MAIL,
PATH, PWD, SHELL, SHLVL, SSH CLIENT, SSH CONNECTION, SSH TTY,
STAF TEMP DIR, TERM, USER, VAULT ADDR, VAULT TOKEN,
XDG_RUNTIME DIR, XDG SESSION ID, , vault Addr, which declare
Go Version: gol.20.5
Listener 1: tcp (addr: "0.0.0.0:8200", cluster

address: "0.0.0.0:8201", max request duration: "1m30s",

max request size: "33554432", tls: "enabled")
Log Level:
Mlock: supported: true, enabled: true

Recovery Mode: false
Storage: file
Version: Vault v1.14.0, built 2023-06-
19T11:40:237%

Version Sha:

13a649f860186dffe3£f3a4459814d87191efc321

==> Vault server started! Log data will stream in below:

2023-07-21T00:30:33.065+0530 [INFO] proxy environment:

http proxy="" https proxy="" no proxy=""
2023-07-21T00:30:33.098+0530 [INFO] core: Initializing version
history cache for core

2023-07-21T00:30:43.092+0530 [INFO] core: security barrier not
initialized

2023-07-21T00:30:43.092+0530 [INFO] core: seal configuration
missing, not initialized

2023-07-21T00:30:43.094+0530 [INFO] core: security barrier not
initialized

2023-07-21T00:30:43.096+0530 [INFO] core: security barrier

initialized: stored=1 shares=5 threshold=3
2023-07-21T00:30:43.098+0530 [INFO] core: post-unseal setup
starting

2023-07-21T00:30:43.124+0530 [INFO] core: loaded wrapping token
key

2023-07-21T00:30:43.124+0530 [INFO] <core: successfully setup

plugin catalog: plugin-directory=""



2023-07-21T00:30:43.124+0530 [INFO] core: no mounts; adding
default mount table

2023-07-21T00:30:43.125+0530 [INFO] core: successfully mounted:
type=cubbyhole version="v1.14.0+builtin.vault" path=cubbyhole/
namespace="ID: root. Path: "

2023-07-21T00:30:43.126+0530 [INFO] core: successfully mounted:
type=system version="vl.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-07-21T00:30:43.126+0530 [INFO] core: successfully mounted:
type=identity version="v1.14.0+builtin.vault" path=identity/
namespace="ID: root. Path: "

2023-07-21T00:30:43.129+0530 [INFO] core: successfully mounted:
type=token version="v1.14.0+builtin.vault" path=token/
namespace="ID: root. Path: "

2023-07-21T00:30:43.130+0530 [INFO] rollback: starting rollback

manager

2023-07-21T00:30:43.130+0530 [INFO] core: restoring leases
2023-07-21T00:30:43.130+0530 [INFO] identity: entities restored
2023-07-21T00:30:43.130+0530 [INFO] identity: groups restored
2023-07-21T00:30:43.131+0530 [INFO] <core: usage gauge collection

is disabled

2023-07-21T00:30:43.131+0530 [INFO] expiration: lease restore
complete

2023-07-21T00:30:43.131+0530 [INFO] core: Recorded vault
version: vault version=1.14.0 upgrade time="2023-07-20
19:00:43.131158543 +0000 UTC" build date=2023-06-19T11:40:23%Z
2023-07-21T00:30:43.371+0530 [INFO] core: post-unseal setup
complete

2023-07-21T00:30:43.371+0530 [INFO] core: root token generated
2023-07-21T00:30:43.371+0530 [INFO] core: pre-seal teardown
starting

2023-07-21T00:30:43.371+0530 [INFO] rollback: stopping rollback
manager

2023-07-21T00:30:43.372+0530 [INFO] core: pre-seal teardown
complete

2023-07-21T00:30:43.694+0530 [INFO] core.cluster-listener.tcp:
starting listener: listener address=0.0.0.0:8201
2023-07-21T00:30:43.695+0530 [INFO] core.cluster-listener:

serving cluster requests: cluster listen address=[::]:8201
2023-07-21T00:30:43.695+0530 [INFO] core: post-unseal setup
starting

2023-07-21T00:30:43.696+0530 [INFO] core: loaded wrapping token
key

2023-07-21T00:30:43.696+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""

2023-07-21T00:30:43.697+0530 [INFO] core: successfully mounted:
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type=system version="vl.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "
2023-07-21T00:30:43.698+0530 [INFO] core: successfully mounted:
type=identity version="v1.14.0+builtin.vault" path=identity/
namespace="ID: root. Path: "
2023-07-21T00:30:43.698+0530 [INFO] core: successfully mounted:
type=cubbyhole version="v1.14.0+builtin.vault" path=cubbyhole/
namespace="ID: root. Path: "
2023-07-21T00:30:43.701+0530 [INFO] core: successfully mounted:
type=token version="vl1.14.0+builtin.vault" path=token/
namespace="ID: root. Path: "
2023-07-21T00:30:43.701+0530 [INFO] rollback: starting rollback
manager
2023-07-21T00:30:43.702+0530 [INFO] core: restoring leases
2023-07-21T00:30:43.702+0530 [INFO] identity: entities restored
2023-07-21T00:30:43.702+0530 [INFO] expiration: lease restore
complete
2023-07-21T00:30:43.702+0530 [INFO] identity: groups restored
2023-07-21T00:30:43.702+0530 [INFO] core: usage gauge collection
is disabled
2023-07-21T00:30:43.703+0530 [INFO] core: post-unseal setup
complete
2023-07-21T00:30:43.703+0530 [INFO] core: vault is unsealed
Success! Uploaded policy: mcctb-policy
2023-07-21T00:30:44.226+0530 [INFO] core: enabled credential
backend: path=approle/ type=approle version=""
Success! Enabled approle auth method at: approle/
2023-07-21T00:30:44.315+0530 [INFO] core: successful mount:
namespace="" path=mcctb/ type=kv version=""
Success! Enabled the kv secrets engine at: mcctb/
Success! Data written to: auth/approle/role/mcctb-app
Upgrading to NetApp-MetroCluster-Tiebreaker-Software-1.6-
1.x86_ 64.rpm
Preparing...
FHAFHHEHSH A AR [100%]
Updating / installing...

1:NetApp-MetroCluster-Tiebreaker-
Soft###H#H#HHHHHAHHHFHHRHHEHSHHEHEE [ 50%]
Performing file integrity check
etc/cron.weekly/metrocluster-tiebreaker—-support is Ok
etc/cron.weekly/metrocluster-tiebreaker-support-cov is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software-cov is Ok
etc/logrotate.d/mcctb is Ok
opt/netapp/mcctb/lib/common/activation-1.1.1.jar is Ok
opt/netapp/mcctb/lib/common/aopalliance.jar is Ok



opt/netapp/mcctb/lib/common/args4j.jar is Ok
opt/netapp/mcctb/lib/common/aspectjrt.jar is Ok
opt/netapp/mcctb/lib/common/aspectjweaver.jar is Ok
opt/netapp/mcctb/lib/common/asup.jar is Ok
opt/netapp/mcctb/lib/common/bcpkix-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/becprov-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bctls-fips-1.0.13.jar is Ok
opt/netapp/mcctb/lib/common/bctls-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcutil-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/cglib.jar is Ok
opt/netapp/mcctb/lib/common/commons-codec.jar is Ok
opt/netapp/mcctb/lib/common/commons—-collections4.jar is Ok
opt/netapp/mcctb/1lib/common/commons-compress.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.src.jar is Ok
opt/netapp/mcctb/1lib/common/commons-dbcp2.jar is Ok
opt/netapp/mcctb/lib/common/commons—-io.jar is Ok
opt/netapp/mcctb/lib/common/commons-lang3.jar is Ok
opt/netapp/mcctb/1lib/common/commons-logging.jar is Ok
opt/netapp/mcctb/lib/common/commons-pool2.jar is Ok
opt/netapp/mcctb/lib/common/guava.jar is Ok
opt/netapp/mcctb/lib/common/httpclient.jar is Ok
opt/netapp/mcctb/lib/common/httpcore.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.activation.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.xml.bind-api.jar is Ok
opt/netapp/mcctb/lib/common/java-xmlbuilder.jar is Ok
opt/netapp/mcctb/lib/common/javax.inject.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-api-2.3.1.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-core.jar is 0Ok
opt/netapp/mcctb/lib/common/jaxb-impl.jar is Ok
opt/netapp/mcctb/lib/common/jline.jar is Ok
opt/netapp/mcctb/lib/common/jna.jar is Ok
opt/netapp/mcctb/lib/common/joda-time.jar is Ok
opt/netapp/mcctb/lib/common/jsch.jar is Ok
opt/netapp/mcctb/lib/common/json.jar is Ok
opt/netapp/mcctb/lib/common/jsvec.zip is Ok
opt/netapp/mcctb/lib/common/junixsocket-common.jar is Ok
opt/netapp/mcctb/lib/common/junixsocket-native-common.jar is Ok
opt/netapp/mcctb/lib/common/logback-classic.jar is Ok
opt/netapp/mcctb/lib/common/logback-core.jar is Ok
opt/netapp/mcctb/lib/common/mail-1.6.2.jar is Ok
opt/netapp/mcctb/lib/common/mariadb-java-client.jar is Ok
opt/netapp/mcctb/lib/common/mcctb-mib.jar is Ok
opt/netapp/mcctb/lib/common/mcctb.jar is Ok
opt/netapp/mcctb/lib/common/mockito-core.jar is Ok
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opt/netapp/mcctb/lib/common/slfd4j-api.jar is Ok
opt/netapp/mcctb/lib/common/snmp4]j.jar is Ok
opt/netapp/mcctb/lib/common/spring-aop.jar is Ok
opt/netapp/mcctb/lib/common/spring-beans.jar is Ok
opt/netapp/mcctb/lib/common/spring-context-support.jar is Ok
opt/netapp/mcctb/lib/common/spring-context.jar is Ok
opt/netapp/mcctb/lib/common/spring-core.jar is Ok
opt/netapp/mcctb/lib/common/spring-expression.jar is 0Ok
opt/netapp/mcctb/lib/common/spring-web.jar is Ok
opt/netapp/mcctb/lib/common/vault-java-driver.jar is Ok
opt/netapp/mcctb/lib/common/xz.jar is Ok
opt/netapp/mcctb/bin/mcctb postrotate is Ok
opt/netapp/mcctb/bin/netapp-metrocluster-tiebreaker-software-cli
is Ok

/

Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable netapp-
metrocluster-tiebreaker-software

Attempting to start NetApp MetroCluster Tiebreaker software
services
Started NetApp MetroCluster Tiebreaker software services
Successfully upgraded NetApp MetroCluster Tiebreaker software to
version 1.6.
Cleaning up / removing...

2:NetApp-MetroCluster-Tiebreaker-
Sof###fH###HHHHHHHHHHHHRHHEHFHHEH#SE [100%]

IMPORTANT: Please ensure you store the following private key used
to decrypt audit logs securely in a safe location.

Consider the following recommendations:

- Save it to an encrypted storage device or file.

- Use strong, unique passwords to protect the storage device or
file.

- Restrict access to the private key file to authorized

individuals only.

The Private key is:



Tiebreaker 1.4H0*51.6~ D 7w I L —FR

Tiebreaker 1.4Y 7 k9 T 7 D/N— 3 > % Tiebreaker 1.6127 v 5 L — R T 3ICIE. ROFIEICHE
WEd,

FIE

a. TROOAVVR%ZEFETLET, [rootlmcctb ~] # VI MITT7DT7vIFIL—RaXkDDS
OY7raxRRLET,

sh MetroClusterTiebreakerInstall-1.6

TyTIL—FHRRETIBE. ROBNANKRREINET,

Extracting the MetroCluster Tiebreaker installation/upgrade
archive

Install digest hash is Ok

Performing the MetroCluster Tiebreaker code signature check
Install code signature is Ok

Enter unix user account to use for the installation:
mcctbuseradminl

Unix user account "mcctbuseradminl" doesn't exist. Do you wish to
create "mcctbuseradminl" user account? [Y/N]: y

Unix account "mcctbuseradminl" created.

Changing password for user mcctbuseradminl.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

Enter database user name : root

Please enter database password for root
Enter password:

Password updated successfully in the database.

MetroCluster Tiebreaker requires unix user account
"mcctbuseradminl" to be added to the group "mcctbgrp" for admin
access.

Do you wish to add ? [Y/N]: y

Unix user account "mcctbuseradminl" added to "mcctbgrp".

Do you wish to generate your own public-private key pair for
encrypting audit log? [Y/N]: y

Generating public-private key pair...

Configuring Vault...

Starting vault server...

==> Vault server configuration:
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Api Address: <apil addess>
Cgo: disabled
Cluster Address: <cluster address>
Environment Variables: BASH FUNC which%%,
DBUS SESSION BUS ADDRESS, GODEBUG, HISTCONTROL, HISTSIZE, HOME,
HOSTNAME, HOST ACCOUNT, LANG, LESSOPEN, LOGNAME, LS COLORS, MAIL,
PATH, PWD, SHELL, SHLVL, SSH CLIENT, SSH CONNECTION, SSH TTY,
STAF TEMP DIR, TERM, USER, VAULT ADDR, VAULT TOKEN,
XDG_RUNTIME DIR, XDG SESSION ID, , vault Addr, which declare
Go Version: gol.20.5
Listener 1: tcp (addr: "0.0.0.0:8200", cluster

address: "0.0.0.0:8201", max request duration: "1m30s",
max request size: "33554432", tls: "enabled")
Log Level:
Mlock: supported: true, enabled: true
Recovery Mode: false
Storage: file
Version: Vault v1.14.0, built 2023-06-

19T11:40:237%
Version Sha:
13a649f860186dffe3f3a4459814d87191efc321

==> Vault server started!

Log data will stream in below:

2023-11-23T15:58:10.400+0530 [INFO] proxy environment:

http proxy="" https proxy="" no proxy=""
2023-11-23T715:58:10.432+0530 [INFO] core: Initializing version
history cache for core

2023-11-23T15:58:20.422+0530 [INFO] core: security barrier not
initialized

2023-11-23T15:58:20.422+0530 [INFO] core: seal configuration
missing, not initialized

2023-11-23T15:58:20.424+0530 [INFO] core: security barrier not
initialized

2023-11-23T15:58:20.425+0530 [INFO] core: security barrier

initialized: stored=1 shares=5 threshold=3
2023-11-23T15:58:20.427+0530 [INFO] core: post-unseal setup
starting

2023-11-23T15:58:20.448+0530 [INFO] core: loaded wrapping token
key

2023-11-23T15:58:20.448+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""

2023-11-23T15:58:20.448+0530 [INFO] core: no mounts; adding
default mount table

2023-11-23T15:58:20.449+0530 [INFO] core: successfully mounted:



type=cubbyhole version="v1.14.0+builtin.vault" path=cubbyhole/
namespace="ID: root. Path: "

2023-11-23T15:58:20.449+0530 [INFO] core: successfully mounted:
type=system version="vl.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T15:58:20.449+0530 [INFO] core: successfully mounted:
type=identity version="v1.14.0+builtin.vault" path=identity/
namespace="ID: root. Path: "

2023-11-23T15:58:20.451+0530 [INFO] core: successfully mounted:
type=token version="vl1.14.0+builtin.vault" path=token/
namespace="ID: root. Path: "

2023-11-23T15:58:20.452+0530 [INFO] rollback: starting rollback

manager

2023-11-23T15:58:20.452+0530 [INFO] core: restoring leases
2023-11-23T15:58:20.453+0530 [INFO] identity: entities restored
2023-11-23T15:58:20.453+0530 [INFO] identity: groups restored
2023-11-23T15:58:20.453+0530 [INFO] expiration: lease restore

complete

2023-11-23T15:58:20.453+0530 [INFO] core: usage gauge collection
is disabled

2023-11-23T15:58:20.453+0530 [INFO] core: Recorded vault
version: vault version=1.14.0 upgrade time="2023-11-23
10:28:20.453481904 +0000 UTC" build date=2023-06-19T11:40:23%Z
2023-11-23T715:58:20.818+0530 [INFO] core: post-unseal setup
complete

2023-11-23T15:58:20.819+0530 [INFO] core: root token generated
2023-11-23T15:58:20.819+0530 [INFO] core: pre-seal teardown
starting

2023-11-23T15:58:20.819+0530 [INFO] rollback: stopping rollback
manager

2023-11-23T715:58:20.819+0530 [INFO] core: pre-seal teardown
complete

2023-11-23T15:58:21.116+0530 [INFO] core.cluster-listener.tcp:
starting listener: listener address=0.0.0.0:8201
2023-11-23T715:58:21.116+0530 [INFO] core.cluster-listener:
serving cluster requests: cluster listen address=[::]:8201
2023-11-23T715:58:21.117+0530 [INFO] core: post-unseal setup
starting

2023-11-23T15:58:21.117+0530 [INFO] core: loaded wrapping token
key

2023-11-23T715:58:21.117+0530 [INFO] core: successfully setup
plugin catalog: plugin-directory=""

2023-11-23T15:58:21.119+0530 [INFO] core: successfully mounted:
type=system version="vl1.14.0+builtin.vault" path=sys/
namespace="ID: root. Path: "

2023-11-23T15:58:21.120+0530 [INFO] core: successfully mounted:
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type=identity version="v1.14.0+builtin.vault" path=identity/
namespace="ID: root. Path: "

2023-11-23T15:58:21.120+0530 [INFO] core: successfully mounted:
type=cubbyhole version="v1.14.0+builtin.vault" path=cubbyhole/
namespace="ID: root. Path: "

2023-11-23T15:58:21.123+0530 [INFO] core: successfully mounted:
type=token version="v1.14.0+builtin.vault" path=token/
namespace="ID: root. Path: "

2023-11-23T15:58:21.123+0530 [INFO] rollback: starting rollback

manager

2023-11-23T15:58:21.124+0530 [INFO] core: restoring leases
2023-11-23T715:58:21.124+0530 [INFO] identity: entities restored
2023-11-23T15:58:21.124+0530 [INFO] identity: groups restored
2023-11-23T15:58:21.124+0530 [INFO] expiration: lease restore

complete
2023-11-23T15:58:21.125+0530 [INFO] core: usage gauge collection
is disabled
2023-11-23T15:58:21.125+0530 [INFO] core: post-unseal setup
complete
2023-11-23T15:58:21.125+0530 [INFO] core: vault is unsealed
Success! Uploaded policy: mcctb-policy
2023-11-23T15:58:21.600+0530 [INFO] core: enabled credential
backend: path=approle/ type=approle version=""
Success! Enabled approle auth method at: approle/
2023-11-23T715:58:21.690+0530 [INFO] core: successful mount:
namespace="" path=mcctb/ type=kv version=""
Success! Enabled the kv secrets engine at: mcctb/
Success! Data written to: auth/approle/role/mcctb-app
Upgrading to NetApp-MetroCluster-Tiebreaker-Software-1.6-
1.x86_ 64.rpm
Preparing...
FHAFHHEHFH A A AR H RS [100%]
Updating / installing...

1:NetApp-MetroCluster-Tiebreaker-
Soft###HH###HHHHH#SHFHFHHRHHEHSHHEHSE [ 50%]
Performing file integrity check
etc/cron.weekly/metrocluster-tiebreaker-support is Ok
etc/cron.weekly/metrocluster-tiebreaker-support-cov is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software is Ok
etc/init.d/netapp-metrocluster-tiebreaker-software-cov is Ok
etc/logrotate.d/mcctb is Ok
opt/netapp/mcctb/lib/common/activation-1.1.1.jar is Ok
opt/netapp/mcctb/lib/common/aopalliance.jar is Ok
opt/netapp/mcctb/lib/common/args4j.jar is Ok
opt/netapp/mcctb/lib/common/aspectjrt.jar is 0Ok
opt/netapp/mcctb/lib/common/aspectijweaver.jar is Ok



opt/netapp/mcctb/lib/common/asup.jar is Ok
opt/netapp/mcctb/lib/common/becpkix-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/bcprov-jdkl5on.jar is Ok
opt/netapp/mcctb/lib/common/becprov-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bctls-fips-1.0.13.Jar is Ok
opt/netapp/mcctb/lib/common/bctls-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/bcutil-jdkl8on.jar is Ok
opt/netapp/mcctb/lib/common/cglib.jar is Ok
opt/netapp/mcctb/lib/common/commons-codec.jar is Ok
opt/netapp/mcctb/lib/common/commons—-collections4.jar is Ok
opt/netapp/mcctb/1lib/common/commons-compress.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.jar is Ok
opt/netapp/mcctb/lib/common/commons-daemon.src.jar is Ok
opt/netapp/mcctb/1lib/common/commons-dbcp2.jar is Ok
opt/netapp/mcctb/lib/common/commons—-io.jar is Ok
opt/netapp/mcctb/lib/common/commons-lang3.jar is Ok
opt/netapp/mcctb/lib/common/commons-logging.jar is Ok
opt/netapp/mcctb/lib/common/commons-pool2.jar is Ok
opt/netapp/mcctb/lib/common/guava.jar is Ok
opt/netapp/mcctb/lib/common/httpclient.jar is Ok
opt/netapp/mcctb/lib/common/httpcore.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.activation.jar is Ok
opt/netapp/mcctb/lib/common/jakarta.xml.bind-api.jar is Ok
opt/netapp/mcctb/lib/common/java-xmlbuilder.jar is Ok
opt/netapp/mcctb/lib/common/javax.inject.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-api-2.3.1.jar is Ok
opt/netapp/mcctb/lib/common/jaxb-core.jar is 0Ok
opt/netapp/mcctb/lib/common/jaxb-impl.jar is Ok
opt/netapp/mcctb/lib/common/jline.jar is Ok
opt/netapp/mcctb/lib/common/jna.jar is Ok
opt/netapp/mcctb/lib/common/joda-time.jar is Ok
opt/netapp/mcctb/lib/common/jsch.jar is Ok
opt/netapp/mcctb/lib/common/json.jar is Ok
opt/netapp/mcctb/lib/common/jsvc.zip is Ok
opt/netapp/mcctb/lib/common/junixsocket-common.jar is Ok
opt/netapp/mcctb/lib/common/junixsocket-native-common.jar is Ok
opt/netapp/mcctb/lib/common/logback-classic.jar is Ok
opt/netapp/mcctb/lib/common/logback-core.jar is Ok
opt/netapp/mcctb/lib/common/mail-1.6.2.jar is Ok
opt/netapp/mcctb/lib/common/mariadb-java-client.jar is Ok
opt/netapp/mcctb/lib/common/mcctb-mib.jar is Ok
opt/netapp/mcctb/lib/common/mcctb.jar is Ok
opt/netapp/mcctb/lib/common/mockito-core.jar is Ok
opt/netapp/mcctb/lib/common/slfd4j-api.jar is Ok
opt/netapp/mcctb/lib/common/snmp4j.jar is Ok
opt/netapp/mcctb/lib/common/spring-aop.jar is Ok
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opt/netapp/mcctb/lib/common/spring-beans.jar is Ok
opt/netapp/mcctb/lib/common/spring-context-support.jar is Ok
opt/netapp/mcctb/lib/common/spring-context.jar is Ok
opt/netapp/mcctb/lib/common/spring—-core.jar is Ok
opt/netapp/mcctb/lib/common/spring-expression.jar is Ok
opt/netapp/mcctb/lib/common/spring-web.jar is Ok
opt/netapp/mcctb/lib/common/vault-java-driver.jar is Ok
opt/netapp/mcctb/lib/common/xz.jar is Ok
opt/netapp/mcctb/lib/org.jacoco.agent-0.8.8-runtime.jar is Ok
opt/netapp/mcctb/bin/mcctb-asup-invoke is Ok
opt/netapp/mcctb/bin/mcctb postrotate is Ok
opt/netapp/mcctb/bin/netapp-metrocluster-tiebreaker-software-cli
is Ok

/

Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.

Executing: /usr/lib/systemd/systemd-sysv-install enable netapp-
metrocluster-tiebreaker-software

Attempting to start NetApp MetroCluster Tiebreaker software
services
Started NetApp MetroCluster Tiebreaker software services
Successfully upgraded NetApp MetroCluster Tiebreaker software to
version 1.6.
Cleaning up / removing...

2:NetApp-MetroCluster-Tiebreaker-
Sof###fH#HHHHFHHHHHHHHHRHHSHRHHEHAHE [100%]

IMPORTANT: Please ensure you store the following private key
used to decrypt audit logs securely in a safe location.
Consider the following recommendations:

- Save it to an encrypted storage device or file.

- Use strong, unique passwords to protect the storage device or
file.

- Restrict access to the private key file to authorized

individuals only.

The Private key is:



Tiebreaker 1.5 /(314D 1> X k=)L

ONTAP APIB K U'SSHADBIE7 IVt A%/ ELETT
ONTAP APIBE K USSHADEIB 7V AR ETCETE T,

FlE
1. ONTAPAPI7 7t R ZFDOBBEIL—H%EHL £ 9, security login create -user-or-group

-name mcctb -application ontapi -authentication-method password

2. SSH7 7 A% #FDOEBEI—HE{ER L E o security login create -user-or-group-name

mcctb -application ssh -authentication-method password
3 FHLVWEBEI—HYHIMER SN 2L £ T, security login show
4 N—b+bF—0FRETRILCFIEZEDRLEFT,

() rEms@mEe RBAC SRETNET,

MetroCluster Tiebreaker OKZERERE T VA —ILLET

TiebreakerV 7 b Dz 7% AV A M—=ILEXIET7 v I L —RI3HEIC. KX EDLinux
FRL—=T 4 2T AT LICKRLE T, MySQLYF — /N F fldMariaDBF—/\%Z 1 > X b—
IWTBRNELNHD XTI,

FIE
1. JREZAVR—ILLET,

JREZA VA M=)LLET
2. VaultZ1 A L—=JLLTERELE T,
VaultZ# 1 XA h—=)LLTHRELEFT

3. MySQL H—/\F7zlE MariaDB H—N\%Z 41 > X b—=I)LL T,

Linux RX bDEEIZ. TY 3

Red Hat Enterprise Linux 7/  MySQL % > X k—JL
CentOS 7.

Red Hat Enterprise Linux 6 F7zl& CentOS 7 A®D MySQL Server 5.5.30
PBEELUE7XxN—2a3 D1 VA =)L

Red Hat Enterprise Linux 8 MariaDB #f > X b—JLLET

Red Hat Enterprise Linux 8 A® MariaDB % —/\XD1 > X k=)L
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JREZAM VA R—JLLEXT
TiebreakerV 7 b D x 72 A VA M=ILEIET7 Vv TSI L—RTBHIC. RAM AT LICIREZ A VR b—

ILTBRENHD X9, Tiebreaker 1.4LFIZETLTVWABR L AT LDZEIE. JRESZZEITLX
9, Tiebreaker 1.5UFERITLTVWBE T X T LDBEIE. OpendDK 17, 18, F7/IF19%ETLET,

() ROBOBAIJIRE180ERLTVET, (RES) .

FIE

1. Trooty A—% Ff-ifadvancedERE— RICEECTCEF Bsudol—HrLTOdr>LFd,

login as: root
root@mcctb's password:

Last login: Fri Jan 8 21:33:00 2017 from host.domain.com

2. EAFRELRIJREN—S g Y ESELE T,

yum search openjdk

3. 41>V X b—)LY BTiebreaker®/N— 3 VIIWET BIREN—J 3 &2 VA R—=ILLET,

yum install java-<version>-openjdk.x86 64
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[root@mcctb ~]# yum install java-1.8.0-openjdk.x86 64

Loaded plugins: fastestmirror, langpacks

Loading mirror speeds from cached hostfile
shortened. ...

Dependencies Resolved

Package Arch Version Repository Size
Installing:
java-1.8.0-openjdk x86 64 1:1.8.0.144-0.b01.el7 4 updates 238 k

Transaction Summary

Install 1 Package (+ 4 Dependent packages)

Total download size: 34 M
Is this ok [y/d/N]: y

Installed:

java-1.8.0-openjdk.x86 64 1:1.8.0.144-0.b01.el7 4
Complete!

Vaultz 1 > X b—JLLCEREL XS

O—AILDOR=IL b F—N—ZF>TLWERWEE., £LIEERTIHEIE. R—ILc A VA M—=ILT3HE
NHDFETo VautD1 > XA b—JLICDWVWTIE. COREDFIE Z2SBL TSIV, BIOAIRFZA2ICD
W Tl&. HashicorpD- > X b—ILF|EZ BB L T T,

XY RT=DICNY I T7y TH—N\HOH3%58E. TEDNVIT7Y TaERTZED
@ ICMetroCluster Tiebreaker’ R X R % RETE X, CDHBEE. KA MIVaultz1 VXA =)L T
BZREIIHD FH A

FIE
1. ICBBLET /binTa LI R .

[root@mcctb] cd /bin

2. VaultzipZ 77 L= o>O—RFLET,

[root@mcctb /bin]l# curl -sO
https://releases.hashicorp.com/vault/1.12.2/vault 1.12.2 linux amd64.zip
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7.

8.

28

R=ILbT 7ML ZBRRLET,

[root@mcctb /bin]l# unzip vault 1.12.2 linux amd64.zip
Archive: wvault 1.12.2 linux amd64.zip
inflating: wvault

. ’l"/Z I‘_}L%Eﬁggbijo

[root@mcctb /binl# vault -version
Vault v1.12.2 (415elfe3118eebdbdfocb60dl3defdc0laal77b03),
23T12:53:467

ICBELET /root T LI KU .

[root@mcctb /bin] cd /root

ALY TaFxalL—>a3>T7AIL%E /root T4 LT R,

built 2022-11-

T [root@mecetb ~] FAYFRHARRZINALS. XOOATY FZIE—LTEITL. config.hcl 7

71

# cat > config.hcl << EOF
storage "file" {
address = "127.0.0.1:8500"
path = "/mcctb vdata/data"
}
listener "tcp" {
address = "127.0.0.1:8200"
tls disable 1
}
EOF

R=IL b —N—ZEELFzT,

[root@mcctb ~] wvault server -config config.hcl &

R=IE7RLRAZIVRR—LLEFT,

[root@mcctb ~]# export VAULT ADDR="http://127.0.0.1:8200"



9. VaultZ #JEAIL L £ 9

[root@mcctb ~]# vault operator init

2022-12-15T14:57:22.113+0530 [INFO]
initialized
2022-12-15T14:57:22.113+0530 [INFO]
not initialized
2022-12-15T14:57:22.114+0530 [INFO]
initialized
2022-12-15T14:57:22.116+0530 [INFO]
stored=1 shares=5 threshold=3
2022-12-15T14:57:22.118+0530 [INFO]
2022-12-15T14:57:22.137+0530 [INFO]
2022-12-15T14:57:22.137+0530 [INFO]

core: security barrier not

core: seal configuration missing,
core: security barrier not

core: security barrier initialized:
core: post-unseal setup starting
core: loaded wrapping token key
core: Recorded vault version: vault

version=1.12.2 upgrade time="2022-12-15 09:27:22.137200412 +0000 UTC"

build date=2022-11-23T12:53:46%Z

2022-12-15T14:57:22.137+0530 [INFO] <core: successfully setup plugin
catalog: plugin-directory=""

2022-12-15T14:57:22.137+0530 [INFO] core: no mounts; adding default
mount table

2022-12-15T714:57:22.143+0530 [INFO] core: successfully mounted backend:
type=cubbyhole version="" path=cubbyhole/

2022-12-15T14:57:22.144+0530 [INFO] core: successfully mounted backend:
type=system version="" path=sys/

2022-12-15T14:57:22.144+0530 [INFO] core: successfully mounted backend:
type=identity version="" path=identity/

2022-12-15T714:57:22.148+0530 [INFO] core: successfully enabled

credential backend: type=token version=""

root. Path: "
2022-12-15T14:57:22.149+0530 [INFO]
2022-12-15T14:57:22.149+0530 [INFO]
2022-12-15T14:57:22.150+0530 [INFO]
2022-12-15T14:57:22.150+0530 [INFO]
2022-12-15T14:57:22.150+0530 [INFO]
2022-12-15T14:57:22.151+0530 [INFO]
disabled
2022-12-15T14:57:23.385+0530 [INFO]
2022-12-15T14:57:23.387+0530 [INFO]
2022-12-15T14:57:23.387+0530 [INFO]
2022-12-15T14:57:23.387+0530 [INFO]
2022-12-15T14:57:23.387+0530 [INFO]

Unseal Key 1: <unseal key 1 id>
Unseal Key 2: <unseal key 2 id>
Unseal Key 3: <unseal key 3 id>
Unseal Key 4: <unseal key 4 id>
Unseal Key 5: <unseal key 5 id>

path=token/ namespace="1ID:

rollback:
restoring leases

starting rollback manager
core:
expiration: lease restore complete
identity: entities restored

identity: groups restored

core: usage gauge collection is
core: post-unseal setup complete
core: root token generated

core: pre-seal teardown starting
rollback: stopping rollback manager
core: pre-seal teardown complete
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Initial Root Token: <initial root token id>

Vault initialized with 5 key shares and a key threshold of 3. Please
securely

distribute the key shares printed above. When the Vault is re-sealed,
restarted, or stopped, you must supply at least 3 of these keys to
unseal it

before it can start servicing requests.

Vault does not store the generated root key. Without at least 3 keys to
reconstruct the root key, Vault will remain permanently sealed!

It is possible to generate new unseal keys, provided you have a quorum
of
existing unseal keys shares. See "vault operator rekey" for more

information.

@ F—IDEHHAIL— b =T Vi, BTFIETHEATET 5L SIS, BERL TRERBAFAICE
FIB3HENDDET,

10. R=ILhIL—bb—0>%ZIIRAR—bLET,

[root@mcctb ~]# export VAULT TOKEN="<initial root token id>"

M. ERENT/520F—DS5E30%FEAL TVaultd > — L= #EBR L £ 9,

30

HERITITBIHENDHD £9 vault operator unseal 3DDF—FNZFNICH L TROIATY REFERT
LX9d,

a RUIDF—ZEALTR-IL DI —ILZBRLE T,



[root@mcctb ~]# wvault operator unseal
Unseal Key (will be hidden) :

Key Value

Seal Type shamir
Initialized true

Sealed true

Total Shares 5

Threshold 3

Unseal Progress 1/3

Unseal Nonce <unseal key 1 id>
Version 1.12.2

Build Date 2022-11-23T12:53:46%
Storage Type file

HA Enabled false

b. 2BBDF*—%ZFEAL TR—IL LD —ILEBRLE T

[root@mcctb ~]# vault operator unseal
Unseal Key (will be hidden) :

Key Value

Seal Type shamir
Initialized true

Sealed true

Total Shares 5

Threshold 3

Unseal Progress 2/3

Unseal Nonce <unseal key 2 id>
Version 1.12.2

Build Date 2022-11-23T12:53:467%
Storage Type file

HA Enabled false

C. 3FBDF—ZFERLTR—IL LD —ILZ@ERLE T,



[root@mcctb ~]# wvault operator unseal

Unseal Key

(will be hidden) :
2022-12-15T15:15:00.980+0530

[INFO]

core.cluster-listener.tcp:

starting listener: listener address=127.0.0.1:8201

2022-12-15T15:

cluster requests:

15

:00.980+0530 [INFO]

core.cluster-listener:
cluster listen address=127.0.0.1:8201

serving

2022-12-15T15:15:00.981+0530 [INFO] core: post-unseal setup starting
2022-12-15T15:15:00.981+0530 [INFO] core: loaded wrapping token key
2022-12-15T15:15:00.982+0530 [INFO] <core: successfully setup plugin
catalog: plugin-directory=""

2022-12-15T715:15:00.983+0530 [INFO] core: successfully mounted
backend: type=system version="" path=sys/
2022-12-15T715:15:00.984+0530 [INFO] core: successfully mounted
backend: type=identity version="" path=identity/
2022-12-15T715:15:00.984+0530 [INFO] core: successfully mounted
backend: type=cubbyhole version="" path=cubbyhole/
2022-12-15T715:15:00.986+0530 [INFO] core: successfully enabled
credential backend: type=token version="" path=token/ namespace="1ID:
root. Path: "

2022-12-15T15:15:00.986+0530 [INFO] rollback: starting rollback
manager

2022-12-15T715:15:00.987+0530 [INFO] core: restoring leases
2022-12-15T15:15:00.987+0530 [INFO] expiration: lease restore
complete

2022-12-15T715:15:00.987+0530 [INFO] identity: entities restored
2022-12-15T15:15:00.987+0530 [INFO] identity: groups restored
2022-12-15T15:15:00.988+0530 [INFO] core: usage gauge collection is
disabled

2022-12-15T15:15:00.989+0530 [INFO] <core: post-unseal setup complete
2022-12-15T15:15:00.989+0530 [INFO] core: vault is unsealed

Key Value

Seal Type shamir

Initialized true

Sealed false

Total Shares 5

Threshold 3

Version 1.12.2

Build Date 2022-11-23T12:53:46%

Storage Type file

Cluster Name
Cluster ID
HA Enabled

vault-cluster
<cluster id>
false

12. Vault sealed R 77— X H¥alse THBD & =B L F 9,
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[root@mcctb ~]# vault status

Key

Seal Type
Initialized
Sealed

Total Shares
Threshold
Version
Build Date
Storage Type
Cluster Name
Cluster 1ID
HA Enabled

Value

1.12.2
2022-11-23T12:53:467
file

vault-cluster
<cluster id>

false

13. EEFICEEN T A LS ICVaulth —EXEZRELE T,

aRDIANYVRZEITLET, cd /etc/systemd/system

[root@mcctb ~]# cd /etc/systemd/system

b. T [root@mcctb system] ROIAX Y RE OV MRKRL.

EXT 71 2R L £T,

# cat > vault.service << EOF
[Unit]
Description=Vault Service

After=mariadb.service

[Service]

Type=forking

JE—LTRITLT. R=JL by —

ExecStart=/usr/bin/vault server -config /root/config.hcl &

Restart=on-failure

[Install]
WantedBy=multi-user.target
EQOF

CROIAX >V R%EZETLET,

systemctl daemon-reload

[root@mcctb system]# systemctl daemon-reload

d XOIAvYRERTLET,

systemctl enable vault.service
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[root@mcctb system]# systemctl enable vault.service
Created symlink /etc/systemd/system/multi-
user.target.wants/vault.service — /etc/systemd/system/vault.service.

MetroCluster Tiebreaker® 1 > X b —JLEFIC. COEEEFERITBILSIKOSNE
(D o VautD > —IL % RIRT B2 HE%ZE T 3%551E. MetroCluster TiebreakerV 7 k™
IT7%HTUAVAN=ILLTBAI VYA M=ILTEIRNRELNHD £,

Red Hat Enterprise Linux 6 X7zl CentOS 7 A MySQL Server 5.5.30 LIS LV 5.7x N\—2 3> D1V A =)L

Tiebreaker V 7 bz 7% A VA =L EET7 v I L — R BHII. RAX M2 XTLIC MySQL Server
5530 IS LU 56X N—3 EA VA M—ILTEZRELRHD £,

FiE
1. root1—4 F 7=Idadvancedt&RE— RICEECTE dsudol—H LTOJ1> L £,

login as: root
root@mcctb's password:
Last login: Fri Jan 8 21:33:00 2016 from host.domain.com

2. IRA MY RTLICMySQL DR bUZEBMLF Y,

[root@mcctb~]#yum localinstall\https://dev.mysgl.com/get/mysgl57-community-
release-el6-11.noarch.rpm
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Loaded plugins: product-id, refresh-packagekit, security, subscription-
manager

Setting up Local Package Process

Examining /var/tmp/yum-root-LLUwOr/mysql-community-release-el6-
5.noarch.rpm: mysgl-community-release-el6-5.noarch

Marking /var/tmp/yum-root-LLUwOr/mysqgl-community-release-el6-
5.noarch.rpm to be installed

Resolving Dependencies

--> Running transaction check

-—--> Package mysgl-community-release.noarch 0:el6-5 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version
Repository

Installing:
mysgl-community-release
noarch el6-5 /mysgl-community-release-el6-
5.noarch 4.3 k
Transaction Summary

Install 1 Package (s)
Total size: 4.3 k
Installed size: 4.3 k

Is this ok [y/N]: y
Downloading Packages:
Running rpm check debug
Running Transaction Test
Transaction Test Succeeded
Running Transaction

Installing : mysgl-community-release-el6-5.noarch
1/1

Verifying : mysqgl-community-release-el6-5.noarch
1/1
Installed:

mysgl-community-release.noarch 0:el6-5
Complete!

3. MySQL57URS MU ZEEMCLET,
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[root@mcctb~]#yum-config -manager-disable mysgl57-community

4. MySQL56 )R M) ZBMLET,

[root@mcctb~] #yum-config -manager-enable mysgl56-community

S. URI M ZBMIILET,

[root@mcctb~]# yum repolist enabled | grep "mysgl.-community."

mysgl-connectors-community MySQL Connectors Community
21

mysgl-tools-community MySQL Tools Community

35

mysqgl56-community MySQL 5.6 Community Server
231

6. MySQL Community Server Z-f X b—JLL 9,

36

‘[root@mecctb~J# yum (& mysgl-community-server 1 > X c—JLLET

Loaded plugins: product-id, refresh-packagekit, security, subscription-
manager

This system is not registered to Red Hat Subscription Management. You
can use subscription-manager

to register.

Setting up Install Process

Resolving Dependencies

--> Running transaction check

-—-> Package mysgl-community-libs-compat.x86 64 0:5.6.29-2.el6 will be
obsoleting

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository
Size
Installing:
mysgl-community-client x86 64 5.6.29-2.el6 mysglb6-community
18 M
replacing mysqgl.x86 64 5.1.71-1.el6
mysqgl-community-1libs x86 64 5.6.29-2.el6 mysglb6-community
1.9 M



replacing mysgl-libs.x86 64 5.1.71-1.el6

mysgl-community-libs-compat x86 64 5.6.29-2.el6 mysgl56-community
1.6 M

replacing mysgl-libs.x86 64 5.1.71-1.el6
mysgl-community-server x86 64 5.6.29-2.el6 mysglS56-community
53 M

replacing mysgl-server.x86 64 5.1.71-1.el6
Installing for dependencies:
mysgl-community-common x86 64 5.6.29-2.el6 mysglS6-community
308 k

Transaction Summary

Install 5 Package (s)
Total download size: 74 M
Is this ok [y/N]: y
Downloading Packages:

(1/5): mysgl-community-client-5.6.29-2.e16.x86 64.rpm | 18 MB
00:28
(2/5) : mysgl-community-common-5.6.29-2.e16.x86 64.rpm | 308 kB
00:01
(3/5) : mysgl-community-1libs-5.6.29-2.el16.x86 64.rpm | 1.9 MB
00:05
(4/5) : mysgl-community-libs-compat-5.6.29-2.e16.x86 64.rpm | 1.6 MB
00:05
(5/5) : mysgl-community-server-5.6.29-2.e16.x86 64.rpm | 53 MB
03:42
Total 289 kB/s | 74 MB
04:24

warning: rpmts HdrFromFdno: Header V3 DSA/SHAl Signature, key ID
<key id> NOKEY
Retrieving key from file:/etc/pki/rpm-gpg/RPM-GPG-KEY-mysqgl
Importing GPG key 0x5072E1F5:

Userid : MySQL Release Engineering <mysgl-build@oss.oracle.com>
Package: mysgl-community-release-el6-5.noarch

(@/mysgl-community-release-el6-5.noarch)

From : file:/etc/pki/rpm-gpg/RPM-GPG-KEY-mysqgl

Is this ok [y/N]: y
Running rpm check debug
Running Transaction Test

Transaction Test Succeeded
Running Transaction
Installing : mysgl-community-common-5.6.29-2.e16.x86 64



7.

38

....0utput truncated....

l.el6.x86_ 64

7/8
Verifying : mysgl-5.1.71-1.el6.x86 64

8/8

Installed:
mysgl-community-client.x86 64 0:5.6.29-2.el6
mysgl-community-1libs.x86 64 0:5.6.29-2.el6
mysqgl-community-libs-compat.x86 64 0:5.6.29-2.el6
mysgl-community-server.x86 64 0:5.6.29-2.el6

Dependency Installed:
mysgl-community-common.x86 64 0:5.6.29-2.el6

Replaced:
mysgl.x86 64 0:5.1.71-1.el6 mysqgl-libs.x86 64 0:5.1.71-1.el6
mysql-server.x86 64 0:5.1.71-1.el6

Complete!

MySQL H—N\ZiEHL £7,

‘[root@mcctb~# H—E X mysqld BEtEHE



Initializing MySQL database: 2016-04-05 19:44:38 0 [Warning] TIMESTAMP
with implicit DEFAULT value is deprecated. Please use
-—explicit defaults for timestamp server option (see documentation
for more details).
2016-04-05 19:44:38 0 [Note] /usr/sbin/mysgld (mysgld 5.6.29)
starting as process 2487
2016-04-05 19:44:38 2487 [Note] InnoDB: Using atomics to ref count
buffer pool pages
2016-04-05 19:44:38 2487 [Note] InnoDB: The InnoDB memory heap is
disabled
....0utput truncated....
2016-04-05 19:44:42 2509 [Note] InnoDB: Shutdown completed; log sequence
number 1625987

PLEASE REMEMBER TO SET A PASSWORD FOR THE MySQL root USER!
To do so, start the server, then issue the following commands:

/usr/bin/mysgqladmin -u root password 'new-password'
/usr/bin/mysqladmin -u root -h mcctb password 'new-password'

Alternatively, you can run:
/usr/bin/mysql secure installation

which will also give you the option of removing the test
databases and anonymous user created by default. This is
strongly recommended for production servers.

..... Output truncated.....

WARNING: Default config file /etc/my.cnf exists on the system
This file will be read by default by the MySQL server

If you do not want to use this, either remove it, or use the
-—defaults-file argument to mysgld safe when starting the server

[ OK ]
Starting mysqgld: [ OK ]

8. MySQL # —NAEFENTNB L #HRL £ T,

‘[root@mecctb~J# ' —E X mysqgld X 7—&X X

mysgld (pid 2739) is running...

9 EXal)FT s ENRT—REHRELFT,

[root@mcctb~]#mysgl secure install
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NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MySQL
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MySQL to secure it, we'll need the current
password for the root user. If you've just installed MySQL, and
you haven't set the root password yet, the password will be blank,
so you should just press enter here.

Enter current password for root (enter for none): <== on default
install
hit enter here

OK, successfully used password, moving on...

Setting the root password ensures that nobody can log into the MySQL
root user without the proper authorization.

Set root password? [Y/n] y

New password:

Re-enter new password:

Password updated successfully!

Reloading privilege tables..
Success!

By default, a MySQL installation has an anonymous user, allowing anyone
to log into MySQL without having to have a user account created for
them. This is intended only for testing, and to make the installation
go a bit smoother. You should remove them before moving into a

production environment.

Remove anonymous users? [Y/n] y

Success!

Normally, root should only be allowed to connect from 'localhost'.
This
ensures that someone cannot guess at the root password from the

network.

Disallow root login remotely? [Y/n] y

Success!

By default, MySQL comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed
before moving into a production environment.

Remove test database and access to it? [Y/n] y
- Dropping test database...
ERROR 1008 (HYO000) at line 1: Can't drop database 'test';



database doesn't exist
Failed! Not critical, keep moving...
- Removing privileges on test database...
Success!

Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.

Reload privilege tables now? [Y/n] y

Success!

All done! If you've completed all of the above steps, your MySQL
installation should now be secure.

Thanks for using MySQL!

Cleaning up...

10. MySQL O+ > h'HEEL TV B C E #HRBL £ J.

I [root@mcctb~J#mysql-u root — p°

Enter password: <configured password>

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 17

Server version: 5.6.29 MySQL Community Server (GPL)

Copyright (c) 2000, 2016, Oracle and/or its affiliates. All rights
reserved.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input
statement.
mysqgl>

MySQL OF 1 VHEEL TWBFE. HAlE TMySQL> 1 7O TRTLET,

MySQL D BEEBERE DB ML

MySQLT—E VICH L TEEERHEENBNICR > TWB I EHRTIHERHD FT, MySQL T—E >

EHBMICT B L. MetroCluster Tiebreaker V 7 b T 7HA VA M=ILENTWVWB Y XT L) T—r LT

%A MySQL A EEINICHEESIINE T, MySQL T—EVHERITINTUVARWES. Tiebreaker V 7 +7
TIIEISHEEIRITINE TN, BEFHLEDREEZTELEDTBZIIETEE A
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ATFw S
1. MySQL W' 7 — FESICEEICIREET A EDBEMICAR > TVWBR I e #EELE T

I [root@mcctb~]# systemctl list-buny-files mysqgld.service | £ AFIL F 9

UNIT FILE State

mysgld.service enabled

7 — MRFIC MySQL Z BHEITREEN T 2 C E D EMICHE > TLARWEEIE. MySQL D RF a1 X h &R
LT. EEEsEzEMICLTIEEL,
Red Hat Enterprise Linux 8 A® MariaDB —/\D+1 > X k=)L

Tiebreaker V7 b D x 7% A VA —=ILEIET v T L —RTBHIC. KRR M2 AT LIC MariaDB H—/\
HEAVIAM=ILTBIRELHD XY,

EEZ IR Y SHIIC
KRR ;S X7 Lh' Red Hat Enterprise Linux (RHEL) 8 TEITENTWLWARENHD 7,

FlE
1. xLTaOd14>LET root A—H F7-IdadvancediEfEE— KR TsudoZx E{TTEF 31—,

login as: root
root@mcctb's password:
Last login: Fri Jan 8 21:33:00 2017 from host.domain.com

1. MariaDBY—/\%Z41 > X b—I)LLF T,

‘[root@mecctb~J#yum (& MariaDB -serverx86 64 =1 > A —JLLET

[root@mcctb ~]# yum install mariadb-server.x86 64
Loaded plugins: fastestmirror, langpacks

Package Arch Version Repository
Size
Installing:
mariadb-server x86 64 1:5.5.56-2.el7 base
11 M
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Installing for dependencies:

Transaction Summary

Install 1 Package (+8 Dependent packages)
Upgrade ( 1 Dependent package)

Total download size: 22 M
Is this ok [y/d/N]: y

Downloading packages:

No Presto metadata available for base warning:

/var/cache/yum/x86 64/7/base/packages/mariadb-1libs-5.5.56-

2.el17.x86 64.rpm:

Header V3 RSA/SHA256 Signature,

key ID f4a80eb5: NOKEY] 1.4 MB/s | 3.3 MB 00:00:13 ETA

Public key for mariadb-1ibs-5.5.56-2.el17.x86 64.rpm is not installed
(1/10) : mariadb-1libs-5.5.56-2.el17.x86 64.rpm | 757 kB 00:00:01

(10/10) : perl-Net-Daemon-0.48-5.el7.noarch.rpm| 51 kB 00:00:01

Installed:
mariadb-server.x86 64 1:5.5.56-2.el7

Dependency Installed:

mariadb.x86 64 1:5.5.56-2.el7
perl-Compress-Raw-Bzip2.x86 64 0:2.061-3.el7
perl-Compress-Raw-Z1ib.x86 64 1:2.061-4.el7
perl-DBD-MySQL.x86 64 0:4.023-5.el7
perl-DBI.x86 64 0:1.627-4.el7
perl-I0-Compress.noarch 0:2.061-2.el7
perl-Net-Daemon.noarch 0:0.48-5.el7
perl-P1RPC.noarch 0:0.2020-14.el17

Dependency Updated:
mariadb-libs.x86 64 1:5.5.56-2.el7
Complete!
2. MariaDB #—/N\%ZiEsHL £,

I [root@mcctb~]# systemctl start MariaDB |

3. MariaDBt—/N\HEEE L 7= 2SR L £ 95



I [root@mcctb~J# systemctl status MariaDB |

[root@mcctb ~]# systemctl status mariadb
mariadb.service - MariaDB database server

Nov 08 21:28:59 mcctb systemd[l]: Starting MariaDB database server...

Nov 08 21:29:01 mcctb systemd[l]: Started MariaDB database server.

4 LXa )T ENAT—RZRELF T,
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@ root/NXA 7 —RDANZEROSNT=5. BEOFXXEnter¥—%2LTExa )T &/NAD
—ROREZHITLET,

[root@mcctb~]#mysgl secure install

root@localhost systemd]# mysgl secure installation

NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MariaDB to secure it, we'll need the current
password for the root user. If you've just installed MariaDB, and
you haven't set the root password yet, the password will be blank,

so you should just press enter here.

Enter current password for root (enter for none):
OK, successfully used password, moving on...

Setting the root password ensures that nobody can log into the MariaDB
root user without the proper authorisation.

Set root password? [Y/n] y
New password:

Re-enter new password:
Password updated successfully!
Reloading privilege tables..

Success!

By default, a MariaDB installation has an anonymous user, allowing
anyone

to log into MariaDB without having to have a user account created for
them. This is intended only for testing, and to make the installation
go a bit smoother. You should remove them before moving into a



production environment.

Remove anonymous users? [Y/n] y

Success!

Normally, root should only be allowed to connect from 'localhost'. This

ensures that someone cannot guess at the root password from the network.

Disallow root login remotely? [Y/n] y
Success!

By default, MariaDB comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed

before moving into a production environment.

Remove test database and access to it? [Y¥/n] y
- Dropping test database...
Success!
- Removing privileges on test database...

Success!

Reloading the privilege tables will ensure that all changes made so far
will take effect immediately.

Reload privilege tables now? [Y/n]
Success!
Cleaning up...

All done! If you've completed all of the above steps, your MariaDB
installation should now be secure.

Thanks for using MariaDB!

MariaDBH — /N BEIEEHREDEML

MariaDBH —/\ TEENEREIMERED A VICR > TWB I 2R T 2HENDHD £9, BICEEExBRICL
TH 59, MetroCluster Tiebreaker V7 b Iz 7HA VA M=ILENTVWBRL AT LE) T— T 23HEH
H3BE. Tiebreaker V7 Uz 7IIF|ITHIRITINEITH. MariaDB H—EX =Bk TEJ. BEX
BETITEtH A

FIE
1. BEEEE T —EXZBMICLE T,

I [root@mcctb~J# systemctl enable mariadb.service’ | ZERL T ZETW
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2. 7 — MBEFIC MariaDB "B# TREITE 2 e xR L £ 9,

I [root@mcctb~J# systemctl list-buny-files mariadb.service” 1| AL X9

UNIT FILE State

mariadb.service enabled

VINTz TN =% AR N=IILERIGTYvTIL—RT3
MetroCluster #5193 3121, O—AHJL I E 2 —4 T MetroCluster Tiebreaker V 7 bz 7% 41 > R
F—=ILEEZT Y T L —RIBIRELHD T,
CDARXIICDODWVWT
* ML= XTFT LT ONTAP 83X UENREFTINTWVWBARELRH D 9,

* ZfERAL TOpendDKZ A Y A R—JLL TELBENDH D £9 yum install java-x.x.x-openjdk I
Y RZzEITL £ I Tiebreaker 1.4LFTIZEITL TWVWB L X T LDHZEIF. JRESZERITLF
9o Tiebreaker 1.5LfFZRITL TWLWBE 2 AT LDIFEIFE. OpendDK 17, 18, F7=iF19%ZR1TLEFT, C
DOFIDESIFIRE 1.8.0RLTWET, (RES) ,

* MetroCluster Tiebreakerld. Tiebreaker®1 > X k=)L, T—TIL1—HDIER. 1—H/NXT—K®D
N ICHELREIEIERZZE DrootND I—HF e LTI YR M= TEET,

FIE

1. MetroCluster TiebreakerV 7 b Dz 7% A0 O—RLET., TOFITIEIN—a3a 1 56%2FRALTUVE
ERS

"y b7 THIR— AR
2. #A>O—RL%YJ MetroCluster Tiebreaker RPM GPG F— !
"y b7 THIR— AR

3. root A—HE LTHRRMMIOFI>VLET,
4. rootAADI—H=ZEH L. mcctbgrp JIL—7 .

a. rorotAND I - %K L. NAT—RZHRELFT,

TOFIE. WS EABIDrootAND I —H%4ER L £ 9o mcctbuserl :

[root@mcctb ~]# useradd mcctbuserl

[root@mcctb ~]# passwd mcctbuserl

Changing password for user mcctbuserl.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

46


https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/

b. Y WS EFIDT I —TZERLEJo mcctbgrp :
[root@mcctb ~~]# groupadd mcctbgrp
C. ERE L 7erootN DA —H%Z ITEML £9 o mectbgrp ZIL—7 ¢
RDAT Y RTlE. mectbuserl ICBHIL X9 mcctbgrp ZIL—7 ¢
[root@mcctb ~]# usermod -a -G mcctbgrp mcctbuserl
5. RPM7 7 1L ZHEERL £ 9
RPMF—HD"EHINTVWE T LI UL, ROFIEZETLET,

a RPMF—J7AI)Zdo>O0—RLTAYR—bLFET,

[root@mcctb ~]# rpm --import MetroCluster Tiebreaker RPM GPG.key

b. 74> ATV bEFIvI LT ELVWF—DAVR—bENLICZRELEFT,

ROFNE. ELWF—T 4 2 H—-FU Y rZRLTUVWET,

root@mcctb:~/signing/mcctb-rpms# gpg --show-keys --with-fingerprint

MetroCluster Tiebreaker RPM GPG.key
pub rsa3072 2022-11-17 [SCEA] [expires: 2025-11-16]
65AC 1562 E28A 1497 7BBD 7251 2855 EBO2 3E77 FAES5

uid MCCTB-RPM (mcctb RPM production signing)

<mcctb-rpm@netapp.com>

a BRZHRLEY, rpm --checksig NetApp-MetroCluster-Tiebreaker-Software-1.5-
1.x86 64.rpm

NetApp-MetroCluster-Tiebreaker-Software-1.5-1.x86 64.rpm: digests OK

() EBREERICHIELTH SR —LERTI SUBLNBD £7,
6. [[install-tiebreaker ]] TiebreakerY 7 77 %A VA M—=ILE I ET7v I L—RLET,
Tiebreaker/N\—> 3 214057 v 7L — R 315E51E. Tiebreaker/N\— 3 > 1.5|CD &
()  7yIFIL—ETEET. MEID/A—T 3 h STiebreaker 15AD Ty 74 L — RigH K
—rFENTVWEEA.

HRA VA= ZRTIZD BIEOA VX =27y FIL—RIBZMIHLC T UATHSELL
FIE ZZRL F 9o
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BRI M=ILEETLET
a. JavaDiext/NZ =S L CEe kL £ 95

[root@mcctb ~]# readlink -f /usr/bin/java
/usr/1lib/jvm/java-19-openjdk-19.0.0.0.36-
2.rolling.el8.x86 64/bin/java

b. x> AT > F%ETLEYI, rpm -ivh NetApp-MetroCluster-Tiebreaker-Software-
1.5-1.x86_64.rpm

AVRA=IIDRET TR, ROBINKRTEINE T,

(D A=Ay T eHRRREINTS MEICIER L TICEID HTirootd
NDIA—H=ZEBELEXFT. mcctbgrp ZIL—7:



Verifying...
FHAHHHEHHH A AR A H RS EHSH A [100%]
Preparing...
FHAFHHEHFH A A AR EHAE [100%]
Updating / installing...
1:NetApp-MetroCluster-Tiebreaker-
Soft###H#H#HHHHH#SHFHFHHHAHAHSAHEHASE [100%]
Enter the absolute path for Java : /usr/lib/jvm/java-19-openjdk-
19.0.0.0.36-2.rolling.el8.x86 64/bin/java
Verifying if Java exists...
Found Java. Proceeding with the installation.
Enter host user account to use for the installation:
mcctbuserl
User account mcctbuserl found. Proceeding with the installation
Enter database user name:
root
Please enter database password for root
Enter password:
Sealed false
Do you wish to auto unseal vault(y/n)?y
Enter the keyl:
Enter the key2:
Enter the key3:
Success! Uploaded policy: mcctb-policy
Error enabling approle auth: Error making API request.
URL: POST http://127.0.0.1:8200/v1/sys/auth/approle
Code: 400. Errors:
* path is already in use at approle/
Success! Enabled the kv secrets engine at: mcctb/
Success! Data written to: auth/approle/role/mcctb-app
Password updated successfully in the wvault.
Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.
Executing: /usr/lib/systemd/systemd-sysv-install enable netapp-
metrocluster-tiebreaker-software
Created symlink /etc/systemd/system/multi-
user.target.wants/netapp-metrocluster-tiebreaker-software.service
— /etc/systemd/system/netapp-metrocluster-tiebreaker-
software.service.
Attempting to start NetApp MetroCluster Tiebreaker software
services
Started NetApp MetroCluster Tiebreaker software services
Successfully installed NetApp MetroCluster Tiebreaker software

version 1.5.
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BEOA VAL Z2T7YvTIL—FT3

a HR—brETNhTWBEN—T 3 ‘/O)OpenJDKfJ“"f JAR=ILETNTWVWBR . BLUVRAKMIH D
REDJavaN—>2 3> THD e xR LE T,

C) Tiebreaker 1.5 7w 70 L — R 9 BICI&. OpendDK/N—2 3 17, 18, FT:
1319 A VA M—ILTBIRELNHD £7,

[root@mcctb ~]# readlink -f /usr/bin/Jjava
/usr/lib/jvm/java-19-openjdk-19.0.0.0.36-
2.rolling.el8.x86 64/bin/java

b. Vaulttf —EXDHENTNTH ST EITTNTVWB e ZzMEBL £d, vault status

[root@mcctb ~]# vault status
Key Value

Seal Type shamir
Initialized true

Sealed false

Total Shares 5

Threshold 3

Version 1.12.2

Build Date 2022-11-23T12:53:46%
Storage Type file

Cluster Name vault
Cluster ID <cluster id>
HA Enabled false

C. TiebreakerV 7 b x 727 v I L—KRLZXT,

[root@mcctb ~]# rpm -Uvh NetApp-MetroCluster-Tiebreaker-Software-
1.5-1.x86 64.rpm

TYTTL—RNTET T ROENINKRTEINET,



Verifying...
FHAHHHEHHH A AR A H RS EHSH A [100%]
Preparing...
FHAFHHEHFH A A AR EHAE [100%]
Updating / installing...
1:NetApp-MetroCluster-Tiebreaker-
Soft###H###HHHHHSHFHFHHRAHEHSHHEHEE [ 50%]

Enter the absolute path for Java : /usr/lib/jvm/java-19-openjdk-
19.0.0.0.36-2.rolling.el8.x86 64/bin/java
Verifying if Java exists...
Found Java. Proceeding with the installation.
Enter host user account to use for the installation:
mcctbuserl
User account mcctbuserl found. Proceeding with the installation
Sealed false
Do you wish to auto unseal vault(y/n)?y
Enter the keyl:
Enter the key2:
Enter the key3:
Success! Uploaded policy: mcctb-policy
Error enabling approle auth: Error making API request.
URL: POST http://127.0.0.1:8200/v1/sys/auth/approle
Code: 400. Errors:
* path is already in use at approle/
Success! Enabled the kv secrets engine at: mcctb/
Success! Data written to: auth/approle/role/mcctb-app
Enter database user name : root
Please enter database password for root
Enter password:
Password updated successfully in the database.
Password updated successfully in the vault.
Synchronizing state of netapp-metrocluster-tiebreaker-
software.service with SysV service script with
/usr/lib/systemd/systemd-sysv-install.
Executing: /usr/lib/systemd/systemd-sysv-install enable netapp-
metrocluster-tiebreaker-software
Attempting to start NetApp MetroCluster Tiebreaker software
services
Started NetApp MetroCluster Tiebreaker software services
Successfully upgraded NetApp MetroCluster Tiebreaker software to
version 1.5.
Cleaning up / removing...
2 :NetApp-MetroCluster-Tiebreaker-
Soft###H#H#HHHHHSHFHFHHRAHEHSEHEHASE [100%]
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RO MySQLIL—MNRT—RZ AT B L. Tiebreaker V7 bz 7D1 VX =)L
MRT LI eh @I EITH. Access denied X v t—IHRRINE T, REER

@ RIBICIE rpm-e A REMERL T Tiebreaker V7 bz 7%2 74X M—=)LL'IE
LWMySQLIIL—bk « NRT—RZFEBALTY I NI T7ZBA VA N=ILTEIHNELRHD
E3CN

7. Tiebreaker’RX b H'5& / — RBEBLIFE LUV S A X EELIFADSSHIEF ZFIF. MetroCluster ¥V 7 b
7 T 7 \DTiebreakerDIE #HEZL £ 9,

"y N Ty THR— K"

52


https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/
https://mysupport.netapp.com/site/

ZFEICET 3B

Copyright © 2024 NetApp, Inc. All Rights Reserved. Printed in the U.S.C D R 2 X > MIBEMEICEK > TR
EEINTVWET, EFREFMEEOEAICK 2FFIAFED HIHEZIRE. BRER. EFEEA. SLUEER
B, BHREE. T—THE EFREI X T LANDHEMAAZ STHEMIEAEL L. WHRBERE LUHEIC
LBEHBBILFT,

Y b7y TDERYHSIRELIY 7 U T7IE. RICRIERAFHERES FURBREOHRERD &
ERS

COVITRUT7IE Xy b7y FICE&oT MBRROFTF RESNATVE T, *v b7 v FIZATHERER
A X3E@MES LOREBNICN T 2 EEMEORTRNRIEZ S 2 CNURESNBVVLDRBEETR
NBRFRIEDITVEEA. R b7 v 7id. ABRILIIABY —EXOFEE. EBFEE. 7 —XEXR. FIRE
K. EHFFPHzEH. DOINURESNGL. SOV I MT T T7DERICEDE LT IRNTOEENEE.
BENIEE. BRVIEE. KRS, BEEE. KANBEZEOREICH L T, HROFEEDEREMENEN S
NTWcE LTH, TOEEER. RULE T35EH. ZHNOBE. BEREE. FETR BRFLIZEST
BWEEZE0) IChH 5T —TI0oEEZEVEEA,

XY R Ty TiE. CTICEHEHINTULERIRTOERICNTI2EEZMER. FELITSENEZRBLED,
FZY R TPy FICEBZERHNLBEBCLZEENDHZHEZRT. CICRBEITNTLVBRBDERICEDEL
BPEESLUVEHICH LT, my b7y TIdEEEEVEFEA. CORRBOERFIZEBAIRX. v b7y
DYSEFHE. BOIEME. FT-I3MORKNFRABIEICE DK StV ADHErIZABEINEE A,

CORZaTILCEEHINTUVBRERIE. 1 DU LEDOXKERE. ZOMOEORFF. BLUOEBROFEFICK
STHREINTWVWIEELHD £,

MEFOFIRICOWVWT | BAFIC K A, EH. FxRld. DFARS 252.227-7013 (2014%28) &KL UFAR
5252.227-19 (20074E12H) DRIights in Technical Data -Noncommercial ltems (17 —% - JEFEARE ICES
T BEEF) FED(b)3)E. ICHESNIHFIRMNMBERAINE T,

AEIIEFNZT—RIIBAERS LV £IFEBEY—EX (FAR2101DERICEDL) ICBERL. T—
R DFFEMEIINetApp, InclCHD F£F, AZNICEIIREINZ IRTORY b Ty TOEMT—2E LV
AYEa—&2YI7boz7id. BEENTHD. WEOATHEINLDDTY ., KEBMFIEERT—2ICH
L. EREHDOBES LIV TS AR T, HREXNRE T3 E L ARBEDFHIRT S EREES
L. KT =2 OREORIE 22 - 7o KEBAFZOICEZEL. YW OEMIT L T3H8ICOAERT -2 % E
BTEXY, AEDIBEZRET. NetApp, InNcC.OEMEICLBZHFAIZER/ICEDI B, KTF—2%=FEA. B
T BnEy. BT BIEHD. EEFRIIBRIZZCIITEEFHA. EFRAEICHD D RKEBAAD T —XERME
ICDWTIX. DFARS 252.227-7015(b)3& (20144%28) TEDH SNIMHEFDAHNEBHSNE T,

ERICE T 3 15%R

NetApp. NetApp® O I\ http://www.netapp.com/TMICEEEH SN TS —2I&. NetApp, Inc.DFEIETY, £
DDEHHEERLIE. ENEFAEITIEHOBIZTHIHENHD FT,

53


http://www.netapp.com/TM

	Tiebreaker ソフトウェアをインストールします : ONTAP MetroCluster
	目次
	Tiebreaker ソフトウェアをインストールします
	Tiebreakerのインストールワークフロー
	Tiebreakerソフトウェアをインストールする準備
	Tiebreakerのホストとデータベースのインストールを保護する
	Tiebreakerソフトウェアパッケージのインストール


