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controller (7mode/E-Series) / device host lun

vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product

data vserver /vol/voll/lunl /dev/sdb  hostlé  FCP

120.0g cDOT

data vserver /vol/voll/lunl  /dev/sdc  hostl5  FCP

120.0g cDOT

data vserver /vol/vol2/lun? /dev/sdd hostl6 FCP

120.0g cDOT

data vserver /vol/vol2/lun2 /dev/sde hostl5 FCP

120.0g cDOT

SAN 7—+HTY

BERHD

SAN 7— rZERT258IF. BETHR—EINTVWEIRELHBD FT, ZFEATETET "NetApp
Interoperability Matrix Tool THEFETEE£I"HHLTWVWS 0S. HBA. HBA77—LD 7. HBAJ—Fh
BIOS. XU ONTAP ODN—=2 3 YA R— SN TV ZHERLF T,

Flig
1. SAN 77—k LUN 2R X MRV EYI LET,
2. BHONZADMERARETHZ e xR L F 9,

C) RAMARL—F 4 VIO RATFLDEEIL. NATERITINZ . EHRO/NNIHMERFRE
ICie b X9,

3. SAN 7—k LUN DY wEYTINTVWDR—MIRLT. H—/ABIOS TSAN J—rZB#ICL F
ER

HBABIOS ZBMICT 3 HZEICDVWTIE. RUA—BEFOIYZa2a7IILEEBBL TV,

4 KAz T—rLT T—hHERBICET LI ZRHEELE T,

NILFINZR
SUSE Linux Enterprise Server 12 SP5 MI3Z&. /etc/multipath.conf 7 7 1 ILHBEFEEL TV RELH D X7
M. T7ANICHEDEEZ MR 2 EIEH D £H Ao SUSE Linux Enterprise Server 12 SP5 (&, ONTAP
LUN ZE358 L CEYICEIR I 3 LOICHBBERINTORETCIAVNTILEINEFT,

M multipath -l ;1 AY Y REFERATS L. ONTAPLUN OFREEZHRTETET,

DT T 3> TR ASAB K UASAUADRILY FIZR Y EV T ESNTLUNDRILFNARE ORI ZRL
9,


https://mysupport.netapp.com/matrix/imt.jsp?components=91704;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91704;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91704;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91704;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91704;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91704;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91704;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91704;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91704;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91704;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91704;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91704;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91704;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91704;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91704;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=91704;&solution=1&isHWU&src=IMT

Z—JLSANT L 1 ¥k

Z—IJLSANT7 L (ASA) #EHTIE. BEDLUNAD TN TDONADRBELEIN. 72U T 1 THRRENHITS

NE¥J. CHITED. IRTONRZRAFFICEBT BI0MENTHONS LD, NT+—I U ZAHELELE
ER

B
ROFIE. ONTAP LUNDIELWHEANZRLTWVWET,

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

@ 1 DDLUNICRHREBLR/NRIFADETTT,, NAD4DULEHD . R L —BERFIC/NADR
BELRETBZEEMNHD £7,

ASA1h/d0tA

ASALIA DI TIE. BERENERZ2DDNIATIL—THURETT, BERENEWVWNIET VT 7IRE{t
INFET, 2FD. 7V FABEEINATVEZ I FO—JICE>TUIEBINE T, BEEDEL/NRIX
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#multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode

size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

"—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running
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chkconfig multipathd on
/etc/init.d/multipathd start

VILFINIATEEBLIECKBWVWTNA ZADHZBER. T7FIL LD BEBESNIBFORENH 358 %K
T, T7MIIICEEADEMNT3HEIEHD FHA nultipath.confo REBRT/NA A ZFENTBICIE. 7

7AILSRDEX ZEBML multipath.conf. <Devld>% RT3 7 /N XD Worldwide Identifier (WWID)
XFEHICEBEZTHRET,

blacklist {
wwid <DevId>

devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode "“cciss.*"

ROBITIE. 7/ ZDOWWIDZHFE L T "multipath.conf 7 71 JLIZEBMML £,
FlE
1. WWIDZREERL £9,

/lib/udev/scsi id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/lib/udev/scsi_id -gud /dev/sda

360030057024d0730239134810c0cb833



_I_
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID  to the blacklist stanza in "~/etc/multipath.conf :
[source,cli]
_.|_

72w o)X+ {WWID 3600a0980314c4a433f5774717a3046 devnode " (ram|raw|loop|fd|md|dm-|sr|scd|st
) "devnode"hdlazl"devnode” geijgg "}

Always check your ~/etc/multipath.conf®™ file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Parameter

Setting

detect prio | yes

dev _loss tmo | "infinity"
failback | immediate
fast io fail tmo | 5
flush on last del | "yes"
hardware handler | "O"

no path retry | gqueue

path checker | "tur"
path grouping policy | "group by prio"
path selector | "service-time 0"

[

|

|

|

|

|

|

|

| features | "2 pg init retries 50"
|

|

|

|

|

|

| polling interval | 5
|

|

|

prio | "ontap"
product | LUN.*
retain attached hw handler | yes



| rr weight | "uniform"

| user friendly names | no
| vendor | NETAPP
|=

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf’ file defines values for "path checker' and
‘no _path retry' that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these

parameters can be corrected specifically for ONTAP LUNs with a device
stanza.

defaults {path_checker readsectorO no_path_retry fail} 5/\-f X {device {vendor "product" NetApp
lun.*"no_path_retry queue path_checker tur} }

== Known 1issues

The SUSE Linux Enterprise Server 12 SP5 with ONTAP release has the
following known issues:

[
|
| NetApp Bug ID
| Title

| Description

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1284293[1284293"] | Kernel disruption occurs
on SLES12 SP5 with QLogic QLE2562 8GB FC HBA during storage failover
operations | Kernel disruption occurs during storage failover operations
on the SLES12 SP5 kernel with a QLogic QLE2562 Fibre Channel (FC) host bus
adapter (HBA). The kernel disruption causes SLES12 SP5 to reboot, leading
to application disruption. If the kdump mechanism is enabled, the kernel
disruption generates a vmcore file located in the /var/crash/ directory.
Check the vmcore file to determine the cause of the disruption. A storage
failover with a QLogic QLE2562 HBA event affects the "THREAD INFO:
ffff8aedf723c2c0" module. Locate this event in the vmcore file by finding
the following string: " [THREAD INFO: ffff8aedf723c2cO]".

After the kernel disruption, reboot the host OS to enable it to recover.
Then restart the applications.

// 2024 SEP 2, ONTAPDOC-2345
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controller (7mode/E-Series) / device host lun

vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product

data vserver /vol/voll/lunl /dev/sdb  hostlé  FCP

120.0g cDOT

data vserver /vol/voll/lunl  /dev/sdc  hostl5  FCP

120.0g cDOT

data vserver /vol/vol2/lun? /dev/sdd hostl6 FCP

120.0g cDOT

data vserver /vol/vol2/lun2 /dev/sde hostl5 FCP

120.0g cDOT

SAN 7—+HTY

BERHD

SAN 7— rZERT258IF. BETHR—EINTVWEIRELHBD FT, ZFEATETET "NetApp
Interoperability Matrix Tool THEFETEE£I"HHLTWVWS 0S. HBA. HBA77—LD 7. HBAJ—Fh
BIOS. XU ONTAP ODN—=2 3 YA R— SN TV ZHERLF T,

Flig
1. SAN 77—k LUN 2R X MRV EYI LET,
2. BHONZADMERARETHZ e xR L F 9,

C) RAMARL—F 4 VIO RATFLDEEIL. NATERITINZ . EHRO/NNIHMERFRE
ICie b X9,

3. SAN 7—k LUN DY wEYTINTVWDR—MIRLT. H—/ABIOS TSAN J—rZB#ICL F
ER

HBABIOS ZBMICT 3 HZEICDVWTIE. RUA—BEFOIYZa2a7IILEEBBL TV,

4 KAz T—rLT T—hHERBICET LI ZRHEELE T,

NILFINZR
SUSE Linux Enterprise Server 12 SP4 MI3Z&1d. /etc/multipath.conf 7 7 1 ILHTFEL TWAHREHLAHD £
M. T7AINICHEDEEZ MR 2 EIEH D £H Ao SUSE Linux Enterprise Server 12 SP4 (&, ONTAP
LUN ZE88 L CIELK BT 3 OICHBEBERIANTORETCIAVNTILEINTUVET,

M multipath -l ;1 AY Y REFERATS L. ONTAPLUN OFREEZHRTETET,

DT T 3> TR ASAB K UASAUADRILY FIZR Y EV T ESNTLUNDRILFNARE ORI ZRL
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Z—JLSANT L 1 ¥k

Z—IJLSANT7 L (ASA) #EHTIE. BEDLUNAD TN TDONADRBELEIN. 72U T 1 THRRENHITS

NE¥J. CHITED. IRTONRZRAFFICEBT BI0MENTHONS LD, NT+—I U ZAHELELE
ER

B
ROFIE. ONTAP LUNDIELWHEANZRLTWVWET,

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

@ 1 DDLUNICRHREBLR/NRIFADETTT,, NAD4DULEHD . R L —BERFIC/NADR
BELRETBZEEMNHD £7,

ASA1h/d0tA

ASALIA DI TIE. BERENERZ2DDNIATIL—THURETT, BERENEWVWNIET VT 7IRE{t
INFET, 2FD. 7V FABEEINATVEZ I FO—JICE>TUIEBINE T, BEEDEL/NRIX
TOT147TeH. Blody bO—Sh5RETNIORBELINTULER A, BBEILINTULAL/NX

. BELINENIEZFERTIRVERICOAFERINET,

il

ROBINE. 2DDT7 07T« 7 | REBILINARE 2 DDT7 0T+« 7 | IERBEIL/NAZERYT S ONTAP LUN (ZXF T
BPELVWEAZRTLE T,

#multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode

size=80G features='3 queue if no path pg init retries 50' hwhandler='l
alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

"—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running



@ 1 DDLUNICRHREL/NRIFADETTT, NADADULEHD . AL —BERIC/NADR
BEDRET BN HD £7,

HREE

SUSE Linux Enterprise Server 12 SP4 OS|&. ONTAP LUN%ZZRE L. IR TOHRE/NT X —2 = BHMICIE
LLERETDESICAYNAILEINTVWET, multipath.conf IILFNIXAT—EVEREHTDICIE. 7

FAIUDEFEELTWIHRELRHBD T, COTF7IILAEFEELAVGSIE. OV RZFALTEDEONT
770 ZERTEEXT “touch /etc/multipath.confs

‘multipath.conf 77 A IINZHDTEMRT D ITIE. XOOAY Y RZFEALTIILFNIT—E
AZBMCLTHIBLARITNEBRSBRWEERHD 7,

chkconfig multipathd on
/etc/init.d/multipathd start

VILFINIATEEBLIECKBWVWTNA ZADHZBER. T7FIL LD BEBESNIBFORENH 358 %K
T, T7MIIICEEADEMNT3HEIEHD FHA nultipath.confo REBRT/NA A ZFENTBICIE. 7

7AILSRDEX ZEBML multipath.conf. <Devld>% RT3 7 /N XD Worldwide Identifier (WWID)
XFEHICEBEZTHRET,

blacklist {
wwid <DevId>

devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode "“cciss.*"

ROBITIE. 7/ ZDOWWIDZHFE L T "multipath.conf 7 71 JLIZEBMML £,
FlE
1. WWIDZREERL £9,

/lib/udev/scsi id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/lib/udev/scsi_id -gud /dev/sda

360030057024d0730239134810c0cb833

10



_I_
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID  to the blacklist stanza in "~/etc/multipath.conf :
[source,cli]
_.|_

72w o)X+ {WWID 3600a0980314c4a433f5774717a3046 devnode " (ram|raw|loop|fd|md|dm-|sr|scd|st
) "devnode"hdlazl"devnode” geijgg "}

Always check your ~/etc/multipath.conf®™ file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Parameter

Setting

detect prio | yes

dev _loss tmo | "infinity"
failback | immediate
fast io fail tmo | 5
flush on last del | "yes"
hardware handler | "O"

no path retry | gqueue

path checker | "tur"
path grouping policy | "group by prio"
path selector | "service-time 0"

polling interval | 5
prio | "ontap"
product | LUN.*

[
|
|
|
|
|
|
|
| features | "2 pg init retries 50"
|
|
|
|
|
|
|
|
|
| retain attached hw handler | yes
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| rr weight | "uniform"
| user friendly names | no
| vendor | NETAPP

| ===
.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf’ file defines values for "path checker' and

‘no _path retry' that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device
stanza.

defaults {path_checker readsector0 no_path_retry fail} 5/\-1 X {device {vendor "product" NetApp
lun.*"no_path_retry queue path_checker tur} }

== Known 1issues

There are no known issues for the SUSE Linux Enterprise Server 12 SP4 with
ONTAP release.

SUSE Linux Enterprise Server 12 SP3 ¥ ONTAPD}FH

ONTAP SANRX F DEREZFEA L T. ONTAP%#8&; L 7=SUSE Linux Enterprise Server
128P3%R2—7w hE LTERETE XY,

Linux Unified Host Utilities #1 > X b—JLL &9

NetApp Linux Unified Host UtilitiesY 7 b = 7 /N7 —2 3, 1Z32E Y B XV64E Y bD.rpm7 71L&
LTHEINTVWES " ®Ry b7y THR—FTa b BRICELZ7 717IILDBDOSHBWESIE. ZFEAL
THER T 71 L% "NetApp Interoperability Matrix Tool THEERTTF £ I "HEEEL TLIEETL,

NetAppTlE. Linux Unified Host Utilites®D 1 > X b — )L Z58 <R L TWEITH. BBETIEFHD FHA. 11—
T4 )T« TlE Linux kX FORERETEShEHA. SEBEEDNALEL. Ry F 7y T7OHRET—HR
— FHREICET BIBRENETTBLSICBDET,

Linux Unified Host Utilitiesh'IRTEX Y X b —IILTNTWVWBIBEIE. BFHN—aVIc7vy 7oL —R$3HH
BRLTROFIBICRE>TEFH/N—Ca ez A M=IILLET,

FIE

1. 5. 32w bF7-13 64 Ew D Linux Unified Host Utilities VY 7 kD 7 N\whr—2J%# A D> O0—KR
LET "2y b7y THR—bTA R R MMIIBEHRLET,

2. VT Iz TNYT—O%AVAM=ILLET,

['rpm -ivh 1 NetApp_linux_unified-connect host_utilities-7-1.x86_64 | ZEBRL T W
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@ CORFaAXVEDEREEZFERALT. ICEHRIBDIVTTVRISAT U NERETETEXT "Cloud
Volumes ONTAP" & & T "ONTAP X d Amazon FSX",

SAN V—JLF¥ v b+

CDY—JLF¥ v ;& NetApp Host Utilities /N T —2 A VA M—ILTHEEFNICA VA M—ILENZE
o COFY MK lun =T VT HEENTHD 'LUN & HBA DEBICKRIIBEEY Manluny a7
Rid. RAMIXYEYTEINILUN, YILFNR, BLUVAMZI—RT I —TDERICHERIERZ R
LF¥d,

1)
ROFTIE lun lun lun show <> Rid LUN [BSRZERL X

# sanlun lun show all

H A5
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb hostl6 FCP
120.0g cDOT
data vserver /vol/voll/lunl /dev/sdc hostl5 FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sdd  hostlé  FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sde  hostl5  FCP

120.0g cDOT

SAN 77—+ HTY

WMEBHD
SAN 7 — hZERT 35813 BRTHR—FINTVWIRELHD £, ZFERATIET "NetApp
Interoperability Matrix Tool THEFEETEE£I"HHELTWVWS 0S. HBA. HBAZ77—LD 7. HBA7—Fk
BIOS. B&U ONTAP DN—=2 a3 VHHFR— SN TWVWE 2R L FT,
FlE

1. SAN 77—k LUN 2R X MY EYILET,

2. ERONZANMERRIRETH D ezl L £ 95

Q) FRIIRL=FAIIIRTLNEBL, SATRIING L BRO/ R ERIE
RLES S
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3. SAN 77—k LUN DI wEYIINTVWDER—MIRHLT. H—/ABIOS TSAN J—rZB#ICL F
ER

HBABIOS ZBMICT B3 HEICDOVTIE. RUYA—BEBEOYZa7IILZBRLTIZEL,

4 RZbzEVT—rLT T—rHEBICET LS ZRHEELE T,

JILFINZX

SUSE Linux Enterprise Server 12 SP3 M5 & . /etc/multipath.conf 7 7 T LHEEL TWBRRELHD £
M T7AINICHEDEEZMZ 2 EIEH D £ Ao SUSE Linux Enterprise Server 12 SP3 (&, ONTAP
LUN Z58# L TELK BB I3 ODICHERINTORE CAVNTILENTUVE T,

M'multipath -Il ;1 AY > FZERETS L. ONTAPLUN OFREZHRTET XY,

MDDt -2 3> Tl ASAB KUASAUADRILY FICR Y EV T ENTLUNDRIILFNIHENOFZRL
9,

Z—JLSANT L 1 85K

ZF—IJLSANT7 L (ASA) B Tld. HFEDLUNADITARTONIANRBELESN. 77U T+ THIRENHIFS
NET, CHNICEKD. TRTONIZREFICEBT3I/00EBATONEH. NT+—I 2 XAHDEELF
XS

Gl
XDFIE. ONTAP LUNOIELWEHEAZRLTWE T,

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| = 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

C) 1 DDLUNICRHREBL/NRIFADET T, NAD4DULEHD . AL —BERIC/NADR
BHRET DAL HD £T,

ASATh-/dJ0tA

ASAUNDIERR Tl BERENERRZI2DDNRATIL—THURETT, BEENBVWNRIZT I T« JIREL
INFd, 2Fb. ZHUSF—FHAEREINTVWROY FO—FICE>TIEINE T, BEEDEL/NRIE
TIOT«47TeH. Blod>y rO—Ih 8RNI -HRBELINTULERFA. RE{ILINTULARL/NX
3. BELININRAEFERTETAVSESICOAMERATINE T,

il
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KOBNE. 2 D070 T4 7 | REILINRE2DDT T+« 7 | IEREL/NR%ERT S ONTAP LUN ICX9
BELVWHAERTLET,

# multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='4 queue if no path pg init retries 50
retain attached hw handler' hwhandler='l alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

C) 1 DDLUNICRHREBLR/NRIFADET T, NAD4DULEHD . R L —FBERFIC/NADR
BLRETBEEMNHD £7,

HRERTE

SUSE Linux Enterprise Server 12 SP3 OS|&. ONTAP LUN%ZZRE# L. IR TORE/NT XA —XEBHMICIE
LLERETDLOICOAYNAILENTVWE YT, multipath.conf YILFNIAT—EVZREITBICIE. 7

FANUDEFELTWVWBHBENRHDEY, COT7MIMNFELAVEZEIE. IV FEFERLTEOLONA
F7 71 ZERTEEXY “touch /etc/multipath.confo

‘multipath.conf  Z7AIINZEHDTERT DI, OOV RZFEALTIILFNRY—E
AzBMC L THIB LRITNEBRSBRWEELRHD £,

chkconfig multipathd on
/etc/init.d/multipathd start

VILFNATEEBLIECKBWVWTNA ZADHZHBER. T7FIL LD DBEBEINIBEFORENH 358 %ZR
T, T7AIIICEZEABEMTAIHEIIHD FHA multipath.confo REBRT/NA AZBRNTBICIE. 7

7L ILRDEX#EBAML multipath.conf. <Devld>% RN T 37 /N1 XD Worldwide Identifier (WWID)
XFINCBEZTHRE T,

blacklist {
wwid <DevId>

devnode "” (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0=-9]*"
devnode "“hd[a-z]"

devnode ""cciss.*"

ROBITIE. TN ZDOWWIDZHFE L T “multipath.conf 7 71 JLIZEBIML £,
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FIE

1. WWIDZEREEEL £ 9,

/lib/udev/scsi id -gud /dev/sda

3600a098038314c4a433f5774717a3046
/lib/udev/scsi_id -gud /dev/sda

360030057024d0730239134810c0cb833

_I_
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID  to the blacklist stanza in ~/etc/multipath.conf :
[source,cli]
_.|_

72w o)X+ {WWID 3600a0980314c4a433f5774717a3046 devnode " (ram|raw|loop|fd|md|dm-|sr|scd|st

)

16

"devnode"hdiazl"devnode” coigg "}

Always check your ~/etc/multipath.conf® file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’™ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in

consultation with NetApp, the OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Parameter

Setting

detect prio | yes

dev _loss tmo | "infinity"



failback | immediate

fast io fail tmo | 5

features | "2 pg init retries 50"
flush on last del | "yes"
hardware handler | "O"

no _path retry | queue
path checker | "tur"
path grouping policy | "group by prio"

polling interval | 5

prio | "ontap"

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

vendor | NETAPP

|
|
|
|
|
|
|
|
| path selector | "service-time 0"
|
|
|
|
|
|
|
|

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf’ file defines values for "path checker’' and
‘'no_path retry’ that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device
stanza.

defaults {path_checker readsector0 no_path_retry fail} 7 /31 X {device {vendor "product" NetApp
lun.*"no_path_retry queue path_checker tur} }

== Known issues

The SUSE Linux Enterprise Server 15 SP3 with ONTAP release has the

following known issues:

NetApp Bug ID

Title

Description

link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1089555[1089555"] | Kernel disruption observed
on kernel version SLES12 SP3 with Emulex LPel6002 16GB FC during storage
failover operation | A kernel disruption might occur during storage
failover operations on kernel version SLES12 SP3 with Emulex LPel6002 HBA.
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The kernel disruption prompts a reboot of the operating system, which in
turn causes an application disruption. If the kdump is configured, the
kernel disruption generates a vmcore file under /var/crash/directory. You
can investigate the cause of the failure in the vmcore file.

Example:

In the observed case, the kernel disruption was observed in the module
“lpfc sli ringtxcmpl put+51” and is logged in the vmcore file

- exception RIP: lpfc sli ringtxcmpl put+51.

Recover the operating system after the kernel disruption by rebooting the
host operating system and restarting the application.

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1089561[1089561"] | Kernel disruption observed
on kernel version SLES12 SP3 with Emulex LPe32002 32GB FC during storage
failover operations | A kernel disruption might occur during storage
failover operations on kernel version SLES12 SP3 with Emulex LPe32002 HBA.
The kernel disruption prompts a reboot of the operating system, which in
turn causes an application disruption. If the kdump is configured, the
kernel disruption generates a vmcore file under /var/crash/directory. You
can investigate the cause of the failure in the vmcore file.

Example:

In the observed case, the kernel disruption was observed in the module
“lpfc sli free hbg+76” and is logged in the vmcore file

— exception RIP: lpfc sli free hbgt+76.

Recover the operating system after the kernel disruption by rebooting the
host operating system and restarting the application.

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1117248[1117248"] | Kernel disruption observed
on SLES12SP3 with QLogic QLE2562 8GB FC during storage failover operations
| During storage failover operations on the Slesl2sp3 kernel (kernel-
default-4.4.82-6.3.1) with QLogic QLE2562 HBA, the kernel disruption was
observed due to a panic in the kernel. The kernel panic leads to a reboot
of the operating system, causing an application disruption. The kernel
panic generates the vmcore file under the /var/crash/ directory if kdump
is configured. Upon the kernel panic, the vmcore file can be used to
understand the cause of the failure.

Example:

In this case, the panic was observed in the “blk finish request+289”
module.

It is logged in the vmcore file with the following string:

"exception RIP: blk finish request+289"

After the kernel disruption, you can recover the operating system by
rebooting the Host 0OS. You can restart the application as required.
| link:https://mysupport.netapp.com/NOW/cgi-



bin/bol?Type=Detail&Display=1117261[1117261"] | Kernel disruption observed
on SLES12SP3 with Qlogic QLE2662 16GB FC during storage failover
operations | During storage failover operations on Slesl2sp3 kernel
(kernel-default-4.4.82-6.3.1) with Qlogic QLE2662 HBA, you might observe
kernel disruption. This prompts a reboot of the operating system causing
application disruption. The kernel disruption generates a vmcore file
under /var/crash/ directory if kdump is configured. The vmcore file can be
used to understand the cause of the failure.

Example:

In this case the Kernel disruption was observed in the module "unknown or
invalid address" and is logged in vmcore file with the following string -
exception RIP: unknown or invalid address.

After kernel disruption, the operating system can be recovered by
rebooting the host operating system and restarting the application as
required.

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1117274[1117274~] | Kernel disruption observed
on SLES12SP3 with Emulex LPel6002 16GB FC during storage failover
operations | During storage failover operations on Slesl2sp3 kernel
(kernel-default-4.4.87-3.1) with Emulex LPel6002 HBA, you might observe
kernel disruption. This prompts a reboot of the operating system causing
application disruption. The kernel disruption

generates a vmcore file under the /var/crash/ directory if kdump is
configured. The vmcore file can be used to understand the cause

of the failure.

Example:

In this case kernel disruption was observed in the module
“raw_spin lock irgsave+30” and is logged in the vmcore file with the
following string:

- exception RIP: raw spin lock irgsave+30.

After kernel disruption, the operating system can be recovered by
rebooting the host operating system and restarting the application as
required.

// 2024 SEP 2, ONTAPDOC-2345

SUSE Linux Enterprise Server 12 SP2 ¥ ONTAPD 3 H

ONTAP SANR X k DE&E %A L T. ONTAP% & L 7=SUSE Linux Enterprise Server
12SP2% X2 —4w hE LTHEETETEXY,
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Linux Unified Host Utilities #1 > X b—JLL X7

NetApp Linux Unified Host UtilitiesY 7 b = 7 /N7 —2 3, IZ32E Y B XVG4E Y bD.rpm7 71L&
LTHESNTVWET "Ry E 7y THR— 1 ' BRISBLIZ7 7LD DD S RWVESIE. ZEHEAL
TRERT 71 JL%"NetApp Interoperability Matrix Tool THEEE T £ "ML TLETL,

NetAppTlE. Linux Unified Host Utilites®D 1 > X b — )L Z58 <R L TWETH. BBETIEHD FHA. 11—
T4 1) 7« Tl Linux KA FOREIFEEINEF A, BEEENALEL. XY MY TOHRAEZIT—HR
— hYREICEATZBERZWNETET DL DICBDET,

Linux Unified Host Utilitiesh'IRTEX Y X b—IILTNTWVWBBEIE. BFHN—aVIc7yvy 7oL —R$3HH|
BMRLTHEROFEICR > TRIF/N—2a>EA A N—ILLET,

FIE

1. 5. 32w bF7-13 64 Ew D Linux Unified Host Utilities Y 7 bz 7 N\whr—2J%# A D> O0—KR
LET "y b7y THR—FHA R R MIERELET,

2 YTz TNYT—=EAVAR=ILLET,
M rpm -ivh 1 NetApp_linux_unified-connect host_utilities-7-1.x86_64 | &L TL2EW
@ CORFaAXVIDOREZFERALT. ICERIDZIVIVRIZATY M ZRETET XY "Cloud
Volumes ONTAP" & L T "ONTAP Xfi5dD Amazon FSX"s

SAN V—)LF¥v bk
CDY—ILF¥ v ;& NetApp Host Utilities /N —2 %A VA M—IILT R CBEMICA A M—ILENF
To COFYMIIFIUNI—FTaoUTeHEENTSHD 'LUN ¥ HBADBER(IZRIIB XY lanluny OT Y
Fig. RAMIXYEYTEINIZLUN, YILFNR, BLUVAZOI—2T I —TFOERICHERIFRE R
LEXY,

£l
ROFTIE 'lun lun lun show <> Rid LUN [BHRERL

# sanlun lun show all

76
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controller (7mode/E-Series) /

vserver (cDOT/FlashRay)

Product

lun-pathname

device

filename

host
adapter

lun
protocol size

data vserver
120.0g cDOT
data vserver
120.0g cDOT
data vserver
120.0g cDOT
data vserver
120.0g cDOT

SAN 7—+HTY

BERHD

/vol/voll/lunl

/vol/voll/lunl

/vol/vol2/1lun2

/vol/vol2/lun2

/dev/sdb

/dev/sdc

/dev/sdd

/dev/sde

hostl6

hostl5

hostl6

hostl5

FCP

FCP

FCP

FCP

SAN 7— rZERT258IF. BETHR—EINTVWEIRELHBD FT, ZFEATETET "NetApp
Interoperability Matrix Tool THEFETEE£I"HHLTWVWS 0S. HBA. HBA77—LD 7. HBAJ—Fh

FIE

1. SAN 77—k LUN 2R X MRV EYI LET,
2. BHONZADMERARETHZ e xR L F 9,

BIOS. LU ONTAP DN— g3 b R— kSN TWVWSB Z & & FES

LEY,

C) RAMARL—F 4 VIO RATFLDEEIL. NATERITINZ . EHRO/NNIHMERFRE

ICED T,

3. SAN 7—k LUN DY wEYTINTVWDR—MIRLT. H—/ABIOS TSAN J—rZB#ICL F

ERS

HBABIOS ZBMICT 3 HZEICDVWTIE. RUA—BEFOIYZa2a7IILEEBBL TV,

4 KAz T—rLT T—hHERBICET LI ZRHEELE T,

YILFINZR

SUSE Linux Enterprise Server 12 SP2 Tl&. /etc/multipath.conf 7 7 1 ILHTFEEL TWRRELH D £ H
T71INCHEDEEEZ MR ZMNEILH D £ Ao SUSE Linux Enterprise Server 12 SP2 |&. ONTAP LUN
ZRM L TIELK BEITILHIHERITRTODRETCINAILTNTVET,

M'multipath -Il 1 A > FZfERAT S L. ONTAP LUN @

REZHETETEIo

DT T 3> TR ASAB K UASAUADRILY FIZR Y EV T ESNTLUNDRILFNARE ORI ZRL

9,
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Z—JLSANT L 1 ¥k

Z—IJLSANT7 L (ASA) #EHTIE. BEDLUNAD TN TDONADRBELEIN. 72U T 1 THRRENHITS
NEJT, CHICEKD. IRTONRZEEICEBRT 3I0MIEBI THNZ 0. NTx—<I XD EMELF

ER
il

ROFIE. ONTAP LUNDIELWHEANZRLTWVWET,

# multipath -11

3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw

| -+- policy='round-robin 0' prio=50
| |- 1:0:8:1 sdb 8:16 active ready
| "= 2:0:8:1 sdd 8:48 active ready
"—+- policy='round-robin 0' prio=10
|- 1:0:9:1 sdc 8:32 active ready
"= 2:0:9:1 sde 8:64 active ready

status=active
running
running
status=enabled
running

running

@ 1 DDLUNICRHREBLR/NRIFADETTT,, NAD4DULEHD . R L —BERFIC/NADR

BN FEETBAREDBD XTI,

ASA1h/d0tA

ASALIA DI TIE. BERENERZ2DDNIATIL—THURETT, BERENEWVWNIET VT 7IRE{t
INFET, 2FD. 7V FABEEINATVEZ I FO—JICE>TUIEBINE T, BEEDEL/NRIX
TOT147TeH. Blody bO—Sh5RETNIORBELINTULER A, BBEILINTULAL/NX

. BELINENIEZFERTIRVERICOAFERINET,

il

ROBINE. 2DDT7 07T« 7 | REBILINARE 2 DDT7 0T+« 7 | IERBEIL/NAZERYT S ONTAP LUN (ZXF T

BELVHAZRTLED,

# multipath -11

3600a09803831347657244e527766394e dm-5 NETAPP,LUN C-Mode
size=80G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw

| -+- policy='service-time 0' prio=50
| |- 11:0:1:0 sdj 8:144 active ready
| |- 11:0:2:0 sdr 65:16 active ready
"—+- policy='service-time 0' prio=10

status=active
running
running

status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running
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C) 1 DDLUNICRHREL/NRIFADETTT, NADADULEHD . AL —BERIC/NADR
BEDRET BN HD £7,

HREE

SUSE Linux Enterprise Server 12 SP2 OS|&. ONTAP LUN%ZZRE# L. IR TOHRE/NT X —2 = BHMICIE
LLERETREDICAYNAILTNTUVET, multipath.conf WILFNAT—EVEILENITSICIE. 7

FAIUDEFEELTWIHRELRHBD T, COTF7IILAEFEELAVGSIE. OV RZFALTEDEONT
770 ZERTEEXT “touch /etc/multipath.confs

‘multipath.conf 77 A IINZHDTEMRT D ITIE. XOOAY Y RZFEALTIILFNIT—E
AZBMCLTHIBLARITNEBRSBRWEERHD 7,

chkconfig multipathd on
/etc/init.d/multipathd start

VILFINIATEEBLIECKBWVWTNA ZADHZBER. T7FIL LD BEBESNIBFORENH 358 %K
T, T7MIIICEEADEMNT3HEIEHD FHA nultipath.confo REBRT/NA A ZFENTBICIE. 7

7AILSRDEX ZEBML multipath.conf. <Devld>% RT3 7 /N XD Worldwide Identifier (WWID)
XFEHICEBEZTHRET,

blacklist {
wwid <DevId>

devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode "“cciss.*"

ROBITIE. 7/ ZDOWWIDZHFE L T "multipath.conf 7 71 JLIZEBMML £,
FlE
1. WWIDZREERL £9,

/lib/udev/scsi id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/lib/udev/scsi_id -gud /dev/sda

360030057024d0730239134810c0cb833
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_I_
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID  to the blacklist stanza in "~/etc/multipath.conf :
[source,cli]
_.|_

Zwo1) 2~ {WWID 3600a0980314c4a433f5774717a3046 devnode "* (ram|raw|loop|fd|md|dm-|sr|scd|st
"devnode"hdiaz"devnode” goigg "}

Always check your ~/etc/multipath.conf®™ file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Parameter

Setting

detect prio | yes

dev _loss tmo | "infinity"
failback | immediate
fast io fail tmo | 5
flush on last del | "yes"
hardware handler | "O"
path checker | "tur"

[
|
|
|
|
|
|
|
| features | "3 queue if no path pg init retries 50"
|
|
|
| path grouping policy | "group by prio"

| path selector | "service-time 0"

| polling interval | 5

| prio | "ontap"

| product | LUN.*

| retain attached hw handler | yes

|

rr weight | "uniform"



| user friendly names | no
| vendor | NETAPP

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf' file defines values for "path checker’ and
"detect prio  that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device
stanza.

defaults {path_checker readsector0 detect_prio no} fEdD 7 /N1 X {device {vendor "product" NetApp
lun.*"path_checker tur detect_prio yes} }

== Known issues

There are no known issues for the SUSE Linux Enterprise Server 12 SP2 with
ONTAP release.

SUSE Linux Enterprise Server 12 SP1 X ONTAPD}FH

ONTAP SANR X k DE&TE %= A L T. SUSE Linux Enterprise Server 12 SP1 ¥ ONTAP
R =y FELTRETEED,

Linux Unified Host Utilities #17 > X F—JLL EF T

NetApp Linux Unified Host UtilitiesY 7 b D = 7/\w 7 —2ld. IZ32E Y bEXTUB4E Y FD.rppmT 71 IL K
LTHESNTLWEI" Ry F 7y THR—- b1 R BRICSELIET 7LD D 5 WEEIF. ZFERAL
TRHERT 71 JL%"NetApp Interoperability Matrix Tool THEER T £ 9 "L TLETL,

NetAppTld. Linux Unified Host UtilitesD 1 > X b — L8R L TLWEITH. BBETIEHD FHA, 21—
T4 )T« TlE. Linux KX FOREREESNEF A, BEEEIAEL. RV 7Y TOAREI—HR
— MREICETIBERENETETALDICHEDET,

Linux Unified Host UtilitieshIRTE1 Y X b—=ILEINTWBIEEIE. BFN—aic7y I L—R33HhH
BRLTROFIBICK>TEBFN—avE A M=)LLET,

FIE

1. 5. 32 Ew bF7=1E 64 Ew D Linux Unified Host Utilities VY 7 k= 7 NX\whr—o%# o> O0—R
LET"Zy b7y THR—bHa R R MIERELEFT,

2.7z TNYT—O%AVAM=ILLET,

'rpm -ivh | NetApp_linux_unified-connect host_utilities-7-1.x86_64 | Z&R L T Z& W
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@ CORFaAXVEDEREEZFERALT. ICEHRIBDIVTTVRISAT U NERETETEXT "Cloud
Volumes ONTAP" & & T "ONTAP X d Amazon FSX",

SAN V—JLF¥ v b+

CDY—JLF¥ v ;& NetApp Host Utilities /N T —2 A VA M—ILTHEEFNICA VA M—ILENZE
o COFY MK lun =T VT HEENTHD 'LUN & HBA DEBICKRIIBEEY Manluny a7
Rid. RAMIXYEYTEINILUN, YILFNR, BLUVAMZI—RT I —TDERICHERIERZ R
LF¥d,

1)
ROFTIE lun lun lun show <> Rid LUN [BSRZERL X

# sanlun lun show all

H A5
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb hostl6 FCP
120.0g cDOT
data vserver /vol/voll/lunl /dev/sdc hostl5 FCP
120.0g cDOT
data vserver /vol/vol2/1lun?2 /dev/sdd  hostlé  FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sde  hostl5  FCP

120.0g cDOT

SAN 77—+ HTY

WMEBHD
SAN 7 — hZERT 35813 BRTHR—FINTVWIRELHD £, ZFERATIET "NetApp
Interoperability Matrix Tool THEFEETEE£I"HHELTWVWS 0S. HBA. HBAZ77—LD 7. HBA7—Fk
BIOS. B&U ONTAP DN—=2 a3 VHHFR— SN TWVWE 2R L FT,
FlE

1. SAN 77—k LUN 2R X MY EYILET,

2. ERONZANMERRIRETH D ezl L £ 95

Q) FRIIRL=FAIIIRTLNEBL, SATRIING L BRO/ R ERIE
RLES S

26


https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/index.html
https://docs.netapp.com/us-en/cloud-manager-cloud-volumes-ontap/index.html
https://docs.netapp.com/us-en/cloud-manager-fsx-ontap/index.html
https://docs.netapp.com/us-en/cloud-manager-fsx-ontap/index.html
https://docs.netapp.com/us-en/cloud-manager-fsx-ontap/index.html
https://docs.netapp.com/us-en/cloud-manager-fsx-ontap/index.html
https://docs.netapp.com/us-en/cloud-manager-fsx-ontap/index.html
https://docs.netapp.com/us-en/cloud-manager-fsx-ontap/index.html
https://docs.netapp.com/us-en/cloud-manager-fsx-ontap/index.html
https://mysupport.netapp.com/matrix/imt.jsp?components=71679;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=71679;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=71679;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=71679;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=71679;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=71679;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=71679;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=71679;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=71679;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=71679;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=71679;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=71679;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=71679;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=71679;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=71679;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=71679;&solution=1&isHWU&src=IMT

3. SAN 77—k LUN DI wEYIINTVWDER—MIRHLT. H—/ABIOS TSAN J—rZB#ICL F
ER

HBABIOS ZBMICT B3 HEICDOVTIE. RUYA—BEBEOYZa7IILZBRLTIZEL,

4 RZbzEVT—rLT T—rHEBICET LS ZRHEELE T,

JILFINZX

SUSE Linux Enterprise Server 12 SP1 M5 & . /etc/multipath.conf 7 7 T LHEEL TWBRRELHD £
M. T7AINICHEDEEZMZ 2 EIEH D £ Ao SUSE Linux Enterprise Server 12 SP1 (&, ONTAP
LUN Z58i L CELK BRI B 1-DICBEBERINRTORETIAVNTIILEINE T,

M'multipath -Il ;1 AY > FZERETS L. ONTAPLUN OFREZHRTET XY,

MDDt -2 3> Tl ASAB KUASAUADRILY FICR Y EV T ENTLUNDRIILFNIHENOFZRL
9,

Z—JLSANT L 1 85K

ZF—IJLSANT7 L (ASA) B Tld. HFEDLUNADITARTONIANRBELESN. 77U T+ THIRENHIFS
NET, CHNICEKD. TRTONIZREFICEBT3I/00EBATONEH. NT+—I 2 XAHDEELF
XS

Gl
XDFIE. ONTAP LUNOIELWEHEAZRLTWE T,

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| = 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

C) 1 DDLUNICRHREBL/NRIFADET T, NAD4DULEHD . AL —BERIC/NADR
BHRET DAL HD £T,

ASATh-/dJ0tA

ASAUNDIERR Tl BERENERRZI2DDNRATIL—THURETT, BEENBVWNRIZT I T« JIREL
INFd, 2Fb. ZHUSF—FHAEREINTVWROY FO—FICE>TIEINE T, BEEDEL/NRIE
TIOT«47TeH. Blod>y rO—Ih 8RNI -HRBELINTULERFA. RE{ILINTULARL/NX
3. BELININRAEFERTETAVSESICOAMERATINE T,

il
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KOBNE. 2 D070 T4 7 | REILINRE2DDT T+« 7 | IEREL/NR%ERT S ONTAP LUN ICX9
BELVWHAERTLET,

# multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

C) 1 DDLUNICRHREBLR/NRIFADET T, NAD4DULEHD . R L —FBERFIC/NADR
BLRETBEEMNHD £7,

HRERTE

SUSE Linux Enterprise Server 12 SP1 OSid. ONTAP LUN%ZZRHE L. IR TOHRE/NT XA —X % BFHMICIE
LLERETDLOICOAYNAILENTVWE YT, multipath.conf YILFNIAT—EVZREITBICIE. 7
FIILDEELTWVWRIHRELRHDFT, COT77MIHAEELAVGEIE. OV REFERALTZEDEONAT
F7 71 ZERTEEXY “touch /etc/multipath.confo

‘multipath.conf  Z7AIINZEHDTERT DI, OOV RZFEALTIILFNRY—E
AzBMC L THIB LRITNEBRSBRWEELRHD £,

chkconfig multipathd on
/etc/init.d/multipathd start

VILFNATEEBLIECKBWVWTNA ZADHZHBER. T7FIL LD DBEBEINIBEFORENH 358 %ZR
T, T7AIIICEZEABEMTAIHEIIHD FHA multipath.confo REBRT/NA AZBRNTBICIE. 7

7L ILRDEX#EBAML multipath.conf. <Devld>% RN T 37 /N1 XD Worldwide Identifier (WWID)
XFINCBEZTHRE T,

blacklist {
wwid <DevId>

devnode "” (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0=-9]*"
devnode "“hd[a-z]"

devnode ""cciss.*"

ROBITIE. TN ZDOWWIDZHFE L T “multipath.conf 7 71 JLIZEBIML £,
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FliE
1. WWIDZEREEEL £ 9,

/lib/udev/scsi id -gud /dev/sda

3600a098038314c4a433f5774717a3046
/lib/udev/scsi_id -gud /dev/sda

360030057024d0730239134810c0cb833

_I_
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID  to the blacklist stanza in ~/etc/multipath.conf :
[source,cli]
_.|_

72w o)X+ {WWID 3600a0980314c4a433f5774717a3046 devnode " (ram|raw|loop|fd|md|dm-|sr|scd|st
) "devnode"hdlazl"devnode” geijgg "}

Always check your ~/etc/multipath.conf® file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’™ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in

consultation with NetApp, the OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Parameter

Setting

detect prio | yes

dev _loss tmo | "infinity"
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failback | immediate

fast io fail tmo | 5

features | "3 queue if no path pg init retries 50"
flush on last del | "yes"

hardware handler | "0O"

path checker | "tur"

path grouping policy | "group by prio"

path selector | "service-time 0"

prio | "ontap"

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

|

|

|

|

|

|

|

|

| polling interval | 5
|

|

|

|

|

| vendor | NETAPP
|

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf’ file defines values for "path checker® and
‘detect prio’ that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device

stanza.

defaults {path_checker readsector0 detect_prio no} 1ED 7 /N1 X {device {vendor "product" NetApp
lun.*"path_checker tur detect_prio yes} }

== Known 1issues

There are no known issues for the SUSE Linux Enterprise Server 12 SP1 with
ONTAP release.

SUSE Linux Enterprise Server 12 ONTAPD 3/

ONTAP SANR X FDEREZEAL T. ONTAPZ X —4"w b & L TSUSE Linux
Enterprise Server 12%5RETET £ 95,

Linux Unified Host Utilities #1 > X —JLL T

NetApp Linux Unified Host UtilitiesY 7 b = 7 /Ny 7r—2 &, IZ32E Y b EXVB4E Y bD.rpm7T 71 IL L

LTHEINTWES =Ry c 7y THR— Y1 b BRICBELZZ 77D DD SHBWESIE. ZFEBL
TRHER T 7 JL%"NetApp Interoperability Matrix Tool THEEET T £ 3 "HEERL TSI L,
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NetApp Tl&. Linux Unified Host UtilitesD 1 > X b — LB HREL TVWEIH. BEBTIEHD FHA. 2
— 714 )T 4 TlE LinuxKZ X FDFREIIFEESNEFEA. BEEREISIHLEL. RYSTYTOAREZIT—Y
R— D REICEHTIFMRZNETETBELDICBDET,

Linux Unified Host UtilitieshIRTEX Y X b—IILEINTWVWBBEIE. BHN—aVIc7vy 7oL —R33HH|
BRLTRDFIBICH > TEREFN—avyEA VA M=ILLET,

Flig
1. 5. 32 Ew bF71E 64 Ew D Linux Unified Host Utilities YV 7 kD= 7 NX\whr—2J%# 20> O0—R
LET "Ry b7y THR= YA R RZMIEHLET,

2 YT TNy =S4V A M=ILLET,
['rpm -ivh 1 NetApp_linux_unified-connect host_utilities-7-1.x86_64 | Z&BL T E3 L)
(D CORFaAXYEDEREZFERALT. ICERITZIIVIIVRIZATY R ERETETET "Cloud
Volumes ONTAP" & & T "ONTAP X35 Amazon FSX",

SAN V—J)LF¥ v bk
CDY—ILF¥ v ;& NetApp Host Utilities /N\w T —2 %A VA M—ILTRCBENICA A M—ILENE
Fo COFYMIXIUNI—FTo VT HFENTSHD 'LUN & HBADERICRIIBEY lanluny a7 >
RiZ. RAMIYYEYTSINTLUN, JILFNR, LA Z2I—2TIIN—TOERICHELRBHRZ R
LFd,

1)
ROFTIE lun lun lun show <> Rid LUN [BSRZERL X

# sanlun lun show all

H A5
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb host1l6 FCP
120.0g cDOT
data vserver /vol/voll/lunl /dev/sdc hostl5 FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sdd  hostl6  FCP
120.0g cDOT
data vserver /vol/vol2/1lun? /dev/sde hostl5 FCP

120.0g cDOT
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SAN 77—+ HTY

VEZHD

SAN 7 — hZERT 35813 BRTHR—FINTVWIRELHD £, ZFERATIET "NetApp
Interoperability Matrix Tool THEFETEEZI"FHELTWVWS 0S. HBA. HBAZ77—LD 7. HBA7—+k
BIOS. H&U ONTAP DN—=2 a3 VHHFR— SN TWVWE e ZHERBL T,

FIE
1. SAN 7— bk LUN ZRR MYV EY T LFT,

2. BBDONIADMERPRETH B L eHRLF T,

C) RARARL—FT4 VIO RATLDBEH L. NATEITEINZ . EHO/NIAHDEARIEE
ICHRDET,

3. SAN 7—F LUN DI vEYIINTVWDEAR—MINRLT. H—/ABIOS TSAN J—rZB®ICLZF
ER

HBABIOS ZBMICT B3 HEICDOVTIE. RUYA—BEFONYZa7I)ILZzB8RLTZETV

4. RAbZVT—bLT. T—rHERBICET LI ez L £ Y,

JILFINZR
SUSE Linux Enterprise Server 12 @5 &. /etc/multipath.conf 7 7 1 ILHTFEEL TWBRELH D £TH.

FIIVCREDEEZ MR ZMEIEH D £t Ao SUSE Linux Enterprise Server 12 (&, ONTAP LUN %
bfﬁmk%ﬁ?éﬁwk%g@?NT®§ET3/A%»*ﬂfUiTo

M multipath -Il 1 XY R&EEAT5E. ONTAPLUN OBREERATEI £,

LEDE IS 3> Tld. ASAS KTASAUADRILY FICR v ES T ETNFLUNDRILFNZIBEDEIZTL
x99,

Z—)LSANT L 1 ¥k

Z—IJLSANT7 L (ASA) B TlE. BEDLUNADITARTONIADRELESN. 77U T4 THIRENHIFS
NEJT, CHICEKD. IRTONREZEEFICEBT3I00NIEBENMTHONZ 0. NT+x—I XD EMELFE
R

)
TOFIE. ONTAP LUNDIEELWEHEAZRLTWET,
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# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

C) 1DDLUNICRHER/NRIFEDET TS, NAD4DUEH D E. A ML —SFBERIC/NZADR
BEHRLETBEEMLHD £,

ASATH /a0t A

ASALIA DI TIE. BERENERZ2DDNRATIL—THURETT, BEENEWVWNRIET VT TIR#E{t
ThEd, 2FD, 77U —rHBEBESINTVWR O FO—SICE>TIBTNE T, BEEDEL/IRIZ
TOT47TeH. flody hO—Sh5REINZORBELINTULER A, BBEILINTLAL/NZ

. BELINFNIEZFERTEIRVEERICOAERINET,

ll

ROBIE. 2DDT7 0 T4 7 | RBILINARE 2 DDT7 VT« 7 | IERE{L/NZAZERT S ONTAP LUN (ZXF T
BELVWEAZRTLE T,

# multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

C) 1 DDLUNICRHREBLR/NRIFADETTT, NAD4DULEHD . R L —BERIC/NADR
BEHRETIEREMELHD £7,

HIRERTE

SUSE Linux Enterprise Server 12 OS|d&. ONTAP LUN%ZZR&# L. IRTORE/NTAXA—RFZBHMICIEL <
RETAESICAVNAILENTWVWET, multipath.conf JWILFNATFT—EVEZRENTBICIE. 770
IWHEZELTVWBHEDNHBDE T, COT7AIHEFEELBRVGEIF. ARV RZEALTEOEONA T
7AIWEERTE XY touch /etc/multipath.confo
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‘multipath.conf’ 7 7 A ILZFOTERT D LS. ROIVY FZEALTIILFNIT—E
AzBMLTRBLATNRE RSB WEERHD £9,

chkconfig multipathd on
/etc/init.d/multipathd start

VILFNATEEBLIECKBWTNA ZADHZHER. T7FIL LD DBEBEINIBEFORENH 3582
T, T7AIIICEZEABEMTAIHNEITIHD FHA multipath.confo RERT/NA XAZFRNTBICIE. 7

74 ILNRDEX %BIL multipath.conf. <Devld>%RHNT 3T /\1 X DWorldwide Identifier (WWID)
XFHCBZTHRZET,

blacklist {
wwid <DevId>

devnode "” (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode ""cciss.*"

KOBITIE. T/81 ZOWWIDZ4FE L T "multipath.conf 7 7 7 JLICEBMML £9,

FIE
1. WWIDZRERL £

/lib/udev/scsi id -gud /dev/sda

3600a098038314c4a433f5774717a3046
/lib/udev/scsi_id -gud /dev/sda

360030057024d0730239134810c0cb833

_I_
"sda’ is the local SCSI disk that you want to add to the blacklist.
. Add the "WWID

[source, cli]
+

to the blacklist stanza in "/etc/multipath.conf :

7Zvo1) A {WWID 3600a0980314c4a433f5774717a3046 devnode "* (ram|raw|loop]|fd|md|dm-|sr|scd|st
) "devnode"hdlazl"devnode” geigg "}
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Always check your "~/etc/multipath.conf® file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’™ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the 0OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Parameter

Setting

detect prio | yes

dev loss tmo | "infinity"

failback | immediate

fast io fail tmo | 5

features | "3 queue if no path pg init retries 50"
flush on last del | "yes"

path checker | "tur"

path grouping policy | "group by prio"
path selector | "service-time 0"
polling interval | 5

prio | "ontap"

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

[
|
|
|
|
|
|
|
|
|
| hardware handler | "O"
|
|
|
|
|
|
|
|
|
| vendor | NETAPP
|

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf' file defines values for "path checker’ and
"detect prio  that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these

parameters can be corrected specifically for ONTAP LUNs with a device
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stanza.

defaults {path_checker readsector0 detect_prio no} D7 /N1 X {device {vendor "product" NetApp

lun.

36

*n

path_checker tur detect_prio yes} }

== Known issues

The SUSE Linux Enterprise Server 12 with ONTAP release has the following
known issues:

[
|
| NetApp Bug ID
|
|
|

Title

Description

link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=873555[873555"] | scsi dh alua module is not
loaded during multipathd startup on local boot | scsi dh alua is a Linux

ALUA device handler module. This is is not loaded during multipathd
startup on local boot. Due to this device handler will not be loaded
though ALUA is enabled on target side.

| link:https://mysupport.netapp.com/NOW/cgi-

bin/bol?Type=Detail&Display=863584[863584~] | The message "conflicting
device node '/dev/mapper/360xx' found" appears on the screen when you
create a DM device on SLES12 | You might observe a failure in creating a

link to DM devices under /dev/mapper dir in SLES 12 and see the messages
"conflicting device node '/dev/mapper/360xx' found".

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=847490[847490~] | Multipath daemon shows path
failures on SLES 12 | You might observe path failures on the SLES12
multipath daemon during I/0O with storage or fabric faults.

// 2024 SEP 2, ONTAPDOC-2345
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