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ONTAP Select Deploy 7> 51> RFa XY D Web R=JICHA VA VT EIREDRHDET, VT XEZD
EREFIC ONTAP Select 7 5 A ZICEID HETHNT—BDOHFNFHAHBETT,

R UE

—RD#HAFZERLT. ONTAP Selecty 5 X 2 Z2iBib I 2BMIBHRZMSTTET, CORITIE. RifiL
PEINTEIRTOT 1 —ILEDRENET, L. RAMTZ 9T RELT BEBFED T4 —ILE



DHZERTIHRELHD £,
FE
1. XA R=IT, —BFBETFEFTRZO—-JLLT Cluster #:#RL £,

2. GET /clusters/{cluster_id} %#3## L T. ONTAP Select 7 5 X4 |_RA9 B EHRER T -OHICFERAINT-
API U L OFFZERTLE I

J—o70—-701X

ONTAP Select Deploy APlI 7—2 7 O—DERAEICDVWTER
D—o70-7O0tXZREL. FHETE3LDICERLTLIETL,

T—070-TEASINS APIFUH L ZE#FT S

ONTAP Select 7> 50> RF¥a Xy k R=JZIE. §ARTOD RESTAPI MU H LOFEMAHIGEEH TN TLE
I, CCTENSDEMEZRDIRTDOTIERL, 7—7 70— B2 FILTHERAINDSE API EUH LICIE.
REaAXY R R=ISTHUVHLEZBDIIZHICHERBROANEENTVE T, FEDAPIFUELER
DB AFINTA—%, HAFR. HTTPRTF—4 X O— K, BERUIBO XA THY . FUB LOFAE
SR T X9,

J—2070—TEALTLBRBAPIFEUH LICDOWT, RFaXI M R=IJTREDIFBDICRIIDESITRD
BRERLETS

* A7 APIFUHLIF. FFraXy bAR—2 FCHEEMICESES 2MEIFEIZATI) CEICEIEBIN
TWET, BEDAPIRUELZFETICIE. R—JPO—FFFTRXo/O-ILL T, &Y TIAPIAT OV %
EIRLTLEESL,

* HTTP&EIE HTTPEIEIE. VY — RIS LTEITINZI 7o a>EHAILE T, SAPIUE LIk, BE—
DHTTPEIEAICL > TEITEINE T,

* NRANRIF BUOHLZRITIBRICT I a BRI R/EDI Y —RZRELFT, I7DURL
DHEINWCNAXFINEEMTZ LT, VY —XZ2#AT2REBURLDIERENE T,

RESTAPI ICEET7 IR T37HD URL ZHEELEFT

ONTAP Select RF a2 X > b R—=TJIIMZ T, Python XD TOY Z 3V E5E% /N LT Deploy REST API
ICBET7I7ERTE3CHTEET, COHBA. A7 URLIF. T4 REFaAXER=JIITIER
TRBRICHEAT S URL EIFETFTEABD X T, APIHICERT7TI7ERAT35HEIE. RXMVHER—FESDX
FHC Japi ZEBINT Z2HEHHD FT, fl:

http://deploy.mycompany.com/api

ESXi - T® ONTAP Select > > )L/ — REHET 5 X 2 DYERR

vCenter TEIEIMNTWLWS VMware ESXi h X b EIZS >4 )L/ — K ONTAP Select 7 <
AT TOACTETET, COIVTRAASITFMRZ I XA TEREINE T,

ISAZEDT =7 T70—1F. UTORRTEBRD XTI,

* ESXi AR MlE vCenter ICE > TEEBINTULWEETA (REZVR7OYHKRIE)
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* USRHA—RTIE. EHD/—REIFHRAMERAINE T,
C USRA—|F. BABASTA LR EFERLIEABREICT I OSNET,
* KVM /\ 1 )X— /N1 ' —I|F VMware ESXi DD D ICERAINE T,

27w 1:vCenter H—/N\—DREEHRZEFT D

vCentertf —NN—IC K> TBIEINTUVWRESXIRR MoT7O1 33581, R MEEEFETIRIICILTY
Dy ILEBIMTZBENHD EFT, CHICED. DeployBBE1—FT 1) T4 TEDILTVIvILEFERL
TvCenterlCX I BRI TOCENTEFX T,

A7) HTTPE)E AW
BA POST /security/credentials
Curl

curl -iX POST -H 'Content-Type: application/json' -u admin:<password> -k
-d @step0l 'https://10.21.191.150/api/security/credentials’

JSONAH (X7v 701)

"hostname": "vcenter.company-demo.com",
"type": "vcenter",
"username": "misteradmin@vsphere.local",
"password": "mypassword"
}
WIBR AT
FEEIHA

H7
O —=23Y LARIYZAAYE—RHNDILT>¥ILID
AT U

2TV T2 NAN—NAH— KX +EZEERTS
ONTAP Select / — REZSUIREIT S UHRITEINZ NI N—NA1HF— KX MEEMLE T,

A7V HTTPE)E INZR
7523 POST /hosts

Curl

11



curl -i1iX POST -H 'Content-Type: application/json' -u admin:<password> -k
-d @step02 'https://10.21.191.150/api/hosts"

JSONA /] (X7 v 02)

"hosts": [
{
"hypervisor type": "ESX",
"management server": "vcenter.company-demo.com",
"name": "esxl.company-demo.com"
}
]
}
WIBR AT
FEEIHA

H7
Oy —>aVinBAYA—DRZANID
= Bl i AV ol

2ATYVT3 . VS RAREERT S

ONTAP Select 7 S XX =1k T B &« BEAEXNGR T 5 XA ZBHHNEEFEEN. Deploy h'/ — FLZEERIICERK
LETo

A7dY HTTPE:R INR
TS5 AR POST [clusters
Curl

VTN —R USRAEADIBEIF. VL) IXT X—X node count & 1 ICERETDIHELNHD £,

curl -iX POST -H 'Content-Type: application/json' -u admin:<password> -k
-d @step03 'https://10.21.191.150/api/clusters? node count=1"'

JSONA /] (X7 v /03)

"name": "my cluster"
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WMEBZAT
[B]HA

73
*O7—2aY LARYZAYHE—RADYI XL D
ATVTAI DS RR—Z BT B
U522 —DRED—RELT, UTOREZIEET SLENHD T

psloabu Y HTTPE)5 INR
TR PATCH [clusters/{cluster_id}
Curl

TS5RE—ID ZHEEL TS L,

curl -iX PATCH -H 'Content-Type: application/json' -u admin:<password> -k
-d @step04 'https://10.21.191.150/api/clusters/CLUSTERID'

JSONAS (R7v704)

"dns_info": {
"domains": ["labl.company-demo.com"],
"dns ips": ["10.206.80.135", "10.206.80.136"]
by
"ontap image version": "9.5",

"gateway": "10.206.80.1",

ip": "10.206.80.115",
"netmask": "255.255.255.192",
"ntp servers": {"10.206.80.183"}

WBRAT
[E4A

7

None

ATv S5 J—REEEIET 3

DeployEB1—7T+« UTqld. 75 RZ—DMERENB &, /—FOBERFrianzBENICERLETT,
J—RZHRETBEIIC. BIDHTOSNKIDZEIR T 2HENHD XT,
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A7V HTTPEI5E INX
2523 GET [clusters/{cluster_id}/nodes

Curl
IS ZARZ—IDZIBEL TSIV,

curl -iX GET -u admin:<password> -k
'https://10.21.191.150/api/clusters/CLUSTERID/nodes?fields=id, name'

WIBRA T
[FIHA

7
* —BOIDCEFIZFOE—D/ —FethenaddsER7LI—F
ATv 76/ —RFDEE

/—FOERREZRBELET. CNE. /—FZ2REITBZDIHERATNSE 3 DDOAPIFUHLDOSED
EHIDHDTT,

A7V HTTPEhEA INZ
952X PATH [clusters/{cluster_id}/nodes/{node_id}
Curl

JFRZ—IDE/—RFRIDZAALTLIEEL,

curl -iX PATCH -H 'Content-Type: application/json' -u admin:<password> -k
-d @step06 'https://10.21.191.150/api/clusters/CLUSTERID/nodes/NODEID'

JSONAH (X7 v 706)
ONTAP Select / — RHEITINBZHRIAMID ZIBEL TLET L,

"host": {
"id": "HOSTID"
by
"instance type": "small",

"ip": "10.206.80.101",
"passthrough disks": false

MIBRA T
ikt
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7

None

ATYTT ) —RRYy NI —0U%EISFT 3

SVON/ =R ISRED/ - R THERAINZ T2y b I—J BBy FI—JZR/ELEFT. R

XY bT=0E@FS2TII) =R VS ZXZTIIMERINTE A

A73 HTTPE)E INZR
7523 GET [clusters/{cluster_id}/nodes/{node_id}/networks
Curl

PI5RAZ—DE/—FIDZAANLTLEEL,

curl -iX GET -u admin:<password> -k 'https://10.21.191.150/api/
clusters/CLUSTERID/nodes/NODEID/networks?fields=id, purpose'

WMBZAT
[E]HA

7
*J—ROBE—xy hT—JZETNETNERT Z2D0L I— FOET, —EDIDLENZET

ATYT8: /=R 2y NIT—TDHRTE

T—EXY I —OCEBRY FT—0ZRELET. AERY hT—JRS 2T/ —F IS RETIEME

RETnEztA.

() ROAPIFUHLEERFLET, &%y FT—2IOFIETOTT,

ATV HTTPE)E INR
7S5 AR PATCH [clusters/{cluster_id}/nodes/{node_id}/networks/{network_id}
Curl

J95X2—ID. /—FRID. 8LUVRY FT—=7IDZANILTLLRZEL,

curl -iX PATCH -H 'Content-Type: application/json' -u admin:<password> -k

-d @step08 'https://10.21.191.150/api/clusters/
CLUSTERID/nodes/NODEID/networks/NETWORKID'

JSONAH (XF v 08)
2y RTD—=0Z% AL TLIETLY,

15



"name": "sDOT Network"

MBRAT
[EIHA

7

None

ATV J—RAML—=UT—)LZBKT S

J—RORBREICBITZIREDIATYTIE. A L= =L EEFR TR TY, MARMERINL—VF—
JLIZ. vSphere Web 751 7> k. F£7ld74 7> 3> T Deploy RESTAPI iZH THEERTE X9,

ATV HTTPE)E INR
75 2R PATCH [clusters/{cluster_id}/nodes/{node_id}/networks/{network_id}
Curl

I5X2—ID. /—FID. 8XUVRY FT—=TIDZANDLTLLREL,

curl -iX PATCH -H 'Content-Type: application/json' -u admin:<password> -k
-d @step09 'https://10.21.191.150/api/clusters/ CLUSTERID/nodes/NODEID'

JSONAH (X7 v 09)
T—ILBEIF2TBTY,

"pool array": [
{
"name": "sDOT-01",
"capacity": 2147483648000

WBRAT
[EHA

7

None

ATV VT RE2—%TTO193

VSRR —/—FORENTT LIS, V5 RXX—TTOATEET,
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A7V HTTPEhEA INZ
IS RA POST [clusters/{cluster_id}/deploy

Curl
IS ZARZ—IDZIBEL TSIV,

curl -iX POST -H 'Content-Type: application/json' -u admin:<password> -k
-d @stepl0 'https://10.21.191.150/api/clusters/CLUSTERID/deploy’

JSONAA (R7v710)
ONTAPBIEETFHIY FONZAT—REZADLTLIEIL,

"ontap credentials": {
"password": "mypassword"
}
}
WIBR AT
FEEIHEA

H7I
= R AV ol
REE B R
"ONTAP Select 7 5 X2 ® 90 HEIDFHE1 VY R A2 VA =F O/ L£9"

PythonT7 7t X

Python % {5/ L 7= ONTAP Select Deploy API AND 7 7t XIZDWT
> FILPython RV 1) 7 +ZR1T9 381lC. RREZERIDIBERHD E T,
PythonR 7 U7+ #R1T93H01IC. RIBDNELKRESNTVWS L ZHERTIHENHDFT !

* &I/N—2 3V DPython2Z 1 VA =L BHERHD £9. B> F)ILO— RIFPython2ZfERL TT X
FEATY, CNSIEPYython3ICHRBHERIEETH BIET TI D BT I MEIERINTULEE A

* Requests Z1 75U urlib3 5S4 T7SVEAYAM=ILTZIHELRHD £7, RFBICHL T, pip £21F
Z DD Python BIFY —ILZERATEF X9,

C RUVVTEHBRITINZIZAT R T—UXFT— 3 7ICIE. ONTAP Select Deploy IRIEEY S Y ADF
kD=0 FOERIRBRETT,

THICC UTOBHRPINETT
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* DeployR¥ET> > DIP7 RL X
* DeployBEEBE 7 AT bDA—H—HE/NXT—R

ONTAP Select Deploy [} Python X7 ') 7 ~ZDWT

T2 FILPython RV ) T hZERT2 L. TEIFRIRXIZRTTETFET ., HF
DDeploy1 Y XXV ATHERTBHIIC. RTVVTFORNBZEEL TEHBENDHD F

o

HEDEEHFIE

CNSDRTZVTHE UTOHBORKHICESVWTHRFATNTLE T,

*ISAT RISV VDOAR Y RSA VAR =TT —IADHBERITI S BYICKRESNIISAT7 VI

STHIUE, EDOYI VNS5 THPYthonR Y U 7 R ERTTE T, BFMICOVTIER. e 3HIIC_ET
BT,

* CLIAAINT A—=RZRITAND BRI T I ANNTA—=2%ZH L TCCLITHEEINE T,
*ANTFAIINDFHEAAS EXT VT RE EDBMICIECTAN T 7MLV ZHHAAE T 75 XX%Z1E

PR ETCIFHIBRT BBRICIE. JSONRET 7 ML ZIRETBIHVEDHD ET, /—RIA1EVRZEMT B
BRICIE. BIBRSAERT 7V 2RIETBIHEN DD XT,

s HBHR—bEZa—ILEFEATS @Y R— MEZ 21—l _deploy requests.py ICIE. B—DUZ AN

BENTVET, ChIFBERIU T MIE>TA Y R—bEN, EHASNE T,

I AR R LT

clusterpyX 2 1) 7 b %Z{EH L TONTAP SelectyV S XX &1 TET T, CLI/NTAX—REISONAAT 71 )L
DODABIZEDVWT. UTFDKSICAIV P hZzT7 7O REICEDE TEETE XY,

*NAN=NAHF— . F7O40FD) ) —=RIZIGLC T ESXiEFIEKVMICT 7O TEE T, ESXilcT 7

O 9358, \1TN—N\1HF—EvCenterTEEITZrH. XZVR7OVHRIAMELTEETSC
CHAEETY,

*OSRE—YAX VTN —RELERILF/—FDISAI—ZEATEET,
* FHERR X CIIABRIBERAS AR FHERS A XA FRIBBALIAERERAS VX 2EALT

VSRR —%TIOATEXT,

ATV T RDCLANNTA—=RIFRDEEDTY :

* Deploy ' —/NDHRZA MR FRIFIPT7RLR
c BEEI-H-TAUYFONRT—R

* JSONERE 7 7 1 )LD %A

* Xy E—JHANDOFHERTT 57

J—=RSAtEVRXZEMT B

ABEBISAA—%#TTO1T35HEI1E. X2 U T+ _add license.py #FEHALTE ./ —RICSAITEVR%E
BMTI3HNENBDET, F/EVRIE VTR EZ—%2T77O14 T35 CHETHEMTEET,
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R T RDOCLIAANT A—=RIIIDEHED TS .

* Deploy ' —/\DRZA MZFIFIP 7RL R
cEEBEEI-Y-THIOOEDNZIT—R
CSAEYRT7AILDAH

* SAEVRZEMT ZHERERD ONTAP 1—H#—%
* ONTAP 2 —H'—0D/XXT—R

U5 22 % HIbR
221) 7 _delete_cluster.py_ Z{EF L T. BIEZDONTAP Select? 5 A X —ZHIBRTE £,
AT RDCLANNTA—=RIFRDEHEDTY :

* Deploy —/NDHRZA MR FIFIPT7RLR
s BEEIA—H—TATYFDNZAT—R
* JSONERE 7 7 1 L D%HI

PythonJ— R > 7))L

ONTAP Select 7 S X2 % {ERT B XV Tk

UTFDRIV T+ 2RI, ATUTRATERSINI/INT X=X EISONAST
FAINCEDVWTISAFZIERTE X I,

#!/usr/bin/env python

File: cluster.py
(C) Copyright 2019 NetApp, Inc.

This sample code is provided AS IS, with no support or warranties of
any kind, including but not limited for warranties of merchantability
or fitness of any kind, expressed or implied. Permission to use,
reproduce, modify and create derivatives of the sample code is granted
solely for the purpose of researching, designing, developing and
testing a software application product for use with NetApp products,
provided that the above copyright notice appears in all copies and
that the software application product is distributed pursuant to terms

no less restrictive than those set forth herein.

S S S S S S S S S S S S S o o
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import traceback
import argparse
import json
import logging

from deploy requests import DeployRequests

def add vcenter credentials(deploy, config):
""" Add credentials for the vcenter if present in the config """
log_debug trace ()

vcenter = config.get('vcenter', None)
if vcenter and not deploy.resource exists('/security/credentials',

'hostname', vcenter]|
'hostname']) :

log_info ("Registering vcenter {} credentials".format (vcenter|

'hostname']))

data = {k: vcenter[k] for k in ['hostname', 'username',6 'password
"1}

data['type'] = "vcenter"

deploy.post('/security/credentials', data)

def add standalone_host credentials (deploy, config):
""" Add credentials for standalone hosts if present in the config.
Does nothing if the host credential already exists on the Deploy.

mwwn

log _debug trace ()

hosts = config.get('hosts', [])
for host in hosts:
# The presense of the 'password' will be used only for standalone
hosts.
# If this host is managed by a vcenter, it should not have a host
'password' in the json.
if 'password' in host and not deploy.resource_ exists (
'/security/credentials',
'hostname',
host['name']) :
log_info ("Registering host {} credentials".format (host['name
"1))
data = {'hostname': host['name'], 'type': 'host',
'username': host['username'], 'password': host][
'password’'] }

deploy.post('/security/credentials', data)



def register unkown hosts(deploy, config):
""" Registers all hosts with the deploy server.

The host details are read from the cluster config json file.

This method will skip any hosts that are already registered.

This method will exit the script if no hosts are found in the
config.

log_debug trace ()

data = {"hosts": []}
if 'hosts' not in config or not config['hosts']:
log _and exit("The cluster config requires at least 1 entry in the
'hosts' list got {}".format (config))

missing host cnt = 0
for host in config['hosts']:

if not deploy.resource_exists('/hosts', 'name', host['name']):
missing host cnt += 1

host config = {"name": host['name'], "hypervisor type": host]
"type'l}
if 'mgmt server' in host:
host config["management server"] = host['mgmt server']
log_info(
"Registering from vcenter {mgmt server}".format (**
host))

if 'password' in host and 'user' in host:
host config['credential'] = {

"password": host['password'], "username": host['user

log_info("Registering {type} host {name}".format (**host))
data["hosts"] .append (host config)

# only post /hosts if some missing hosts were found
if missing host cnt:
deploy.post('/hosts', data, wait for job=True)

def add cluster attributes(deploy, config):
""" POST a new cluster with all needed attribute values.
Returns the cluster id of the new config

21



log _debug trace ()

cluster config = config['cluster']
cluster id = deploy.find resource('/clusters', 'name', cluster config

["'name'])

if not cluster id:
log_info("Creating cluster config named {name}".format (

**cluster config))

# Filter to only the valid attributes, ignores anything else in

the json
data = {k: cluster config[k] for k in [
'name', 'ip', 'gateway', 'netmask', 'ontap image version',

'dns_info', 'ntp servers']}
num nodes = len(config['nodes'])
log_info ("Cluster properties: {}".format (data))

resp = deploy.post('/v3/clusters?node count={}'.format (num nodes),

data)
cluster id = resp.headers.get('Location') .split('/") [-1]

return cluster id

def get node_ ids(deploy, cluster id):

''' Get the the ids of the nodes in a cluster. Returns a list of
node ids.'"'

log_debug trace ()

deploy.get('/clusters/{}/nodes'.format (cluster id))
[node['id'] for node in response.json() .get('records')]

response

node ids
return node ids

def add_node_attributes(deploy, cluster_ id, node_id, node):
''' Set all the needed properties on a node '''

log _debug trace ()

log_info ("Adding node '{}' properties".format (node id))

data = {k: node[k] for k in ['ip', 'serial number', 'instance type',
'is storage efficiency enabled'] if k in

node}
# Optional: Set a serial number

22



if 'license' in node:

data['license'] = {'id': node['license']}

# Assign the host
host id = deploy.find resource('/hosts', 'name', node['host name'])
if not host id:
log and exit("Host names must match in the 'hosts' array, and the
nodes.host name property")

data['host'] = {'id': host id}

# Set the correct raid type

is hw raid = not node['storage'].get('disks"') # The presence of a
list of disks indicates sw raid

data['passthrough disks'] = not is hw raid

# Optionally set a custom node name
if 'name' in node:

data['name'] = node['name']

log_info ("Node properties: {}".format (data))
deploy.patch ('/clusters/{}/nodes/{}"'.format (cluster id, node id),
data)

def add node networks (deploy, cluster id, node id, node):
''"'" Set the network information for a node '''
log_debug trace ()

log_info ("Adding node '{}' network properties".format (node id))

num nodes = deploy.get num records ('/clusters/{}/nodes'.format
(cluster id))

for network in node['networks']:

# single node clusters do not use the 'internal' network
if num nodes == 1 and network['purpose'] == 'internal':
continue

# Deduce the network id given the purpose for each entry
network id = deploy.find resource('/clusters/{}/nodes/{}/networks
'.format (cluster id, node id),
'purpose', network|['purpose'])
data = {"name": network['name']}

if 'vlian' in network and network['vlan']:
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data['vlan id'] = network['vlan']
deploy.patch('/clusters/{}/nodes/{}/networks/{}"'.format (

cluster id, node id, network id), data)

def add node_ storage (deploy, cluster id, node id, node):
'''" Set all the storage information on a node '''
log _debug trace ()

log_info ("Adding node '{}' storage properties".format (node id))

log_info ("Node storage: {}".format (node['storage']['pools']))
data = {'pool array': node['storage']['pools']} # use all the json
properties

deploy.post (
'/clusters/{}/nodes/{}/storage/pools'.format (cluster id, node id),
data)

if 'disks' in node['storage'] and node['storage']['disks']:
data = {'disks': node['storage']['disks']}
deploy.post (
'/clusters/{}/nodes/{}/storage/disks"'.format (cluster id,
node id), data)

def create cluster config(deploy, config):

""" Construct a cluster config in the deploy server using the input
json data '''

log_debug_ trace ()

cluster id = add cluster attributes (deploy, config)

node ids = get node ids(deploy, cluster id)
node configs = config['nodes']

for node id, node config in zip(node ids, node configs):
add node attributes (deploy, cluster id, node id, node config)
add node networks (deploy, cluster id, node id, node config)
add node_storage (deploy, cluster id, node id, node config)

return cluster id
def deploy cluster (deploy, cluster id, config):

'''" Deploy the cluster config to create the ONTAP Select VMs. '''
log_debug trace ()



log_info ("Deploying cluster: {}".format(cluster id))

data = {'ontap credential': {'password': config['cluster']|

'ontap admin password']}}

deploy.post('/clusters/{}/deploy?inhibit rollback=true'.format

(cluster id),

data, wait for job=True)

def log debug trace():
stack = traceback.extract_stack()
parent function = stack[-2] [2]
logging.getLogger ('deploy') .debug('Calling %s()' % parent function)
def log_info (msg) :
logging.getlLogger ('deploy') .info (msqg)
def log_and exit (msg):
logging.getlLogger ('deploy') .error (msqg)
exit (1)
def configure logging (verbose) :
FORMAT = '% (asctime)-15s:%(levelname)s:% (name)s: % (message)s'
if verbose:
logging.basicConfig(level=1logging.DEBUG, format=FORMAT)
else:
logging.basicConfig(level=1logging.INFO, format=FORMAT)
logging.getlLogger ('requests.packages.urllib3.connectionpool’
) .setLevel (
logging.WARNING)
def main(args):

configure logging(args.verbose)
deploy = DeployRequests (args.deploy, args.password)

with open(args.config file) as json data:
config = json.load(json data)

add vcenter credentials (deploy, config)
add standalone host credentials (deploy, config)

register unkown hosts (deploy, config)
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(0

cluster id = create cluster config(deploy, config)
deploy cluster (deploy, cluster id, config)
def parseArgs():

parser = argparse.ArgumentParser (description='Uses the ONTAP Select
Deploy API to construct and deploy a cluster.')

parser.add argument('-d', '--deploy', help='Hostname or IP address of
Deploy server')

parser.add argument('-p', '--password', help='Admin password of Deploy
server')

parser.add _argument('-c', '--config file', help='Filename of the

cluster config')
parser.add argument('-v', '--verbose', help='Display extra debugging
messages for seeing exact API calls and responses',
action='store true', default=False)
return parser.parse_args ()

if name == ' main U g

args = parseArgs ()
main (args)

NTAP Select 7 S A2z {Efk 5 X2 ') 7 ~FB®D JSON
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"hosts": [
{
"password": "mypasswordl",
"name": "host-1234",
"type": "ESX",
"username": "admin"
}
1,
"cluster": {
"dns info": {
"domains": ["labl.company-demo.com", "lab2.company-demo.com",



by

"lab3.company-demo.com", "lab4.company-demo.com"

1,

"dns ips": ["10.206.80.135", "10.206.80.136"]
I

"ontap image version": "9.7",
"gateway": "10.206.80.1",

"ip": "10.206.80.115",

"name": "mycluster",

"ntp servers": ["10.206.80.183", "10.206.80.142"],
"ontap admin password": "mypassword2",

"netmask": "255.255.254.0"

"nodes": [

{

"serial number": "3200000nn",
"ip": "10.206.80.114",
"name": "node-1",
"networks": [
{
"name": "ontap-external",
"purpose": "mgmt",
"vlan": 1234

"name": "ontap-external",
"purpose": "data",
"vlan": null

"name": "ontap-internal",
"purpose": "internal",
"vlan": null

}

1,
"host name": "host-1234",
"is storage efficiency enabled": false,
"instance type": "small",
"storage": {
"disk": [1],
"pools": [
{
"name": "storage-pool-1",
"capacity": 4802666790125
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"hosts": [
{
"name" :"host-1234",
"type":"ESX",
"mgmt server":"vcenter-1234"
}
1,

"cluster": {
"dns info": {"domains": ["labl.company-demo.com", "lab2.company-
demo.com",
"lab3.company-demo.com", "lab4.company-demo.com"

1,
"dns ips": ["10.206.80.135","10.206.80.136"]

by

"ontap image version":"9.7",
"gateway":"10.206.80.1",

"ip":"10.206.80.115",

"name":"mycluster",

"ntp servers": ["10.206.80.183","10.206.80.142"],
"ontap admin password":"mypassword2",
"netmask":"255.255.254.0"

by

"vcenter": {
"password" :"mypassword2",
"hostname":"vcenter-1234",

"username" :"selectadmin"

by

"nodes": [

{
"serial number": "3200000nn",
"ip":"10.206.80.114",

"name" : "node-1",
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"networks": [
{
"name" : "ONTAP-Management",
"purpose":"mgmt",

"vlan" :null

"name": "ONTAP-External',
"purpose":"data",
"vlan" :null

"name": "ONTAP-Internal",
"purpose":"internal",
"vlan" :null

1,

"host name": "host-1234",

"is storage efficiency enabled":

"instance type": "small",
"storage": {
"disk":[1],
"pools": [
{
"name": "storage-pool-1",
"capacity":5685190380748

KVWM LD > T/ —F 95 %

"hosts": [
{
"password": "mypasswordl",
"name" :"host-1234",
"type":"KVM",

"username" :"root"

false,
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"cluster": {
"dns_info": {
"domains":

"lab3.company-demo.com",

I

"dns ips": ["10.206.80.135",

by

"ontap image version": "9.7",
"gateway":"10.206.80.1",
"ip":"10.206.80.115",

"name" :"CBF4ED97",
["10.206.80.183",
"ontap admin password":
"netmask":"255.255.254.0"

"ntp servers":

by
"nodes": [
{
"serial number":"3200000nn",
"ip":"10.206.80.115",
"name": "node-1",
"networks": [
{
"name": "ontap-external",
"purpose":
"vlan":1234

" mg—mt n 0

"name": "ontap-external",
"purpose": "data",

"vlan": null

"name": "ontap-internal",
"purpose": "internal",
"vlian": null

}
1,

"host name": "host-1234",

"is storage efficiency enabled":

"instance type": "small",
"storage": {
"disk": [1],

30

["labl.company-demo.com",

"lab4d.company-demo.com"

"10.206.80.136"]

"10.206.80.142"7],
"mypassword2",

false,

"lab2.company-demo.com",



"pools": [
{
"name": "storage-pool-1",
"capacity": 4802666790125

ONTAP Select/ — RS54t XEZEBMTDIRI) L+
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#!/usr/bin/env python

File: add license.py
(C) Copyright 2019 NetApp, Inc.

This sample code is provided AS IS, with no support or warranties of
any kind, including but not limited for warranties of merchantability
or fitness of any kind, expressed or implied. Permission to use,
reproduce, modify and create derivatives of the sample code is granted
solely for the purpose of researching, designing, developing and
testing a software application product for use with NetApp products,
provided that the above copyright notice appears in all copies and
that the software application product is distributed pursuant to terms

no less restrictive than those set forth herein.

S S S S S S S S S S SR S S o e

import argparse

import logging

import json

from deploy requests import DeployRequests

def post new license (deploy, license filename) :

log_info('Posting a new license: {}'.format(license filename))

# Stream the file as multipart/form-data
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deploy.post('/licensing/licenses', data={},
files={'"'license file': open(license filename, 'rb')})

# Alternative if the NLF license data is converted to a string.

# with open(license filename, 'rb') as f:

# nlf data = f.read()

i r = deploy.post('/licensing/licenses', data={},

# files={'"'license file': (license filename,
nlf data)})

def put license(deploy, serial number, data, files):
log _info('Adding license for serial number: {}'.format(serial number))

deploy.put('/licensing/licenses/{}'.format(serial number), data=data,
files=files)

def put used license (deploy, serial number, license filename,
ontap username, ontap password) :
'"'"' If the license is used by an 'online' cluster, a username/password

must be given. '''

data = {'ontap username': ontap username, 'ontap password':
ontap password}
files = {'license file': open(license filename, 'rb')}

put_license (deploy, serial number, data, files)

def put free license (deploy, serial number, license filename) :
data = {}
files = {'license file': open(license filename, 'rb')}

put license (deploy, serial number, data, files)

def get serial number from license(license filename) :
''' Read the NLF file to extract the serial number '''
with open(license filename) as f:
data = json.load(f)

statusResp = data.get('statusResp', {})
serialNumber = statusResp.get('serialNumber')
if not serialNumber:
log and exit("The license file seems to be missing the

serialNumber")
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def

def

def

return serialNumber

log_info (msg) :
logging.getLogger ('deploy') .info (msqg)

log_and exit (msgqg) :
logging.getlLogger ('deploy') .error (msqg)
exit (1)

configure logging() :

FORMAT = '% (asctime)-15s:%(levelname)s:% (name)s: % (message)s'
logging.basicConfig(level=1logging.INFO, format=FORMAT)
logging.getlLogger ('requests.packages.urllib3.connectionpool’') .

setLevel (logging.WARNING)

def main(args):

configure logging ()
serial number = get serial number from license (args.license)

deploy = DeployRequests (args.deploy, args.password)

# First check if there is already a license resource for this serial-

number

if deploy.find resource('/licensing/licenses', 'id', serial number) :

# If the license already exists in the Deploy server, determine if

its used

if deploy.find resource('/clusters', 'nodes.serial number',

serial number) :

# In this case, requires ONTAP creds to push the license to

the node
if args.ontap username and args.ontap password:
put_used license(deploy, serial number, args.license,
args.ontap username, args.ontap password)
else:
print ("ERROR: The serial number for this license is in
use. Please provide ONTAP credentials.")

else:
# License exists, but its not used
put_free license(deploy, serial number, args.license)
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else:
# No license exists, so register a new one as an available license
for later use

post new license (deploy, args.license)

def parseArgs () :
parser = argparse.ArgumentParser (description='Uses the ONTAP Select
Deploy API to add or update a new or used NLF license file.')

parser.add argument('-d', '--deploy', required=True, type=str, help=
'Hostname or IP address of ONTAP Select Deploy')
parser.add argument('-p', '--password', required=True, type=str, help

='Admin password of Deploy server')
parser.add _argument('-1', '--license', required=True, type=str, help=
'"Filename of the NLF license data')
parser.add argument('-u', '--ontap username', type=str,
help='ONTAP Select username with privelege to add
the license. Only provide if the license is used by a Node.')
parser.add argument('-o', '--ontap password', type=str,
help='ONTAP Select password for the
ontap username. Required only if ontap username is given.')

return parser.parse_args ()

if name == ' main U g

args = parseArgs ()
main (args)

ONTAP Select 7S X2z HIBRT BRI Tk
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#!/usr/bin/env python

File: delete cluster.py

(C) Copyright 2019 NetApp, Inc.

This sample code is provided AS IS, with no support or warranties of
or fitness of any kind, expressed or implied. Permission to use,
reproduce, modify and create derivatives of the sample code is granted

solely for the purpose of researching, designing, developing and

#

#

#

#

#

# any kind, including but not limited for warranties of merchantability
#

#

#

# testing a software application product for use with NetApp products,
#

provided that the above copyright notice appears in all copies and
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# that the software application product is distributed pursuant to terms

# no less restrictive than those set forth herein.

import argparse
import json
import logging

from deploy requests import DeployRequests

def find cluster(deploy, cluster name):
return deploy.find_resource('/clusters', 'name', cluster name)

def offline cluster (deploy, cluster id):
# Test that the cluster is online, otherwise do nothing
response = deploy.get('/clusters/{}?fields=state’'.format(cluster id))
cluster data = response.json() ['record']
if cluster data['state'] == 'powered on':
log_info ("Found the cluster to be online, modifying it to be
powered off.")
deploy.patch('/clusters/{}'.format (cluster id), {'availability':
'powered off'}, True)

def delete cluster (deploy, cluster id):
log_info ("Deleting the cluster({}).".format(cluster id))
deploy.delete('/clusters/{}'.format (cluster id), True)
pass

def log_info (msg) :
logging.getLogger ('deploy') .info (msqg)

def configure logging () :
FORMAT = 'S (asctime)-15s:%(levelname)s:% (name)s: % (message)s'
logging.basicConfig(level=1logging.INFO, format=FORMAT)
logging.getlLogger ('requests.packages.urllib3.connectionpool’') .
setLevel (logging.WARNING)

def main (args):
configure logging ()
deploy = DeployRequests (args.deploy, args.password)

35



with open(args.config file) as json data:
config = json.load(json data)

cluster id = find cluster (deploy, config['cluster']['name'])

log_info ("Found the cluster {} with id: {}.".format (config]
'cluster'] ['name'], cluster id))

offline cluster(deploy, cluster id)

delete cluster (deploy, cluster id)

def parseArgs():

parser = argparse.ArgumentParser (description='Uses the ONTAP Select
Deploy API to delete a cluster')

parser.add argument('-d', '--deploy', required=True, type=str, help=
'Hostname or IP address of Deploy server')

parser.add_argument('-p', '--password', required=True, type=str, help
='Admin password of Deploy server')

parser.add argument('-c', '--config file', required=True, type=str,
help='Filename of the cluster json config')

return parser.parse_args ()

if name == ' main Vg

args = parseArgs ()
main (args)

ONTAP Select D& H7R— b Python €2 21—)L
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#!/usr/bin/env python

S+

File: deploy requests.py

(C) Copyright 2019 NetApp, Inc.

This sample code is provided AS IS, with no support or warranties of
any kind, including but not limited for warranties of merchantability
or fitness of any kind, expressed or implied. Permission to use,

reproduce, modify and create derivatives of the sample code is granted

S S S S S S S o o

solely for the purpose of researching, designing, developing and
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testing a software application product for use with NetApp products,

provided that the above copyright notice appears in all copies and

no less restrictive than those set forth herein.

.

import json
import logging
import requests

requests.packages.urllib3.disable warnings ()

class DeployRequests (object) :

Wrapper class for requests that simplifies the ONTAP Select Deploy
path creation and header manipulations for simpler code.

def init_(self, ip, admin password) :

self.base url = 'https://{}/api'.format (ip)
self.auth = ('admin', admin password)
self.headers = {'Accept': 'application/Jjson'}

self.logger = logging.getLogger ('deploy"')

def post(self, path, data, files=None, wait for job=False):

if files:
self.logger.debug('POST FILES:')
response = requests.post(self.base url + path,
auth=self.auth, verify=False,
files=files)
else:
self.logger.debug('POST DATA: %$s', data)
response = requests.post(self.base url + path,

auth=self.auth, verify=False,
json=data,
headers=self.headers)

self.logger.debug ('HEADERS: %s\nBODY: %s', self.filter headers
(response), response.text)
self.exit on errors (response)

if wait for job and response.status code == 202:
self.wait for job (response.json())
return response

that the software application product is distributed pursuant to terms
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def patch(self, path, data, wait for job=False):

self.logger.debug ('PATCH DATA: %s', data)

response = requests.patch(self.base url + path,
auth=self.auth, verify=False,
json=data,
headers=self.headers)

self.logger.debug ('HEADERS: %s\nBODY: %s', self.filter headers

(response), response.text)
self.exit on_errors (response)

if wait for job and response.status code == 202:
self.wait_for job (response.json())
return response

def put(self, path, data, files=None, wait for job=False):

if files:
print ('PUT FILES: {}'.format (data))
response = requests.put(self.base url + path,
auth=self.auth, verify=False,
data=data,
files=files)
else:
self.logger.debug('PUT DATA:"')
response = requests.put(self.base url + path,

auth=self.auth, verify=False,
json=data,
headers=self.headers)

self.logger.debug ('HEADERS: %s\nBODY: %s', self.filter headers
(response), response.text)
self.exit on_errors (response)

if wait for job and response.status code == 202:
self.wait for job (response.json())
return response

def get(self, path):
""" Get a resource object from the specified path """
response = requests.get(self.base url + path, auth=self.auth,

verify=False)

self.logger.debug ('HEADERS: %s\nBODY: %s', self.filter headers
(response), response.text)

self.exit on_errors (response)

return response

def delete(self, path, wait for job=False):
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""" Delete's a resource from the specified path """

response = requests.delete(self.base url + path, auth=self.auth,

verify=False)
self.logger.debug ('HEADERS: %s\nBODY: %s', self.filter headers

(response), response.text)

def

self.exit on_errors (response)
if wait for job and response.status code == 202:
self.wait_for job (response.json())

return response

find resource (self, path, name, value):

'''" Returns the 'id' of the resource if it exists, otherwise None

resource None
response = self.get('{path}?{field}={value}'.format (

path=path, field=name, value=value))

if response.status_code == 200 and response.json () .get (
'num records') >= 1:
resource = response.json().get('records') [0].get('id

return resource

def get num records(self, path, query=None):

error '

Al

'''" Returns the number of records found in a container,

resource = None
\}

query opt = '?{}'.format (query) if query else '
response = self.get('{path}{query}'.format (path=path, qu

=query opt))

def

def

.format (

if response.status code == 200
return response.json() .get('num records')
return None

resource_exists(self, path, name, value):
return self.find resource (path, name, value) is not None

wait for job(self, response, poll timeout=120):
last modified = response['job']['last modified']
job id = response['job']['id"]

self.logger.info ('Event: ' + response['job']['message'])

while True:
response = self.get('/jobs/{}?fields=state,messages’

")

or None on

ery

'poll timeout={}&last modified=>={}"
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job id, poll timeout, last modified))
job body = response.json().get('record', {})

# Show interesting message updates
message = job body.get('message', ''")
self.logger.info ('Event: ' + message)

# Refresh the last modified time for the poll loop
last modified = job body.get('last modified')

# Look for the final states
state = job body.get('state', 'unknown')
if state in ['success', 'failure']:
if state == 'failure':
self.logger.error ('FAILED background job.\nJOB: %s',
job body)
exit (1) # End the script if a failure occurs
break

def exit on_errors(self, response):
if response.status_code >= 400:
self.logger.error ('FAILED request to URL: $s\nHEADERS: %s
\nRESPONSE BODY: %s',
response.request.url,
self.filter headers (response),
response.text)
response.raise_ for status() # Displays the response error, and
exits the script

@staticmethod
def filter headers (response):
'''" Returns a filtered set of the response headers '''
return {key: response.headers|[key] for key in ['Location',
'request-id'] if key in response.headers}

ONTAP Select 75 XA/ —RDYA XA ZEBETBZAI) Tk
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#!/usr/bin/env python

# File: resize nodes.py
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(C) Copyright 2019 NetApp, Inc.

This sample code is provided AS IS, with no support or warranties of
any kind, including but not limited for warranties of merchantability
or fitness of any kind, expressed or implied. Permission to use,
reproduce, modify and create derivatives of the sample code is granted
solely for the purpose of researching, designing, developing and
testing a software application product for use with NetApp products,
provided that the above copyright notice appears in all copies and
that the software application product is distributed pursuant to terms

no less restrictive than those set forth herein.

H H = H H FH H H FH H H H H H

import argparse
import logging
import sys

from deploy requests import DeployRequests

def parse_args():
""" Parses the arguments provided on the command line when executing

this

script and returns the resulting namespace. If all required
arguments

are not provided, an error message indicating the mismatch is
printed and

the script will exit.

mwn

parser = argparse.ArgumentParser (description=(
'Uses the ONTAP Select Deploy API to resize the nodes in the

cluster.'
' For example, you might have a small (4 CPU, 16GB RAM per node) 2
node'
' cluster and wish to resize the cluster to medium (8 CPU, 64GB
RAM per'
' node). This script will take in the cluster details and then
perform'
' the operation and wait for it to complete.'
))
parser.add argument ('--deploy', required=True, help=(

'Hostname or IP of the ONTAP Select Deploy VM.'
))
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parser.add argument ('--deploy-password', required=True, help=(
'The password for the ONTAP Select Deploy admin user.'

))

parser.add argument('--cluster', required=True, help=(
'"Hostname or IP of the cluster management interface.'’

))

parser.add argument ('--instance-type', required=True, help=(
'The desired instance size of the nodes after the operation is

complete.'

))

parser.add argument ('--ontap-password', required=True, help=(
'The password for the ONTAP administrative user account.'

))

parser.add argqument ('--ontap-username', default='admin', help=(
'The username for the ONTAP administrative user account. Default:

admin. '
))
parser.add argument('--nodes', nargs='+', metavar='NODE NAME', help=(
'A space separated list of node names for which the resize
operation'

' should be performed. The default is to apply the resize to all

nodes in'
' the cluster. If a list of nodes is provided, it must be provided

in HA'
' pairs. That is, in a 4 node cluster, nodes 1 and 2 (partners)

must be'
' resized in the same operation.'

))

return parser.parse_args ()

def get cluster(deploy, parsed args):
""" Tocate the cluster using the arguments provided """

cluster id = deploy.find resource('/clusters', 'ip', parsed args
.cluster)
if not cluster id:
return None
return deploy.get('/clusters/%s?fields=nodes' % cluster id).json() [

'record']
def get request body (parsed args, cluster):
""" Build the request body """

changes = {'admin password': parsed args.ontap password}
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# 1if provided, use the list of nodes given, else use all the nodes in
the cluster
nodes = [node for node in cluster['nodes']]
if parsed args.nodes:
nodes = [node for node in nodes if node['name'] in parsed args
.nodes]

changes|['nodes'] = [
{'instance type': parsed args.instance type, 'id': node['id']} for
node in nodes]

return changes

def main() :
""" Set up the resize operation by gathering the necessary data and
then send

the request to the ONTAP Select Deploy server.

mwn

logging.basicConfig(
format='[%(asctime)s] [%(levelname)5s] % (message)s', level=
logging.INFO, )

logging.getlLogger ('requests.packages.urllib3'") .setLevel (logging
.WARNING)

parsed args = _parse_args()
deploy = DeployRequests (parsed args.deploy, parsed args
.deploy password)

cluster = _get cluster (deploy, parsed args)
if not cluster:
deploy.logger.error (
'Unable to find a cluster with a management IP of %s' %
parsed args.cluster)

return 1

changes = _get request body (parsed args, cluster)
deploy.patch('/clusters/%s' % cluster['id'], changes, wait for job
=True)
if name == "' main ':

sys.exit (main())
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